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ESR-Series. PyKoBOACTBO MO aKcniyaraunm

1 BBepeHue

* AHHOTauusa

* LleneBas aygutopus

* YCcnoBHble 0603HaYeHMs

+ [puMeyaHns n npegynpexaeHns

1.1 AHHOTauus

B HacToslLee Bpemsi 0CyLLEeCTBASKOTCA MaclUTabHble NPOEKTbI MO NOCTPOEHUIO ceTell cBa3n. OaHol 13
OCHOBHbIX 3a/ia4 Npy peanu3auuy KpynHbIX My/IbTUCEPBUCHBIX CETEN SBNAETCA CO34aHNEe HAaAEXHbIX U
BbICOKOMPOW3BOAMUTE/bHbIX TPAHCMOPTHBIX CETEN, KOTOPbIE SIBMISTCA ONOPHBLIMU B MHOFOC/10MHOW
apXUTEKTYpE CeTell CrefyroLero nokoneHus.

CepBucHble MapLUpyTU3aTopbl cepun ESR MOryT ncnosib3oBaTbCA Ha CETAX KPYMHbIX NPeanpusaTuin u
npeanpusaTUsiX Masioro u cpeaHero 6usHeca (SMB), B onepaTopckmx CETSX. YCTpoiicTBa o6ecrneunsarot
BbICOKYO NPOV3BOANTENBHOCTb, BLICOKYHO NPOMYCKHYI0 CMOCOGHOCTb 1 NOAAEPXKMBAIOT (DYHKLMN 3aLUNTbI
nepefaBaemMbliX JaHHbIX.

B AaHHOM pyKOBOACTBE MO 3KChlyaTauuy 13fokeHbl HazHaueHne, TEXHUYECKNE XapakTePUCTUKN,
KOHCTPYKTVBHOE MCMOJIHEHWE, MOPSIA0K YCTAHOBKM, pEKOMEHAALMN N0 HaYa/lbHOV HACTPOIKE U OGHOB/IEHUIO
nporpaMMHOro o6ecneyeHunsi CEpBUCHOIO MapLupyTusartopa cepum ESR (ganee mapLupytusartop uim
YCTPOIACTBO).

1.2 UeneBas aygutopus

[laHHoe pyKoBOACTBO Nosb30BaTeNs NpegHasHaveHo A1 TEXHUYECKOro NepCcoHasa, BbIMOHSAOLWEro
YCTaHOBKY, HACTPOIKY 1 MOHWUTOPUHT YCTPOCTB NOCPeACTBOM MHTepdeiica komaHaHoi cTpokm (CLI), a Takke
npoueaypbl N0 06CNYXUBaAHNIO CUCTEMbI U 06HOBNEHNIO 0. KBanimdmkauusi TEXHUYECKOro nepcoHana
npegnonaraet 3HaHMe OCHOB paboTbl CTekoB NpoTokonos TCP/IP, npuHuunoB noctpoeHus Ethernet-ceteii.

1.3 YcnoBHble 0603HauYeHus

O6Go3HaueHne OnucaHue

[1 B KBafpaTHbIX CKOGKax B KOMAHAHOW CTPOKE YKa3bIBaTCS
Heobs3aTesbHble NapaMeTpbl, HO UX BBOA, NPeA0CTaBNAET onpeaeseHHble
[OMNOSTHUTE/bHbIE OMNLMN.

{} B churypHbIx cKobKax B KOMaHAHOM CTPOKE YKa3bIBalOTCSt BO3MOXHbIE
o6s3aTe/bHble NapamMeTpbl. Heo6XoAMMOo BbIGPaTh OAVH U3 NapamMeTpoB.

«» [aHHble 3HaKM B ONUCaHNM KOMaH bl UCMOSb3YHTCS NS YKa3aHus
[ManasoHoB.

«=»

«|» [aHHbI1 3HaK B onvcaHuy KoMaHabl 0603HAYAET <N,

MonyXupHbI Kypcue MonyXX1pHbIM WPUTOM BblAeNEHbI MPUMEYaHNs, NpeaynpexaeHnst uim

MHdhopMaums.
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ESR-Series. PyKoBOACTBO MO aKcniyaraunm

O6Go3HaueHne OnucaHue

<MonyxupHslli Kypcus> MoNyXUPHbLIM KYPCUBOM B YIN0BbIX CKOBKAX YKa3blBaOTCS Ha3BaHWs
KnaBuLW Ha KnaBmarype.

B pPaMKax C TEKCTOM yKa3aHbl MPpUMeEpPbI U pe3y/ibTaTbl BbINMO/IHEHUA
TeKCcT B pamke KOomaHg,

1.4 NMpumeyaHus n npeaynpexaneHna

& TpumeuaHus cogepxat BaXHy UH(OPMaLUIO, COBETbI UMM PEKOMeHAAaLMN Mo
NCNoNb30BaHUIO U HACTPOiike yCcTpoicTBa.

© nNpeaynpexpaeHnsa NHGOPMUPYIOT NO/bL30BATENA O CUTYaUUAX, KOTOPbIE MOTYT HAHECTU Bpey,
YCTPOWCTBY WU/IN YENOBEKY, NPUBECTU K HEKOPPEKTHOI paboTe ycTpoiicTBa Uiu NoTepe AaHHbIX.

® WHopMaymsa cogepXxuT crnpaBoyHble JaHHbIe 06 UCMOb30BaHUN YCTPOCTBA.
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2 OnucaHve nsaenuii

* HasHaueHune
* OYHKUUK

®YHKLMN nHTepdIelicoB

®yHKumn npu pabote ¢ MAC-agpecamun

®YHKL MM BTOPOro ypoBHSA ceTeBoli mogenu OSlI
®YHKLMN TpeTbero ypoBHs ceteBoli mogesnn OSI
®YHKLMN TYHHENMPOBaHUS Tpadmka

®YHKLMN yNpaBIeHNs U KOH(PUIryprpoBaHus
®YHKLMN CETEBOW 3aLUNTDI

* OCHOBHbIE TEXHUYECKME XapaKTEPUCTUKM
* KOHCTPYKTMBHOE UCMOJHEeHMe

KoHCTpykTMBHOE ucnosiHeHne ESR-3200
KoHcTpykTMBHOE ucnosiHeHne ESR-3100
KoHCTpykTMBHOE ucrnosiHeHne ESR-1700
KoHcTpykTrBHOE ucnosiHeHe ESR-1511, ESR-1500
KoHcTpykTrBHOE ucnosHeHne ESR-1200, ESR-1000
KoHcTpykTrBHOE ucnosHeHne ESR-200, ESR-100
KoHcTpykTMBHOE UcnosHeHne ESR-31
KoHCTpyKTMBHOE UcnosHeHne ESR-21
KoHcTpykTrBHOE ucnosiHeHne ESR-30, ESR-20
KoHCTpyKTMBHOE ucnosiHeHne ESR-15
KoHcTpykTMBHOE UcnosiHeHne ESR-15R
KoHCTpyKTMBHOE ucrnosiHeHne ESR-15VF
KoHCTpykTMBHOE UcnosHeHne ESR-12V
KoHcTpykTMBHOE UcnosiHeHne ESR-10

CeToBasi MHAMKauns

* KomMnaiekT nocrtaBku

2.1 Ha3HaueHue

ESR-Series. PyKOBOACTBO MO 3KCnayarauum

YcTpoiictea cepumn ESR ABASIOTCA BbICOKONPOM3BOAUTENIbHBIMU MHOTOLEN1EBLIMU CETEBbLIMU
MapLupyTmM3aTopamMu. YCTPOCTBO 06beanHSIET B cebe TpaanUMOHHbIE CeTeBbIe (DYHKLMM N KOMMNIEKCHbI
MHOTOYPOBHEBbIA MOAX0A, K 6€30MacHOCTM MapLipyTnsaLumm, 4To No3BoAsSeT 06ecnevnTb HaAEXHYH0 3alnTy
019 KOpNopaTuUBHOI cpefpbl.

YCTpPOIACTBO NoaAepX1BaEeT OYHKLMM MEXCETEBOIO 3KpaHa A/1a 3alyUTbl CETU OpraHM3aumm n CBOen CeTeBOA
NHPpacTPYKTYpbl, & TaKKe COoYeTaeT B cebe HoBellne cpeacTea obecneveHnss 6e30nacHOCTM AaHHbIX,
LUMCPPOBaHUS, ayTEHTUGMNKALMMN 1 3aLLNTLI OT BTOPXEHWIA.

YCTpONCTBO COAepXUT B cebe cpeacTBa 4/19 NporpaMMHOM 1 annapaTHoi 06paboTkn AaHHbIX. 3a cyeT
ONTUMaJIbHOTO pacnpegeneHvs PyHKUmii 06paboTkn faHHbIX MeXay YacTaMu 4OCTUraeTcss MakcuMasibHas
NpPOV3BOANTENBHOCTb.
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2.2 ®PYHKUMU

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

2.2.1 ®dyHKuumn nutepdeiicos

B Tabnuue 1 npuBeaeH CNMCoK dOyHKUUI MHTEPMENCOB YCTPOCTBA.

Tabnmua 1 — ®yHKUMM MHTEepdIENCOB yCTPONCTBa

OnpepgeneHve
NOJIIPHOCTU
NoAK/MIoUEeHUs
Kabens

(Auto MDI/MDIX)

Mopaepxka
oGpartHoro
[aBneHus
(Back pressure)

YnpaBsneHune
NOTOKOM
(IEEE 802.3X)

ArpernposaHue
KaHanoB

(LAG, Link
aggregation)

ABTOMaTM4YECKOe onpeaeneHune Tuna kabens — nepekpecTHblli Kabenb Uan Kabenb NPSMoro
NOAK/THOYEHMS.

+ MDI (Medium Dependent Interface — npsimoiA) — cTaHAapT kabenei A5 NoaKIUYeHNs
OKOHEYHbIX YCTPOIACTB;

+ MDIX (Medium Dependent Interface with Crossover — nepekpecTHblIii) — cTaHaapT
kabenein Ans NoAKIYEHNS KOHLEHTPATOPOB 1 KOMMYTaTOPOB.

MeTos 06paTHOro AaBMEHNS UCNOMb3YETCA HAa NOJYAYNIEKCHBIX COEAVHEHUSIX A/Is
perynnpoBaHusi OTOKa AaHHbIX OT BCTPEYHOTO YCTPOCTBA NyTEM CO3AaHUst KONNU3niA. MeToz
no3Bo/IfeT n3bexaTb NnepenosiHeHust GydpepHoit NamMsTV YCTPOCTBA U NOTEPU AAHHbIX.

YnpaBneHne NoToKOM NO3BOMSIET COEAUHSATL HU3KOCKOPOCTHOE YCTPOICTBO C
BbICOKOCKOPOCTHbIM. [I/151 NpeoTBpalleHnst NnepenosiHeHmns 6ydoepa HU3KOCKOPOCTHOE
YCTPOIACTBO MMEET BO3MOXHOCTb OTNPaBsATh nakeT PAUSE, TeM cambIM MHchopMupys
BbICOKOCKOPOCTHOE YCTPOIACTBO 0 HEOGX0AMMOCTM cAenaTb naysy npu nepegaqe nakeTos.

ArperupoBaHue (06beayHEHNE) KAHA/IOB NO3BO/ISIET YBE/IMUUTL NPOMYCKHYH0 CNOCO6HOCTbL
KaHasia CBSI3V 1 NOBbICUTb €r0 HAAEXHOCTb.

MapLupyTursaTop nogaepXxmnsaer ctatuyeckoe U JuHaMuyeckoe arpernposaHvie kaHasnos. Mpu
OVHaMMYeCcKoM arpernpoBaHmmn ncnonb3yetcs npotokon LACP ansa ynpasnieHus rpynnoi
KaHasos.

2.2.2 dyHKuum npu padorte ¢ MAC-agpecamu

B Tabnuue 2 npmuBeaeHbl yHKLMM yCTpoiicTBa npu pabote ¢ MAC-agpecamu.

Tabnmua 2 — ®dyHkumm pabotbl ¢ MAC-agpecamu

Ta6nuua MAC-
agpecoB

Tabnuua MAC-agpecoB ycTaHaBnnBaeT cooTBeTCcTBME Mexay MAC-agpecamu u nitepceincamm
YCTPOICTBA U MCNOMb3YeTCH A1 MapLUpyTU3aumumn NakeToB gaHHbIX. MapLupyTnsaTopbl UMeLoT
Tabnuuy emkocTblo oo 128k MAC-aapecoB 1 pe3epBupytoT onpeaeneHHble MAC-agpeca ans
NCMNOMb30BaHUSA CUCTEMOIA.
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ESR-Series. PyKoBOACTBO MO aKcniyaraunm

Pexxum o6yueHuss  MAC-Tabnuua MOXeT cofepxatb IM60 cTaTuyeckme agpeca, mbo agpeca, M3ydeHHble npu
MPOXOXAEHUM NAKETOB AaHHbIX Yepes3 YCTPONCTRO.

M3yuyeHne npomcxoamT 3a cyeT pernctpauun MAC-agpecoB oTnpaBuTeneil NakeToB C NPUBA3KON
nx k noptam 1 VLAN. Brnocnegcteum aTn gaHHble UCMo/b3YTCA /15 MapLupyTusaumm BCTPeUHbIX
nakeToB. Bpems xpaHeHusi 3apernctpmpoBaHHbix MAC-agpecoB orpaHnyeHo, ero
NPOLAO/IHKUTENBHOCTL MOXET HacTpamBaTbCa aAMUHUCTPATOPOM.

Ecnu MAC-agpec nosnydarensi, ykasaHHblii B NPUHATOM YCTPOWCTBOM nakeTe, OTCYTCTBYET B
TabnuLe, TO TaKoil NakeT OTNPaBAAETCs Aasiee Kak WMPOKOBeLLaTeNbHbI B npegenax L2-
CerMeHTa ceTu.

2.2.3 ®DyHKUUU BTOPOro ypoBHA ceTeBoil moaenu OSI
B Tabnuue 3 npmBeaeHbl PYHKLUM 1 0COBEHHOCTU BTOPOro ypoBHS (ypoBeHs 2 OSlI).
Tabnuua 3 — OnucaHne yHKUMIA BTOporo ypoBHS (ypoBeHb 2 OSI)
Nopgaepxka VLAN  VLAN (Virtual Local Area Network) — 3To cpeacTBo pasaenieHnsi CETU Ha M30/IMPOBaHHbIe
cerMeHTbl Ha ypoBHe L2. Ncnonb3oBaHme VLAN no3BossieT NOBbICUTL YCTOMUYMBOCTL paboThl

KPYTMHbIX CETEN 3a CUeT AeneHns nx Ha 6oee Mesikue CeTH, U30/IMPOBAaTbL PA3HOPOAHLIN Tpaduk
JlaHHbIX Mexay coboii 1 pelinTb MHOTVe Apyrve 3aaun.

MapLupyTr3aTtopbl NOAAEPXKMBAIOT pPas3/iMyHblie cnocobbl opraHm3auumn VLAN:
+ VLAN Ha 6a3e MeTOK NakeToB AaHHbIX, B cooTBeTCTBMU C IEEE 802.1Q;

+ VLAN Ha 6a3e nopToB ycTpoiicTBa (port-based);
+ VLAN Ha 6a3e 1cnosib3oBaHnsa npasun knaccudukaumm gaHHbix (policy-based).

Mpotokon 3apgadeii npoTokona Spanning Tree ABASETCA UCK/IOUYEHNE N3ObITOYHbIX CETEBbIX COEAVHEHWUI U
CBA3yloLWero Np1BEAEHNE TOMOMOTNM CETU K APEBOBUAHOI. OCHOBHbIE MPMMEHEHMS MPOTOKO/1a CBSA3aHbI C
hepeBa npefoTBpaLLeHNeM 3aLMKIMBaHNA CETEBOO Tpadinka 1 ¢ opraHm3almeii pe3epBHbIX KaHa/10B
(Spanning Tree CBA3MN.

Protocol) !

1 B Tekyuieli Bepcum MO AaHHbI (YHKLUMOHAT NOAAEPXMBAETCA TOMLKO Ha MapLipyTusatope ESR-1000.

2.2.4 ®yHKUUU TPeTbero ypoBHA ceteBoi moaenu OSI
B Tabnuue 4 npmBeaeHbl yHKLMM TpeTbero ypoBHs (yposeHb 3 OSI).
Tabnuua 4 — OnucaHune yHKUMIA TpeTbero ypoBHsi (Layer 3)

CraTtuueckue IP- ALMUHMCTPATOP MapLUpyT13aTopa UMeeT BO3MOXHOCTb f06aBNATb U yaanaTb cTaTudeckne

MapLpyTbl 3anucu B Tabsmuy mMapLupyTmsaumn.

AviHamunuyeckas MpOTOKO/IbI AUHAMMWYECKOR MapLIpyTM3aLmy NO3BOIAKOT YCTPONCTBY 0OMEHMBATLCS MapLUPYTHO

MapLupyTusauus MHchopMaLmeli C coceHUMM MapLUpyTU3aTopaMmn Y aBTOMaTMYECKN COCTaB/IATL Tab/muy
MapLLpyTOB.

MapLipyTusarop nogaepxusaert cnegyowme npotokosnbl: RIPv2, RIPng, OSPFv2, OSPFv3, IS-IS,
BGP.
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Tao6nuua ARP

KnneHt DHCP

CepBep DHCP

DHCP Relay

TpaHcnAuuA
ceTeBbIX apecoB
(NAT, Network
Address
Translation)

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

ARP (Address Resolution Protocol) — npoTokon A/1a BbISCHEHUS| COOTBETCTBUA aAPECOB CETEBOIO
1 KaHasbHOro ypoBHel. Tabnuua ARP cogepXuT nHdpopmaumio 06 n3yyeHHOM COOTBETCTBUM.

CoO0TBEeTCTBME YCTaHAB/IMBAETCS HA OCHOBE aHa/i3a OTBETOB OT CETEBbIX YCTPOICTB, aapeca
YCTPOIACTB 3anpallnBaloTCs C NOMOLLbIO LUIMPOKOBELLATE bHbIX MAKETOB.

MpoTtokon DHCP (Dynamic Host Configuration Protocol) AaéT BO3MOXHOCTb aBTOMATU3POBAThL
ynpaB/ieHne CeTEBbIMY YCTPONCTBAMMU.

KnnenTt DHCP nosBonsieT mapLipyTusatopy nosyyarb CETEBOWN aApec U AOMNOHUTENIbHbIE
napameTpbl 0T BHewwHero DHCP-cepeepa. Kak npaBuno, 3ToT cnoco6 ucnosb3yeTcs ans
MOJTyYEHNS CETEBBIX HACTPOeK onepartopa ny6nuuHoii cetn (WAN).

Cepep DHCP npegHasHadeH ansa aBtomarm3aumm u LeHTpamsaumm KoHhUrypmpoBaHus
CeTeBbIX YCTPOMCTB.

PaswmelyeHrne DHCP-cepBepa Ha MapLUpyTM3aTOPE NO3BOJISET NOYYUTb 3aKOHUEHHOE PEeLLEHE
NS NOAAEPXKKN NIOKASIBHON CETU.

DHCP-cepBep, BXoAsLWii B COCTAB MapLUpyTU3aTopa, N03Bo/IsSET Ha3HavaTk IP-agpeca ceTeBbiM
yCTpoiAicTBaM 1 NepeaaBaTh A0NoSHATESbHbIE CETEBbIE NapaMeTpbl — aipeca cepBepoB, aapeca
LLI/I030B CETU U Apyrne HeobxoayMble NapameTpsbl.

®yHkumnoHan DHCP Relay npegHasHaueH ans nepeHanpas/ieHuns LWimpokoselatesibHbix DHCP
Discover-nakeToB 13 O4HOIO LUMPOKOBELLATE/IbHOTO JOMEHA B 0fiHOaapecHble (unicast) DHCP
Discover-nakeTbl B 4pyromMm LWMPOKOBeLaTe/IbHOM [JOMEHE.

TpaHcNAuMA ceTeBbIX afpecoB — 3TO MeXaHN3M, KOTOPbIV NO3BO/ISET Npeo6pasosbiBaTh IP-
afipeca v HoMepa NopToB TPAH3UTHbIX MAKETOB.

®yHKunA NAT no3BoNseT NCNoNb30BaTb MeHbLLEe Kon4ecTBo IP-agpecos, TpaHcanpys
Heckosbko IP-agpecoB BHYTPEHHER ceT B OAUH BHELUHWIA Ny6nnyHblii IP-agpec. Micnonb3oBaHne
NAT no3BonseT yBennunTb 3ayULLEHHOCTb JTIOKa/TbHOM CETU 3a CHET CKPbITMSA €€ BHYTPEHHER

CTPYKTYpBbI.

MapLupyTr3aTopbl NOAAEPXKUBAIOT crieaytolume BapuaHTsl NAT:

+ Source NAT (SNAT) - BbINo/IHSAETCS 3aMeHa afpeca, a Takke HoMepa nopTa UCTOUHKKA
npy NPOXOXAEHNW NakeTa B O4HY CTOPOHY 1 06paTHOW 3aMeHe aZpeca HasHauyeHus B
OTBETHOM MNakeTe;

+ Destination NAT (DNAT) — koraa o6pallieHnsi U3BHe TPaHC/IMPYITCS MapLIpyTU3aTopoM
Ha KOMMNbIOTEP NO/b30BaTe 1A B /IOKANIbHOW CETU, UMELLMIA BHYTPEHHWI agpec 1 NoToMy
HEZOCTYMHbIV U3BHE CETU HenocpeAcTBeHHO (6e3 NAT).
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ESR-Series. PyKoBOACTBO MO aKcniyaraunm

2.2.5 ®PyHKUMM TYHHeNupoBaHus Tpacuka

Tabnmua 5 — ®yHKLMU TYHHENNpoBaHua Tpadnka

MpoTtokonsbl
TYHHenpoBaHusi

TyHHeNnMpoBaHne — 3To CNoco6 NPeo6pasoBaHns NAKeToB AaHHbIX NPU Nepeaade ux no cetu, npu
KOTOPOM MPOUCXOAUT 3amMeHa, MoaudvKaums uimn fobaefeHne HOBOTO CETEBOTNO 3aro/loBKa
nakeTa. Takoli cnoco6 MOXET GblTb MCMO/b30BaAH [/1 COTfIaCOBaHWsS TPAHCMOPTHBIX NPOTOKO/I0B
MNPV NPOXOXAEHUN AaHHbIX Yepe3 TPaH3UTHYIO CETb, 1 CO3aHuUs 3allULLEHHbLIX COeANHEHWIA,
NPV KOTOPbIX TYHHE/IMPOBAaHHbIE laHHbLIE NOABEPraloTCA LNGIPOBAHMIO.

MapLupyTr3aTopbl NOAAEPXKMBAIOT Criedytolume BUabl TYHHENeN:

+ GRE - nHkancynsaums IP-naketa/Ethernet-kagpa B gpyroii IP-nakeT ¢ go6asneHvem GRE
(General Routing Encapsulation)-3aronoBka;

+ IPv4-IPv4 — TyHHe b, UCMONb3YIOLNI MHKANCYNALUMI0 UCcXoaHbIX IP-nakeToB B IP-nakeTsl ¢
OpYyrMMun ceTeBbIMU NapameTpamu;

+ L2TPv3 - TyHHenb ansa nepepaum L2-tpadmka ¢ nomollbio IP-nakeTos;

+ IPsec — TyHHenb ¢ WngpoBaHnem nepegaBaemMbiX faHHbIX;

+ L2TP, PPTP, PPPoE, OpenVPN - TyHHenu, ucnonb3ytowmecs 418 opraHusaLmm
yA&J/IEHHOro A0CTyna KNneHT-cepaep.

2.2.6 PYHKUMU ynpaB/ieHNA U KOHQUrypupoBaHus

Ta6nuua 6 — OCHOBHbIE (OYHKLIMW YNPAB/IEHUS Y KOHPUIYPMPOBaHNSA

3arpyska u
BbIrpy3ka paiina
HaCTPOWKN

NHTepdeiic
KOMaHAHOM
ctpoku (CLI)

Syslog

CeTeBble
YTUIUTBI
ping, traceroute

YnpasneHue
KOHTpPONUpyemMbIM
[OCTyrnom —
YPOBHU
npuBuIerni

MapameTpbl YCTPONCTBA COXPAHAIOTCA B paiisie HacTPOIKW, KOTOPbIA COAEPXMUT AaHHble
KOHdhurypaumm Kak Bceii CUCTEMbI B LEE/IOM, TaK U ONpeAeneHHoro nopra yctpoicTea. Ans
nepegayv goainsioB MoryT ncnonb3oBarbcs npotokosnbl TFTP, FTP, SCP.

YnpaBneHue nocpeacteoM CLI ocyllecTBAsieTcs /IoKasibHO Yepes noc/iefoBaTe/lbHblii nopT
RS-232 nn6o yaaneHHo yepes Telnet, SSH. VHTepgeiic komaHaHoli cTpoku koHconm (CLI)
ABNAETCS NPOMbILLNEHHbIM cTaHaapToM. VHTepnpeTaTop CLI npegocTaBnsieT CnucoK KoMaHa, u
K/THOUEBbIX C/I0B f1/11 MOMOLLIM NOMb30BaTE N0 U COKPALLEHNI0 06beMa BBOANMbIX JaHHbIX.

MpoTokon Syslog o6ecneunBaeT nepegady MHPOPMaLMOHHBIX COOBLLEHNIA O MPOMNCXOASLLMX B
cUcTeME COOBbITUSIX N BEAEHNE XypHana COObITUNA.

YTuUnuThl ping 1 traceroute — npeAHasHaueHbl 4151 NPOBEPKM AOCTYNHOCTY CETEBbIX YCTPOIACTB U
[Ns onpeaeneHnst MapLUpyToB nepegayn aaHHbIx B IP-ceTsix.

MapLupyTr3aTopbl NOAAEPKMBAIOT yNpaBeHne YpOBHEM AOCTYyNa Nosib3oBaTeneii K cucteme.
YpoBHM fOCTyna No3BossAT ynpasisaTe 30HaMU OTBETCTBEHHOCTU aAMUHUCTPATOPOB YCTPOWUCTB.
YpoBHM goctyna Hymepytotcs oT 1 4o 15, ypoBeHb 15 cOOTBETCTBYET MO/IHOMY AOCTYNY K
yNpaB/IEHNIO YCTPOINCTBOM.
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AyTeHTudukaums

CepBep SSH/
cepsep Telnet

ABTOMaTHyeckoe
BOCCTaHOB/IEHUe
KOHdpurypaumm

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

AyTeHTUhUKauus — 310 npoleaypa NPoBePKU NOASIMHHOCTM NoMb30BaTens. MapLipyT3aTopsi
NOALEPXMBAIOT CefyloLiMe METOAbI ayTEHTUMKALMN:

* NoKasibHasA — /19 ayTeHTU(UKaL M NCnosnb3yeTcs SiokasibHas 6asa faHHbIX
nonb3oBaTesel, XpaHsiLasicsl Ha caMOM YCTPOWCTBE;

+ rpynnoBas — 6a3a faHHbIX Nosib30BaTeseli XxpaHNTCA Ha cepBepe ayTeHTugukauymun. Ans
B3aMMOZENCTBUSA C CEPBEPOM MCMONb3yoTcs npoTokonbl RADIUS n TACACS.

®yHKUMKM cepBepa SSH 1 Telnet no3BonsOT ycTaHOBUTL COEAUHEHUNE C YCTPOICTBOM A5
yNpaB/eHUs M.

YCTpoiicTBO NoAepXnBaeT aBTOMATUYECKYH0 CUCTEMY BOCCTAHOB/IEHUSI KOHpUTypaLImi, KoTopast
npefoTBpalllaeT cuUTyauun noTepuw yaaneHHoro AocTyna K YyCTPOCTBY NOC/e CMEHbI
KoHdourypaumu. Ecnv B TeueHue 3alaHHOIo BpeMeHn Noc/ie U3MeHeHNsl KOHQMrypawmm He 6b110
BBE/lEHO NOATBEPXAEHNE — NPOM30iiaeT aBTOMATUUYECKUiA OTKAT KOHAUIypauum 10 Npe/blayLero
CMOJIb30BABLLETOCS COCTOSHUSI.

2.2.7 ®DyHKUUM ceTeBOI 3aWUThbI

B Tabnuue 7 npuBeaeHbl (OYHKLMN CETEBOIA 3aLLUTbI, BbINO/IHAEMbIE YCTPOCTBOM.

Tabnmua 7 — ®yHKUMM CETEBOW 3aLLMUThI

30HbI
6e3onacHoOCTHU

dunbTpaumua
[aHHbIX

Bce nHTepdheiicbl MapLipyTusaTopa pacnpeaenstorcs no 3oHam 6e30nacHoOCTH.

[ns1 Kaxxaoli napbl 30H HACTpavBatoTCs NpPaBua, onpeaensiowmne BO3MOXHOCTb UK
HEBO3MOXXHOCTb MPOXOXAEHUSI AAHHbIX MEXIY 30HaMW, MpaBuia PUILTPaUuM Tpadmka gaHHbIX.

[nsa Kaxaon napbl 30H 6€30MacHOCTY COCTaBAsieTCA Habop npaBw/l, KOTOPbIE NO3BOSAOT
ynpaBnsTh unbTpaumein JaHHbIX, NPOXOAALLMX Yepe3 MapLUpyTm3aTop.

KomaHaHbIi HTepdieiic ycTpoicTea NnpegocTaBnsAeT CpeacTsa aAns AeTaslbHON HaCTPONKM

npasw/ Knaccudukauum Tpaurka v ansa HasHavyeHus pesynsTUPYIOLLEro peLleHns o nponycke
Tpaduka.
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ESR-Series. PyKoBOACTBO MO aKcniyaraunm

2.3 OCHOBHbIe TEXHUYECKUue XapaKTepnuctuku
OCHOBHblE TEXHMYECKME NapaMeTpbl MapLIpyTM3aTopa NpuBeAeHsb! B Tabnuue 8.

Tabnmua 8 — OCHOBHblE TEXHUYECKNE XapaKTepPUCTUKN

O6wue napaveTpbl

WHTepdelichl ESR-3200 12 x T000BASE-X/10GBASE-R/25GBASE-R
1 x Console RS-232 (RJ-45)
1 x MopT OOB
1xUSB 2.0

1 x Cnot ana microSD-kapTbl

ESR-3100 8 x Combo Ethernet 10/100/1000BASE-T/1000BASE-X
8 x T0GBASE-R/1000BASE-X (SFP+/SFP)
1 x Console RS-232 (RJ-45)
2xUSB 3.0

1 x Cnot ans SD-kapThl

ESR-1700 4 x Combo Ethernet 10/100/1000BASE-T/1000BASE-X
8 x TOGBASE-R/1000BASE-X (SFP+/SFP)
2 x Pa3beM /151 YCTaHOBKWM XECTKOTo Ancka
1 x Console RS-232 (RJ-45)
1 x MopT OOB

2xUSB 2.0
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ESR-1511

ESR-1500

ESR-1200

ESR-1000

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

4 x Combo Ethernet 10/100/1000BASE-T/1000BASE-X
4 x Ethernet 10/100/1000BASE-T (RJ-45)

4 x 10GBASE-R/1000BASE-X (SFP+/SFP)

2 x 40GBASE-X (QSFP+)

1 x Console RS-232 (RJ-45)

1 x MopT OOB

2xUSB 2.0

1 x Cnot gns SD-kapThl

4 x Combo Ethernet 10/100/1000BASE-T/1000BASE-X
4 x Ethernet 10/100/1000BASE-T (RJ-45)

4 x 10GBASE-R/1000BASE-X (SFP+/SFP)

1 x Console RS-232 (RJ-45)

1 x MNopt OOB

2xUSB 2.0

1 x Cnot ansa SD-kapThbl

4 x Combo Ethernet 10/100/1000BASE-T/1000BASE-X
12 x Ethernet 10/100/1000BASE-T (RJ-45)

8 x T0GBASE-R/1000BASE-X (SFP+/SFP)

1 x Console RS-232 (RJ-45)

2xUSB 2.0

1 x Cnot ans SD-kapThl

24 x Ethernet 10/100/1000BASE-T (RJ-45)
2 x T0GBASE-R/1000BASE-X (SFP+/SFP)
1 x Console RS-232 (RJ-45)

2xUSB 2.0

1 x Cnot ana SD-kapThl
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ESR-200

ESR-100

ESR-31

ESR-30

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

4 x Combo Ethernet 10/100/1000BASE-T/1000BASE-X
4 x Ethernet 10/100/1000BASE-T (RJ-45)

1 x Console RS-232 (RJ-45)

1xUSB 3.0

1xUSB 2.0

1 x Cnot ansa SD-kapThbl

4 x Combo Ethernet 10/100/1000BASE-T/1000BASE-X
1 x Console RS-232 (RJ-45)

1xUSB 3.0

1xUSB 2.0

1 x Cnot ansa SD-kapThbl

8 x Ethernet 10/100/1000BASE-T (RJ-45)
6 x Ethernet T000BASE-X (SFP)

2 x T0GBASE-R/1000BASE-X (SFP+/SFP)
3 x Serial RS-232

1 x Console RS-232 (RJ-45)

1xUSB 3.0

1xUSB 2.0

1 x Cnot ana microSD-kapTbl

4 x Ethernet 10/100/1000BASE-T (RJ-45)
2 x T0GBASE-R/1000BASE-X (SFP+/SFP)
1 x Console RS-232 (RJ-45)

1xUSB 3.0

1xUSB 2.0

1 x Cnot ana microSD-kapTbl
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ESR-21

ESR-20

ESR-15

ESR-15R

ESR-15VF

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

8 x Ethernet 10/100/1000BASE-T (RJ-45)
4 x 1000BASE-X (SFP)

3 x [NocnepoBatenbHblin nopT RS-232

1 x Console RS-232 (RJ-45)

1xUSB 3.0

1xUSB2.0

1 x Cnot ansa SD-kapThbl

2 x Combo Ethernet 10/100/1000BASE-T/1000BASE-X
2 x Ethernet 10/100/1000BASE-T (RJ-45)

1 x Console RS-232 (RJ-45)

1xUSB 3.0

1xUSB2.0

1 x Cnot ana SD-kapTbl

4 x Ethernet 10/100/1000BASE-T (RJ-45)
2 x T000BASE-X (SFP)
1 x Console RS-232 (RJ-45)

2xUSB 2.0

4 x Ethernet 10/100/1000BASE-T (RJ-45)
2 x T000BASE-X (SFP)
1 x Console RS-232 (RJ-45)

2xUSB 2.0

8 x Ethernet 10/100/1000BASE-T (RJ-45)
2 x 1000BASE-X (SFP)

1 x Console RS-232 (RJ-45)

4 x FXS

2xUSB 2.0
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ESR-14VF

ESR-12VF

ESR-12V

ESR-10

Tunbl ONTUYECKNX ESR-3200
TpaHC/BEPOB

ESR-1511

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

8 x Ethernet 10/100/1000BASE-T (RJ-45)
1 x 1000BASE-X (SFP)

1 x Console RS-232 (RJ-45)

4 x FXS

2xUSB 2.0

8 x Ethernet 10/100/1000BASE-T (RJ-45)
1 x T000BASE-X (SFP)

1 x Console RS-232 (RJ-45)

3 xFXS

1 x FXO0

2xUSB 2.0

8 x Ethernet 10/100/1000BASE-T (RJ-45)
1 x Console RS-232 (RJ-45)

3 xFXS

1xFXO

2xUSB 2.0

4 x Ethernet 10/100/1000BASE-T (RJ-45)
2 x 1000BASE-X (SFP)
1 x Console RS-232 (RJ-45)

2xUSB 2.0

T000BASE-X SFP
TOGBASE-R SFP+

25GBASE-R SFP28

T000BASE-X SFP
TOGBASE-R SFP+

40GBASE-X QSFP+
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[ynnekcHblin 1 NonyaynneKCHbIi peXnumbl

nHTepcpeiicos

MakcrmasibHas
NpomnycKHasi CNoCOGHOCTb
MapLupyTu3atopa B
L2-pexume (npu
annapaTtHoli KOMMyTaLun)

CkopocTb nepegaun
[JaHHbIX

ESR-3100 TO00BASE-X SFP

ESR-1700 TOGBASE-R SFP+

ESR-1500

ESR-1200

ESR-1000

ESR-31

ESR-30

ESR-200 TO00BASE-X SFP

ESR-100

ESR-21

ESR-20

ESR-15

ESR-15R

ESR-15VF

ESR-14VF

ESR-12VF

ESR-10

ESR-15 TO00BASE-R SFP+

nopToB

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

¢ OynnekcHbIi 1 NonyaynaeKCHbI pexum ans 3NeKTpUudeckmnx

* ,D,yﬂﬂeKCHbIVI pexum ana ontTnyecknx nopTtos

ESR-1700 160 Iréut/c

ESR-1511

ESR-1500

ESR-1200

ESR-1000 88 ront/c

ESR-3200 + onTuyeckue nHTepgelicol 1/10/25 rént/c
ESR-1511 * anekTpuyeckne nHtepdeiicel 10/100/1000 MéwuTt/c

+ onTuyeckue nHTepdgelicol 1/10/40 F'éut/c
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ESR-Series. PyKoBOACTBO MO aKcniyaraunm

ESR-3100 + anekTpuyeckue nHTepgeiicel 10/100/1000 M6uT/C
+ onTuyeckue nHTepgelicol 1/10 Féut/c

ESR-1700

ESR-1500

ESR-1200

ESR-1000

ESR-31

ESR-30

ESR-200 *+ anekTpuyeckne nHTepdeiicel 10/100/1000 M6wuTt/c
+ onTM4Yeckue nHTepdelicbl 1 Fomt/c

ESR-100

ESR-21

ESR-20

ESR-15

ESR-15R

ESR-15VF

ESR-14VF

ESR-12V(F)

ESR-10

KonnuectBo VPN-TyHHenen ESR-3200 500
ESR-3100
ESR-1700
ESR-1511
ESR-1500
ESR-1200

ESR-1000
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ESR-Series. PyKoBOACTBO MO aKcniyaraunm

ESR-200 250
ESR-100

ESR-31

ESR-30

ESR-21

ESR-20

ESR-15 10
ESR-15R

ESR-15VF
ESR-14VF
ESR-12V(F)

ESR-10

Konuyectso cTtatnyeckux ESR-3200 11k

MapLLpyTOB
ESR-3100
ESR-1700
ESR-1511
ESR-1500
ESR-1200
ESR-1000
ESR-200
ESR-100
ESR-31
ESR-30

ESR-21

ESR-20
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ESR-Series. PyKoBOACTBO MO aKcniyaraunm

ESR-15 1k
ESR-15R

ESR-15VF
ESR-14VF
ESR-12V(F)

ESR-10

KonnyectBo KOHKypeHTHbIX  ESR-3200 512k
ceccuii

ESR-3100

ESR-1700

ESR-1511

ESR-1500

ESR-1200

ESR-1000

ESR-200 256k
ESR-100

ESR-31

ESR-30

ESR-21

ESR-20

ESR-15 4k
ESR-15R

ESR-15VF
ESR-14VF
ESR-12V(F)

ESR-10

Mopnepxka VLAN 0o 4k aktmeHbIx VLAN B cootBeTcTBMM ¢ 802.1Q
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KonnuyecTtBo mapLupyToB
BGPv4/BGPv6

Konvyectso mapLupyToBs
OSPFv2/0SPFv3/IS-IS

ESR-3200
ESR-3100
ESR-1700
ESR-1511
ESR-1500
ESR-1200

ESR-1000

ESR-200
ESR-100
ESR-31
ESR-30
ESR-21

ESR-20

ESR-15
ESR-15R
ESR-15VF
ESR-14VF
ESR-12V(F)

ESR-10

ESR-3200
ESR-3100
ESR-1700
ESR-1511
ESR-1500
ESR-1200

ESR-1000

5M

2,5M

™

500k

ESR-Series. PyKoBOACTBO MO aKcniyaraunm
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ESR-Series. PyKoBOACTBO MO aKcniyaraunm

ESR-200 300k
ESR-100

ESR-31

ESR-30 30k
ESR-21

ESR-20

ESR-15

ESR-15R

ESR-15VF

ESR-14VF
ESR-12V(F)

ESR-10

Konnyectso mapLupyToB ESR-3200 10k

RIP/RIPng
ESR-3100
ESR-1700
ESR-1511
ESR-1500
ESR-1200
ESR-1000
ESR-200
ESR-100
ESR-31
ESR-30

ESR-21

ESR-20
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ESR-15 1k
ESR-15R

ESR-15VF
ESR-14VF
ESR-12V(F)

ESR-10

Tabnuua MAC-agpecos ESR-1700 128k 3anucei
ESR-1511
ESR-1500

ESR-1200

ESR-3200 16k 3anucei

ESR-1000

ESR-3100 2k 3anuceii Ha 6puaX
ESR-200
ESR-100
ESR-31
ESR-30
ESR-21
ESR-20
ESR-15
ESR-15R
ESR-15VF
ESR-14VF
ESR-12V(F)

ESR-10
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Pa3mep 6a3bl FIB

VRF

ESR-1700

ESR-3200
ESR-3100
ESR-1511
ESR-1500
ESR-1200

ESR-1000

ESR-200
ESR-100
ESR-31
ESR-30
ESR-21

ESR-20

ESR-15
ESR-14VF
ESR-12V(F)

ESR-10

ESR-15R

ESR-15VF

3,0M

1,7M

1,4M

800k

™

32
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ESR-Series. PyKoBOACTBO MO aKcniyaraunm

Konnuectso L3- ESR-3200 4000

nHTepdeiicos
ESR-3100
ESR-1700
ESR-1500
ESR-1511
ESR-1200
ESR-1000
ESR-200
ESR-100
ESR-31
ESR-30

ESR-21

ESR-20

ESR-15 200
ESR-15R

ESR-15VF

ESR-14VF
ESR-12V(F)

ESR-10
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CooTBeTCcTBUE CTaHAapTam

YnpaBneHue

NokanbHoe ynpaeneHue

YpaneHHoe ynpaeneHue

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

IEEE 802.3 10BASE-T Ethernet

IEEE 802.3u T00BASE-T Fast Ethernet

IEEE 802.3ab 1000BASE-T Gigabit Ethernet
IEEE 802.3z Fiber Gigabit Ethernet

IEEE 802.3ba 40GBASE-SR4, 40GBASE-LR4
ANSI/IEEE 802.3 aBTOONpeneneHne ckopoctu
IEEE 802.3x KOHTPO/1b MOTOKOB A@HHbIX

IEEE 802.3ad o6beanHeHne kaHanos LACP
IEEE 802.1Q BupTyasnbHble nokasbHble cetn VLAN
IEEE 802.1v

IEEE 802.3ac

IEEE 802.3ae

IEEE 802.1D

IEEE 802.1w

IEEE 802.1s

CLl

TELNET, SSH

dusnyeckne XxapakTepUCTUKU 1 YCIIOBUS OKpYXXatoLleli cpegbl

MCTOYHUKN NUTaHUA

ESR-1700

CeTb nepemMeHHoro Toka: 176-264 B, 50-60 'y
CeTb noctosiHHOro Toka: 36—-72 B
BapuaHTbl nUTaHus:
* OAMH UCTOYHUK MUTaAHUSA NOCTOSHHOIO UM NEPEMEHHOIO TOKa;

* ABa UCTOYHMKa NUTaHnA NOCTOAHHOIO Un NepemMeHHOro Toka, C
BO3MO>XHOCTbIO FOpFILIeVI 3aMeHbl
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MakcumasnibHasa
noTpeénsemMas MOLLHOCTb

ESR-3200
ESR-3100
ESR-1511
ESR-1500
ESR-1200
ESR-1000

ESR-31

ESR-200
ESR-100
ESR-30
ESR-21
ESR-20
ESR-15R
ESR-15VF
ESR-14VF

ESR-12V(F)

ESR-15
ESR-10
ESR-3200
ESR-3100
ESR-1700
ESR-1511
ESR-1500
ESR-1200
ESR-1000
ESR-200
ESR-100
ESR-31
ESR-30

ESR-21

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

CeTb nepemeHHoro Toka: 100—240 B, 50-60 I'y,
CeTb NOCTOAHHOIO ToKa: 36—72 B
BapuaHTbl nuTaHus:

* OAWH NUCTOYHWUK NNTaHUA NMNOCTOAHHOIO U1 NepeMeHHOro ToKa,
* ABa UCTOYHUKa NUTaHUA NMOCTOAHHOIO NI NnepemMeHHOoro Toka, C
BO3MOXXHOCTbHO FOpﬂLIeVI 3aMeHbl

CeTb nepemeHHoro Toka: 100-264 B, 50-60 I'y,

AganTep nUTaHns NOCTOSHHOTO Toka 220 B/12B,2 A
ApanTtep nuTaHmsa NocTosiHHoro Toka 220 B/12B, 1,5 A
118 Bt

123 Bt

250 Bt

128 BT

125 BT

85 BT

75 BT

25BT

20 Bt

40 Bt

26 Bt

32BT
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Macca

ESR-20

ESR-15

ESR-15R

ESR-15VF
ESR-14VF

ESR-12V(F)

ESR-10

ESR-3200
ESR-3100
ESR-1700
ESR-1511

ESR-1500

ESR-1200
ESR-1000

ESR-200

ESR-100

ESR-31
ESR-30
ESR-21
ESR-20
ESR-15
ESR-15R
ESR-15VF

ESR-14VF

ESR-12V(F)

ESR-10

25BT

18 BT

22 Bt

9Bt
5Kr
4,34 xr
12 kr

7 Kr

55kr
3,6 Kr

2,5«kr

4,44 xr
1,8 kr
3,15«r
2 Kr
0,325 kr
1,405 kr
1,534 kr

1 kr

0,3 kr

ESR-Series. PyKoBOACTBO MO aKcniyaraunm
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rabapuTHblE pasmepsbl
(WxBxT)

ESR-1700

ESR-3200

ESR-3100

ESR-1511

ESR-1500

ESR-1200

ESR-1000

ESR-200

ESR-100

ESR-31
ESR-21

ESR-30

ESR-20

ESR-15

ESR-15R

ESR-15VF

ESR-14VF

ESR-12V(F)

ESR-10

440 x 88 x 490 mm

430 x 44 x 330 Mmm

430 x 44 x 425 MM

430 x 44 x 352 Mm

310 x 44 x 240 mm

430 x 43,6 x 275 Mmm
430 x 44 x 225 Mmm

267 x 44 x 212 Mmm

230 x32x 133 MM

267 x 44 x 160 MM

267 x 43,6 x 160,5 mm

185x32x 118 mm

ESR-Series. PyKoBOACTBO MO aKcniyaraunm
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MHTepBan paboumnx
Temnepartyp

NHTepBan TeMnepaTtypbl XpaHeHus

ESR-3200 oT-10 go +45 °C
ESR-3100
ESR-1700
ESR-1511
ESR-1500
ESR-1200
ESR-1000
ESR-200
ESR-100
ESR-30
ESR-21

ESR-20

ESR-31 oT 0 g0 +40 °C
ESR-15

ESR-15R

ESR-15VF

ESR-14VF

ESR-12V(F)

ESR-10

oT-40 go +70 °C

OTHOCUTEeNbHAasA BNaXHOCTb Npwu He 6onee 80 %
aKcnyatauun (6e3 o6pa3oBaHus

KOH/leHcaTa)

OTHOCUTEeNbHAsA BIAXHOCTb Npu xpaHeHun ot 10 % 10 95 %
(6e3 o6pazoBaHusl KOHAeHcaTa)

CpoK cnyx06bl

He meHee 15 net

ESR-Series. PyKoBOACTBO MO aKcniyaraunm
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ESR-Series. PyKoBOACTBO MO aKcniyaraunm

2.4 KOHCTPYKTUBHOE UCMNOJZIHEHNE

B gaHHOM pasgene onucaHo KOHCTPYKTUBHOE UCNOSIHEHME YCTpoicTBa. MNMpeactasneHbl n306paxeHns
nepegHen, 3aHei n 60KOBbIX NaHenen yctpoinctea. OnncaHbl pa3beMbl, CBETOANOAHLIE MHANKATOPbI U
opraHbl ynpas/ieHus.

YCTPOWCTBO BbINO/IHEHO B META/IIMYECKOM KOPIYCe C BO3MOXHOCTbIO YCTaHOBKM B 19" KOHCTPYKTUB, BbiCOTA
kopnyca 1U.

2.4.1 KoHcTpyKTMBHOE ucnonHeHne ESR-3200

MepeaHsasn naHenb yctpoiictea ESR-3200

BHewwHWiA BUA NnepeaHeit naHenn nokasaH Ha pucyHke 1.

(— [ e T SETEE
( ) | 000

Aarm O O Master
| | VPNO O Fan
| I} P
— || Flash O O RPS

R Y R — )
e Soomaane—— Someeaaas —

— | leeccscocs —eocosens

1.2 345 6 7
PucyHok 1 — MNMepepgHaa naHens ESR-3200

Tabnmua 9 — OnucaHne pasbeMOB, MHANKATOPOB W OpraHoB ynpasneHust nepeaHein naHenn ESR-3200

Ne 3nemeHT OnucaHue
nepegHem
naHenu

1 Status MHamKaTop TeKyLLEero coCTosAHMA yCTpoicTBa.
Alarm NHAMKaTOp HaMumns 1 ypoBHS aBapun yCTpoCTBa.
VPN NHaukaTop pexrma paboTsl B pexume VPN-wto3a (He Ncnosnb3yeTcs B TEKYLLEN BEPCUN).
Flash VHAMKATOp akTMBHOCTM 06MEHA C HakonuTenem AaHHbIX — microSD-kapToii unu USB Flash.
Power VHavkaTop nuTaHms yCcTpoicTBa.
Master MHavkaTop pa6oTsl ycTpolicTBa B failover-pexvmax (He MCnosb3yeTcsi B TEKyLLEei Bepcun).
Fan VHavkaTop aBapvn BEHTUISATOPOB.
RPS VHavkaTop pe3epBHOr0 UCTOYHMKA 3/1EKTPONUTaHUS.
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Ne JnemeHT

nepegHeii
naHenv

2 F

3 0O0B

4 Console

5 microSD
6 USB1
7 [1..12]

ESR-Series. PyKoBOACTBO NO 3Kcnayatauumn

OonucaHue

®YHKUMOHaTbHAsS! KHOMKa A5 nepe3arpy3ku yCTpoicTBa U c6poca K 3aBOACKUM HACTPOKaM:

* MpW yaepxaHum kHonky meHee 10 cekyHZ, NpoUCXoauT nepesarpyska yCTpPoiCcTBa;
* npu yaepxaHun KHonkn 6onee 10 cekyHa NponCXoanT nepesarpyska ycTpoicTea 1 copoc
K 3aBOACKMM HaCTpOMKaMm.

Ethernet-nopT ncnonb3yeTcst TONbLKO A5 0GHOBMNEHNUA NPOrPaMMHOr0 06ecneyeHunst yepes
3arpysunk U-Boot. [laHHbIi1 NOPT He UCMO/b3yeTCa A1 YAA/IEHHOTO A0CTyNa U ynpaBneHus.

KoHconbHbI nopT RS-232 (RJ-45) Ans NOKasibHOTO YNpaB/ieHUst yCTPOWCTBOM.

Pasbem a/1a yctaHoBKM microSD-kapT namaTu.

MopT USB 2.0 ansa nogkntoueHms USB-ycTpoiicTs.

Cnotbl 4Nns yctaHoBku TpaHcusepos 25G SFP28/10G SFP+/1G SFP.

3agHAA naHenb yctponctea ESR-3200

BHelwHWIA BUA 3aaHein naHenu yctpoicts ESR-3200 npBeaeH Ha pUCYHKE HUXKeE.

PucyHok 2 — 3agHsaa naHens ESR-3200

Ta6numua 10 — OnucaHve pa3bemMoB 3aAHeli NaHenn MapLupyTmM3aTopa

Ne OnucaHue

1 OCHOBHO UICTOYHUK MUTaHUSA.

2 Knemma Ansi 3a3eM/1eHus yCTpoiicTea.

3 CbeMHble BEHTUMALMOHHBbIE MOAY/ M C BO3SMOXHOCTbLIO FOpFI‘-IGVI 3aMeHbl.

5  MecTo Ans yCTaHOBKU pe3epBHOI0 UCTOUHMKA MUTAHUS.
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ESR-Series. PyKoBOACTBO NO 3Kcnayatauumn

BokoBble naHenu ycTtpoiictea ESR-3200

BHewHunin Bug 3aaHein naHenun yctporicte ESR-3200 npvBefeH Ha pUCYHKE HUXeE.

® ° ® ® ° @

o o o

PucyHok 3 — NpaBasa 6okoBas naHenb ESR-3200

° © ® ° |@

PucyHok 4 — JleBas 6okoBas naHens ESR-3200

Ha 60KOBbIX NaHeNsX yCTPOCTBA PacronoXeHbl BEHTUNSILMOHHbIE PELLETKYM, KOTOPbIE C/YXaT A4S 0TBoja
Tenna. He 3akpbiBaliTe BEHTUNSLMOHHbIE OTBEPCTUS NOCTOPOHHMMU NpeaMeTamMu. OTO MOXET NPUBECTY K
neperpeBy KOMMOHEHTOB YCTPOICTBA 1 Bbl3BaTh HapyLLEHMs1 B ero pa6ote. PekomeHaauum no ycTaHoBKe
YCTPOIiCTBA PacnosiOXKeHbl B pasaesne YCTaHoBKa 1 NOAK/IHYEHNE,

2.4.2 KoHcTpyKTUBHOE ncnonHexHune ESR-3100

MepepHAa naHenb yctpoiictBa ESR-3100

BHeLUHWiI1 BUA, nepeaHeit naHeny nokasaH Ha pucyHke 5
“heLTex tenatoo = T T 5000000000 T T L LT,
< 0000000000 P S WP WY W} = =
oo 0000000 EETEE TS

VPNQ QFan 3
Flash© ORPS

900000000

000000000
000666600
@00000000

Q00666600

©00080000
006666000

Alarm ©Q © Master m OOOOO

USBL  USB2

Console
\_‘—/ ‘ [ ]

123 4 56 7 8

PucyHok 5 — MNepeaHaa naHens ESR-3100

B Ta6nuue 11 npuBeaeH nepeyeHb pasbeMOB, CBETOAMOAHBIX UHAMKATOPOB U OPraHoB ynpaB/eHus,
pacnonoXeHHbIX Ha nepeaHel naHenu yctporictea ESR-3100.

Ta6nuua 11 — OnncaHne pasbemMoB, UHAMKATOPOB U OPraHoB ynpas/ieHus nepegHein naHeny ESR-3100

Ne JnemeHT OnucaHue

nepegHeii
naHenv

1 Status VHAMKaTOp TEKYLLEro COCTOSAHMS YCTPOIiCTBa.
Alarm VHAMKaTOp Ha/IMums 1 YpoBHS aBapuv YCTPOCTBA.
VPN VHankaTop pexnma paboTbl B pexume VPN-wwio3a.
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Ne 3OnemeHT
nepegHeii
naHenm

Flash

Power

Master

Fan

RPS

3 Console

4 SD

5 USB1

6 USB2

7 1.8

8  XG1-XG8

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

OonucaHue

NHAMKaTop akTMBHOCTM 06MeHa C HakonuTenem fJaHHbIx — SD-kaptoli unn USB Flash.

NHauKaTop nuTaHusi ycTpoiicTea.

MHaukaTop paboTkl yeTpoiicTBa B failover-pexxumax (He MCnonb3yeTcs B TEKYLLEN Bepcun).

NHAauKaTop aBapuv BEHTUISTOPOB.

NHAVKaTop pe3epBHOIO NCTOYHMKA 3/IEKTPONUTAHMS.

OyHKLUMOHA/TbHAsS KHOMKA A9 Nepesarpy3ki YCTPoIicTBa U copoca K 3aBOACKAM HacTpoiKam:

* NpuW yaepxaHuy KHonkn meHee 10 cekyH NpouCcXoauT nepesarpyska ycTpoicTBa;
* Npwv ygepXaHum kHornku 6onee 10 cekyHz, NpOMCXo4UT nepesarpyska yCcTporcTBa u copoc K
3aBOJCKUM HaCTpOKam.

KoHCco/bHbI nopT RS-232 (RJ-45) AN NOKa/IbHOTO YNpaB/ieHUst yCTPOWCTBOM.

PasbeM a8 ycTaHOBKM SD-kapT namsaTu.

Mopt USB 3.0 gnia nogxntoyeHmsa USB-ycTpoiicTs.
MopT USB 3.0 ansa nogkntoueHms USB-yCcTpoiicTB.

8 nopTtoB Gigabit Ethernet 10/100/1000BASE-T (RJ-45).

Cnotbl Ana yctaHosku TpaHcueepos 10G SFP+/1G SFP.

3apHaa naHenb yctpoiictBa ESR-3100

BHewHwuin Bung, 3agHen naHenu yctpoiicte ESR-3100 nprBeAeH Ha pUCyHKe HMXKeE.

~220 VAC
50 Hz =

max 1A =

PucyHok 6 — 3agHsaa naHens ESR-3100
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ESR-Series. PykoBoACTBO N0 3Kcnyaralmm

B Tabnuue 12 npuBeaeH nepeyeHb pasbeMoB, PACMNONOXEHHbIX Ha 3a[IHEI NaHes M MapLIpyTM3aTopa.
Tabnuua 12 — OnucaHne pasbemoB 3agHen naHenu ESR-3100

Ne OnucaHune
1 OCHOBHOV UCTOUYHUK NUTAHUSA.
2 Knemma ans 3a3emneHust ycTpoicTea.

3 CbeMHble BEHTUNALUNOHHbIE MOAY/IN C BOSMOXHOCTbH FODFI‘—IEI\/JI 3aMeHbl.

5  MecTo Ans yCTaHOBKM pe3epBHOI0 UCTOYHMKA MUTAHKSI.

BokoBble naHenu yctpoiictea ESR-3100
BHewwHuiA Bug, 60KoBbIX NaHenei yctpoictea ESR-3100 npuBeneH Ha pucyHkax 7 u 8.

® ° ® ® ©

o o o

PucyHok 7 - MNpaBasa 6okoBas naHesb ESR-3100

e ° °
Q000 CO000BO
o o o

PucyHok 8 — JleBasi 6okoBas naHesib ESR-3100

Ha 60KOBbIX MaHENsIX YyCTPOCTBA PACMO/IOKEHbI BEHTUALMOHHbIE PELLETKM, KOTOPbIE CNyXaT ANs 0TBoja
Tenna. He 3akpblBaiiTe BEHTUMSLUMOHHbIE OTBEPCTUSI MOCTOPOHHUMM NpeaMeTami. STO MOXET NPUBECTU K
neperpesBy KOMMNOHEHTOB YCTPOICTBA M BbI3BaTb HapyLUeHUs B ero paboTte. PekomeHaaLum no ycTaHoBKe
YCTPOIACTBA Pacno/ioXeHbl B pasaene YcTaHoBKa U NOAK/OYEHNE.,

2.4.3 KoHcTpyKTUBHOE ncnonHexHune ESR-1700

MepepHAa naHenb yctpoiictBa ESR-1700

BHeluHWIA BUA nepeaHeli naHenu nokasaH Ha pucyHke 9.

-

00

0

PucyHok 9 — MepegHsaa naHens ESR-1700
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ESR-Series. PyKoBOACTBO MO aKcniyaraunm

B Tabnuue 13 npuBeseH nepeyeHb pasbemMoB, CBETOANOLHbIX MHANKATOPOB 1 OpraHoB yrpaseHus,
pacnofoXeHHbIX Ha nepeaHel naHenu yctporictea ESR-1700.

Ta6nuua 13 - OnncaHve pasbemMoB, UHAMKATOPOB U OPraHoB ynpas/ieHns nepegHei naHeny ESR-1700

Ne

dnemMeHT
nepegHeii
naHenu

HDD1

HDD2

USB1

USB2

Combo
Ports [1 .. 4]

XG1 - XG8

Status

Alarm

VPN

Flash

Power

Master

Fan

RPS

Console

OonucaHuve

Pa3sbem s ycTaHOBKW XXECTKOro gucka namsaTu.

Pasbem gnsa YCTaHOBKWM XXE€CTKOIro AncCka namsaTu.

MopT ans nogkntoveHnsa USB-ycTpoiicTs.

MopT ans nogkntoveHnst USB-ycTpoiicTs.

4 nopta Gigabit Ethernet 10/100/1000BASE-X (SFP).

Cnotbl ana yctaHosku TpaHcmsepos 10G SFP+/1G SFP.

NHAUKaTOp TEKYLLIEro COCTOAHMS YCTPOWCTBA.

NHAUKaTOp HaNMumsi 1 ypoBHS aBapumn YCTpolicTBa.

NHaukaTop pexnma paboTbl B pexume VPN-LI03a (He Cnonb3yeTcs B TeKyLLeli Bepcun).

VHOpkaTop akTMBHOCTM 06MeHa ¢ HakonuTenem AgaHHbix — SD-kapTtoid nnmn USB Flash.

NHAvKaTop NuTaHust ycTpoiicTaa.

MHavkaTop pa6oTsl ycTpoiicTea B failover-pexumax (He NCnonb3yeTcs B TEKYLLE BEpCUn).

n HAWUKATOP aBapun BEHTUNATOPOB.

NHAMKaTOp pe3epBHOro NCTOUYHUKA 3/1EKTPONUTaHMS.

®YHKUMOHaIbHAsS KHOMKa 151 epe3arpy3ku yCTpPoicTBa M c6poca K 3aBOACKUM HacTPOoKaMm:

* MpW yaepxaHum kHomku meHee 10 cekyH NpoucxoauT nepesarpyska yCTPoiCcTBa;
* Npu yaepxaHum KHomnkn 6onee 10 cekyHA NpoOMCXoanT nepesarpyska yCcTpoicTea n cbpoc K
3aBOACKNM HaCTpOKam.

KOHCO/bHBbIN nopT RS-232 (RJ-45) AN NOKasIbHOTO YNpaB/ieHusi yCTPOWCTBOM.
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ESR-Series. PykoBoACTBO N0 3Kcnyaralmm

Ne JnemeHT OnucaHue
nepegHeii
naHenu

10 0O0B Ethernet-nopT ncnosnb3yeTcs TONbKO A1 06HOBMEHUS NPOrpPaMMHOI0 o6ecnedyeHuns Yepes
3arpy3umk U-Boot. [laHHbIi NopT He Ucnonb3yeTcs ANs yAaeHHoro 4ocTyna v ynpasneHus.

3apHaa naHenb yctpoinicTea ESR-1700

BHewHwuiA Bug, 3agHein naHenu yctporictea ESR-1700 npmBeaeH Ha pUCyHKe HUXe.

1 2 2 2 3 4

PucyHok 10 — 3agHaa naHens ESR-1700
B tabnvue 14 npuBeeH nepeveHb pasbeMoB, PACMONOXEHHbIX HA 3a[iHel NaHes M mapLupyTmM3aropa.

Tabnuua 14 — OnucaHne pasbemoB 3agHein naHenn ESR-1700

Ne OnucaHune

1 Knemma ans 3a3emsieHus ycTpoicTea.

2  ChbeMHble BEHTU/ISILMOHHbIE MOAY/M C BO3MOXHOCTbIO ropsiueii 3aMeHbl.

3 OCHOBHO UCTOUYHUK NMUTaHUA.

4 MecTo ans YCTaHOBKM pe3epBHOIN0 UCTOYHUKA NNTaHNA.
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ESR-Series. PyKoBOACTBO NO 3Kcnayatauumn

BokoBble naHenu ycTtpoiictea ESR-1700

BHewHuin Bug, 60koBbIX NaHenei ycrporictea ESR-1700 npuBeseH Ha pucyHkax 11 1 12.

‘ —F00°
s — O
PucyHok 11 — lNpaBas 6okoBasi naHenb ESR-1700

O i :
5@500

L]
p L]

PucyHok 12 — JleBas 60koBas naHesnb ESR-1700

Ha 60KOBbIX NaHensix yCTPOCTBA pacrnosioXeHbl BEHTUSILMOHHbIE PELLETKM, KOTOPbIE C/yXaT /s oTBoja
Tenna. He 3akpbiBaliTe BEHTUSALMOHHbIE OTBEPCTUS MOCTOPOHHMMU NpeaMeTamu. OTO MOXET NPUBECTY K
neperpeBy KOMMOHEHTOB YCTPOICTBA M Bbl3BaTb HapyLLEHWs B ero pabote. PekomeHaauum no ycTaHoBKe
YCTPOIiCTBa pacnosioXeHbl B pasaene YcTaHoBKa 1 MOAKI0HEHNE.

2.4.4 KoHcTpyKTUBHOE ucnonHeHue ESR-1511, ESR-1500

MepeaHsnsn naHenb ycTpoiictea ESR-1511

BHeLWwHWIA BUA, nepeaHein naHenn ycTponcTea nokasaH Ha pucyHke 13.

- GE Combo

AveLTEX ESR-1511

status Q QPower
Alarm Q) Q) Master

SR DEVICE

VenQ Ofan
FlashQ QRPS

A s

PucyHok 13 — lMNepeaHss naHenb ESR-1511

B Tabnvue 15 npuBeaeH nepeyeHb pa3beMoB, CBETOAMOAHbIX UHAMKATOPOB U OPraHoB ynpaB/eHus,
pacnofioXeHHbIX Ha nepeaHei naHenn yctporictea ESR-1511.

Tabnuua 15 — OnucaHne pa3beMOB, MHANKATOPOB 1M OpraHoB ynpas/eHus nepeaHei naHenn ESR-1511

Ne OJOnemeHT OnucaHue
nepepHewu
naHenu

1 Status VHAmMKaTop TEKyLLEero COCTOAHMSA YyCTPOIiCTBa.

Alarm MHAMKaTOp Ha/MuMs U YPOBHSI aBapum yCTPOIACTBA.
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10

11

dnemMeHT
nepegHeii
naHenu

VPN

Flash

Power

Master

Fan

RPS

Console

00B

SD

USB1

USB2

Ethernet

Combo
Ports [1 .. 4]

XG1 - XG4

XLG1 -
XLG2

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

OonucaHue

NHaukaTop pexnma paboTsl B pexume VPN-03a (He cnonib3yeTcs B TeKyLUel Bepcun).

VHAamKaTop akTMBHOCTM OOMEHa ¢ Hakonutenem AaHHbix — SD-kaptoi nnn USB Flash.

NHAMKaTOp NUTaHns yCTpoicTBa.

MHaukaTop paboTbl ycTpoiicTBa B failover-pexxumax (He CNonb3yeTcs B TEKYLLEN Bepcun).

NHauKaTop aBapuy BEHTUISTOPOB.

VHAMKaTOp pe3epBHOro NCTOYHUKA I1EKTPONUTAHUA.

KoHcosbHbI nopT RS-232 (RJ-45) AN NOKasIbHOTO YNpPaB/ieHUst YCTPOWCTBOM.

Ethernet-nopT ucnonb3yeTcsa TONbLKO 151 0GHOB/IEHWSI NTPOrPaMMHOr0 obecneyeHus Yepes
3arpy3umk U-Boot. [laHHbI NOPT He UCNOMb3yeTcs A1 YAA/IEHHOTO JOCTyna 1 yrnpas/ieHusl.

Pa3bem g5 yctaHoBkM SD-kapT namaTu.

MopT ans nogkntoyeHnst USB-ycTpoiicTs.

dyHKUMOHaIbHAA KHOMKa 415 nepesarpy3ky YCTPonCcTBa 1 copoca K 3aBOACKMM HaCTPOKam:

* MpW yaepxaHum kHornkv meHee 10 cekyHz, NpoUCXoAuUT nepesarpyska yCTpoicTBa;
* MpW yaepxaHun kHomnky 6os1ee 10 cekyH, NponCXoauT nepesarpyska ycTpoicTBa u copoc K
3aBOACKUM HaCTpOKam.
Mopt ans nogknoveHns USB-ycTpoiicTs.

4 noprta Ethernet 10/100/1000BASE-T.

4 nopta Gigabit Ethernet 10/100/1000BASE-X (SFP).

Cnotbl ansa yctaHoskn TpaHcusepoB 10G SFP+/1G SFP.

Cnotbl gna yctaHoBkun TpaHcueepos 40G QSFP+.
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ESR-Series. PyKoBOACTBO MO aKcniyaraunm

MepepHAa naHenb ycTtponctea ESR-1500

BHeLWHWIA BUA, NnepeaHein naHenn ycTponcTea nokasaH Ha pucyHke 14.

EErEEEE———
(D) JVELTEX EsR-1500 QOO0 —
; Eobrbioe
£ 5
O | secnscnsns  cemsss OO e - O SR SO T S A NSO -]

PucyHok 14 - MNepepaHss naHens ESR-1500

B tabnuue 16 npmuBeseH nepeyeHb pa3bemMoB, CBETOANOAHBIX MHAMKATOPOB 1 OpraHoB ynpas/ieHus,
pacrnofioXeHHbIX Ha nepeaHei naHenn yctporictea ESR-1500.

Tabnmua 16 — OnucaHne pa3beMOB, MHANKATOPOB 1M OpraHoB ynpasieHus nepeaHel naHenn ESR-1500

Ne OJOnemeHT OnucaHue

nepegHe
naHenu
1 Status VHamnkaTop TeKyLLero CoCTOAHMS YyCTPOICTBa.
Alarm VHAvKaTop Ha/mums 1 ypoBHSA aBapun YCTPOICTBA.
VPN NHamkaTop pexumMa paboTtbl B pexume VPN-L03a (He cnosb3yeTcsi B TEKYLLE Bepcum).
Flash MHanKaTop akTMBHOCTM 06MEHAa C Hakonutenem AaHHbix — SD-kapTtoit nnn USB Flash.
Power WHavkaTop nuTaHms yCcTpolicTBa.
Master MHamkaTop pa6oThbl ycTpolicTBa B failover-pexumax (He Mcrnosib3yeTcs B TEKYLLEN Bepcun).
Fan VHpukaTop aBapumn BEHTUIATOPOB.
RPS VHAavkaTop pe3epBHOrO UCTOYHMKA 3/1EKTPONUTAHUS.
2  Console KoHconbHbI nopt RS-232 (RJ-45) Ans nokasibHOro ynpae/ieHns yCTPONCTBOM.
3 0OOB Ethernet-nopT ncnonb3yetcs TobKO 4151 06HOBEHMS NPOrPaMMHOr0 obecneyeHmns Yyepes
3arpysumk U-Boot. [JaHHbIn NOPT HE NCNONb3YyeTCa 418 YAa/IEHHOro A0CTyNna U ynpas/eHus.
4 SD Pa3sbem gna yctaHoBku SD-kapT namaTu.
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ESR-Series. PyKoBOACTBO MO aKcniyaraunm

AnemeHT OnucaHue

nepegHeii
naHenu
USB1 MopT ans nogkntoyeHns USB-ycTpoiicTB.
F ®yHKUMOHaNIbHAA KHOMKa 415 nepesarpy3kn yCTpoicTBa u copoca K 3aBOACKMM HaCTPOIiKaMm:
* Npu yaepxaHum kHomkn MeHee 10 cekyHA NpoucxoauT nepesarpyska yCTpoicTsa;
* Mpu yaepxaHum kHomnku 6onee 10 cekyH NpoUCXoAuMT nepesarpyska yCcTpolicTBa 1 c6poc K
3aBOACKUM HaCTpOKaM.
USB2 MopTt ans nogxntoueHns USB-ycTpoiicTs.

Ethernet 4 noprta Ethernet 10/100/1000BASE-T.

Combo 4 nopta Gigabit Ethernet 10/100/1000BASE-X (SFP).
Ports [1 .. 4]

XG1 - XG4  Cnotbl gnsa yctaHoBku TpaHcusepos 10G SFP+/1G SFP.

3agHAa naHenb yctponctB ESR-1511, ESR-1500

BHelwHWIA BUA 3agHein naHenu yctpoicts ESR-1511, ESR-1500 npuBeaeH Ha pucyHke 15.

@@

~220 VA = ~220 VA =
50 H = 50 Hz =
max 1A = max 1A =

PucyHok 15 — 3agHsasa naHenb ESR-1511, ESR-1500

B Tabnuue 17 npvBeaeH nepeyeHb pa3beMoB, PACMO/IOKEHHbIX HA 3a[iHel NaHesIn MapLLpPyTU3aTOPOB.

Tabnmua 17 — OnucaHne pa3bemoB 3aaHen naHenn ESR-1511, ESR-1500

Ne

OonucaHue

OCHOBHO1 UICTOYHUK MUTaHUSA.

Knemma ansi 3a3emsieHnst ycTpoicTea.

CbeMHble BEHTUNALNOHHbIE MOAY/IN C BOSMOXHOCTbH FOpﬂLIeI‘/JI 3aMeHbl.

MecTo A/ YCTaHOBKM PE3EPBHOIO UCTOYHMKA NUTAHWSI.
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ESR-Series. PykoBoACTBO N0 3Kcnyaralmm

BokoBble naHenu yctpoiicte ESR-1511, ESR-1500
BHewwHuin Bug, 60koBbIX NaHenei yctporicts ESR-1511, ESR-1500 npuBeeH Ha pucyHkax 16 n 17.
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PucyHok 16 — MNMpasasa 6okoBasA naHens ESR-1511, ESR-1500
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PucyHok 17 — JleBast 6okoBas naHenb ESR-1511, ESR-1500
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Ha 60KOBbIX NaHensix yCTPOCTBA PacrooXeHbl BEHTUNSILMOHHbIE PELLETKM, KOTOPbIE C/yXaT As1s 0TBoja
Tenna. He 3akpbiBaliTe BEHTUNSALMOHHbIE OTBEPCTUS MOCTOPOHHMMU NpeaMeTamu. DTO MOXET NPUBECTY K
neperpeBy KOMMOHEHTOB YCTPOICTBA 1 Bbl3BaTb HapyLLEHWs1 B ero pabote. PekomeHaauum no ycTaHoBKe
YCTpOIiCTBa pacnosioXeHbl B pasaesne YCTaHoBKa 1 NOAK/IHYEHNE.

2.4.5 KoHcTpyKTnBHOe ucnonHeHue ESR-1200, ESR-1000

MepepHAa naHenb yctpoiictea ESR-1200

BHewHnin Bug nepefHein naHenm nokasaH Ha pucyHke 18.

L

PucyHok 18 — MepeaHss naHens ESR-1200

B Tabnvue 18 npuBeaeH nepeyeHb pa3beMoB, CBETOAMOAHBLIX NHAMKATOPOB U OPraHoB yrpaBs/eHus,
pacnonoXeHHbIX Ha nepeaHel naHenu yctpoiictea ESR-1200.

Tabnuua 18 — On1caHMe pasbeMOB, MHANKATOPOB 1 OpraHoB ynpasneHnsa nepeaHel naHenn ESR-1200

Ne JnemeHT OnucaHue

nepegHei

naHenwu
1 SD Pa3bem g5 yctaHoBkM SD-kapT namaTu.
2 USB1 MopT ans nogxnoueHns USB-ycTpolicTs.

3 USB2 MopT ans nogknoyeHns USB-ycTpolicTs.
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dnemMeHT
nepegHeii
naHenwm

[1..12]

Combo
Ports

XG1 - XG8

Status

Alarm

HA

Flash

Power

Master

Fan

RPS

Console

ESR-Series. PyKoBOACTBO NO 3Kcnayatauumn

OnucaHue

12 noptoB Gigabit Ethernet 10/100/1000BASE-T (RJ-45).

4 nopta Gigabit Ethernet 10/100/1000BASE-X (SFP).

Cnotbl ana yctaHoskn TpaHcusepoB 10G SFP+/1G SFP.

MHAMKaTop TEeKyLLero CoOCTOsIHWS yCTpoiicTBa.

NHAMKATOp HAa/IMUKS 1 YPOBHS aBapun yCTPOIACTBA.

VHavkaTop pexnma paboTsl B pexume HA.

NHAuKaTop akTMBHOCTM 06MeHa C HakonuTesniem gaHHbIx — SD-kapTtoii nnn USB Flash.

WHaukaTop nuTaHusi ycTpoiicTea.

MHamkaTop paboTbl ycTpolicTea B failover-pexumax.

NHaukaTop aBapuv BEHTUISTOPOB.

NHauKaTop pe3epBHOIO NCTOYHMKA /1EKTPOMNMNTAHUS.

®yHKUMOHA/TbHAsS KHOMKA A1 Nepe3arpy3ku yCTPoicTBa U copoca K 3aBOACKAM HacTpoiKaMm:

* NpW yaepXaHum KHomku MeHee 10 cekyHa NpoucXoauT nepesarpyska yCTpPoiCTBa;
* Npu yaepXaHum kHonku 6onee 10 cekyHA NpoMCXoanT nepesarpyska yCcTpoicTea 1 cbpoc K
3aBOACKNM HaCTpOKaMm.

KoHconbHbIi nopT RS-232 (RJ-45) Anst NOKa/IbHOTO YNpaB/ieHUst yCTPOWCTBOM.

MNepeaHsnsn naHenb ycTpoiictea ESR-1000

BHewwHuWin Bug nepefHein naHenm nokasaH Ha pucyHke 19.
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PucyHok 19 - lMNepepaHss naHens ESR-1000
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ESR-Series. PyKoBOACTBO MO aKcniyaraunm

B Ta6nuue 19 npuBeaeH nepeyeHb pa3beMOB, CBETOAMOAHbIX UHAMKATOPOB U OPraHoB yrpaB/eHus,
pacnofoXeHHbIX Ha nepeaHel naHenn yctporictea ESR-1000.

Tabnuua 19 — OnucaHme pasbeMOB, MHANKATOPOB M OpraHoB ynpasneHnsa nepegHeri naHenn ESR-1000

Ne JnemeHT OonucaHue

nepegHeii

naHenu
1 SD Pasbem gnsa yctaHoBku SD-kapT namsaTu.
2 USB1 MopT ansa nogknioyeHms USB-ycTpoiicTB.
3 usB2 MopT ana nogkntodeHnss USB-ycTpoiicTs.

4  XGT, XG2 Cnotbl ans yctaHosky TpaHcvsepos 10G SFP+/1G SFP.

5 [1..24] 24 nopra Gigabit Ethernet 10/100/1000BASE-T (RJ-45).
6  Status NHAmKaTop TeKyLlero CoOCToSiHWSA YCTPOCTBa.
Alarm NHAMKaTOp HaNnumsa 1 ypoBHSI aBapun yCTPOICTBaA.
VPN ViHankaTop Hanmumnsa aktuBHbix VPN-ceccuia.
Flash NHavkaTop akTMBHOCTM 06MeHa ¢ Hakonutenem gaHHbix — SD-kapTtoid nnmn USB Flash.
Power NHAankaTop NMTaHWs yCTpoiicTBa.
Master MHaukaTop pab6oTkl ycTpoiicTBa B failover-pexumax.
Fan NHAamkaTop aBapuv BEHTUIATOPOB.
RPS VHavkaTop pe3epBHOro NCTOUYHMKA 3/1EKTPONUTAHMS.
7 F dYHKLMOHaTbHAA KHOMKa 415 nepe3arpy3ku yCTPoicTBa 1 copoca K 3aBOACKMM HaCTpoiiKam:

* NpW yaepxaHun KHonkn meHee 10 cekyH NpoucxoauT nepesarpyska ycTpoicTBa;
* Npuv ygepXaHun kHornku 6onee 10 cekyH, NPOMCXOAMT nepesarpyska yCcTporcTsa u copoc K
3aBOACKMM HaCTpoiiKam.

8 Console KoHconbHbI nopT RS-232 (RJ-45) Ana nokasbHOro yrnpaesieHns yCTPONCTBOM.
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ESR-Series. PyKoBOACTBO NO 3Kcnayatauumn

3apHaa naHenb yctpoiictB ESR-1200, ESR-1000

BHewHwuiA Bug, 3agHein naHenu yctporictea ESR-1000 npmBeaeH Ha pUCyHKe HUXe.

A Ha PUCYHKEe noKa3aHa KoOMMJieKtTauua mMmapwpyrtusatopa ¢ ogHMM NCTOYHUKOM NMUTAHUA
nepeMeHHOro Toka.
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PucyHok 20 — 3agHsaa naHenb ESR-1000

B Tabnuue 20 nprBeaeH nepeyeHb pa3beMOoB, PACMONIOKEHHbIX HA 3a[IHE NaHesIn MapLupyTu3aTopa.

Tabnmua 20 — OnucaHne pa3bemoB 3aaHen naHenn ESR-1000

Ne OnucaHue

1 OCHOBHO1 UICTOYHUK MUTaHUSA.

2 MecTo ANs yCTaHOBKU PE3ePBHOr0 UCTOYHMKA NUTAHUS.

3 CbeMHble BEHTUISILMOHHbIE MOAY/TN C BO3MOXHOCTbIO ropsiveil 3aMeHsbl.

4 Knewmma gfsi 3a3eM/IeHNs yCTpOicTBa.

BokoBble naHenu ycTtpoiicte ESR-1200, ESR-1000

BHewHuiA B, 60koBbIX NaHenei yctpoicts ESR-1200, ESR-1000 npuBeaeH Ha pucyHkax 21 n 22.
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PucyHok 21 — MNMpaBas 60koBasi naHeNnb MapLupytnsaropos ESR-1200, ESR-1000
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PucyHok 22 — JleBas 60koBas naHesib MapupytumsaTopoB ESR-1200, ESR-1000

Ha 60KOBbIX MaHENsIX YCTPOCTBA PACMO/IOKEHbI BEHTU/IALIMOHHbIE PELLIETKM, KOTOPbIE CNyXaT A/1a 0TBoAa
Tenna. He 3akpblBaiiTe BEHTUMSALUMOHHbIE OTBEPCTUSI MOCTOPOHHUMM NpeaMeTamu. ATO MOXET NPUBECTU K
neperpesBy KOMMNOHEHTOB YCTPOICTBA M BbI3BaTb HapylLLeHUs B ero paboTte. PekomeHaaLum no ycTaHoBKe
YCTPOIACTBA Pacno/ioXeHbl B pasaene YcTaHoBKa U NOAK/IOUEHNE.,
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ESR-Series. PyKoBOACTBO NO 3Kcnayatauumn

2.4.6 KoHcTpykTuUBHOE ncnonHexHune ESR-200, ESR-100

MepepgHAa naHenb yctponcte ESR-200, ESR-100

BHelwwHnii Bua nepeaHeli naHenn ESR-200 nokasaH Ha pucyHke 23.

9

PucyHok 23 - MNepeaHaa naHens ESR-200

BHewHwin Bug nepegHein naHenm ESR-100 nokasaH Ha pucyHke 24.
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PucyHok 24 - MNepeaHaa naHens ESR-100

B Tabnvue 21 npuBeaeH nepeyeHb pasbeMoB, CBETOAMOAHbIX NHAMKATOPOB U OPraHoB yrpas/eHus,
pacnonoXeHHbIX Ha nepeaHei naHesnun yctporicte ESR-200, ESR-100.

Ta6nuua 21 - OnncaHve pasbemMoB, UHAMKATOPOB U OPraHoB ynpas/neHus nepegHein naHenu ESR-200,
ESR-100

Ne 3JnemeHT OonucaHue

nepegHei
naHenwu
1 SD Pa3sbem gnsa ycraHoBku SD-kapT namaTu.
2 USB1, 2 nopta gna nogknodeHns USB-ycTpoiicTs.
USB2
3 [1..4] 4 nopta Gigabit Ethernet 10/100/1000BASE-T (RJ-45).
4  Combo 4 nopta Gigabit Ethernet 10/100/1000BASE-X (SFP).
Ports
5 Power WHavkaTop nutaHus ycTpoiicTea.
Status ViHamMKaTop TeKyLero CoCTOsIHMSA YCTpoicTBa.
Alarm NHavkaTop Hamums 1 ypoBHA aBapun YCTPOCTBa.
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Ne JnemeHT
nepegHeii
naHenu
Fan
6 F

7 Console

8 110-250
VAC
60/50 Hz
max TA

ESR-Series. PyKoBOACTBO NO 3Kcnayatauumn

OonucaHue

NHaykaTop aBapvn BEHTUNSITOPOB.

®yHKUMOHaAIbHAS KHOTKa AJ1s1 nepe3arpysky yCTpoicTBa 1 copoca K 3aBOACKAM HACTPOiKaM:

* MpwV yaepxaHuy KHonku meHee 10 cekyHa NpoMcxXoauT nepesarpyska yCTpoincTea;
* Mpwv yaepxaHui KHonku 6onee 10 cekyHa NPoMCXoauT nepesarpyska yCcTpoicTea 1 c6poc K
3aBO/ICKMM HacTpolikam.

KoHconbHbIv nopT RS-232 (RJ-45) Ans nokasibHOro ynpaeieHust yCTpoWCTBOM.

MCTOYHUK NUTaHUS.

3agHAaAa naHenb yctpoiicte ESR-200, ESR-100
BHeluHWIA BUA 3aaHei naHenu yctpoicts ESR-200, ESR-100 npuBeaeH Ha pucyHke 25.
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PucyHok 25 — 3agHaa naHens ESR-200, ESR-100

B Tabnuue 22 nprBegeH nepeyeHb pa3beMOoB, PACMONIOKEHHbIX HA 3a[HE NaHeIn MapLupyTMu3aTopa.

Tabnuua 22 — OnucaHne pasbemoBs 3aaHein naHenn ESR-200, ESR-100

Ne OnucaHue

1 Knemma g5t 3a3eMeHnsi ycTpoiicTea.

2 BeHTUASAUMOHHbIA MoAy b.
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ESR-Series. PyKoBOACTBO MO aKcniyaraunm

BokoBble naHenu yctpoiicte ESR-200, ESR-100

BHewHuiA Bug, 60KoBbIX NaHenei yctpoicts ESR-200, ESR-100 npuBeaeH Ha pucyHkax 26 n 27.
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PucyHok 26 — NMpaBas 60koBasi naHeNb MapLupyTnsaropa ESR-200, ESR-100
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PucyHok 27 — JleBas 60koBas naHenb Mapupytmusatopa ESR-200, ESR-100

2.4.7 KoHCTpyKTMBHOE ucnonHeHune ESR-31

YCTPOIACTBO BbINO/THEHO B META/IIMYECKOM KOPMYCE C BO3MOXHOCTbIO YCTAHOBKM B 19" KOHCTPYKTMB, BbiCOTA
Kopnyca 1U.

MepepHAa naHenb yctpoiictea ESR-31

JELTEX ESR-31

status 0 Cyrower
aarm ) Chiimser
user QO o

1 2 3 4 5 6 7 8 9 10
PucyHok 28 — MNepepgHsas naHenb ESR-31

B Tabnuue 23 npuBeseH nepeyeHb pa3beMOB, CBETOANOAHBIX MHAMKATOPOB 1 OPraHoB ynpas/ieHus,
pacrnofioXeHHbIX Ha nepeaHei naHenu yctponctea ESR-31.

Tabnmua 23 — OnucaHne pasbeMOoB, MHANKATOPOB M OpraHoB ynpas/eHus nepeaHei naHenn ESR-31

Ne  3OnemeHT OnucaHue
nepegHeii
naHenu
1 Status VHarKaTop TeKyLero CoCTosIHMA YCTpOiicTBa.
Alarm VHaukaTop Hannums 1 ypoBHS aBapum yCTPOCTBA.
User VHgukaTop, MCnonb3yowuincs ans nosib30BaTe/bCKUX CLLEHApPUEB, KOTOPbIE MOXHO Ha3HaYMTb B

pexume KOHPUrypuUpoBaHns yCTPOCTBA.

Flash MHanKaTop akTUBHOCTM 06MEHA C HaKoNuUTenem AaHHbIX — microSD-kapToli unu USB Flash.
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9
10

dnemeHT
nepegHeii
naHenm

Power

Master

Fan

RPS

microSD
USB1
UsB2
Console
RS-232
[1..8]

Optical Port

XG1 - XG2

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

OonucaHue

NHaykaTop NuTaHus ycTpoiicTBa.

WHaykaTop pa6oTkl ycTpoiicTa B failover-pexumax (He Mcnonb3yeTcs B TeKyLLeh Bepcum).

NHAamKaTop aBapuy BEHTUISTOPOB.

VHaMKaTop pe3epBHOro NCTOYHMKA 3/1EKTPONUTaHNA.

®yHKUMOHas/IbHAs KHOMKa ANs nepesarpysky ycTpoicTea 1 cbpoca K 3aBOACKNM HACTPOMKaM:

* Mpu yaepxaHum kHomkn MeHee 10 cekyHA NpoucxoauT nepesarpyska yCTpoicTsa;
* MNpuv yaepXaHun kHomku 6onee 10 cekyH NPOMCXOAMT nepesarpyska ycTpoiicTea 1 copoc K
3aBO/CKUM HaCTpOKam.

Pasbem a9 yctaHOBKM mMicroSD-kapTbl NamATy.

MopT USB 2.0 ansa nogkntoueHmsa USB-ycTpolicTs.

MopT USB 3.0 gnsa nogkntodeHuns USB-ycTpoiicTs.

KoHconbHbI nopt RS-232 (RJ-45) Ans nokasbHOro ynpaesieHns yCTPONCTBOM.
3 nocnefosarenbHbIX NopTa.

8 noptoB Gigabit Ethernet 10/100/1000BASE-T (RJ-45).

6 noptoB Gigabit Ethernet 10/100/1000BASE-X (SFP).

Cnotbl Ans yctaHoBku TpaHcueepoB 10G SFP+/1G SFP.

3agHAaA naHenb yctpoiicte ESR-31

BHeluHWIA BUA 3aaHe naHenu ycTpoictea ESR-31 nokasaH Ha pucyHke 29.

PucyHok 29 — 3agHaa naHens ESR-31
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ESR-Series. PyKoBOACTBO NO 3Kcnayatauumn

B Tabnuue 24 npuBeaeH nepeyeHb pa3beMoB, PACNONOXEHHbIX Ha 3aHEl NaHen mapLupyTusaropa.

Tabnuua 24 — OnucaHne pa3bemoB 3agHei naHenn ESR-31

Ne OnucaHune

1 CbeMHble BEHTUNALNOHHbIE MOAY/TN C BOSMOXHOCTbH FOpFNEVI 3aMeHbl.

2  Knemma gnsi 3a3eM/IEHUS YCTPOICTBA.

BokoBble naHenu yctpoiictea ESR-31

BHewHMiA BnA, 60K0BbIX NaHenei yctpoictea ESR-31 npuBegeH Ha pucyHkax 30 n 31.
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PucyHok 30 — JleBas naHenb ESR-31
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PucyHok 31 - MNpasasa naHens ESR-31

Ha 60KOBbIX NaHeNsX yCTPOCTBA PaCrooXeHbl BEHTUNSILMOHHbIE PELLETKM, KOTOPbIE C/YXaT A4S 0TBoja
Tenna. He 3akpbiBaliTe BEHTUNSLMOHHbIE OTBEPCTUS NOCTOPOHHMMU NpeaMeTamMu. ITO MOXET NPUBECTY K
neperpeBy KOMMOHEHTOB YCTPOICTBA U Bbl3BaTh HapyLLEHWs1 B ero pa6ote. PekoMeHaauum no ycTaHoBKe
YCTPOIACTBA PacnosiOkKeHbl B pasaesne YCTaHoBKa 1 NOAK/IHYEHNE,

2.4.8 KoHcTpyKTUBHOE ncnonHeHune ESR-21

YCTPOWCTBO BbINO/IHEHO B META/IIMYECKOM KOPIYCe C BO3MOXHOCTbIO YCTAHOBKM B 19" KOHCTPYKTUB, BbIiCOTA
kopnyca 1U.

MepepHAa naHenb ycTpoiictea ESR-21

BHelwwHWI BuA nepeaHeli naHenu ESR-21 nokasaH Ha pucyHke 32.
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PucyHok 32 - MNepeaHaa naHens ESR-21
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ESR-Series. PyKoBOACTBO MO aKcniyaraunm

B Tabnuue 25 npBeaeH nepeyeHb pa3beMoB, CBETOANOAHBLIX MHAMKATOPOB 1 OpraHoB ynpas/ieHus,
pacnofoXeHHbIX Ha nepeaHel naHenu yctpoiictea ESR-21.

Tabnuua 25 - OnncaHve pasbemMoB, UHAVKATOPOB U OpraHoB yrpas/ieHns nepegHei naHeny ESR-21

Ne

10

dnemMeHT
nepegHeii
naHenu

220V AC

Power

Status

Alarm

HA

SD

USB1

USB2

Console

RS-232

[1..8]

Optical
Port

OonucaHue

MCTOUYHUK NnTaHUS.

NHauKaTop NuTaHusi yCTpoiicTBa.

MNHAMKATOP TEKYLLEro COCTOSIHUA YCTPOACTBA.

NHAMKATOP HaNMumsi 1 YPOBHS aBapumn YCTpolicTBa.

NHaukaTop paboTbl B pexxume HA (He Ucronb3yeTcsi B TEKYLLER Bepcun).

DyHKLUMOHA/TbHAs KHOMKA A9 Nepesarpy3ki yCTpoiicTBa 1 copoca K 3aBOACKAM HacTpoiKam:

* MpW yaepxaHun KHornkv meHee 10 cekyH[, NPOUCXOAMUT nepesarpyska yCTpoicTBa;
* Npwv ygepXaHum kHomkm 6onee 10 cekyHz, NPOMCXOAUT nepesarpyska yCcTporcTBa u copoc K
3aBOJCKUM HaCTpOKam.
Pazbem gn1s yctaHoBkM SD-kapT namaTu.
Paszbem USB 2.0 gns nogkntoueHns BHewwHux USB-ycTpoiicTs.
Pasbem USB 3.0 gns nogkntoueHus BHewHnx USB-ycTpoiicTs.
KoHCOosbHBbIN nopT RS-232 (RJ-45) AN NOKasibHOTO yNpaB/ieHust yCTPOCTBOM.
3 nocnepoBaTenbHbIX nopTa.

8 noptoB Gigabit Ethernet 10/100/1000BASE-T (RJ-45).

4 nopta Gigabit Ethernet 10/100/1000BASE-X (SFP).
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ESR-Series. PyKOBOACTBO MO 3KCnayarauum

ESR-21 nokasaH Ha pucyHke 33.

v

(V)

 BUA 3aHel naHenm ycTpoicTea

~

3apHAa naHenb ycTpoucTteBa ESR-21

BHeLHn

, PACNONOXEHHbIX HA 3a[Hei NaHenn MapLupyTh3aTopa.

PucyHok 33 — 3agHsasa naHens ESR-21

B Tabnuue 26 nprBefeH nepeyeHb pazbemMoB

61

60Te. PekomeHaaumn no ycTaHoBKe

ESR-21 npvBeneH Ha pucyHkax 34 n 35.

YcTaHoBKa 1 NogkK/yeHme.

(V)

21
PucyHok 34 — JleBast naHenb ESR-21

PucyHok 35 — MNMpaBas naHenbs ESR-21

ESR-
i ycTpoiicTBa

V)

neperpesBy KOMMNOHEHTOB YCTPOICTBA W Bbi3BaTb HapYyLLEHUS B €10 pa

Knemma a5 3a3eMeHnst ycTpoicTea.

OnucaHue

(V)

Ha 60KOBbIX MaHENsIX YCTPOCTBA PACMO/IOKEHbI BEHTU/IALMOHHBIE PELLETKM, KOTOPbIE CNyXaT A/1a 0TBoAa
YCTPOIACTBA pacno/ioXeHbl B pasaene

Tenna. He 3aKprBal7|Te BEHTU/IALMNOHHbIE OTBEPCTUA NMOCTOPOHHUMY NpegMeTaMmn. ATO MOXET MPUBECTU K

Tabnuua 26 — OnucaHne pasbemMoB 3aaHei naHenu ESR-21
BokoBble naHenn ycTpoiicTea

BHeLwHWIA B, 60KOBbIX NaHesne

Ne

1



ESR-Series. PyKoBOACTBO MO aKcniyaraunm

2.4.9 KoHcTpykTuBHOE ucnonHeHue ESR-30, ESR-20

YCTPOIACTBO BbIMO/IHEHO B META/I/TMYECKOM KOPMYCE C BO3MOXHOCTbH YCTAHOBKM B 19” KOHCTPYKTUB, BbiCOTA

kopnyca TU.

MepepgHAaa naHenb yctpoiictea ESR-30

BHeLLHWiA BMA NepeaHeit naHeny nokasaH Ha pucyHke 36.
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PucyHok 36 — MNepepgHsas naHenb ESR-30

B Tabnuue 27 npuBeseH nepeyeHb pa3bemMoB, CBETOANOAHBIX MHAMKATOPOB 1 OPraHoB ynpas/ieHus,
pacrnofioXeHHbIX Ha nepeaHei naHenu yctponctea ESR-30.

Tabnuua 27 — OnucaHne pa3beMOB, MHANKATOPOB 1 OpraHoB ynpasneHus nepeaHei naHenu ESR-30

Ne 3nemeHT
nepegHem
naHenv

1 110-250 VAC

2 Power
Status
Alarm
User

3 F

4 Console

OnucaHue

MNCTOYHUK NUTaHUS.

NHAauKaTop NUTaHust yCTpoiicTBa.

NHAuKaTop TEKYLLEro COCTOSIHUS YCTPOWCTBA.

VNHAMKATOP Ha/IMumns 1 YPOBHSI aBapumn yCTpoiicTBa.

NHAuKaTop, NCNOsb3YOLWMIACS A5 NONb30BaTeNbCKMX CLEHAPUEB, KOTOPbIE MOXHO HA3HAUYNTb B
pexume KOHDUTYpUpPOBaHWs yCTpoicTBa.

®YHKUMOHAsTbHAS KHOMKA A/151 Nepe3arpy3ku ycTpoicTea U c6poca K 3aBOACKUM HAcTPOKaMm:

* NMpW yaepxaHuy KHonku meHee 10 cekyHA NPOMCXoANT nepesarpyska yCTpoicTBa;
* NpwW yaepxaHuy KHonku 6onee 10 cekyHa NPOMCXOANUT Nepesarpyska yCTpoicTea 1 c6poc K
3aBO/ICKMM HacTpolikam.

KOHCO/bHbIi nopT A/14 JIOKa/1IbHOTO yrnpas/ieHUA yCTpOVICTBOM.
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dnemMeHT
nepegHeii
naHenu

microSD

USB1

USB2

[1..4]

1,2

ESR-Series. PyKoBOACTBO NO 3Kcnayatauumn

OonucaHue

Pasbem A1 yCTaHOBKM microSD-KkapT naMsTu.

Paszbem USB 2.0 gnsa nogkntoyeHns BHewwHux USB-ycTpolicTs.

Pasbem USB 3.0 ansa nogkntoueHms BHewHnx USB-yCTponicTB.

4 noprta Ethernet 10/100/1000BASE-T.

2 nopta 10GBASE-R (SPF+)/1000BASE-X.

MepeaHsasn naHenb ycTpoiictea ESR-20

BHewwHWiA BUA NnepeaHeit naHen nokasaH Ha puUCcyHKe

w

7.

B

1 23 4 5 6 7 8 9

PucyHok 37 — lMepepHaa naHens ESR-20

B Tabnuue 28 nprBeneH nepeyeHb pasbeMoB, CBETOANOAHBIX NHANKATOPOB 1 OPraHoB YNpas/ieHuns,
pacnofioXeHHbIX Ha nepeaHel naHenu yctporictea ESR-20.

Tabnuua 28 — OnucaHne pa3beMOB, MHAMKATOPOB 1 OpraHoB ynpas/ieHns nepegHeri naHenn ESR-20

Ne

AnemeHT
nepepHewu
naHenu

110-250
VAC

Power

Status

Alarm

HA

OonucaHue

VICTOUYHUK nUTaHmnA.

NHaukaTop NuTaHus ycTpoiicTea.
NHApKaTop TEeKyLLEro COCTOSIHUA YCTPOIiCTBA.
NHAMKaTOp Ha/IMUNA 1 YPOBHSI aBapumn yCTPOICTBA.

NHaukaTop paboThl B pexxume HA (He MCnonb3yeTcs B TEKYLLEn Bepcun).
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ESR-Series. PykoBoACTBO N0 3Kcnyaralmm

Ne JnemeHT OonucaHue

nepegHeii
naHenv
3 F ®YHKUMOHaNbHAA KHOMKa A/151 nepe3arpy3ku yCTpoiicTBa U cbpoca K 3aBOACKMM HaCTPOiKaM:
* NPV ygepXaHun kHomkn meHee 10 cekyH NPOMCXOAMT nepesarpyska yCcTponicTBa,;
* Npu ygep>xaHum KHonkn 6onee 10 cekyHA NpoOMCXoanT nepesarpyska yCTpoiicTBa 1 copoc K
3aBOACKNM HaCTpOMKaM.
4 Console KoHconbHbIi nopT RS-232 (RJ-45) Ansi NoKasibHOTo ynpaBieHust yCTPOCTBOM.
5 8D Pa3sbem gnsa yctaHoBku SD-kapT namaTu.
6 USB1 Pasbem USB 2.0 ans nogxntoveHus BHelwHnx USB-ycTpolicTs.
7 USB2 Paszbem USB 3.0 ans nogkntoueHns BHelwHux USB-ycTpoiicTs.
8 1,2 2 nopta Gigabit Ethernet 10/100/1000BASE-T (RJ-45).
9 [1..4] 2 Combo-nopta Ethernet 10/100/1000BASE-X/10/100/1000BASE-T.

3apHaa naHenb yctponcte ESR-30, ESR-20

BHewHwuiA Bug, 3agHein naHenu yctpolicte ESR-30, ESR-20 nokasaH Ha pucyHke 38.

| @

PucyHok 38 — 3agHaa naHens ESR-30, ESR-20
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ESR-Series. PyKoBOACTBO NO 3Kcnayatauumn

B Tabnuue 29 npuBeaeH nepeyeHb pa3beMoB, PACNONOXEHHbIX Ha 3aHEl NaHeNn mapLupyTusaropa.

Tabnuua 29 — OnucaHve pa3bemoB 3aaHein naHenn ESR-20

Ne OnucaHune

1 Knemma ons 3a3emseHnst ycTpoiicTsa.

BokoBble naHenu yctpovicte ESR-30, ESR-20
BHeluHWiA BMA 60KoBbIX NaHenei yctponcts ESR-30, ESR-20 npuBeaeH Ha pucyHkax 39 u 40.
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PucyHok 40 - MNMpaeas naHenb ESR-30, ESR-20

Ha 60KOBbIX MaHeNsiX yCTPOCTBA PACMO/IOKEHbI BEHTUALMOHHbIE PELLETKM, KOTOPbIE CNyXaT AN1a 0TBoAa
Tenna. He 3akpblBaiiTe BEHTUMSALUMOHHbIE OTBEPCTUSI MOCTOPOHHUMM NpeaMeTamu. ATO MOXET NPUBECTU K
neperpesBy KOMMNOHEHTOB YCTPOICTBA M BbI3BaTb HapyLLeHUs B ero paboTte. PekomeHaaLuy no ycTaHoBKe
YCTPOIiCTBA PACNONOXeHbI B pazfesne YCTaHoBKa U NOJAK/HYEHVE.

2.4.10 KoHcTpykTUBHOE ucnonHeHue ESR-15

3agHAaA naHenb yctpoiictBa ESR-15

BHelLHWIA BMA 3a4HEN NaHenn yCTPOoCcTBa nokasaH Ha pucyHke 41.
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PucyHok 41 — 3agHaa naHens ESR-15

B Tabnuue 30 npuBeneH nepeyeHb pasbemMoB, CBETOANOLHbIX MHAMKATOPOB 1 OpraHoB yrpaseHus,
pacnofoXeHHbIX Ha 3agHen naHenu yctpoictea ESR-15.
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ESR-Series. PyKoBOACTBO MO aKcniyaraunm

Ta6nuua 30 — OnncaHve pasbemMoB, UHAVKATOPOB U OpraHoB yrpas/ieHns 3agHen naHenm ESR-15

Ne JnemeHT

nepegHeii
naHenu
1 F
2 12V DC
3 Optical
Ports
4  USBIT,
USB2

5 Console

6 [1.4]

OnucaHue

®YHKUMOHaTbHAS KHOMKa A/151 nepe3arpy3ku yCTpoicTBa U c6poca K 3aBOACKUM HACTPOKaM:

* NPV AAUTENbHOCTY HaXKaTusl Ha KHOMKY MeHee 10 cekyHA, MPOMCXOANT nepesarpyska
YCTPOWCTBA;

* MpY AAUTENBHOCTY HaXaTus Ha KHoMKy 6ornee 10 cekyHA, MPOMCXOAUT cOpoC YCTpoiicTBa K
3aBO/CKOW KOHGhMIypaLuu.

Pasbem f/1s1 NOAKIIYEeHNs agantepa nuTaHus.

2 nopta Gigabit Ethernet —1000BASE-X (SFP).

2 pasbema Ansa nogktoueHns BHelwHnx USB-ycTpoiicTs.

KoHconbHbI nopT RS-232 (RJ-45) Ans nokasbHOro ynpaeeHns yCTPONCTBOM.

4 nopta Gigabit Ethernet — 10/100/1000BASE-T (RJ-45)
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ESR-Series. PyKoBOACTBO MO aKcniyaraunm

BepxHssa naHenb yctponctea ESR-15

BHewHWiA BuA, BepxHel naHenun yctpoictea ESR-15 nokasaH Ha pucyHke 42.
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PucyHok 42 — BepxHssa naHesnb ESR-15

B Ta6nuue 31 npuBeaeH nepeyeHb CBETOAMOAHbLIX MHANKATOPOB, PACnoIOKEHHbIX HA BEPXHEN naHesnm

ycTpoiictBa ESR-15.

Tabnuua 31 — OnucaHme HANKATOPOB BepxHel naHenn ESR-15

Ne O3OnemeHT OnucaHwue
BepXxHeii
naHenv
1 Power MHaukaTop nuTaHus u ctatyca paboTbl yCTPONCTBA.
2 - VHavkaTop He ncnosnb3yeTcs.
3 USB1, VHavkaTopbl paboTbl BHELHUX USB-yCTpOiCTB.
USB2
4 1,2 MHAavkaTopbl paboTbl ONTUYECKMX MHTepdhelicoB.
5 [3..6] MHavkatopsl pa6otel Ethernet-nopTos.
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ESR-Series. PyKoBOACTBO MO aKcniyaraunm

2.4.11 KoHcTpykTUBHOE ucnonHeHue ESR-15R

YCTPOWCTBO BbINO/IHEHO B META/IIMYECKOM KOPIyCe C BO3MOXHOCTbIO YCTaHOBKM B 19" KOHCTPYKTUB, BbIiCOTA
kopnyca TU.

MepepgHAa naHenb yctpoiictea ESR-15R

OO

Powefe Console Ao P

Status o

Alarm O

1 2 3 45 6 7 8
PucyHok 43 — MNMepepaHss naHenb ESR-15R

B tabnuue 32 npuBeseH nepeyeHb pa3beMoB, CBETOANOAHBIX MHAMKATOPOB 1 OpraHoB ynpas/ieHus,
pacrnofioXeHHbIX Ha nepeaHel naHenu yctponctea ESR-15R.

Tabnuua 32 — OnucaHne pasbeMOB, MHANKATOPOB 1M OpraHoB ynpasneHust nepeaHe naHenn ESR-15R
Ne OJnemeHT OnucaHue

nepegHem
naHenu

1 110-250V MCTOYHUK NUTaHUS.

AC
2 Power VHAvKaTop NUTaHns yCTPoNCTBa.
Status VHAamnKaTop TeKyLLEero COCTOSIHMA YCTPOIACTBA.
Alarm VHpukaTop Hanuums 1 ypoBHS aBapumn yCTPOWCTBA.
User NHamkaTop, ncnonb3ytowmines Ana nonb30BaTeNbCkUX CLEHapPUEB, KOTOPble MOXHO Ha3HAYUTh B
pexume KOHMrypmpoBaHms yCcTpoicTea.
3 Console KoHconbHbIii nopT RS-232 (RJ-45) Ans NOKasibHOTO yNpaB/ieHUst yCTPOWCTBOM.
4 F dyHKUMOHaUIbHAS KHOMKa 4715 nepesarpy3ky yCTpoicTea 1 cbpoca K 3aBOACKNM HaCTPOKaM:
* NpU AUTENBHOCTM HaXaTUSA Ha KHOMKY MeHee 10 cekyH/ npoucxoauT nepesarpyska
YCTPOIiCTBa;
* NPV AMTENBHOCTM HaXaTusA Ha KHOMKy 6onee 10 cekyHA npoucxoaut cbpoc ycTpoiicTea K
3aBO/CKOM KOHdUrypaummn.
5 USB1 Pasbem ans nogknodeHns BHewwHux USB-ycTpoliicTs.
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ESR-Series. PyKoBOACTBO MO aKcniyaraunm

Ne JnemeHT OonucaHue

nepegHeii

naHenv
6 USB2 PasbeMm gns nogknodeHns BHewwHnx USB-ycTpolicTs.
7 [1.4] 4 nopta Gigabit Ethernet 10/100/1000BASE-T (RJ-45).
8 5,6 2 noprta Gigabit Ethernet T000BASE-X SFP.

3apHaa naHenb yctpoiictB ESR-15R
BHewHuin BuA 3aaHein naHenun yctporictea ESR-15R nokasaH Ha pucyHke 44.

o
¥
@
=~

N
(‘\\.J/‘)\.JI"\

ORORO

(.Jl'\\.)/')\../@
N

PucyHok 44 — 3agHasa naHenb ESR-15R
B Tabnuue 33 npuBeaeH nepeyeHb pa3beMoB, PACNONOXEHHbIX HA 3aHEel NaHes M MapLupyTmM3aTopa.

Tabnuua 33 — OnucaHne pasbemoB 3aaHei naHenn ESR-15R

Ne OnucaHune

1 Knemma ans 3a3em/eHnst ycTpoiicTsa.

BokoBble naHenu yctpoiictea ESR-15R
BHeLwHuiA BuA, 60KOBbIX NaHesnen yctpoictea ESR-15R npmBeaeH Ha pucyHkax 45 n 46.
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PucyHok 46 — MNpaBas naHenb ESR-15R
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ESR-Series. PyKoBOACTBO NO 3Kcnayatauumn

Ha 60KOBbIX NaHeNsixX yCTPOCTBA PacronoXeHbl BEHTUNSLMOHHbIE PELLETKYM, KOTOPbIE CNYXaT A/1s 0TBoja
Tenna. He 3akpbiBaliTe BEHTUSLMOHHbIE OTBEPCTUS NOCTOPOHHMMU NpeaMeTamMu. ITO MOXET NPUBECTY K
neperpeBy KOMMOHEHTOB YCTPOICTBA 1 Bbl3BaTb HapyLLEHMs! B ero pabote. PekomeHaauum no ycTaHoBKe
YCTpOIiCTBA PacnosiOXeHbl B pasaesne YCTaHoBKa 1 NOAK/IHYEHNE.

2.4.12 KoHCTpyKTUBHOE ncnonHeHue ESR-15VF

YCTPOWCTBO BbINO/IHEHO B META/IIMYECKOM KOPIYCe C BO3MOXHOCTbIO YCTaHOBKM B 19" KOHCTPYKTUB, BbiCOTA
kopnyca 1U.

MepepgHAa naHenb yctpoiictea ESR-15VF

BHeLLHWiA BMA NepeHeit naHeny nokasaH Ha pucyHke 47.
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PucyHok 47 — MNepeaHasa naHens ESR-15VF

B Tabnvue 34 npuBeeH nepeyeHb pasbeMoB, CBETOAMOAHbIX NHAMKATOPOB U OPraHoB yrpas/eHus,
pacnonoXeHHbIX Ha nepeaHen naHenun yctporictea ESR-15VF.

Ta6nuua 34 - OnncaHve pasbeMoB, UHAVKATOPOB U OpraHoB ynpas/ieHns nepegHein naHeny ESR-15VF
Ne OJOnemeHT OnucaHue

nepegHei
naHenu

1 110-250V MCTOYHUK NUTaHUS.

AC
2 Power VHamkaTop nuTaHus ycTpoicTea.
Status VHAvKaTop TeKyLero CoOCTOsIHMA YCTPOIiCTBa.
Alarm VHanKaTop Hann4ums 1 ypoBHS aBapumv YCTPOCTBA.
User VHgukaTop, Mcnonb3yowuincs 4ns nosib30BaTeNbCKNX CLEHapNEB, KOTOPbIE MOXHO Ha3HaYWTb B
pexvnmMe KOHUIYppOBaHNs YCTPOWCTBA.
3 Console KoHconbHbIi nopT RS-232 (RJ-45) Anst NOKasbHOTO ynpaeieHust yCTPOWCTBOM.
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Ne JnemeHT

nepegHeii
naHenv

4 F

5 USB1
USB2

6 1,2,3,4

7  FXS

8 [1.8]

9 9,10

ESR-Series. PyKoBOACTBO NO 3Kcnayatauumn

OonucaHue

®YHKUMOHaIbHAs KHOMKA [/1s nepe3arpysky ycTpoiicTBa 1 c6poca K 3aBOCKMM HacTpolikam:

* NPV AAUTENbHOCTU HaXKaTus Ha KHOMKY MeHee 10 cekyHA, MPOMCXOANT nepesarpyska
YCTPOWCTBA;

* Npv 4IMTENbHOCTM HaXXaTusl Ha kHomky 6onee 10 cekyHA, MpoucxoanT cbpoc ycTpoiicTea K
3aBO/CKOW KOHGMIypaLuu.

Pasbem g1a nogkntoyeHnst BHelwHux USB-ycTpoicTs.
Paszbem g1a nogknoydeHmns BHeWwHNX USB-ycTpoiicTB.
WHpukaTop Anst BHYyTPEHHMX aBOHEHTCKMX TEPMUHATOB.

4 pasbema 419 BHYTPEHHUX aBOHEHTCKUX TEPMUHA/IOB.

4 nopta Gigabit Ethernet 10/100/1000BASE-T (RJ-45).

2 nopra Gigabit Ethernet T000BASE-X SFP.

3apHaa naHenb yctponctB ESR-15VF

BHewHwuin BuA, 3agHein naHenn yctporictea ESR-15VF nokasaH Ha pucyHke 48.

PucyHok 48 — 3aaHssa naHenb ESR-15VF

B Tabnuue 35 npmBeaeH nepeyeHb pasbeMoB, PACMONOXKEHHbIX HA 3a4HE NaHen MapLupyTi3aTopa.

Tabnuua 35 — OnucaHne pa3bemoB 3aaHein naHenn ESR-15VF

Ne OnucaHune

1 Knemma ons 3a3em/eHnst ycTpoiicTsa.

BokoBble naHenu yctpovictBa ESR-15VF

BHeluHwWiA BMA 60KOBbIX NaHenen ycrponctea ESR-15VF npuBeaeH Ha pucyHkax 49 n 50.

71



ESR-Series. PyKoBOACTBO NO 3Kcnayatauumn
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PucyHok 49 — JleBas naHesnb ESR-15VF
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PucyHok 50 — NMpaBas naHesns ESR-15VF

Ha 60KOBbIX NaHenNsix yCTPOCTBA PacrooXeHbl BEHTUNSILMOHHbIE PELLETKM, KOTOPbIE CNYyXaT A/1s 0TBoAa
Tenna. He 3akpbiBaliTe BEHTUSLMOHHbIE OTBEPCTUS NOCTOPOHHMMU NpeaMeTamMu. OTO MOXET NPUBECTY K
neperpeBy KOMMOHEHTOB YCTPOICTBA 1 Bbl3BaTb HapyLLEHWs1 B ero pabote. PekomeHaauum no yctaHoBke
YCTpOIiCTBa pacnosioXeHbl B pasaesnie YCTaHoBKa 1 NOAK/IHYEHNE,

KoHcTpykTuBHOE ncnonHeHue ESR-14VF, ESR-12VF

YcTpoiicTBa BbINOHEHbI B META/I/IMYECKOM KOPMNyCe C BO3MOXHOCTbHO YCTAHOBKM B 19" KOHCTPYKTUB, BbiCOTa
Kopnyca 1U.

MepepgHAa naHenb yctpoiicte ESR-14VF, ESR-12VF

BHeLLHWiA BMA NepeAHeit naHeny nokasaH Ha pucyHke 51.
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PucyHok 51 — MepegHasa naHens ESR-14VF, ESR-12VF

B Tabnuue 36 npMBeaeH nepeyeHb pasbeMoB, CBETOANOAHBLIX MHAMKATOPOB 1 OpraHoB ynpaB/ieHus,
pacnonoXeHHbIX Ha nepeaHel naHenn yctpoiicte ESR-14VF, ESR-12VF.

Tabnuua 36 — OnncaHme pasbemMoB, UHAMKATOPOB U OPraHoB yrpasneHus nepegHein naHenu ESR-14VF,
ESR-12VF

Ne 3OnemeHT OnucaHue
nepegHei
naHenu

1 220V AC VICTOUYHUK nuTaHms.
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ESR-Series. PyKoBOACTBO MO aKcniyaraunm

Ne JnemeHT OnucaHue

nepegHeii
naHenu
2  Power WHavkaTop nuTaHms yCTPOICTBa.
3 Console KoHconbHbI nopT RS-232 (RJ-45) Ans nokasbHOro ynpaefeHns yCTPONCTBOM.
4 F dyHKUMOHaNbHas KHoMKa A/1a nepesarpy3ku yCTpoicTBa U cbpoca K 3aBOACKMM HacTpoiikam:

* NPV yaepxaHun KHomkn meHee 10 cekyHA NpouCcXoanT nepesarpyska ycTpoicTBa;
* MpuY yaepxaHun KHomkn 6onee 10 cekyHA NponcxoanT nepesarpyska ycTpoiicTea u cbpoc K
3aBO/CKUM HaCTpOMKam.

5 USB1, USB2 2 pasbema USB ans nogkntoueHnst BHewHuX USB-yCcTpoicTs.

6 FXO WHavkaTop BHeLHeli aBOHEHTCKOM nnHMM oT TdhOrl.
1,2,3 MHavkaTop ANA BHYTPEHHUX aBOHEHTCKMUX TEPMUHAUIOB.
7 FXO 1 pazbem FXO anst NoAKItoYeHns BHeLLHen aboHEHTCKO MHMM oT TOI (Tonbko anst ESR-12VF).

8 FXS1,FXS 3 pa3sbema A/1s BHYyTPEHHUX a6OHEHTCKMX TepMuHanoB (ans ESR-12VF).
2,FXS 3

FXS1,FXS 4 pasbema a/1s BHYyTPEHHUX aBOHEHTCKMX TepMUHaoB (a5 ESR-14VF).
2,FXS 3

9 1.8 8 noptos Gigabit Ethernet 10/100/1000BASE-T (RJ-45).

10 Optical Port 1 nopt Gigabit Ethernet-100/1000BASE-X (SFP).

11 1,2 WHavkaTopbl paboTbl ONTUYECKUX NHTEPhencoB.
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ESR-Series. PyKOBOACTBO MO 3KCnayarauum

3apHaa naHenb yctpoiictB ESR-14VF, ESR-12VF
BHewHuiA BuA, 3agHen naHenu yctpoiicts ESR-14VF, ESR-12VF nokasaH Ha pucyHke 52.

=

PucyHok 52 — 3aaHssa naHenb ESR-14VF, ESR-12VF

B Ta6nuue 37 npuBefeH nepeyeHb pa3bemMoB, PAcnoNOXeEHHbIX Ha 3a[Hei NaHenn yCTPoiCTB.

Tabnuua 37 — OnucaHne pasbemoB 3aaHei naHenu ESR-14VF, ESR-12VF

Ne OnucaHue

1 Knemma fnsi 3a3eM/IeHst yCTPOCTBA.

BokoBble naHenu yctpoiicte ESR-14VF, ESR-12VF
BHewHuiA Bug, 60koBbIX NaHesnein yctpoicts ESR-14VF, ESR-12VF npuBeaeH Ha pucyHkax 53 n 54.
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PucyHok 54 — MNMpasas naHens ESR-14VF, ESR-12VF

Ha 60KOBbIX NaHenNsix yCTPOCTBA PacronoXeHbl BEHTUNSILMOHHbIE PELLETKM, KOTOPbIE CNYyXaT As1s 0TBoja
Tenna. He 3akpbiBaliTe BEHTUNSLMOHHbIE OTBEPCTUS MOCTOPOHHMMU NpeaMeTamMu. DTO MOXET NPUBECTM K
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ESR-Series. PyKoBOACTBO NO 3Kcnayatauumn

neperpeBy KOMMOHEHTOB YCTPOICTBA 1 Bbl3BaTh HapyLLEHWs1 B ero pabote. PekomeHaauum no ycTaHoBKe
YCTPOIACTBA PacnosiOkKeHbl B pasaesne YCTaHoBKa 1 NOAK/IHYEHNE.

2.4.13 KoHcTpyKTUBHOE ncnonHeHue ESR-12V

YCTPOWCTBO BbINO/IHEHO B META/IIMYECKOM KOPIYCe C BO3MOXHOCTbIO YCTaHOBKM B 19" KOHCTPYKTUB, BbiCOTA
kopnyca 1U.

MepepgHAa naHenb ycTtpoiictBa ESR-12V

BHeLLHWiA BMA NepeaHeit naHeny nokasaH Ha pucyHke 55.
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Console <

—3——2 4 6 8

FX0
[y T fanYa sTanTn] |ﬁﬁ|¢|ﬁ¢l@l =l==l==l==l== ===

17T [

34 5 6 7 8 9

PucyHok 55 — lNepeaHas naHenb ESR-12V

A =1 == === === ﬁﬁ%ﬁl—‘iﬁ

B Tabnuue 38 npmBeseH nepeyeHb pa3beMoB, CBETOANOAHBIX MHAMKATOPOB Y OpraHoB ynpas/ieHus,
pacrnofioXeHHbIX Ha nepeaHelt naHenu yctpoctea ESR-12V.

Tabnmua 38 — OnucaHne pasbLEMOB, MHANKATOPOB M OpraHoB ynpas/feHust nepegHein naHenn ESR-12V

Ne JnemeHT OonucaHue

nepegHe
naHenv
1 220V AC VicTouHrK nutaHms.
2  Power NHavkaTop nuTaHus ycTpoiicTBa.
3 Console KoHconbHbI nopT RS-232 (RJ-45) Ans nokasbHOro yrnpaesieHns yCTPONCTBOM.
4 F dyHKUMOHaNbHas KHOMKa A/1s1 nepesarpysky yCTporicTBa U copoca K 3aBOACKUM HacTpoiKam:

* NpU yaepxaHum KHomku MeHee 10 cekyHf NpouCXoauT nepesarpyska ycTpoicTsa;
* Npuv ygepXaHun kHomku 6onee 10 cekyHZ, NPOMCXOA4MT nepesarpyska yCcTporicTsa u copoc K
3aBO/JCKUM HaACTpOKam.
5 USB1, USB2 2 pasbema USB gns nogkntoueHnst BHeLwwHMx USB-ycTpoicTs.

6 FXO NHavkaTop BHeLLHeli aBOHEHTCKOMN MMHMKM oT TdhOrl.

1,23 WHpukaTop ans BHYTPEHHMX aBOHEHTCKMX TEPMUHAIOB.
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Ne 3OnemeHT
nepegHeii
naHenm

7 FXO

8 FXS 1, FXS
2,FXS 3

9 [1..8]

ESR-Series. PyKOBOACTBO MO 3KCnayarauum

OonucaHue

1 pazbem FXO ans nogknioveHnUs BHELLIHEN aBOHEHTCKOW nHUKM oT TdOrl.

3 pasbema 419 BHyTPEHHUX aBOHEHTCKUX TEPMUHASIOB.

8 noptoB Gigabit Ethernet 10/100/1000BASE-T (RJ-45).

3apHaa naHenb yctpoucts ESR-12V

BHewHuin Bug 3aaHen naHenun yctporictea ESR-12V nokasaH Ha pucyHke 56.

—

PucyHok 56 — 3agHaa naHens ESR-12V

B Ta6bnuue 39 npmBeaeH nepeyeHb pazbeMoB, PAcnoNOXeHHbIX Ha 3aAHel NaHenn MmapLipyTisaTopa.

Tabnuua 39 — OnucaHne pa3bemoB 3agHein naHenn ESR-12V

Ne OnwucaHue

1 Knemma ansi 3a3emsieHnst yCTpoiicTea.

BokoBble naHenu yctpoiictea ESR-12V
BHeLwHuiA BnA, 60KOBbIX NaHenei yctpoictea ESR-12V npruBeaeH Ha pucyHkax 57 n 58.

COO8O0O000000 coooon © @
CO000U000EIU0 DS
@ESR00000800. o ST HOD
0C0000EEE000 SRS
{ QUYO0000800 Joto @ ° | @
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PucyHok 57 — JleBas naHens ESR-12V
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ESR-Series. PyKoBOACTBO NO 3Kcnayatauumn
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PucyHok 58 — lNpaBas naHesnb ESR-12V

Ha 60KOBbIX NaHensix yCTPOCTBA pPacrnosioXeHbl BEHTUSILMOHHbIE PELLETKM, KOTOPbIE C/yXaT As1a oTBoja
Tenna. He 3akpbiBaliTe BEHTUSALMOHHbIE OTBEPCTUS MOCTOPOHHMMU NpeaMeTamMu. ITO MOXET NPUBECTY K
neperpeBy KOMMOHEHTOB YCTPOICTBA M Bbl3BaTb HapyLLEHWsl B ero pabote. PekomeHaauum no ycTaHoBKe
YCTPOIiCTBa pacnosioXeHbl B pasaene YcTaHoBKa 1 MOAKI0HYEHNE.

2.4.14 KoOHCTpyKTUBHOE ucnonHeHue ESR-10

3apHaa naHenb ycTponcTea ESR-10

BHeLWHWIA BUA, 3agHen naHenn yCcTPoCTBa NokasaH Ha pucyHke 59.

PucyHok 59 — 3agHasa naHens ESR-10

B Tabnuue 40 npuBefeH nepeyeHb pasbeMoB, CBETOANOLHbIX MHAVKATOPOB 1 OpraHoB yrpas/eHus,
pacnonoXeHHbIX Ha 3aAHeil naHenn yctpoictea ESR-10.

Tabnuua 40 — OnucaHve pa3beMOB, MHAMKATOPOB 1 OpraHoB ynpasfeHus 3agHen naHenn ESR-10

Ne JnemeHT OnucaHue

nepegHei
naHenu
1 ON/OFF KHonka BKMOYEHWSA/BbIK/TIOYEHUSA MUTAHUSA.
2 12V DC PazbeMm g5 nogknoyeHnsa agantepa nuraHms.
3 Console KoHconbHbIi nopT RS-232 (RJ-45) Anst NOKasibHOTO yNpaB/ieHust yCTPOWCTBOM.
4 USB1, 2 pasbema 415 noakaveHns BHewHnx USB-ycTpoiicTs.
USB2

5 [1..4] 4 nopra Gigabit Ethernet — 10/100/1000BASE-T (RJ-45)
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ESR-Series. PyKoBOACTBO MO aKcniyaraunm

Ne 3OnemeHT OnucaHue
nepegHeii
naHenu

6  Optical 2 nopTa Gigabit Ethernet —100/1000BASE-X (SFP)
Ports

BokoBble naHenu yctpoiictea ESR-10
BHewHwuiA Bug, 60koBoi naHenun yctpoictea ESR-10 nokasaH Ha pucyHke 60.

1

PucyHok 60 — BokoBas naHenb ESR-10

B Tabnuue 41 nprBefeH nepeyeHb OpraHoB yrpaB/ieHs), PacnooXeHHbIX Ha NPaBoit naHenw
mapLipyTusartopa.

Tabnuua 41 — OnucaHne pasbemoB 60koBol naHenn ESR-10

Ne JnemeHT OonucaHue
60KOBOW
naHenu

1 F dyHKUMOHaNIbHas KHOMKa 4151 nepesarpysku yCTpolicTBa U copoca K 3aBOACKMM HacTpoikam:

* NpV AMTENbHOCTM HaXkaTusl Ha KHOMKY MeHee 10 cekyHz, MPoMCXoauT nepesarpyska

YCTPOICTBa;
* MU AMTENBHOCTM HaXXaTus Ha KHoMKy 6osee 10 cekyHA nponcxoaut cbpoc ycTpoiicTsa K

3aBO/CKOM KOHpurypauuu.
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ESR-Series. PyKOBOACTBO MO 3KCnayarauum

BepxHsas naHenb yctpoiictBa ESR-10

BHewwHuin Bug, BepxHeli naHenu yctpoiictBa ESR-10 nokasaH Ha pucyHke 61.
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PucyHok 61 — BepxHsasa naHesis MapLupytmsatopa ESR-10

B Tabnuue 42 npmBeaeH nepeyeHb CBETOANOAHBLIX MHANKATOPOB, PACnOIOKEHHbIX HA BEPXHEN naHenn
ycTpoiictea ESR-10.

Tabnuua 42 - OnncaHve NHAMKaToOpoB BepxHeli naHeny ESR-10

Ne 3nemeHT OnucaHue

BepXxHeii
naHenu
1 Power VHamKaTop nuTaHus 1 ctatyca paboTbl yCTPOIicTBa.
2 - MHamkaTop He UCnosb3yeTcs.
3 USB1, VHamkaTopbl paboTbl BHeLWHMX USB-yCcTpoicTB.
USB2
4 [1.4] NHaukaTopbl paboTbl Ethernet-nopTos.
5 [5.6] NHauKaTopbl paboTbl ONTUYECKUX MHTEPXECOB.
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2.4.15 CgeTtoBas nHaukauus

CBetoBas nHgmkauyust ESR-1700, ESR-1200, ESR-1000

CocTtosiHne meaHbIX nHTepgeiicoB Gigabit Ethernet oto6paxaeTtcsi 4ByMsi CBETOAMOAHBIMU UHAMKATOPaMU —
LINK/ACT 3eneHoro useta u SPEED aHTapHOro LBeTa. PacnonoxeHne MHAMKaTOPOB MeAHbIX MHTepdhelicoB

nokasaHo Ha pucyHke 62. CoctosiHue SFP-uHTepdhelicoB oTobpaxaetcs AByma niankaropamu RX/ACT n TX/
ACT n yka3aHO Ha pucyHKke 63. 3Ha4YeHMs CBETOBOI MHAMKaLMM onucaHbl B Tabnuuax 43 n 44 coOOTBETCTBEHHO.

LINK/ACT

—

ESR-Series. PykoBoACTBO N0 3Kcnyarawm

SPEED

(LU

PucyHok 62 — PacnonoxeHne MHANKaTopoB pasbema RJ-45

-

1

ADBAADDLAL

HHRREE
TITTVUUEEY

VAVA

ey

e d

T

RX/ACT

TX/ACT

PucyHok 63 — PacnosioxeHne UHAMKATOPOB ONTUYECKUX MHTepdeiicoB

Ta6nuua 43 — CBeToBas MHAVKALMA COCTOSIHWS MeAHbIX UHTEpdelicoB

CeeueHue nHgukaropa SPEED

BbikntoveH

BbikntoveH

['opuUT NOCTOAHHO

CBeueHue nHgmkartopa LINK/ACT CocTtosiHue nHtepdeiica Ethernet

BbikntoveH

[opnUT NOCTOAHHO

['opnUT NOCTOAHHO

Mwuranue

|-|0pT BbIK/1HOYEH WK coegnHeHne He
YCTaHOBJIEHO.

YCTaHOB/EHO coeanHeHne Ha ckopocTun 10
nnn 100 Méut/c.

YcTaHOBNEHO COEAUHEHNE Ha CKOPOCTM
1000 Mo6wuTt/c.

NaeT nepegaya faHHbIX.

n
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ESR-Series. PyKoBOACTBO MO aKcniyaraunm

Tabnuua 44 — CseTtoBas nHankaumsa coctosHns SFP/SFP+/QSFP+-uHTtepdeiicos

CBeueHne nHamn Katopa

RX/ACT

BbikntoueH

rOpI/IT NOCTOAHHO

Mwuranue

ACT

BbikntoueH

rOpI/IT NOCTOAHHO

MwuraHue

CBeueHue nHaukatopa TX/

CocTosiHne nHtepdeiica Ethernet

MopT BLIK/OYEH UK COeANHEHME He YCTaHOB/1EHO.

CoeguHeHne YCTaHOBJ/IEHO.

VaeT npyem gaHHbIX.

et nepegaya AaHHbIX.

B cnepytowleii Tabnuue npuBeeHo onMcaHne COCTOSAHNIA CUCTEMHbIX MHAMKATOPOB YCTPONCTBA U UX

3HAUYEHUI.

Tabnuua 45 — COCTOAHMA CUCTEMHbBIX UHANKATOPOB

HasBaHue
MHAOUKaTopa

Status

Alarm

VPN

Flash

Power

PYHKUNSA NHOUKaTopa

VHOMKATOP TEKYLLLETO COCTOAHMS
yCTpolicTBa.

VHOMKaTop HaMums 1 ypoBHS
aBapuu yCTpolicTBa.

VHAMKATOp HaNN4ms akTUBHbIX
VPN-ceccuin.

VHOMKaTop aKTMBHOCTM 06MeHa
C HakonuTeneMm AaHHbIx: SD-
kapToii unu USB Flash.

VHaykaTop nuTaHus
yCTpolicTBa.

CocTosiHue
MHAOMKaTopa

3eneHbii

KpacHblii

3eneHbii

3eneHbii

OpaHxeBblii

BbiktoueH

CocTtosiHue ycTpoiicTBa

YCTpoIicTBO paboTaeT HopMaslbHO.

YCTpOIACTBO HaxoaAnTCA B
cocToaHum 3arpysku MO.

BbinonHeHve onepauuii YteHns/
3anncum no KoOMaHae «copy».

MuTaHWe ycTpoiicTBa B HOPME.
OCHOBHOI# UCTOYHMK NMUTAHWS, ECIN
OH yCTaHOB/EH, paboTaeTt
HOPMaJIbHO.

HepaboToCcnoCco6HOCTbL OCHOBHOMO
NCTOYHMKA NMUTaHWs, aBapusl am
OTCYTCTBME NEPBUYHOIN CETH.

OTKa3 BHYTPEHHNX NCTOYHUKOB
nUTaHUs YCTPOICTBA.
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HasBaHue

MHAMKaTOpa

Master

Fan

RPS

PYHKUUNSA nHAUKaTopa

VHapkaTop paboThl ycTpoiicTBa
B failover-pexumax.

CocTosiHMe BeHTUNATOpa
OXNAKAEHWS.

Pexum paboTbl pe3epBHOro
MCTOYHMKA NUTaHNS.

CocTosiHue
MHOMKaTopa

BbiktoyeH

KpacHblii

3eneHblnt

BbikitoueH

KpacHblii

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

CocTosiHue ycTpoiictBa

Bce BEHTUNATOPbLI NCMPaBHbI.

OTKa3 ogHoro unm 6onee
BEHTUNATOPOB. MNpUUMHOIA
BO3HWKHOBEHWS aBapuy MOXET
ObITb HEPabOTOCMOCOOHOCTL XOTS
Obl OAHOIO N3 BEHTUNSTOPOB —
OCTaHOBKa U NOHWKEHHAs
yactoTta 060pOTOB.

Pe3epBHbIil ICTOYHMK YCTaHOB/EH
N UCNpaBeH.

Pe3epBHbIii UCTOYHVK He
yCTaHOB/IEH.

OTCyTCTBI/Ie nepBnYHOro NUTaHuA
Pe3epBHOro NCTOYHUKa Unn ero
HEeNCnpaBHOCTb.
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CeeTtoBas nuiaukauusa ESR-3200, ESR-3100, ESR-1511, ESR-1500

ESR-Series. PykoBoACTBO N0 3Kcnyaralmm

CocTosiHne mefgHbIX nHTepdelicoB Gigabit Ethernet oto6paxaeTcs AByMSA CBETOANOAHLIMU UHAMKATOPAMN —
LINK/ACT 3eneHoro useta u SPEED aHTapHOro LBeTa. PacnonoxeHne MHAMKaTOpoOB MeAHbIX MHTepdhelicoB

nokasaHo Ha pucyHke 64. CocTtosHne SFP-uHTepdeiicos oTobpaxaetcs aAByms nHankatopamu RX/ACT n TX/
ACT 1 yka3zaHO Ha pUcyHke 65. 3Ha4eH1sA CBETOBOIN MHAMKALMM onucaHbl B Tabnuuax 46 n 47 COOTBETCTBEHHO.

LINK/ACT SPEED

S —

C_L0ANAMAT

PucyHok 64 — PacnonoxeHue nHgmMkaTopos pasbema RJ-45

4

-

VAVA

.

t[w|w(wie a[nle v
LALALAL L) A 3

RX/ACT TX/ACT

PucyHok 65 — PacnonoxeHme HANKATOPOB ONTUYECKNX UHTEPAIENCOB

Tabnuua 46 — CeeToBas MHAMKaLMA COCTOAHUS MefHbIX UHTepdeiicoB

CBeueHune nHgukartopa SPEED

BbikntoveH

BbikntoveH

[opnT NOCTOAHHO

CseueHue uHgukaropa LINK/ACT

BblkntoveH

[opuT NOCTOSAHHO

[opnUT NOCTOAHHO

MwuraHue

CoctosiHue nHtepdeiica Ethernet

[opT BbIK/TOYEH WM COEOMHEHME He
YCTaHOBJ/IEHO.

YcTtaHoBeHO coeanHeHne Ha ckopocTtu 10
nnn 100 MéwuT/c.

YcTaHOBMNEHO COeAUHEHNE Ha CKOPOCTY
1000 MéwuT/c.

WaeT nepefaya AaHHbIX.

83



ESR-Series. PyKoBOACTBO MO aKcniyaraunm

Tabnuua 47 — CeeToBas nHankaumsa coctosHns SFP/SFP+/QSFP+-uHTtepgeiicos

CBeueHne nHamn Katopa

RX/ACT

BbikntoueH

rOpI/IT NOCTOAHHO

Mwuranue

ACT

BbikntoueH

rOpI/IT NOCTOAHHO

MwuraHue

CBeueHue nHaukatopa TX/

CocTosiHne nHtepdeiica Ethernet

MopT BLIK/OYEH UK COeANHEHME He YCTaHOB/1EHO.

CoeguHeHne YCTaHOBJ/IEHO.

VaeT npyem gaHHbIX.

et nepegaya AaHHbIX.

B cnepytowleii Tabnuue npuBeeHo onMcaHne COCTOSAHNIA CUCTEMHbIX MHAMKATOPOB YCTPONCTBA U UX

3HAUYEHUI.

Tabnuua 48 — COCTOAHMA CUCTEMHbIX UHANKATOPOB

HasBaHue
MHAOUKaTopa

Status

Alarm

VPN

Flash

Power

PYHKUNSA NHOUKaTopa

VHOMKATOP TEKYLLLETO COCTOAHMS
yCTpolicTBa.

VHOMKaTop HaMums 1 ypoBHS
aBapuu yCTpolicTBa.

VHAMKATOp HaNN4ms akTUBHbIX
VPN-ceccuin.

VHOMKaTop aKTMBHOCTM 06MeHa
C HakonuTeneMm AaHHbIx: SD-
kapToii unu USB Flash.

VHaykaTop nuTaHus
yCTpolicTBa.

CocTosiHue
MHAOMKaTopa

3eneHbii

Muraet 3eneHbim

3eneHbii

3eneHbii

KpacHbiii

BbiktoueH

CocTtosiHue ycTpoiicTBa

YCTpoIicTBO paboTaeT HopMaslbHO.

YCTpOIACTBO HaxoaAnTCA B
cocToaHum 3arpysku MO.

BbinonHeHve onepauuii YteHns/
3anncum no KoOMaHae «copy».

MuTaHWe ycTpoiicTBa B HOPME.
OCHOBHOI# UCTOYHMK NMUTAHWS, ECIN
OH yCTaHOB/EH, paboTaeTt
HOPMaJIbHO.

HepaboToCcnoCco6HOCTbL OCHOBHOMO
NCTOYHMKA NMUTaHWs, aBapusl am
OTCYTCTBME NEPBUYHOIN CETH.

OTKa3 BHYTPEHHNX NCTOYHUKOB
nUTaHUs YCTPOICTBA.
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ESR-Series. PyKoBOACTBO NO 3Kcnayatauumn

Ha3saHue PYHKLUA MHAKKaTOpa CocTtosiHne CocTosiHue ycTpoiictBa
MHAMKaTopa MHAMKaTopa
Master VHamkaTop paboThl ycTpoiicTBa - -

B failover-pexumax.

Fan CocTosiHMe BeHTUNATOpa BblIK/lO4eH Bce BEHTUMATOPbI UCMPAaBHbI.
OXNAKAEHWS.

KpacHblii OTtkas ogHoro nnn 6onee
BEHTUNATOPOB. MNpUUMHOIA
BO3HUKHOBEHMS aBapyin MOXET
ObITb HEPabOTOCMOCOOHOCTL XOTS
Obl OAHOIO N3 BEHTUNSTOPOB —
OCTaHOBKa U NOHWKEHHAs
yactoTta 060pOTOB.

RPS Pexum paboTbl pe3epBHOro 3eneHblii Pe3epBHblil ICTOUHUK YCTAHOB/EH
MCTOYHMKA NUTaHNS. 1 UCTIPABEH.

BbikntoyeH Pe3epBHbII7I NCTOYHUK HE
YCTaHOBJ/IEH.

KpacHblii OTCyTCTBUE NEPBUYHOIO NMUTAHUSA
pe3epPBHOIO NCTOYHUKA U/IN €0
HeuCcnpaBHOCTb.

CeeTtoBas nHgukauyusa ESR-200/ESR-100

CocTosiHne mefaHbIX nHTepdelicoB Gigabit Ethernet n SFP-uHtepdeiicoB oTobpaxaercs AByMs
ceeToanoaHbiMu nHamkatopamm — LINK/ACT 3eneHoro useta n SPEED aHTapHoro LBeTta. PacnonoxeHue
WHAMKATOPOB MeAHbIX MHTEP(ENCOB NoKasaHo Ha pucyHke 64. CocTosHne SFP-nHTepgeicoB ykasaHo Ha
pUcyHke 66. 3HaueHNs1 CBETOBOI MHAMKALIMKX OnncaHbl B Tabnuue 49.

LINK/ACT LINK/ACT

PucyHok 66 — PacnonoxeHne MHAMKaTOPOB ONTUYECKUX MHTEPIENCOB
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ESR-Series. PyKoBOACTBO MO aKcniyaraunm

Tabnuua 49 - CeToBas MHAUKALMA COCTOSAHNUA MeAHbIX NHTepdeicoB n SFP-nHTepdelicos

CBeueHue nHaukaTtopa SPEED

BbikntoueH

BbikntoveH

rOpI/IT NOCTOAHHO

X

CBeueHue nHaukaTopa LINK/ACT

BbikntoueH

FopMT NOCTOAHHO

FOpI/IT NOCTOAHHO

MwuraHue

CoctosiHue nHtepdpeiica Ethernet

MopT BbIK/HOUYEH UNW COeAUHEHUNE He
yCTaHOB/IEHO.

YcTaHOB/EHO coeAnHeHNe Ha ckopocTn 10
mnn 100 MéwuT/c.

YCTaHOB/MEHO COEAMHEHME HA CKOPOCTHU
1000 M6uT/cC.

MpeT nepepaya AaHHbIX.

B cneaytoleit Tabnuie NpuBeAeHo onvcaHne CoOCTOSIHWIA CUCTEMHBIX MHAMKATOPOB YCTPOCTBA U UX

3HaYEeHu.

Ta6numua 50 — COCTOSIHVSI CUCTEMHBIX MHAMKATOPOB

Ha3BaHue
MHAUKaTopa

Status

Alarm

Power

Fan

DYyHKUUA
MHAuKaTopa

MHankatop
TekyLero
COCTOSIHUSA
yCcTpoiicTBa.

MHankatop
Hanuumsa u

CocTosiHue
MHOMKaTopa

3eneHbl

KpacHbiii

YPOBHS1 aBapum
ycTpoiicTea (He
noaAepxmBaeTc
S1 B TEKyLLEe
Bepcun MO)

NHamkaTop 3eneHblit
nuTaHms

YCTPOWCTBA.

KpacHbiii

BbikntoveH

CocTosiHne Bbik/itoueH
BEHTUATOpPA

OoXNnaxxKaeHus.

CocTosiHue ycTpoiicTBa

YcTpolicTBO paboTaeT HopMasibHO.

YCTpOIACTBO HAXOAMTCS B COCTOSAHMM 3arpy3ku MMO.

MuTaHne ycTpoiicTBa B Hopme. OCHOBHOI MCTOUYHWK NUTaHWS,
€C/IV1 OH YCTaHOB/IEH, PaboTaeT HOPMasIbHO.

Hepa6OTOCI'IOCO6HOCTb OCHOBHOIO NCTOYHMKa NUTaHuA, aBapua
nnn oTcyTcTtBue nepsquoﬁ ceTtun.

OTkas BHYTPEHHNX NCTOYHNKOB NMUTaHUA yCTpOﬁCTBa.

Bce BEHTUIATOPbI UCMPABHBI.
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HasBaHue
nHauKaropa

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

DyHKUUSA CocTtosiHne CocTtosiHMe ycTpoicTBa
MHAMKaTopa nHaukKaropa
KpacHbiit OTka3 ogHoro nnv 6osee BEHTUNATOPOB. MNpPUYNHOL

BO3HUKHOBEHWSI aBapu MOXET 6bITb HEPABOTOCMOCOBHOCTb
XOTs1 6bl OHOIO 13 BEHTU/ISITOPOB — OCTAHOBKA U
MOHWKEHHasA YacToTa 060pOTOB.

CsetoBas uigukauus ESR-21/ESR-20

CocTtosiHne mefHbIX nHTepgeiicos Gigabit Ethernet oto6paxaeTtcs AByMsi CBETOAMOAHBIMU UHAMKATOPaMU —
LINK/ACT 3eneHoro uyseta n SPEED siHTapHOro ugeta.

Tabnuua 47 — CBeToBas MHAUKALMA COCTOSAHNUA MeAHbIX NHTepdeicoB n SFP-nHTepdelicos

CBeueHune nHgukaropa SPEED CBeueHue nHgukaropa LINK/ACT CocTtosiHune nHtepdeiica Ethernet

BblktoyeH BblIkntoyeH IMopT BbIK/TKOYEH WU COEAVHEHNE He
yCTaHOB/IEHO.

BbikntoueH opuT NOCTOSAHHO YcTaHOBMEHO coefiHeHne Ha ckopocTn 10

rOpI/IT NOCTOAHHO

wnu 100 MéwuT/c.

FopuT NOCTOSIHHO YcTaHOBNEHO COeANHEHME HAa CKOPOCTM
1000 MoéwuTt/c.

MwuraHne Voet nepegava gaHHbIX.

() LNK
() SPD

PucyHok 67 — PacnonoxeHve MHAMKaTopoB pasbema SFP
LINK/ACT SPEED

:
1=

PucyHok 68 — PacnonoxeHne MHANKaTopoB pasbema RJ-45

B cneaytoulein Tabnuue npuBeaeHo onucaHne COCTOSIHUI CUCTEMHbIX MHAMKATOPOB YCTPOMCTBA U MX

3HaAUEHUIA.

Tabnmua 48 — COCTOSAHNS CUCTEMHbIX MHANKATOPOB
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ESR-Series. PyKoBOACTBO MO aKcniyaraunm

HasBaHue DYHKUUA nHauKaTopa CocTtosiHne CocTtosiHMe ycTpoicTBa
nHauKaropa nHauKartopa
Power VHaukaTop nutaHns 3eneHblit MuTaHne ycTpoiicTBa B HOpMe.
YyCTpOWCTBa. VICTOUYHMK NUTaHnst paboTaeT
HOpMaU1bHO, OCHOBHOe 10
NpOrpyXxeHo.
KpacHsblii He nporpyxeHo ocHosHoe [MO.
BbikntoueH OTKas BHYTPEHHNX UCTOYHUKOB

NMMTaHns yCTPOICTBa.

Status NHavkaTop TekyLero 3eneHblii YcTpoiicTBO paboTaeT HOPMa/ILHO.
COCTOSIHWSA YCTPOWCTBA.

KpacHsblii YCTpOICcTBO HaxoAuTCH B
cocTosAHuu 3arpy3ku MO.

Alarm NHAVKaTOp HaMMuMs U ypoBHS - -
aBapuu ycTpoiicTaa.

HA WHaukaTop paboTbl B pexumve - -
HA (He ncnonb3ayetcs B
TekylLeli Bepcun)

CBetoBas nHgukauyms ESR-30, ESR-31

CocTosiHne mefgHbIX nHTepdelicoB Gigabit Ethernet oto6paxaeTcs AByMSA CBETOANOAHLIMU UHAMKATOPAMN —
LINK/ACT 3eneHoro uygseta n SPEED aHTapHoro useta.

Tabnuua 49 — CeeToBas NHAMKaLMA COCTOAHUSA MefHbIX MHTepdieincos 1 SFP-nHTepdelicos

CBeueHne nugukaropa SPEED CBeueHue nHgmkaropa LINK/ACT CoctosiHne uHtepdeiica Ethernet

BblIktoueH BblktoueH MopT BbIK/TOYEH WU COEVHEHNE He
yCTaHOB/IEHO.

BbikntoueH ['opuT NocTosiHHO YcTtaHoBNeHo coeanHeHne Ha ckopocTtu 10

unu 100 MéwuT/c.

[opnT NOCTOAHHO [opnUT NOCTOAHHO YcTaHOBNEHO coeAnHEHME Ha CKOPOCTH
1000 MéwuT/c.

X MwuraHue MaeT nepepaya AaHHbIX.
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ESR-Series. PyKoBOACTBO MO aKcniyaraunm

PucyHok 69 — PacnonoxeHne nHgmkaTtopos pasbema SFP

LINK/ACT

L

SPEED

|

PucyHok 70 — PacnonoxeHue nHaMKkaTopoB pasbema RJ-45

B cneaytoleit Tabnuie NpuBeAeHo onvcaHne CoOCTOSIHWIA CUCTEMHBIX MHAMKATOPOB YCTPOWCTBA U UX

3HaAUYEeHU.

Ta6nuua 50 — COCTOSIHVSI CUCTEMHBIX MHAMKATOPOB

HasBaHne ®yHKUMA MHAMKaTOpa

MHAUKaTO

pa

Power NHankaTop NuTaHus yCcTpoiicTaa.

Status NHamkaTop TekyLlero cocTosiHuA
ycTpoiicTBa.

Alarm NHavkaTop Hamums 1 ypoBHA aBapun
YCTpOWCTBA.

User WHavkatop, ncnonb3ytowmincsa ans

NoNb30BaTENbCKUX CLIEHapUEB,
KOTOpPbI€ MOXHO Ha3HaYNTb B pEXMME
KOHChMrypmpoBaHus yCTpoiicTBa.

CocTosiHU
e
MHAUKaATO

pa

3eneHbiin

KpacHsblii

BblkntoveH

3eneHbli

Mwuraet
3eNeHbIM

CocTosiHue ycTpoiictBa

MuTaHne ycTpoicTea B HOpMme. NICTOYHUK
nMTaHmsa pabotaet HopMaslbHO, OCHoBHOe MO
NporpyxeHo.

He nporpy»xeHo ocHoBHoe [M0O.

OTKa3 BHYTPEHHUX UCTOYHMKOB NUTaHMKS
ycTpoiicTBa.

YCTpOCTBO paboTaeT HOPMasIbHO.

YCTPOIACTBO HAXOANTCSI B COCTOSIHWM 3arpysKu
Mno.
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CBetoBas nHgmkauyums ESR-15

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

CocTosiHne megHbIx nHTepdelicoB Gigabit Ethernet otobpaxaetcsa ceetoanoaHbiM MHAnKatopom SPEED

AAIHTApPHOro/3eneHoro LseTa.

Tabnuua 51 — CBeToBas NHAMKaLMA COCTOSAHUSA MefHbIX UHTepdieicos 1 SFP-nHTepdelicos

CBeueHne nugukaropa SPEED

BbikntoveH

FopWT NOCTOSIHHO SIHTAPHBIM

['OpnUT NOCTOAHHO 3€e/1EHbIM

Mwuranue

CocTosiHne uHtepdperica Ethernet

|-|OpT BbIK/TKOYEH NI COegNHEHNE HE YCTaHOBJ/1EHO.

YcTaHOBMEHO coeanHeHmne Ha ckopocTn 1000 MéuT/c.

YcTtaHoBNEHO coeanHeHmne Ha ckopocTu 10 nnu 100 MéuT/c.

NaeT nepegaya AaHHbIX.

B Tabnuue 52 nprBeeHO On1McaHne COCTOSIHUIA CUCTEMHbIX UHAMKATOPOB YCTPOCTBA U UX 3HAUYEHMWIA.

Ta6nuua 52 — COCTOSIHUSI CUCTEMHBIX MHANKATOPOB

HasBaHue DYHKUMA CocTtosiHne
MHAMKaTopa MHAUKaTOpa WHAMKaTopa

Power MHpmkartop 3eieHbli
nUTaHns
yCTpOlicTBa.
KpacHblii
BbikntoueH

USBT1, USB2 VHgmnkaTopbl  3ereHbll

paboThbl

BHELUHUX Muraet
USB- 3eneHbIM
yCTpOUCTB. BbikntoueH

CBetoBas nHgmkauyms ESR-15R

CocTosiHue ycTpoiicTBa

MuTaHme ycTpoiicTBa B HopMe. ICTOUYHMK NUTaHusa paboTaert
HOpMasIbHO, OCHOBHOE MO NporpyxeHo.

He nporpyxeHo ocHoBHoe [10.

OTka3s BHYTPEHHUX NCTOYHUKOB NUTaHuA yCTpOIZCTBa.

MopxntoyeHo USB-ycTpolicTBO.

BbINONHEHKE onepaLmii YTEHKS/3anmncu.

HeT nogknto4eHHbIX yCTpOI\/JICTB nnn I'Ip06]'leMbI C nogkrovyeHmnem.

CocTtosiHne meaHbIx nHTepdeiicoB Gigabit Ethernet oto6paxaeTtcsi 4ByMsi CBETOAMOAHBIMU UHAMKATOPaMU —
LINK/ACT 3eneHoro yseta n SPEED aHTapHoro Lseta.

Tabnuua 53 — CBeToBasi MHAMKAaLMS COCTOSIHUSA MeAHbIX MHTepdieiicoB 1 SFP-uHTepdelicos

CBeueHune nHgukaropa SPEED CBeueHue nigmkaropa LINK/ACT CocTtosiHue nHtepdceiica Ethernet

BbikntoveH BbikntoveH

|-|0pT BbIK/1HOYEH WK coegnHeHne He
YCTaHOBJIEHO.
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ESR-Series. PyKoBOACTBO MO aKcniyaraunm

CBeueHune nHgukaropa SPEED CBeueHue nHgukaropa LINK/ACT CocTtosiHune nHtepdeiica Ethernet

BbIkntoueH opuT NOCTOSAHHO YcTaHOB/IEHO coeAHEHNE Ha ckopocTn 10
nnn 100 Méut/c.

FopWT NOCTOSAHHO FopWT NOCTOSIHHO YCTaHOB/IEHO COEAMHEHNE Ha CKOPOCTU
1000 Mo6wuTt/c.

X MwuraHune Voet nepefaya gaHHbIX.

PucyHok 71 — PacnonoxeHne MHANKaTopoB pasbema SFP
LINK/ACT SPEED

ﬂl
1

L J

PucyHok 72 — PacnonoxeHue nHgmMkaTtopos pasbema RJ-45

B cnepytowieii Tabnuue npuBeLeHo onvcaHne COCTOSAHUIA CUCTEMHbIX MHAMKATOPOB YCTPONCTBA U UX
3HaYEHUN.

Tabnuua 54 — CoCTOAHMSA CUCTEMHbIX MHANKATOPOB

HasBaHue DYHKLUNA HAUKaTopa CocTosiHne CocTosiHMe ycTpoiicTBa
MHAOUKaTopa MHAOUKaTopa
Power WHpukaTop nutaHus ycTpoicTea. 3eneHblit MuTaHme ycTpoiicTBa B HopMe. MICTOUHMK

nnuTaHusa pabotaetr HOpMasibHO, OCHOBHOE
MO nporpyxeHo.

KpacHbiii He nporpyxeHo ocHosHoe [MO.
BbikntoueH OTKa3 BHYTPEHHWX UCTOYHNKOB MUTaHUA
YCTPOWCTBA.
Status VHavkaTop TekyLlero cocTosiHuA 3eneHblit YcTpoiicTBO paboTaeT HopMasibHO.
yCTpOWCTBa.
KpacHbiii YCTpOICTBO HAXOAMTCS B COCTOSIHUM

3arpysku IM0O.
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HasBaHue
nHauKaropa

Alarm

User

DYHKUUSA nHAUKaTopa

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

CocTosiHue CocTosiHue ycTpoiicTBa
MHauKaTopa

NHAyKaTop HaNMumnsi U ypoBHSl - -

aBapuu yCTpoWncTBa.

NHpaykaTop, ncnonb3ytowmiics ans -
Nonb30BaTe/IbCKMX CLiEHAPHEB,

KOTOpble MOXHO Ha3HaYUThb B
pexviMe KOHhUryprpoBaHus
yCTpoiicTBa.

CeeTtoBas UHguKaums ESR-12V(F)

CocTtosiHne mefHbIX nHTepdeicos Gigabit Ethernet oto6paxaeTtcs AByMs CBETOAMOAHLIMU UHAMKATOPaMK —
LINK/ACT 3eneHoro yseta n SPEED saHTapHOro ugeta.

Tabnuua 55 - CeToBas MHAUKALMA COCTOAHNUA MeAHbIX NHTepdeicoB n SFP-nHTepdelicos

CBeueHue
MHAOUKaTopa
SPEED

BbikntoueH

BbikntoveH

loput
NMOCTOSIHHO

CBeueHue nHaukaropa LINK/ CocTtosiHue nHtepdcpeiica Ethernet

ACT

BbikntoueH

r0pl/IT NOCTOAHHO

[opnT NOCTOAHHO

MwraHue

MopT BbIKNIOYEH UIN COEANHEHNE HE YCTAaHOB/IEHO.
YctaHoBNeHo coegnHeHne Ha ckopocTn 10 unu 100 MéuT/c.

YcTaHoBNEHO coeanHeHme Ha ckopocTn 1000 MéuT/c.

aeT nepeaavya AaHHbIX.

———

1 OLNK

] | Oseo

PucyHok 73 — PacnonoxeHue nHamkatopos pazbema SFP (Tonbko anst ESR-12VF, ESR-14VF)

LINK/ACT SPEED

:
1=

PucyHok 74 — PacnonoxeHue nHgMkaTopos pasbema RJ-45

B Tabnvue 56 npuBefeHO onvucaHne COCTOAHUI CUCTEMHbIX UHAMKATOPOB YCTPOMCTBA U UX 3HAYEHWIA.
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ESR-Series. PyKoBOACTBO MO aKcniyaraunm

Tabnuua 56 — COCTOAHMA CUCTEMHbIX UHANKATOPOB

Ha3saHue PyHKUUA CocTosiHue
MHAMKaTopa MHAUKaTOpa WHAMKaTopa

Power VHpukaTop 3eneHblii
nuTaHns
yCTpOCTBa.
KpacHbiii
BbikntoueH

CeeToBasa uHgukauyus ESR-10

CocTosiHue ycTpoiictBa

MuTaHue ycTpolicTBa B HopMe. VICTOUHUK NUTaHus paboTaeTt
HOpPMaJsIbHO, 0OCHOBHOE MO NporpyXeHo.

He nporpy»xeHo ocHoBHoe [M0O.

OTKa3 BHYTPEHHUX UCTOYHMKOB MUTAHNS YCTPOCTBA.

CocTosiHne megHbIx nHTepdelicoB Gigabit Ethernet otobpaxaetcsa cesetoanoaHbiM nHAnKatopom SPEED

AHTAPHOr0/3e/1eHOro LBeTa.

Tabnuua 57 — CeToBas MHAUKALMA COCTOSAHNUA MeAHbIX NHTepdeicoB n SFP-nHTepdelicos

CBeueHue nHaukatopa SPEED

BbikntoueH

rOpI/IT MOCTOAHHO AHTAPHbIM

['OpnUT NOCTOAHHO 3€e/1EHbIM

MwuraHue

CoctosiHne nHtepdeiica Ethernet

IMopT BLIK/OYEH UK COeANHEHNE He YCTaHOB/1EHO.

YcTtaHOBNEHO coenHeHne Ha ckopocTn 1000 M6uT/c.

YcTtaHOBMNEHO coeanHeHme Ha ckopocTu 10 nnu 100 MéuT/c.

NaeT nepegaya faHHbIX.

B Tabnvue 58 npuBeaeHoO onvcaHne COCTOAHUI CUCTEMHbIX UHAMKATOPOB YCTPOMCTBA U UX 3HAYEHWIA.

Tabnuua 58 — CoCToAHMA CUCTEMHbIX UHANKATOPOB

HasBaHue DYHKUMA CocTosiHne

MHAUKaTOopa MHAUKaTOpAa MHAMKaTopa

Power VHankaTop 3eneHblli
nuTaHns
yCTpolicTBa.
KpacHblii
AHTapHbIN
BbikntoueH

CocTosiHMe ycTpoucTBa

MuTaHWe ycTpoiicTea B HopMe. ICTOUHMK NuTaHust paboTaeT
HOpPMaJsTbHO, OCHOBHOE MO NporpyXeHo.

He nporpy»xeHo ocHosHoe [10.
YCTPONCTBO HAXOAUTCA B COCTOAHMM 3arpy3km MO.

OTkas BHYTPEHHUX NCTOYHUKOB NUTaHuA yCTpOVICTBa.
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HasBaHue
nHauKaropa

USBT1, USB2

DYHKUUSA
MHAUKaTopa

VHaukaTopsl
paboThbl
BHELUHNX
USB-
YCTPOWCTB.

CocTosiHue
MHAOMKaTopa

3eneHbIn

Muraet
3eNeHbIM

BbikntoveHo

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

CocTosiHue ycTpoiictBa

MoaxntoyeHo USB-ycTpoiicTBO

BbinosiHeHWE onepauuin YTeHns/3anmcm

HeT noakoUYeHHbIX YCTPOWCTB UK NPOG/IEMbI C NOAKTHOYEHUEM
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ESR-Series. PyKoBOACTBO MO aKcniyaraunm

2.5 KomMnneKkT nocTtaBKu

B 6a30BbIii KoMniekT noctaBkn ESR-10 BxoasaT:

mMapLupyTtumsaTop ESR-10;

afantep nutaHna 220 B nepemeHHOro Toka/12 B NOCTOAHHOIO TOKa, 1,5 A,
cepTudmKar COOTBETCTBUS;

nacnopr;

[loKyMeHTauus (onyuoHasibHo);

namaTKa 0 JOKYMeHTaLun.

B 6a30BbIi KOMNEKT nocTaBkn ESR-12V BxoaaT:

MapLupyTtusaTop ESR-12V,

Kabenb NUTaHus;

KOHCO/IbHbI Kabesb;

KOMMEKT A5 KpenseHnsa ycTpoicTea B CToliky 197
cepTudunkar COOTBETCTBUS,

nacnopr;

[loKyMeHTauus (onyuoHasibHo);

namsiTka 0 AOKyMeHTaL .

B 6a30BbIii KoMniekT noctaBkn ESR-12VF BxoaaT:

MapLupyTtumsaTop ESR-12VF;

Kabenb NUTaHus;

KOHCO/IbHbI Kabesb;

KOMMEKT 415 KpenseHusa ycTpocTea B CToliky 197
cepTudmnkaT COOTBETCTBUS,

nacnopr;

[loKyMeHTauus (onyuoHasibHo);

namsiTka 0 AOKyMeHTaL .

B 6a30BbIii kKoMniekT noctaBkn ESR-14VF BxoaaT:

MapLupyTtumsaTop ESR-14VF;

Kabenb NUTaHus;

KOMMEKT 415 KpenseHnsa ycTpocTea B CToliky 197
cepTudmnkat COOTBETCTBUS,

nacnopr;

[loKyMeHTauus (onyuoHasibHo);

namsiTka 0 AOKyMeHTaL .

B 6a30BbIii KOMNIeKT nocTtaBkn ESR-15 BxoasaT:

MapLupyTtumsaTop ESR-15;

afantep nutaHna 220 B nepeMeHHOro Toka/12 B NOCTOAHHOIO TOKa, 2 A;
cepTudukar COOTBETCTBUS;

nacnopr;

[loKyMeHTauus (onyuoHasibHo);

namaTKa 0 JOKYMeHTaLuumu.

B 6a30BbIii KOMNekT noctaBku ESR-15R Bxoadar:

MapLupyTtumsaTop ESR-15R;

Kabenb NUTaHus;

KOHCO/IbHbI Kabesb;

KOMMEKT 415 KpenseHusa ycTpoicTea B CToliky 197
cepTudukar COOTBETCTBUS;

nacnopr;
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AOKyMeHTaums (onuMoHasibHO);
namsiTka 0 AOKyMeHTaLmu.

B 6a30BbIin KoMnaekT noctaBkn ESR-15VF Bxoasar:

MapLupyTtmsaTop ESR-15VF;
Kabenb nuTaHus;
KOHCO/bHbIN Kabesb;

KOMMN/IEKT A/19 KpensaeHus ycTpoincTea B CcToiiky 19

cepTudmKaT COOTBETCTBUS;
nacrnopr,

AOKyMeHTaums (onumMoHasibHO);
namsiTka 0 AOKyMeHTaumWun.

B 6a30BbIi1 KomnnekT noctaBkn ESR-20 BxogaT:

mMapLpyTtumsarop ESR-20;
Kabenb nuTaHus;
KOHCO/bHbIN Kabesb;

KOMMN/IEKT A/19 KpensaieHns ycTpoincTea B CToliky 19

cepTudmKaT COOTBETCTBUS;
nacrnopr,

AOKyMeHTaums (onuMoHasibHO);
namsiTka 0 AOKyMeHTaLmu.

B 6a30Bblii KOMNAeKT noctaBkn ESR-21 BxogAT:

MapLupyTtumsaTop ESR-21;
Kabenb nuTaHus;
KOHCO/bHbIN Kabesb;

KOMMN/EKT [/19 KpensaieHns ycTpoincTea B CcToliky 19

cepTudmKaT COOTBETCTBUS;
nacrnopr,

AOKyMeHTaums (onuMoHasbHO);
namsiTka 0 AOKyMeHTaLuu.

B 6a30BbIi1 KomnnekT noctaBkn ESR-30 BxogAT:

mMapLpyTtusarop ESR-30;
Kabenb nuTaHus;
KOHCO/bHbIN Kabesb;

KOMMN/IEKT [/19 KpensaieHns ycTpoincTea B CToiiky 19

cepTudmKaT COOTBETCTBUS;
nacrnopr,

AOKyMeHTaums (onumMoHasibHO);
namsiTka 0 AOKyMeHTaLuu.

B 6a30BbIi1 KOMNAekT noctaBkn ESR-31 BxogaT:

MapLupyTtmsaTop ESR-31;
Kabenb nuTaHus;
KOHCO/bHbIN Kabesb;

KOMMN/IEKT A/19 KpensaieHns ycTpoincTea B CToliky 19

cepTudmKaT COOTBETCTBUS;
nacrnopr,

AOKyMeHTaums (onumMoHasibHO);
namsiTka 0 AOKyMeHTaLmu.

ESR-Series

. PykoBOACTBO MO aKcnnyatayum
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ESR-Series. PyKoBOACTBO MO aKcniyaraunm

B 6a30BbIii KomnnekT noctaBkn ESR-100 BxogAT:

+ mapuwpyTtusarop ESR-100;

* Kabesib NUTaHus;

* KOHCOJbHbIN Kabesb;

* KOMMEKT A5 KpenaeHus ycTpoiicTea B CTOMKy 197
* cepTudonKaT CoOOTBETCTBUS;

* nacnopr,

* AOKyMeHTaums (onuMoHasbHO);

* namsTka 0 AOKyMeHTauuu.

B 6a30BbIii KomnnekT noctaBkn ESR-200 BxogAT:

+ mapuwpyTtusarop ESR-200;

* Kabesib NUTaHus;

* KOHCOJbHbIN Kabesb;

* KOMMNEKT A5 KpenneHus ycTpoiicTea B CTOMKy 197
* cepTudonKaT COOTBETCTBUS;

* nacnopr,

* AOKyMeHTaums (onumoHasbHO);

* namstka 0 AOKyMeHTauuu.

B 6a30BbIii KomnaekT noctaBkn ESR-1000 BxogsAT:

+ mapwpyTtusarop ESR-1000;

* KOHCOJbHbIN Kabesb;

* KOMMNJEKT A5 KpenneHus ycTpoiicTea B CTOMKy 197
* cepTudonkaT CoOOTBETCTBUS;

* nacnopr,

* AOKyMeHTaums (onumoHasbHO);

* namsATka 0 AOKyMeHTauuu.

B 6a30BbIin KomnaekT noctaBkn ESR-1200 BxogAT:

+ mapuwpyTtusarop ESR-1200;

* KOHCOJbHbIN Kabesb;

* KOMMNEKT A5 KpenneHns ycTpoiicTea B CTOMKy 197
* cepTudonkaT CoOOTBETCTBUS;

* nacnopr,

* AOKyMeHTaums (onumoHasbHO);

* namsATka 0 AOKyMeHTauuu.

B 6a30BbIin KomnaekT noctaBkn ESR-1500 BxogsT:

+ mapuwpyTtusarop ESR-1500;

* KOHCOJbHbIN Kabesb;

* KOMMNEKT A5 KpenneHns ycTpoiicTea B CTOMKy 197
* cepTudnKaT CoOOTBETCTBUS;

* nacnopr,

* AOKyMeHTaums (onuMoHasbHO);

* namsTka 0 AOKyMeHTauuu.
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B 6a30BbIi1 KoMnaekT noctaBkn ESR-1511 BxogAT:

mMapupyTtumsarop ESR-1511;

KOHCOJbHbIN Kabesb;

KOMMN/IEKT A/19 KpensaeHus ycTpoincTea B CToiiky 19
cepTudmkaT COOTBETCTBUS;

nacnopr;

AOKyMeHTaums (onuMoHasbHO);

namsaTKa O AOKYMeHTaLumn.

B 6a30BbIin KomnaekT noctaBkn ESR-1700 BxogAT:

mMapLpyTtumsarop ESR-1700;

KOHCO/bHbIN Kabesb;

KOMMN/EKT [/19 KpensaieHns ycTpoincTea B CcToliky 19
cepTudmKaT COOTBETCTBUS;

nacnopr;

AOKyMeHTaums (onuMoHasIbHO);

namaTKa O AOKYMeHTaLuumn.

B 6a30BbIin KomnaekT noctaBkn ESR-3100 BxogsAT:

mMapLpyTtumsarop ESR-3100;

KOHCO/bHbIN Kabesb;

KOMMN/IEKT A/19 KpensaeHns ycTpoincTea B CToiiky 19
cepTudmKaT COOTBETCTBUS;

nacnopr;

AOKyMeHTaums (onuMoHasIbHO);

namaTKa 0 AOKYMeHTaLun.

B 6a30BbIin KomnaekT noctaBkn ESR-3200 BxogsT:

mMapLpyTtusartop ESR-3200;

KOHCO/bHbIN Kabesb;

KOMMN/IEKT A/19 KpensaeHus ycTpoincTea B CcToiiky 19
cepTudmKaT COOTBETCTBUS;

nacnopr;

AOKyMeHTaums (onumMoHasibHO);

namaTKa 0 AOKYMeHTaLun.

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

Mo 3akasy nokynatens ans ESR-1000, ESR-1200 B KOMMNIEKT NOCTaBKU MOXeT ObITb BK/IOYEH

Mopaynb nutaHusa (PM160-220/12 unu PM100-48/12).

Mo 3akasy nokynatens gns ESR-1500, ESR-1511, ESR-3100, 3200 B KOMMJ1IEKT MOCTaBKN MOXET

6bITb BK/1tlOUEH Moaynb nutadus (PM160-220/12).

Mo 3akasy nokynatens ans ESR-1700 B KOMNEKT NOCTaBKU MOXET ObITb BK/1IOYEH MOAY b

nutanusa (PM350-220/12 unu PM350-48/12).

Mo 3aka3y noKkynaTtesns B KOMMNAEKT NOCTaBKM MOryT ObiTb BK/1loueHbl SFP/SFP+-TpaHcuBepbl.
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ESR-Series. PykoBoACTBO N0 3Kcnyaralmm

3 YcTaHOoBKa 1 NogkyeHue

+ KpenseHue KpoHLITENHOB
* YcTaHOBKa yCTPOWCTBa B CTOMKY
* [MogkntoveHue K VESR
+ YctaHoBka mogyneit nutadms ESR-1000, ESR-1200, ESR-1500, ESR-1511, ESR-1700, ESR-3100, ESR-3200,
ESR-3300
+ [opxnioyeHne nuTatoLLein cetu
* YcTaHoBKa 1 yaasieHne SFP-TpaHCcuBepOB
* YcTaHOBKa TpaHcusepa
* YpaneHve TpaHcusepa

B gaHHOM pasgene onucaHbl Npoueaypbl yCTaHOBKM YCTPOACTBA B CTOMKY U NOAK/THOYEHNSA K MUTAIOLLEN CETM.

3.1 KpenneHune KpOHLWTENHOB

B kOMNEeKT NocTaBKuy YyCTPONCTBA BXOAAT KPOHLUTENHbI 411 YCTAHOBKM B CTOMKY Y BUHTbI AN151 KPEnieHus
KPOHLUTEHOB K KOoprycy ycTpoicTsa. [15 yCTaHOBKN KPOHLUTEHOB:

PucyHok 75 — KpenneHne KpoHLWTeNHOB

1. CoBMeCTWTE YeTbIpe OTBEPCTUSA 47151 BUHTOB Ha KPOHLUTENHE C TaKUMM XXe OTBEPCTUSIMU Ha GOKOBOW
naHenu ycTpoiicTsa.

2. C nomoLLbi0 OTBEPTKN MPUKPENNTE KPOHLLTENH BUHTaMM K KOpMycCy.

3. MoeTopuTe gelicTemA 1, 2 ANs BTOPOro KPOHLUTENHA.

3.2 YcTtaHOBKa yCTPOMUCTBa B CTOMKY
[lns yCTaHOBKM YCTPOICTBA B CTOMKY:

1. Mpunoxute yCTPOCTBO K BEPTUKA/IbHBIM HANPaBAAOLLMM CTOMKMN.

2. CoBMmecTuTe OTBEPCTUS KPOHLWITENHOB C OTBEPCTUSIMY HA HanpaBNALWMX CTOMKN. Vicnonb3yinte
OTBEPCTUSA B HaNpaBASALMX HA O4HOM YPOBHE C 06enX CTOPOH CTOMKN A1 TOro, YTOObI YCTPONCTBO
pacrnonaranocb ropu3oHTasIbHO.

3. C nomMoLbo OTBEPTKM NPUKPENUTE MapLUpyTU3aTop K CTONKE BUHTaMW.
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ESR-Series. PyKoBOACTBO MO aKcniyaraunm

PucyHok 76 — YcTaHOBKa YCTPOIACTBA B CTOVKY

© BeHTUnAUMA ycTpoiicTBa opraHM3oBaHa no cxeme (ppoHT-TbiN. Ha nepegHeli 1 60KOBbIX
naHensix ycTpoiicTBa pacnosioXXeHbl BEHTUISAALMOHHbIE OTBEPCTUS, C 3afHel CTOPOHbI
YCTpOiicTBa pacnosioXeHbl BEHTUMSALMOHHbIE MoAyuU. He 3aKkpbiBaiiTe BXOAHble U BbIXOAHbIe
BEHTU/ISILMOHHbIE OTBEPCTUS NOCTOPOHHUMM NpegMeTaMu Bo u3bexaHue neperpesa
KOMMOHEHTOB YCTPOICTBA 1 HapyLUeHUs ero paGoTbl.

3.3 MopgkntoueHune K VESR

[nsa yctaHoBkM 1 nogkntoveHns K VESR nepeligute B pasgen gokymeHtauumn VESR.

3.4 YcrtaHoBKa mopgyneii nutaHma ESR-1000, ESR-1200, ESR-1500, ESR-1511, ESR-1700,
ESR-3100, ESR-3200, ESR-3300

MapuwpyTnsatopbl ESR-1000/1200/1500/1511/1700/3100/3300 moryT paboTarb C OAHUM UNN ABYMSI
MOAYNsIMU NUTaHWA. YCTaHOBKa BTOPOro MOAy/1s NUTaHWsa Heobxoamma B C/lyvae MCnosib30BaHMs yCTpoincTea
B YC/10BUSIX, TPEOYIOLLIMX NOBbLILIEHHON HAAEXHOCTN.

MecTa ansi yCTaHOBKM MOAYNei NUTaHNs C 3M1eKTPUYECKOI TOUKM 3peHmnst paBHOLEHHbI. C TOUYKM 3peHus
1CMo/Ib30BaHNA YCTPOCTBA, MOAY/Ib MUTAHUSI MOXXET HAXOAUTLCS B OCHOBHOM 11 PE3EPBHOM pa3beMe,
NHhopMaLms 0 NPUOPUTETHOCTM HaxoamTcs B Tabnuue "OnucaHne pasbLemMoB 3aHeli naHenm
MapLupyTusatopa’. Mogy/im NMTaHns MOryT yCTaHaBIMBaTbCS U U3B/1eKaTbCs 6e3 BbIK/TUYEHMS YCTPOCTBA.
Mpv yCcTaHOBKE UM U3BEYEHNUM AONOSTHUTENIbHOTO MOAY A NUTaHMA MapLUpyTM3aTop Npoao/mkaeT paboTty 6e3
nepesanycka.
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PucyHok 78 — YcTaHoBKa 3arfyLuKku

© WVHaukaumsa aBapun MOAYNSA MUTAHUA MOXET ObITh BbI3BaHa HE TOMILKO OTKA30M MOAY/S, HO 1

OTCYTCTBUEM NEPBUYHOIO NUTaAHUA.

CocTosiHVMe Moaynel NUTaHUs MOXEeT ObITb NPOBEPEHO MO MHAMKALMMK Ha NepeaHeli NaHeNn MapLupyTmsaTopa
(cMm. paspen CeeToBas VHAMKALMSA) UK MO ANArHOCTVKE, AOCTYMHOI Yepes nHTepdeinchl ynpasieHus
MapLLpyTU3aTOPOM.

3.5 MopgknioueHne NUTaKOLLEeN ceTn

1.

Mpexgae Yem K yCTpoicTBy ByaeT NOAKNIOYEHA NUTAKOLWANA CETb, HEOOXOAMMO 3a3EeMINTb KOPMYC
yCTpoicTBa. 3a3eMsieHne He06X0AMMO BbINOMHATL N30/IMPOBAHHBLIM MHOTOXW/TbHBIM MPOBOAOM.
YCTPOICTBO 3a3eM/IEHNSI U CEYEHME 3a3eM/ISIOLLLEr0 NPOBOAA AO/MKHbI COOTBETCTBOBATL TPE6OBaHNSMM
MpaBuN yCcTpoICTBa 3/1eKTPOyCcTaHoBOK (MYJ).

Ecnu npegnonaraetca nogxnoveHne KoMnbotepa namn MHoro 06opyaoBaHns K KOHCO/IbHOMY NopTy
MapLupyTM3aTopa, 3To 060opyaoBaHMe Takke AO/MKHO ObITb HAAEXHO 3a3eM/1eHO.

MoaknumTe K yCTPOCTBY Kabenb NuTaHus. B 3aBUCMMOCTM OT KOMMIEKTaLMmn yCTponcTea, nuTaHme
MOXET OCYLLLEeCTBNATLCA OT CETU NEePEMEHHOI0 Toka B0 OT CeTU MOCTOAHHOIO ToKa. Npn NOAKNYEHUN

CEeTV NepeMeHHOro Toka crieAyeT UCNosb3oBaTh Kabesb, BXOASALLMIA B KOMMMEKT ycTpoiicTa. s

noaKNryYeHnd K Cetu NOCTOAHHOIO TOKa MCﬂOﬂbByVITe NnpoBOfg, CeYeHNEM He MeHee 1 MM2.

BkntoumTe nuTaHne ycTpoincTea 1 ybegutecb B OTCYTCTBUM aBapuii MO COCTOSIHUIO MHAMKATOPOB Ha
nepegHein naHenw.
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3.6 YctaHoBKa n yganeHune SFP-tpaHcuBepoB

& YctaHOBKa ONTUYECKUX MOAYIIE MOXET NPOU3BOAUTBLCA KaK NPU BbIK/IIOYEHHOM, TaK U npu
BKJ/1IOMEHHOM YCTpPOICTBE.

3.6.1 YcTaHOBKa TpaHcuBepa

1. BcTaBbTe BepxHUin SFP-moaynb B CNOT OTKPLITOM YacTbio pasbemMa BHU3, a HWXXHWI SFP-MoAynb — OTKPbITOW
4acTbl0 pasbema BBEpX.
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4

PucyHok 79 — YctaHoBka SFP-TpaHcnBepoB

2. HapaBnTe Ha Moy b MO HaNpPaB/eHWo BHYTPb KOpMyca yCTPOCTBA A0 NOSIB/IEHNS XapaKTepHOro LWenyka
chukcauum moayns.

PucyHok 80 — YctaHoBneHHble SFP-TpaHcuBepsb!

3.6.2 YpaneHue TpaHcuBepa

1. OTKMHbTE PYKOATKY MOZY/ISA, 3TO NpMBeAET K pa3b/oKMpoBaHMI0 yAepXMBatoLLEN 3aLlesku.

PucyHok 81 — OTkpbITHe 3awenku SFP-TpaHcBepoB

2. 3BneknTe Moaynb 13 crioTa.

PucyHok 82 — M3BneveHne SFP-TpaHcuBepos
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4 WHTepdrencol ynpaBieHns

* VHTepdeiic komaHaHoli cTpoku (CLI)
* Tvnbl 1 NOPAA0K MMEHOBaHNSA MHTEPIEICOB MapLLpyTM3aTopa
« Tunbl ¥ NOPAA0K UMEHOBaHWA TYHHENEe MapLLpyTu3aTopa

HaCTpOVIKa N MOHUTOPUHI yCTpOVICTBa MOTYT OCYLLEeCTBNATbLCA Yepes pa3/inyHble MHTep(*)eﬁCbl ynpaseHus.

[nsa goctyna K yCTpoicTBY MOXET MCMO/Ib30BaTLCSA CETEBOE MOAK/UEHME No npoTokonam Telnet n SSH nnn
NPsIMOe NOAK/MOYEHNE Yepe3 KOHCOJIbHbI NOPT, COOTBETCTBYOLMIA cneymdunkaummn RS-232. Mpu gocTtyne no
npoTtokonam Telnet, SSH 1 npy noAkNOYEHNN Yepe3 KOHCO/bHbI NOPT A5 yNpaBieHns YyCTPONCTBOM
NCNonb3yeTcsa NHTepAeiic KOMaH4HOM CTPOKN.

& 3aBopckaa KOHUrypauus cogepxuT onucaHue foBepeHHol 30HbI trusted u IP-agpec gns
[ocTyna K ynpasneHuio ycTpoiictBom — 192.168.1.1/24.
B ,qOBepeHHym 30HY BXOAAT MHTepdielichbl:
+ ana ESR-10: GigabitEthernet 1/0/2-6;
+ pna ESR-12V(F), ESR-14VF: GigabitEthernet 1/0/2-8;
- ans ESR-15(R): GigabitEthernet 1/0/2-5;
« ansa ESR-20: GigabitEthernet 1/0/2-4;
+ ana ESR-21: GigabitEthernet 1/0/2-12;
« ansa ESR-30, ESR-31: GigabitEthernet 1/0/3-4;
« ansa ESR-100: GigabitEthernet 1/0/2-4;
« ansa ESR-200: GigabitEthernet 1/0/2-8;
« ansa ESR-1000: GigabitEthernet 1/0/2-24;
+ ana ESR-1200: GigabitEthernet 1/0/2-16, TengigabitEthernet 1/0/3-8;
+ ana ESR-1500: GigabitEthernet 1/0/2-8, TengigabitEthernet 1/0/2-4;
+ ana ESR-1511: GigabitEthernet 1/0/2-8, TengigabitEthernet 1/0/1-4;
+ ana ESR-1700: GigabitEthernet 1/0/2-4, TengigabitEthernet 1/0/3-12;
+ ana ESR-3100: GigabitEthernet 1/0/2-8, TengigabitEthernet 1/0/3-8;
« ana ESR-3200: Twentyfivegigabitethernet 1/0/3-12;
+ ana ESR-3300:

B 3aBoACKOII KOHhMrypaLuum Nno ymMon4aHuio co3gaH nosib3osartesib «<admin» ¢ naponem
«password».

Mpu Mcrosb3oBaHUM MHOBOT0 M3 NMepeUnceHHbIX MHTEPKECOB yNpaBneHus AeCTBYIOT eAuHbIE NPUHLMMbI
paboTbl C KOHhUrypauueit. lomkHa cobnogaTbes onpeaeneHHas, onucaHHas 34ech, Nocne0BaTe/lbHOCTb
N3MEHEHMs 1 MPUMEHEHNS KOH(UTypaLuK, NO3BO/AIOLLAS 3alMUTATL YCTPOWCTBO OT HEKOPPEKTHOTO
KOHCpUryprpoBaHus.

4.1 Wutepcpeiic komaHgHoii cTpoku (CLI)

NHTepdelic komaHaHoi ctpokn (Command Line Interface, CLI) — uHtepdeiic, npeaHasHaueHHbIl Ans
ynpaBs/ieHus, MPOCMOTPAa COCTOSAHUSA 1 MOHUTOPUHIa YCTpoicTBa. AnsA paboTbl noTpebyeTca nobas
ycTaHoBneHHas Ha MK nporpamma, nogaepxusatrowas paboty no nportokonam Telnet, SSH nnn npsamoe
noAK/ItYeHne Yyepes KOHCO/bHbI nopT (Hanpumep, HyperTerminal).

WHTepcheiic komaHQHOW CTPOKM 06ecneynBaeT aBTopu3aLnio Nonb3oBarteneil u orpaHnunMBaeT nux JocTyn K
KOMaHJaM Ha OCHOBaHWM YPOBHSA AOCTYNa, 34aHHOr0 aMUHUCTPATOPOM.

B cuctemMe MOXeT 6biTb CO34aHO HEO6X0AMMOE KOIMYEeCTBO Mosib30oBaTesield, npaBa AoCcTyna 3a4atTcs
NHANBNAYANIbHO A/1S1 KAXA0r0 U3 HUX.

[lna obecneyeHnss 6e30MacHOCTU KOMaHAHOIO MHTepdielica Bce KOMaHAbl pa3fesieHbl Ha ABE KaTeropum —
NPUBUNETMPOBaHHbIE N HEMPUBMNETMPOBaHHbIE. K NpMBUIerMpoBaHHbIM B OCHOBHOM OTHOCATCS KOMaH/b!
KOHUrypupoBaHus. K HenpmBmIerMpoBaHHbIM — KOMaHAbl MOHUTOPUHTA.
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ESR-Series. PyKoBOACTBO MO aKcniyaraunm

CucTema no3BosieT HECKO/IbKMM NO/b30BaTeNSIM OAHOBPEMEHHO MOAKMOYATLCA K YCTPOACTBY.

4.2 Tunbl M NOPALOK UMEHOBaHUSA UHTepdheiicoB MapLipyTHU3aTopa

Mpu paboTe MapLIpyT13aTopa UCMOo/b3YHTCS CETEBbIE UHTEPMECHI PA3/IMYHOIO THNAa U Ha3HAYEHUS.
Cucrtema UMeHOBaHMs NO3BOJISIET OHO3HAYHO aApecoBaTh UHTEPENCHI N0 NX PYHKLMOHAIbHOMY
Ha3HAYeHWI0 N MECTOMNOMOXEHUIO B cucTeMe. [lanee B Tabnvue NpuBeAEeH NepeyeHs TUNoB NHTepdelicoB.

Tabnuua 59 — Tunbl 1 NOPSAAOK UMEHOBaHUA NHTePMelicoB MapLupyTmu3aTopa

Tun nutepdeiica

dursnueckne nHTepeiick

MopTbl 1 F6ut/C

MopTbl 10 F6KT/C

MopTbl 40 F6uT/C

O6o03HaueHne

0O603Ha4eHne n3nyecKoro nHTepgoeiica BKIOHAET B Ce6S1 ero Tun
N ngeHTudmkarop.

NpeHTudukatop dmsmuecknx nHtepdgeiicos nmeet sug <UNIT>/
<SLOT>/<PORT>, rae:

+ <UNIT> — HOMep ycTpoiicTBa B rpynne yCTPOIiCTB,
+ <SLOT> — HOmep mMoayns B cocTase ycTpoictea nnv 0 npu

OTCYTCTBUW fefieHns yCTPOCTBa Ha Moy u,
+ <PORT> - nopsakoBbIii HOMep nopTa.

gigabitethernet <UNIT>/<SLOT>/<PORT>

Mpumep o603HaveHus: gigabitethernet 1/0/12

& [onyckaetcs ucnonb3oBaTb COKpauleHHOE
HauMeHoBaHue, Hanpumep gi1/0/12.

tengigabitethernet <UNIT>/<SLOT>/<PORT>

Mpumep o6o3HaueHus: tengigabitethernet 1/0/2

& [bonyckaetcs ucnonb3oBaTb COKpauleHHOe
HauMeHoBaHue, Hanpumep te1/0/2.

fortygigabitethernet <UNIT>/<SLOT>/<PORT>

Mpumep o6o3HaueHus: fortygigabitethernet 1/0/2

& [onyckaetcs Ucnonb3oBaTh COKpauleHHOe
HaumeHoBaHue, Hanpumep fo1/0/2.
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Tun vHTepdeiica

Mpynnbl arperaummn kKaHanos

Cab-nHTepdelichl

Q-in-Q nHTepdeics!

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

OGo3HaueHne

O603HaYeHne rpynnbl arperaumm KaHanoB BK/IOYAET B cebsi ero Tum
1 NOpsiAKOBbI HOMep MHTepdelica:

port-channel <CHANNEL_ID>

Mpumep o603HaveHus: port-channel 6

& [onyckaeTcs ucnonb3oBaTb COKpalleHHOe
HaumeHoBaHue, Hanpumep, pol.

O603HaveHne cab-nHTepdeiica obpasyeTcst U3 0603Ha4YeHUs!
6a3oBoro nHTepdeiica n ngeHTudukatopa (VLAN) cab-
NHTepdeica, pasaeneHHbIX TOUKOM.

Mpumepbl 0603HaYEHNIA:

+ gigabitethernet 1/0/12.100

+ tengigabitethernet 1/0/2.123

« fortygigabitethernet 1/0/2.1024
+ port-channel 1.6

A Wpentudpukatop cab-uHTepdeiica MoXeT NpUHUMATL
3HauyeHus [1..4094].

O603Ha4veHmne Q-in-Q nHTepdcpelica obpasyeTcs U3 0603HAYEHNS
6a30Boro nHTepdelica, naeHTudgmkatopa cepsmcHoro VLAN 1
ngeHTndkaropa nonb3osarenbckoro VLAN, pasgeneHHbIX TOUKON.

Mpumepbl 0603HAYEHNIA:

+ gigabitethernet 1/0/12.100.10

+ tengigabitethernet 1/0/2.45.12

+ fortygigabitethernet 1/0/2.408.507
+ port-channel 1.6.34

A WpenTtudpukaTop cepBUCHOrO U NOMbL30BaTE/ILCKOro
VLAN MOXeT npuHUMaThb 3HaueHus [1..4094].
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Tun vHTepdeiica

E1-uHTepdoelichbl

Mpynnbl arperaunu E1-kaHanos

Nornyeckue nHTepdelicol

MocnepoBaTtesbHblEe MHTEPEChI

USB-mogembl

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

OGo3HaueHne

0O603HayeHune E1-nHTepdeiica BkNKOYaEeT B Ce6S €ro Tun u
naeHTudurkaTop.

WaeHtndgukartop E1-nHtepdeiicos nveet sng <UNIT>/<SLOT>/
<STREAM>, rge

+ <UNIT> - HOomep ycTpoiicTBa B rpynne yCTPOCTB,

+ <SLOT> - Homep E1-moayns B cocTaBe yCTPOMCTBA,

+ <STREAM> — nopsagkoBblii Homep E1-noToka.
Mpumep o6o3HaveHus: e1 1/0/1

O603Ha4eHue rpynnbl arperaummn E1-kaHanos BkovaeT B cebs ero
TUM 1 NOPAAKOBLIA HOMEpP UHTepdeiica:
multilink <CHANNEL_ID>

Mpumep o0603HayeHust: multilink <CHANNEL_ID>

O603Ha4YeHne NorMyeckoro nHTepdeiica ABASETCA NOPSAKOBbIM
HOMepoM MHTepdelica:

MprMepbl 0603HAYEHWIA:

+ loopback 4
+ bridge 60
+ service-port 1

O603HayeHmne nocnegoBarTesibHOro MHTepdelica BKIYaeT B Cebs
€ro TMn 1 naeHTUgUKaTop.

MaeHTndmkaTop nocnegoBartesibHOro nHtepdeica nMeert Bug,
<UNIT>/<SLOT>/<STREAM>, rae

+ <UNIT> - Homep ycTpoiicTea B rpynne yctpoicTts [1..1],
+ <SLOT> — HoMep Moayns B cocTaBe ycTpoiictea nnun 0 npu
OTCYTCTBUW AeNeHNs YCTPOCTBa Ha Moaynu,
+ <PORT> — nopsiAKOBbI HOMEp nopTa.
Mpumep o6o3HayeHus: serial 1/0/1

0O603HaveHne USB-mogema BKk/IoUaeT B Cebsi ero Tumn 1 NopsiAkoBbIl
HoMep:

modem <MODEM-NUM>

Mpumep o603HayeHnsi: modem 1

106



ESR-Series. PyKoBOACTBO MO aKcniyaraunm

Tun nHtepdpeiica O6o3Ha4yeHue

FXS/FXO-nopThl O603HaveHne FXS/FX0O-nopToB BK/IOYaET B cebs ero Tum u
NopsiAKOBbIV HOMEP:

interface voice-port <NUM>

Mpumep 0603Ha4eHus: voice-port 1

A 1. KonuuectBo MHTepdhelicOB KaXA0ro Tuna 3aBUCUT OT MOZE/NM MapLIpyTu3aTopa.
2. Tekywasn Bepcus NO He nogaepXxuBaeT CTEKMPOBaHUeE YCTPOIiCTB. HoMmep ycTpoiicTBa B
rpynmne ycTpoicTs unit MOXeT NPUHUMATb TO/ILKO 3HaueHue 1.

3. Hekotopble KOMaHAbI NOAAEPKUBAIOT O4HOBPEMEHHYIO Pa6oTy C rpynnoii uHTepdeiicos.
[Nna ykasaHus rpynnbi MHTepelicOB MOXET GbITb UCNO/b30BaHO NepeuncsieHne yepes
3anaTylo UM yKa3aHue guanasoHa ugeHTUMKaTtopoB uepes geduc «-».

Mpumepbl yKazaHuA rpynn nHTepgeiicos:

interface gigabitethernet 1/0/1, gigabitethernet 1/0/5
interface tengigabitethernet 1/0/1-2

interface fortygigabitethernet 1/0/1-2
interface gil/0/1-3,gi1/0/7,tel/0/1,fol/0/1

4.3 Tunbl U NOPALOK UMEHOBaHUA TYHHe el MmapLlupyTusaropa

Mpu paboTe MapLupyTM3aTOpa UCNO/b3YIOTCA CETEBbIE TYHHENWN Pa3/IMYHOIO TUMNa 1 Ha3HavyeHus. Cuctema
MMeHOBaHWUS NO3BOJIAIET OAHO3HAYHO apecoBaTb TYHHE N N0 UX (PYHKUMOHaIbHOMY Ha3HayeHuo. [anee B
Tabnmue npuseieH nepeyeHb TUMNOB TYHHeNEe.

Tabnuua 60 — Tunbl M NOPSALOK UMEHOBaHUS TYHHeNel MapLupyTusaTopa

Tvn TyHHenA OGo3HaueHne

L2TPv3-TyHHENb O603Ha4veHne L2TPv3-TyHHeNs coCcToMT U3 0603Ha4YeH1s TUna 1 NopsaKoBoro HoMepa TyHHenNs:
12tpv3 <L2TPV3_ID>

Mpumep o603HauveHus:: 12tpv3 1

GRE-TyHHenNb O603Ha4veHne GRE-TyHHeNA cocTomT u3 0603HavYeHns Trna u NopsiAKoBOro HoMmepa TyHHenNs:
gre <GRE_ID>

Mpumep 0603HaYeHus: gre 1
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Tun TyHHens

SoftGRE-TyHHeNb

IPv4-over-1Pv4-
TYHHE/b

IPsec-TyHHenNb

Jlornuecknii TyHHesb
(TyHHENB MEXOY
VRF)

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

O6Go3Ha4YeHne

0O603Ha4eHne SoftGRE-TyHHeNst cocTomT 13 0603HaYeHMs TUNa, NOpPsiAKOBOr0 HoMepa TyHHEeNs
n, onumoHasnbHo, VLAN ID BupTyanbHoro nHrepgeica:

softgre <GRE_ID>[.<VLAN>]

Mpumepbl 0603HaveHus: softgre 1, softgre 1.10

0O603Ha4veHune IPv4-over-IPv4-TyHHeNs coctouT 13 0603HavYeHns Tmna 1 nopsiikoBoro Homepa
TYHHENs:

ip4ip4 <IPIP_ID>

Mpumep o603HaveHus: ipdip4 1

O603Ha4YeHne BUPTYyasibHOro IPsec-TyHHeNss COCTOUT 13 0603HAYeHUs TUMNa 1 NopsiAKOBOro
HoMepa TyHHess:

vti <VTI_ID>

Mprvmep o603HaveHus: vti 1

O603Ha4YeHne NI0rMYeckoro TYHHeNst COCTOUT 13 0603HAYEHNUS TUMa 1 NOPSIAKOBOro HoMepa
TYHHENS:

It <LT_ID>

Mpymep o603HaveHus: It 1

& KonunuecTBo TyHHeneil KaX[oro Tuna saBucUT ot mogenu u MO MapipyTusaTopa.

108



ESR-Series. PyKoBOACTBO NO 3Kcnayatauumn

5 HauanbHasi HacTpoiika MapLupyTM3aTopa

+ 3aBopgckas KoHJurypauma maplupytmsatopa ESR
+ OnuvcaHve 3aBOACKOIN KOHUrypauum
+ [ogxnoyeHne 1 KOHpUrypmposaHme MmapLupytmsaropa
+ MNopxnoyeHne K MapLipyTnsaTopy
+ [NogknoveHve nNo nokansbHow cetn Ethernet
*+ lMoakntoyeHme Yyepes KOHCOSbHbI NopT RS-232
+ [NpuMeHeHVe N3MeHeHNs KOHUrypaumm
+ basoBas HacTpolika MapLupyTmM3aTopa
* M3meHeHve napons nonb3osarens «adminy»
+ Co3fgaHvie HOBbIX Monb3oBarenei
* Ha3sHayeHve vMeHu ycTpoicTea
* HacTtpoiika napameTpoB ny6/mM4Hon cetu
* HacTpoiika ygaaneHHoro gocTyna Kk MapLpyTusatopy

5.1 3aBopgckas KoHurypauua mapwpyrtusatopa ESR

Mpw OTrpy3Ke yCTpoincTBa NOTPEOUTENI0 Ha MapLLPYTU3aTop 3arpyeHa 3aBofckas KoHdurypauus, kotopas
BK/1HOYAET MUHMM&a/IbHO HEOBX0AVMble 6a30Bble HACTPONKKM. 3aBoAcKas KOHhUrypaumsa no3sonser
MCNonb30BaTh MapLUPYTM3aTop B KayecTse Wwito3a ¢ pyHkumnerr SNAT 6e3 Heo6X0AMMOCTU NMPUMEHATD
[0nonHuTe NbHbIE HACTPOIKN. KpoMe Toro, 3aBocKast KOH(Urypauust CoAepXnUT HACTPOMKK, MO3BONSOLLNE
NOyYnTb CETEBOW AOCTYN K YCTPONCTBY AJ19 BbINO/IHEHUS PACLLUMPEHHOTO KOH(IUTYPUPOBaHUS.

5.1.1 OnucaHue 3aBOACKOIT KOHhurypauymm

[nsa noaknoYeHns K cetsMm B KOHdMrypauum onmcaHbl 2 30Hbl 6€30NacHOCTU C HAMMEHOoBaHUSIMU «Trusted»
ANns nokanbHoi cetn n «Untrusted» ans ny6nuuHoii cetn. Bce nHTepdiencol padgeneHbl MeXxay ABYX 30H
©e30nacHoOCTU:

1. 3oHa «Untrusted» npegHasHaueHa ans nogaknoueHus K nyénunuHoii cet (WAN). B 3Toli 30He OTKPbITbI
noptel DHCP-npoTokona ans nonyyeHus guHammyeckoro IP-agpeca ot npoBaiigepa. Bce Bxoasiume
COeANHEHNst N3 AaHHON 30Hbl Ha MapLUPYTU3aTOpP 3anpeLyeHbI.

B naHHy0 30HY 6€30MacHOCTN BXOAAT UHTEphelichl:
« ans ESR-10/12V: GigabitEthernet 1/0/1;
« ansa ESR-12VF/ESR-14VF: GigabitEthernet 1/0/1; GigabitEthernet 1/0/9;
+ anst ESR-15(R): GigabitEthernet1/0/1; GigabitEthernet1/0/6;
« ansa ESR-20: GigabitEthernet 1/0/1;
« ansa ESR-21: GigabitEthernet 1/0/1;
+ ans ESR-30, ESR-31: GigabitEthernet 1/0/1; TengigabitEthernet 1/0/1-2
« ans ESR-100/200: GigabitEthernet 1/0/1;
« ansa ESR-1000/1500/3100: GigabitEthernet 1/0/1, TengigabitEthernet 1/0/1-2;
« ans ESR-1200/1700: GigabitEthernet 1/0/1, TengigabitEthernet 1/0/1, TengigabitEthernet 1/0/2;
+ ansa ESR-1511: GigabitEthernet 1/0/1, FortygigabitEthernet 1/0/1-2;
« ansa ESR-3200: Twentyfivegigabitethernet 1/0/1-2;
+ ana ESR-3300:

VHTepdeiicbl 30HbI 06beANHEHbI B 0AMH L2-cermeHT yepes ceTeBoii MocT Bridge 2.

2. 3oHa «Trusted» npegHasHayeHa Ansi NnoakNoueHus K nokansHoi cetn (LAN). B 3Toli 30He OTKpPbIThI
nopTbl npoTtokonos Telnet u SSH ans ynaneHHoro goctyna, ICMP-npoTokona Anst npoBepKu
poctynHocTu mapuwpytmsaropa, DHCP-npoTtokona ansa nonyvyeHna knueHtamum IP-agpecos ot
MapLupyTumatopa. Vicxogsawme coeamHeHnsa 3 4aHHOM 30Hbl B 30HY «Untrusted» paspeLueHsi.

B naHHy0 30HY 6€30MacHOCTN BXOAAT UHTepdhelichl:
« ansa ESR-10: GigabitEthernet 1/0/2-6;
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+ pns ESR-12V(F)/ESR-14VF: GigabitEthernet 1/0/2-8;

+ pns ESR-15(R): GigabitEthernet 1/0/2-5;

+ ansa ESR-20: GigabitEthernet 1/0/2-4,

« ansa ESR-21: GigabitEthernet 1/0/2-12;

« ansa ESR-30, ESR-31: GigabitEthernet 1/0/3-4;

« ana ESR-100: GigabitEthernet 1/0/2-4;

+ ansa ESR-200: GigabitEthernet 1/0/2-8;

« ansa ESR-1000: GigabitEthernet 1/0/2-24;

+ ans ESR-1200: GigabitEthernet 1/0/2-16, TengigabitEthernet 1/0/3-8;
+ ana ESR-1500: GigabitEthernet 1/0/2-8, TengigabitEthernet 1/0/3-4;
+ ana ESR-1511: GigabitEthernet 1/0/2-8, TengigabitEthernet 1/0/1-4;
+ ans ESR-1700: GigabitEthernet 1/0/2-4, TengigabitEthernet 1/0/3-12;
+ ana ESR-3100: GigabitEthernet 1/0/2-8, TengigabitEthernet 1/0/3-8;
« ans ESR-3200: Twentyfivegigabitethernet 1/0/3-12;

+ nns ESR-3300:

NHTepdelicbl 30HbI 06beAVHEHbI B OANH L2-cermeHT Yepes ceTeBol MocCT Bridge 1.

Ha nHTepgeiice Bridge 2 skntoueH DHCP-knneHT ansa nonyyeHns guHammyeckoro IP-agpeca ot npoBaiigepa.
Ha nHTepgoeiice Bridge 1 ckoHdurypmpoBaH ctatnyeckuin IP-agpec 192.168.1.1/24. Co3gaHHbIii IP-uHTepgeic
BbICTYMaeT B KA4eCTBe LU/03a A1 KIMEHTOB /I0Ka/IbHOW CeTu. [1Ns KIMEHTOB /I0Ka/IbHOM CETU HAaCTPOEH
DHCP-nyn agpecoB 192.168.1.2-192.168.1.254 ¢ mackoit 255.255.255.0. na nony4yeHns KmeHTamm
NoKasibHOW ceTu gocTtyna K Internet Ha mapLupyTr3aTope BkAoYeH cepBuc Source NAT.

MoNNTUKM 30H 6E30MACHOCTU HACTPOEHBI C/lIeyHLLIMM 06pas3oM:

Tabnmua 61 — OnucaHue nosIMTUK 30H 6e30MacHOCTH

30Ha, u3 kotopoii nget Tpachmk  30Ha, B KOTOpPYHO UAaeT Tpadmk  Tun Tpaduka AeiictBne
Trusted Untrusted TCP, UDP, ICMP paspelLueH
Trusted Trusted TCP, UDP, ICMP paspeLueH
Trusted self TCP/22 (SSH), ICMP, UDP/67 paspeLueH

(DHCP Server), UDP/123 (NTP)

Untrusted self UDP/68 (DHCP Client) paspeLleH

© JAns o6ecneueHnss BOSMOXHOCTU KOH(OUIYPUPOBaHUA YCTPOICTBA NPU NEPBOM BK/IHOYEHUN B
KoHdhurypaumm maplupytmsaTopa cosjlaHa yuétHas sanucb agMuHucTparopa «admin" c
naposnem «password».

Monb3oBartento 6yaeT NnpeaIoXeHO U3SMEHUTb Naposib aAMUHUCTPaTopa NpyU Ha4YaIbHOM
KOHpurypnpoBaHum mapLupytusaropa.

© [nsa ceteBoro goctyna K ynpasneHUo MapLipyTU3aTopoM Npy NepBoM BK/TIOUEHUN B
KOHdmMrypauum 3agaH ctatuueckuii IP-agpec Ha uitepdoeiice Bridge 1 — 192.168.1.1/24.
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5.2 MopxnioueHne U KOH(UTypUMpoBaHMe MapLipyTu3aTopa

MapuwpyTunsaTtopbl cepumn ESR npegHasHaueHb! 4151 BbINOAHEHUS PYHKLMIA NOFPaHNYHOrO LW/I3a U
obecreyeHns 6e30MacHOCTV CeTV Nosb30BaTeNs NPV NOAKMIOYEHUN ee K MYB/IMYHBIM CeTAM nepesayn
[aHHbIX.

BasoBasi HacTpoiika MapLUpyTM3aTopa A0/MKHA BKoYaTh:

* HasHaueHve IP-agpecoB (CTaTMUYECKMX UK AMHAMUYECKUX) MHTepdeiicam, yuyacTByoLLMM B
MapLUpyTU3aLUmmn AaHHbIX;

* co3faHvie 30H 6e30MacHOCTU 1 pacnpefeneHne nHTepgencos nNo 3o0Hawm;

* cO3faHvie NONUTUK, PeryMpyoLwmnx NPOXoXAeHNe AaHHbIX MEXy 30Hamu;

* HacTpolika cepBMCOB, COMYTCTBYOLMX MapLpyTrsauum gaHHblx (NAT, Firewall n npoune).

PaclumpeHHble HACTPOIKN 3aBUCAT OT TPEOOBAaHWNIA KOHKPETHOW CXeMbl MPUMEHEHNS YCTPOCTBA U NIETKO MOTyT
6bITb AO6GABNEHbI UM N3MEHEHbI C MOMOLLIbIO UMEIOLLMXCA MHTephencoB ynpaBneHus.

5.2.1 MoaxniovyeHue K MapLpyTusaTtopy

MpeaycMoTpeHbI crieaytoLime cnoco6bl NOAKIHUYEHUS K YCTPOCTBY:

MopxnoueHne No nokanbHoii cetn Ethernet

& Tpu nepBoHaYaNbLHOM cTapTe MapLUPYTM3aTOP 3arpy)aeTcs ¢ 3aBOACKOl KOHurypauueil.
OnucaHue 3aBOACKOW KOHMUrypauum npuBeaeHo B pasgene 3aBo/ckas KoHurypaums
mMaplipyTtnsatopa ESR gaHHOro pykosoacrea.

MopaxntounTe ceTeBO kabenb Nnepegayn aaHHbIX (NaTy-kopa) K Nto6omMy NopTy, BXoAsaweMy B 30Hy «Trusted», n
K KOMMNbIOTEPY, NPegHa3HaYeHHOMY A/151 yNpaB/eHus.

B 3aBoACKOl KOH(MIypaumm MapLlipyTusaTopa aktueruposaH DHCP-cepsep ¢ nynom IP-agpecoB B noaceT
192.168.1.0/24.

Mpwn NoAKYEHUN CETEBOTO MHTEPdIelica ynpaBnstoLWEero KOMNboTepa OH A0/HKEH NOMYyYnTb CETEBOI agpec
OT cepBepa.

Ecnwu IP-agpec He nosyyeH no kakor-mbo NpuynHe, TO CneayeT Ha3HauuTb agpec nHTepderica BpyUHyto,
ncnonb3ysa nboi agpec, kpome 192.168.1.1, B noacetn 192.168.1.0/24.

MopkntoueHue yepes KOHCOJIbHbIW NOPT RS-232

Mpu nomolum kabens RJ-45/DBF9, KoTopblil BXOAUT B KOMMIEKT NOCTaBKU YCTPONCTBA, COeANHUTE NOpT
«Console» MapLipyT3aTopa ¢ noptom RS-232 komnbloTepa.

3anycTuTe TepMUHa/bHY0 nporpammy (Hanpumep, HyperTerminal nnn Minicom) 1 co3aaiite HoBoe
noaktodeHve. JomkeH 6biTb MCMNONb30BaH pexum amynauum tepmmHana VT100.

BbinonHute cnegytouime HacTponikn nHTepgeinca RS-232:

CkopocTb: 115200 6UT/C
BuTbl AaHHbIX: 8 GUT
YeTHOCTb: HET

CtonoBble 6UThI: 1
YnpasneHue NOTOKOM: HeT
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5.2.2 MpumeHeHne U3MeHeHUs1 KoHdurypauum

Nio6ble N3MEHEHUS], BHECEHHbIE B KOH(DUTYPaLWIO, BCTYNAT B AeCTBME TOMBbKO NOC/e NPUMEHEHNS KOMaH/bI:

esr# commit
Configuration has been successfully committed

Mocne NpMMEHeHNs AaHHO KoMaHbl 3anyckaeTcs Taimep «oTkaTa» KoHdurypauuu. 18 ocTaHOBKM Talimepa
N MexaHu3Ma «oTKaTa» UCMoMb3yeTcsi KoMaHaa:

esr# confirm
Configuration has been successfully confirmed

3HaueHve Taiimepa «oTkaTa» no ymonyaxHuio — 600 cekyHa,. Ana n3MeHeHns JaHHOro Talimepa UCnosb3yeTcst
KOMaHga:

esr(config)# system config-confirm timeout <TIME>

+ <TIME> — UHTEpBa/ BPEMEHW OXWAAaHUSA NOATBEPXKAEHUS KOH(UIYPaLIMI, MPUHUMAET 3HAYEHNE B
cekyHaax [120..86400].

5.2.3 ba3oBas HacTpoiika MapLipyTusaropa
Mpoueaypa HacTPOIiK1n MapLupyTu3aTtopa npy NepPBOM BK/IHOYEHUM COCTOUT M3 CAEeAYOLMX 3TanoB.:

* VI3meHeHve napona nonb3osarens «admin.

+ Co3faHve HOBbIX Nofb30BaTenei.

*+ HasHaueHue umenn ycTpoiictea (Hostname).

* YcTaHOBKa napameTpoB NOAK/OUEHNS K My6INYHON CETU B COOTBETCTBUM C TpeboBaHUsIMU NpoBaligepa.
+ HacTpolika yganeHHoro goctyna K MapLupyTu3aropy.

* NpumMeHeHne 6a30BbIX HACTPOEK.

MN3meHeHMe napons nonb3oBarens «adminx»

[N 3alMLLEeHHOr0 BXoAa B CUCTEMY HEOBXOAMMO CMEHUTL Naposib NPUBKIETMPOBAHHOIO MN0JbL30BaTE NS
«admin».

& YueTHas 3anucb techsupport Heo6xoaMma ANs yAAEHHOTO 0GCY)XMBaHUA CEPBUCHBIM
LeHTPOM;
Y4yeTHas 3anucb remote — ayteHTU(pnKaumsa RADIUS, TACACS+, LDAP;
Yaanutb nonb3oBartenen admin, techsupport, remote Henlb3A. MOXXHO TOIbKO CMEHUTb Naponb 1
YpPOBE€Hb NPUBUNETNIA.

© Ecnu vHdopmauus o nonb3osartene «admin» He OToGpaXaeTcs B KOHUrypauum, sHaunuT
napameTpbl 4aHHOTO NMOJIb30BaTesIA HACTPOEHbI N0 YMoMYaHuio (Naposb «password», ypoBeHb
npusuneruii 15).

Mmsa nonb3oBatens 1 naposib BBOAUTCSA NPU BXOAE B CUCTEMY BO BPEMS CEAHCOB aiMMHUCTPUPOBaHNS
yCTpOWCTBA.
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[N n3meHeHns1 napons nonb3osaresis «adminy» UCNONb3YTCA Crieayolumne KoMaHabl:

esr# configure

esr(config)# username admin
esr(config-user)# password <new-password>
esr(config-user)# exit

Co3paHue HOBbIX NoJib30oBaTe el

[lna co3gaHnsi HOBOTO NOJIb30BaTe A CUCTEMbI UM HACTPOIIKM N060ro U3 NnapameTpoB: MMEHM NOsb30BaTenNs,
naposisi, ypOBHS NMPUBUETUNIA, — UCNOMNb3YIOTCA KOMaHpbI:

esr(config)# username <name>
esr(config-user)# password <password>
esr(config-user)# privilege <privilege>
esr(config-user)# exit

& YpoBHU npuBuneruii 1-9 paspeLaroT AOCTYN K YCTPOWCTBY M NPOCMOTP €ro onepaTMuBHOro
COCTOSIHMSA, HO 3anpeLaloT HaCTPONKY. YpoBHU npuBunernii 10-14 paspelatot Kak 4ocTyn, Tak
M HacCTPOWKy 6onbLueit YacTu PyHKUUI yCTpoiicTBa. YpOoBeHb NpuBuiernii 15 paspeluaer kak
[OCTYN, TaK U HACTPOIKY BCeX (hyHKLMIA ycTpoiicTBa.

Mpumep KomaHg Ana cosgaHuns nonb3osatens «fedor» ¢ naponem «12345678» 1 yposHeM npvBunernin 15 n
co3faHnA nosb3oBartesns «ivan» ¢ naposieM «password» 1 ypoBHeM npusunernii 1:

esr# configure

esr(config)# username fedor
esr(config-user)# password 12345678
esr(config-user)# privilege 15
esr(config-user)# exit

esr(config)# username ivan
esr(config-user)# password password
esr(config-user)# privilege 1
esr(config-user)# exit

& YposHU npuBuneruii 1-9 paspeLwaroT JOCTYN K YCTPOWCTBY U NPOCMOTP €ro onepaTuBHOro
COCTOSIHUSA, HO 3anpeLaloT HacTPoiiKy. YpoBHU npuBunerunii 10-14 paspeLatoT Kak AOCTYN, Tak
M HACTPOWKY Gonbluel yacTu pyHKUUIA yCTPOUCTBA. YPOBEeHb NpuBuneruii 15 paspeLuaer Kak
[OCTYN, TaK U HACTPOIKY BCceX (PyHKUUIA yCTPOUCTBA.
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Mpumep KomaHa Ana cosgaHuns nonb3osatens «fedor» ¢ naponem «12345678» 1 yposHeM npuBunernin 15 n
co34aHus nosb3oBarens «ivan» ¢ naponem «password» 1 ypoBHem npusunervii 1:

esr# configure

esr(config)# username fedor
esr(config-user)# password 12345678
esr(config-user)# privilege 15
esr(config-user)# exit

esr(config)# username ivan
esr(config-user)# password password
esr(config-user)# privilege 1
esr(config-user)# exit

Ha3HaueHne nmeHu ycTpoiicTBa

[na Ha3HaYeHMss UMEHMN YCTPOICTBA UCMOb3YOTCS CriefytoLie KoMaHbl:

esr# configure
esr(config)# hostname <new-name>

Mocne NpYMEHEHNS KOHJUIypaLuy npurialeHne KOMaHHON CTPOKU M3MEHWUTCS HA 3HAUYeHWe, 3alaHHoe
napamMeTpom <new-name>.

HacTpoiika napameTpoB ny6/n4HoIi ceTu

[N HaCTPOIiKM ceTeBOro MHTepdpelica MapLipyTu3aTopa B Ny6AnyYHOM CETU HEOBXOAMMO Ha3HaUYUTb
yCTPOICTBY NapaMeTpbl, onpeaenéHHble npoBaiiaepomM cetv — IP-agpec, Macka NoAceTy 1 afpec LW3a no
YMO/TYaHWIO.

Mpumep KomaHA, HacTpolikn ctatmudeckoro IP-agpeca gna cab-uHtepgeiica Gigabit Ethernet 1/0/2.150 gns
[ocTyna K MapwpyTtusartopy yepes VLAN 150.

MapameTpbl UHTEPAIEiCa:

+ IP-agpec — 192.168.16.144;
+ Macka nogcetn — 255.255.255.0;
* IP-agpec wno3a no ymonyaHuio — 192.168.16.1.

esr# configure

esr(config)# interface gigabitethernet 1/0/2.150
esr(config-subif)# ip address 192.168.16.144/24
esr(config-subif)# exit

esr(config)# ip route 0.0.0.0/0 192.168.16.1

[ns Toro uTo6bl Y6EAnUTHLCS, YTO afpec Obl/1 Ha3HaYeH MHTepdericy, nocne NPUMEHeHNs KOHUrypauum
BBEAMTE C/IEAYIOLLYI0 KOMaHAy:

esr# show ip interfaces
IP address Interface Type

192.168.16.144/24 gigabitethernet 1/0/2.150 static

MpoBaigep MOXET NCNONb30BaTb ANHAMUYECKN Ha3HavYaeMble agpeca B cBoei ceTu. Ansa nonyyvenus IP-
aZipeca MOXeT ucnosibzoBaTtbcsa npotokon DHCP, ecnu B ceTtn npucytcteyet cepsep DHCP.
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MpviMep HaCTPOIikK, NpeAHa3HaYeHHON AN nosyyYeHns anHamunyeckoro IP-agpeca ot DHCP-cepsepa Ha
nHtepdpeiice Gigabit Ethernet 1/0/10:

esr# configure

esr(config)# interface gigabitethernet 1/0/10
esr(config-if)# ip address dhcp
esr(config-if)# exit

[nsa Toro uTo6bl yoeanTbes, 4To agpec Obisl Ha3HayYeH nHTepdelicy, BBeAMTE CrieayoLwyo KomaHay nocne
NPUMEHEHUA KOHpUrypauuu:

esr# show ip interfaces
IP address Interface Type

192.168.11.5/25 gigabitethernet 1/0/10 DHCP

HacTtpoiika yganeHHoro goctyna K mapLipyTusaTopy

B 3aB0o/CKOIi KOHGOMIypaLymn paspeLleH yaaneHHbli 4oCTyn K MapLipyTM3aTopy no npotokonam Telnet nnu
SSH 13 30HbI «trusted». 10 TOro 4T06bI PA3PELLINTL YAANEHHbI AOCTYN K MapLIpyTM3aTopy M3 APYriX 30H,
Hanpumep, U3 Ny6/INYHOI CeTn, He06X0AMMO CO3/aTh COOTBETCTBYOLLME npaBuna B firewall.

Mpu KOHUIYpUPOBaHUK AOCTYNa K MapLUpPyTU3aTopy NpaBuia co34atTcs A8 Napbl 30H:

* source-zone — 30Ha, U3 KOTOPOIi BYAET OCYLLECTBNSATLCS YAa/IeHHbI AOCTYN;
- self - 30Ha, B KOTOPOI1 HAXOAUTCS UHTEPPEIC YyNpaBNeHNss MapLIPyTM3aTOPOM.

[nsi co3maHns paspeLuaroLlero npasuaa Ucnosb3yTes CeaytoliMe KOMaHIbl:

esr# configure

esr(config)# security zone-pair <source-zone> self

esr (config-zone-pair)# rule <number>

esr(config-zone-rule)# action permit

esr(config-zone-rule)# match protocol tcp

esr(config-zone-rule)# match source-address <network object-group>
esr(config-zone-rule)# match destination-address <network object-group>
esr(config-zone-rule)# match destination-port <service object-group>
esr(config-zone-rule)# enable

esr(config-zone-rule)# exit

esr(config-zone-pair)# exit
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Mpumep KomaHa ANsa paspeLueHuns nosb3oBaTensm ns 30Hbl «untrusted» ¢ IP-agpecamu
132.16.0.5-132.16.0.10 nogxntovatbCca K mapipyTtusatopy ¢ IP-agpecom 40.13.1.22 no npotokony SSH:

esr# configure

esr(config)# object-group network clients
esr(config-addr-set)# ip address-range 132.16.0.5-132.16.0.10
esr(config-addr-set)# exit

esr(config)# object-group network gateway
esr(config-addr-set)# ip address-range 40.13.1.22
esr(config-addr-set)# exit

esr(config)# object-group service ssh
esr(config-port-set)# port-range 22
esr(config-port-set)# exit

esr(config)# security zone-pair untrusted self
esr(config-zone-pair)# rule 10

esr(config-zone-rule)# action permit
esr(config-zone-rule)# match protocol tcp
esr(config-zone-rule)# match source-address clients
esr(config-zone-rule)# match destination-address gateway
esr(config-zone-rule)# match destination-port ssh
esr(config-zone-rule)# enable

esr(config-zone-rule)# exit

esr(config-zone-pair)# exit
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6 OG6HOB/IEHME NpPOrpaMMHOro obecneyeHns
+ O6GHOBNEHME nporpamMmmHoro obecnevyeHus cpeacreamMmm CUCTEMbI

+ OGHOB/EHVE NPOrPaMMHOr0 06ecrneyeHns U3 HavaslbHOrO 3arpy3ynka
+ O6HOB/MEHME BTOPUYHOrO 3arpysumka (U-Boot)

6.1 OGHOB/IEHUe NPOrpaMMHOro o6ecrneyeHus cpeacTBaMyu CUCTEMbI

© JAns o6HOBNEHUSA NPOrPaAMMHOr0O oGecrneyeHunsi NOHaA06GMTCA OAUH U3 CNIEAYIOLUX CEPBEPOB:

TFTP, FTP, SCP. Ha cepBep A0/MKHbI 6bITb NOMeLeHbl haiiibl NporpaMmMHOro oéecrneyeHus
MapLupyTM3aTropa, nony4yeHHble OT NPOU3BOAUTENSA.

Ha mapLupyTusarope XpaHATCA ABe KOnuu nporpaMmMHoro oéecneyeHus. ns oéecneyeHus
HafleXXHOCTU npoueaypbl OGHOB/IEHUSA NPOrpaMMHOro o6ecnevyeHus 4OoCTynHa Ans
OGHOB/IEHMUA TO/ILKO KOMUA, KOTOpasi He Gblfla UCNONb30BaHa A/ NOC/NIefHEero crapra
ycTpoiicTBa.

Mpu o6HOBNEHUM NPOrpaMMHOro oGecneueHnsi KOHpUrypaums maplipyTusarTopa
KOHBEPTUpPYeTCs B COOTBETCTBUU C HOBOW Bepcueil.

Mpwu 3arpy3ke MmappyTrsaropa c 60s1ee cTapoii Bepcueit NporpaMMHOro oGecrneyeHus, Yem
3arpyxeHHasi paHee, KOH(hUrypauus He KOHBEPTUPYETCS U BNOCNEACTBUMN yaansieTcs.

a

O6HoBneHue MO c 6onee paHHUX BepCcuili MOXXHO NPOU3BECTU, BOCNO/b30BaBLUIUCH
MHCTPYKLUMei, npuBeaeHHON B pasgene OOHOB/IEHNE NporpamMmMHoro obecrneyeHms.

O6HOoBNEHME NPOrpaMMHOro obecneyeHns Ha yCTPOMCTBe, paboTatoLLeM nog ynpassieHnem onepawMoHHON
CUCTEMbI, BbIMOSHAETCS B C/IeAyoLLEeM NOpsifKe.

1.

2.

MogrotoBbTe A9 paboTbl BbIOpaHHbIN cepsep. Jo/mkeH ObITb M3BECTEH afpec cepBepa, Ha cepeepe
[O/MKEH ObITb pa3MeLLeH AUCTPUBYTUBHbINA haiin NporpaMMHOro obecneyeHus.

MapLupyTnsaTop A0/DKEH ObITb NOArOTOB/EH K paboTe B COOTBETCTBUU C TPEOOBaAHUAMU AOKYMEHTaLMN.
KoHchurypauusa mapLupytusaropa go/hkHa No3BoNATL 06MeHNBaTbCs AaHHbIMK Mo npoTtokonam TFTP/
FTP/SCP n ICMP ¢ cepsepom. [Npy 3TOM A0/KHA OblTb YYTEHa NPUHALIEXHOCTb CepBepa K 30HaM
6e3onacHoCTV MapLupyTusaTopa.

MoAkuMTECH K MapLUpyTU3aTopy /I0KasIbHO Yepes3 KOHCO/bHbIM nopT Console nnu yaaneHHo,
ncnonb3ysa npokosnbl Telnet unn SSH.

MpoBepbTe AOCTYNHOCTL CepBepa A/ MapLupyTM3aTtopa, UCNosb3ys KOMaHA4y ping Ha MapLupyTusatope.
Ecnu cepsep He fOCTyneH — NpoBepbTe NPaBUIbHOCTb HACTPOEK MapLLpyTU3aTopa 1 COCTOsAHME
ceTeBbIX MHTEP(elicoB cepBepa.

[ns 06HOBNEHMA NporpaMMHOro obecneyeHrs MmapLipyTM3aropa BBeanTe criefyoLLyo KomaHay. B
KayecTBe napamerpa <server> fO/HkeH ObITb yka3aH IP-agpec ncnonb3yemoro cepsepa. Ans
o6HoBneHust ¢ FTP nnm SCP-cepBepa noTpebyeTcs BBECTU UMS NO/Ib30BaTeNs (NapaMeTp <user>) u
naposnb (napameTp <password>). B kauecTBe napametpa <file_name> ykaxute nvs caina
nporpamMmmHoro obecneyeHus, NOMeLLLeHHOro Ha cepeep (Npu ncnosb3oBaHn SCP HYXHO yKka3aTb
NonHbIiA NyTb — NapameTp <folder>). Mocne BBOAA KOMaHAbl MapLLpYTMU3aTop cKonupyeT dhaiin Bo
BHYTPEHHIOI0 NamMATb, NPOBEPUT LE/IOCTHOCTb AaHHbIX Y COXPaHWUT ero B 3HepProHe3aBrCcMy0 NamsAThb
YCTpPOWCTBA.

TFTP:

esr# copy tftp://<server>:/<file_name> system:firmware
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FTP:

esr# copy ftp://[<user>[:<password>]@]<server>:/<file_name> system:firmware

SCP:

esr# copy scp://[<user>[:<password>]@]<server>://<folder>/<file_name>system:firmware

SFTP:

esr# copy sftp://[<user>[:<password>]@]<server>:/<file_name> system:firmware

[na npumepa o6HoBMTE ocHOBHOE MO yepes SCP:

esr# copy scp://adm:passwordl123@192.168.16.168://home/tftp/firmware system:firmware

. [Ans Toro uTo6bl YCTPOIICTBO paboTano nof ynpas/eHnemM HOBOV BEPCUM NPOrpaMMHOro o6ecneyeHus,
HEeo6X0IMMO NPOU3BECTU NEepPeK/ioUeHne akTMBHOro o6pasa. C NoMoLLb0 KoMaHabl show bootvar
cnepyert BbISICHATL HOMEpP 06pasa, coaepxallero o6HosneHHoe MO.

esr# show bootvar

Image Version Date Status After reboot
1 1.0.7 build 141[f812808] date 18/02/2015 time Active *

16:12:54
2 1.0.7 build 141[f812808] date 18/02/2015 time Not Active

16:12:54

[ns BbiGopa o6pasa Ucrnosb3yiiTe KoMaHay:

esr# boot system image-[1]2]

. [Ana 06HOBNEHUs BTopuYHoro 3arpysunka (U-Boot) BBeauTE cneaytoLyto KomaHay. B kauecTse
napameTpa <server> fofXeH 6bITb yKkasaH IP-agpec ncnonb3yemoro cepeepa. [1s o6HoBnexus ¢ FTP
nnn SCP-cepBepa noTpebyeTcst BBECTU UMS NoMb3oBaTesis (napameTp <user>) 1 naposb (napameTp
<password>). B kauecTBe napameTpa <file_name> ykaxute ums paiiia BTOPUYHOTO 3arpy3uika,
MoMeLLEeHHOro Ha cepBep (Npu ucnosnb3oBaHnn SCP HyXHO ykasaTb NO/HbIA NyTb — napameTp <folder>).
Mocne BBOoZAA KOMaHAbl MapLLpPyT3aTOP CKOMMPYET dhaiisl BO BHYTPEHHIOK NamsiTb, NPOBEPUT
LIe/TOCTHOCTb [@HHbIX U COXPAHWUT €50 B SHEPrOHE3ABUCKMYHO NaMsiTb YCTPOICTBA.

TFTP:

esr# copy tftp://<server>:/<file_name> system:boot-2

FTP:

esr# copy ftp://<server>:/<file_name> system:boot-2

SCP:

esr# copy scp://[<user>[:<password>]@]<server>://<folder>/<file_name>system:boot-2
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SFTP:

esr# copy sftp://<server>:/<file_name> system:boot-2

6.2 OGHOBJ/IEHWE NPOrpaMMHOro o6ecrneyeHns U3 HayaslbHOro 3arpysumka

MporpaMMHoe obecneyeHrie MapLLpyTU3aTopa MOXHO 06HOBUTL U3 HAYa/IbHOTO 3arpy34nka cneaytoLwmm

obpasom:

1. OcTaHOBWTE 3arpy3Ky YCTPOACTBA MNOC/NEe OKOHYaHMS MHULMa/IM3aUmMmn MapLupyTm3aTopa 3arpy34inkom U-

Boot, HaxkaB knaBuLy <Esc>.
Configuring PoE...
distribution 1 dest_threshold 0Oxa drop_timer 0x0
Configuring POE 1in bypass mode
NAE configuration done!
initializing port 0, type 2.
initializing port 1, type 2.
SMC Endian Test:b81fb81f
nae-0, nae-1
=======Skip: Load SYS UCORE for old 8xxB1/3xxB0® revision on default.
Hit any key to stop autoboot: 2

2. Yxkaxute IP-agpec TFTP-cepBepa:

BRCM.XLP316Lite Rev BO.u-boot# serverip 10.100.100.1

[ns Bepcumn 1.5 n Bbllwe:

BRCM.XLP316Lite Rev BO.u-boot# serverip 10.100.100.1

3. YkaxuTte IP-agpec mapLipyTtusatopa:

BRCM.XLP316L1ite Rev BO.u-boot# +dipaddr 10.100.100.2

[na sepcun 1.5 v BbILwwe:

BRCM.XLP316L1ite Rev BO.u-boot# -dipaddr 10.100.100.2

4. YkaxuTe umsa paiina nporpaMMHOro obecreveHus Ha TFTP-cepsepe:

BRCM.XLP316Lite Rev BO.u-boot# firmware_file firmware

Ons Bepcumn 1.5 u BblLLE:

BRCM.XLP316Lite Rev BO.u-boot# firmware_file firmware

5. MOXHO COXpaHUTb OKPYXXEeHNE KOMaH/10ii «saveenv» Ans 6yayLimx 06HOBIEHUIA.
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6. 3anycTtuTe npouenypy 06HOBMEHMA NPOrpaMMHOro obecneyeHuns:

BRCM.XLP316L1ite Rev BO.u-boot# run tftp_update_imagel

Using nae-0-3 device

TFTP from server 10.100.100.1; our IP address 1is 10.100.100.2
Filename 'esrl000/firmware'.

Load address: 0xa800000060000000

Loading: TftpStart:TftpTimeoutMsecs = 10000, TftpTimeoutCountMax = 6
HAEAHH AR H AR H AR AR R R R R R R R
HAEAHH AR H AR H AR AR R R R R R R R
HAEAHH AR H AR H AR AR R R R R R R R
HAEAHHARHHARHHARHH AR AR RS

HAEAHHAAHHARAHHARHH AR H AR AR AR AR AR H AR

done
Bytes transferred = 64453909 (3d77d15 hex)
Device 0: MT29F8GOS8ABBCAH4 ... 1is now current device

NAND erase: device 0 offset 0x1440000, size Ox6400000
Bad block table found at page 262080, version 0x01
Bad block table found at page 262016, version 0x01
Erasing at Ox7800000 -- 1895825408% complete..

OK

NAND write: device 0 offset 0x1440000, size Ox6400000
104857600 bytes written: OK

7. YcTaHoBUTE 3arpy)eHHoe nporpaMMHOe o6ecrnedyeHrie B kauecTBe obpasa A/1s 3anycka CUCTEMbI U
nepesarpyauTe poyTep:

BRCM.XLP316L1ite Rev BO.u-boot# run set_bootpart_1

[na sBepcumn 1.5 v BblWwe:

BRCM.XLP316L1ite Rev BO.u-boot# boot_system imagel
BRCM.XLP316L1ite Rev BO.u-boot# reset

6.3 OGHoBNeHue BTOpuUHoro 3arpysuuka (U-Boot)

BTOpUYHbII 3arpy3unk 3aHMmaeTcs nHuumanusaumein NAND n maplupyTrsaTtopa. MNpu 06HOBIEHUM HOBBI
chaiin BTopunYHOro 3arpysunka coxpaHsietcsa Ha flash Ha mecTe cTaporo.

[nsi npocMoTpa Tekyllei Bepcum 3arpy3o4Horo goaiina, paboTatolLero Ha YyCTPOCTBE, BBEAUTE KOMaHy
«version» B CLI U-Boot, Takke Bepcusi oToGpaxaeTcsl B MpoLecce 3arpy3ki MapLupyTusaropa:

BRCM.XLP316L1ite Rev BO.u-boot# version
BRCM.XLP.U-Boot:1.1.0.47 (29/11/2016 - 19:00:24)
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Mpoueaypa o6HoBNeHUS MO:
1. OcTaHoBUTE 3arpy3Ky yCTPOMNCTBA NOC/Ie OKOHYaHWS MHULMann3aumMm MapLipytmsaTopa 3arpy3dnkom U-
Boot, HaxxaB knasuLy <Esc>.
Configuring PoE...
distribution 1 dest_threshold Oxa drop_timer 0x0
Configuring POE in bypass mode
NAE configuration done!
initializing port 0, type 2.
initializing port 1, type 2.
SMC Endian Test:b81fb81f
nae-0, nae-1
=======Skip: Load SYS UCORE for old 8xxB1/3xxB0® revision on default.

Hit any key to stop autoboot: 2

2. Ykaxute IP-agpec TFTP-cepBepa:

BRCM.XLP316L1ite Rev BO.u-boot# setenv serverip 10.100.100.1

Ons sepcumn 1.5 n Bblle:

BRCM.XLP316L1ite Rev BO.u-boot# serveripl0.100.100.2

3. YkaxuTte IP-agpec mapLipyTtusaropa:

BRCM.XLP316Lite Rev BO.u-boot# setenv ipaddr 10.100.100.2

[na sepcumn 1.5 v BblILeE:

BRCM.XLP316Lite Rev BO.u-boot# ipaddr 10.100.100.2

4. YxaxuTe nvs haina sarpysdvka Ha TFTP-cepsepe:

BRCM.XLP316L1ite Rev BO.u-boot# uboot_file u-boot.bin

[na sepcun 1.5 v BblLwe:

BRCM.XLP316L1ite Rev BO.u-boot# uboot_file u-boot.bin

o

MOXHO COXPaHUTbL OKPYXXEHME KOMaH/10ii «saveenv» ans 6yayLimx 06HOB/EHUIA.
3anycTuTe npouenypy 06HOBNEHNS NPOrPaMMHOI0 06ecneyeHus:

o

BRCM.XLP316L1ite Rev BO.u-boot# run upd_uboot
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[na sepcumn 1.5 v BblILwE:

BRCM.XLP316L1iteRevBO.u-boot# run tftp_update_uboot

Using nae-1 device

TFTP from server 10.100.100.1; our IP address 1is 10.100.100.2
Filename 'esrl000/u-boot.bin'.

Load address: 0xa800000078020000

Loading: #########tHH##MHHHHHHASHHHHHBHHHAHHHHHHASH B SR A HH AR B R U S
done

Bytes transferred = 852648 (d02a8 hex)

SF: Detected MX25L12805D with page size 256, total 16777216 bytes
16384 KiB MX25L12805D at 0:0 1is now current device

7. Mepesarpy3nTe MapLIpyTU3aTop:

BRCM.XLP316L1ite Rev BO.u-boot# reset
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7 PekomeHpauuun rno 6e3onacHoin HacTpouke

+ Obwme pekoMmeHZaLMN
* HacTpoiika cucTembl OrMpoBaHnsa CoobITUI
* PekomeHgauunu
+ lNpepynpexaeHns
* Mprmep HacTPONiKK
* HacTpoiika nonnTnkn ncnosb3oBaHnsa naposnen
* PekomeHpaunu
* Mprmep HacTPONiKK
+ HacTtpoiika nonnutunkm AAA
+ PekomeHpaumnu
+ lpepynpexaeHns
* Mprmep HacTPONiKK
* HacTtpoiika yganéHHoro yrnpaeneHus
+ PekomeHpaumnu
* Mprmep HacTpPOiKK
* HacTpoiika MexaHM3MOB 3al1Tbl OT CETEBbLIX aTak
+ PekomeHpaunu
* Mprmep HacTPONiKK

PekomeHgaumm no 6e3onacHoit HacTpolike HOCSAT O6LLMIA XapakTep 1 NOAXOAAT AN GO/MbLUMHCTBA
MHCTaNNsuMiA. HacTosilme pekoMeH4aummn B 3HaUMTEIbHOW CTEMNeHV NoBbIWAT 6€30MacHOCTb 3KCn/lyaTauum
YCTPOICTBA, HO He SIBNAIOTCS 1CUepnbIBaOLLMMU. B 3aBUCMMOCTI OT CXEMbI NMPUMEHEHNSA YCTPOICTBa
HeobXoAMMOo HacTpavBaTb M Apyrve napameTpbl 6e30MacHOCTW. B HEKOTOPbIX CNeumugnMUecKknx cnyyasx
BbINO/IHEHME [aHHbIX PEKOMEHAALMIA MOXET NPUBECTM K HEPa6GoTOCNOCOGHOCTM CeTu. Mpn HaCTpoiike
YCTPOIiCTBa CTOUT B NEPBYIO o4epeab C/efoBaTb TEXHUYECKMM TPEGOBAHNAM W perlameHTam ceTel, B
KOTOpbIX BYAET 3KCNyaTMpoBaTbCsA AaHHOE YCTPOCTBO.

7.1 OOwume pekomMmeHaaLnu

+ PekomeHAyeTcs Bcerga oTKNio4YaTb HencnosiblyemMble onsmnyeckue nHTepdericbl C NOMOLLbI0 KOMaHbl
shutdown. KomaHpa nogpo6Ho onucaHa B pasgene "KoHdurypuposaHve 1 MOHUTOPUHT MHTepdeiicos”
cnpasoyHuKa komaHg CLI.

+ PekomeHAyeTcs Bcerfja HacTpamBaTb CUHXPOHN3ALMI0 CUCTEMHbIX YAacOB C JOBEPEHHbLIMWU UCTOYHUKAMU
ceteBoro BpemeHn (NTP). Anroputm HacTpoiikn NTP npuBeféH B pasgene Hactpoiika NTP HacTosiiero
pykoBogcTsa. lNMogpobHas nHpopmaumns o kKomaHgax ans Hactpoiiku NTP npuseneHa B pasgene
"YnpasneHve cucteMHbIMM Yacamn" cnpaBovHnka komaHg, CLI.

+ PekomeHpayetcs oTkntodatb NTP broadcast client, BK/1OUEHHbIV NO yMOMYaHUIO B 3aBOACKOM
KOHUrypaumm.

+ He pekomeHayeTcs ucnonb3oBatb kKomaHay ip firewall disable, oTkntouatouyto mexcetesoe
3KpaHupoBaHue. CnefyeT Bcerga HazHayartb MHTepdielicaM COOTBETCTBYIOLLME 30HbI 6e30MacHOCTU U1
HacTpamBaTb KOPPEKTHbIE MpaBu/ia MeXCceTeBoro aKpaHa. ANropuTM HaCTPOMKN MEXCETEBOIo aKpaHa
npuBeféH B pasgene KoHdurypuposaxuve Firewall HacTosiwero pykosoacTsa. MNogpobHas nHdopmaums
0 KOMaHgax A1 HaCTPOIKM MEXCeTeBOro akpaHa npveeseHa B pasgene "YnpasneHue Firewall"
cnpasoyHuKa komaHg CLI.

123



ESR-Series. PyKoBOACTBO MO aKcniyaraunm

7.2 HacTtpoiika cucteMbl 10rMpoBaHnNsA COObITUIA

ANropuUTMbI HACTPOIKN CUCTEMbI NIOTMPOBaHKS COObITUIA MpuBeAeHbI B nogpasgene "Hactpoiika Syslog"
pasgena MOoH/TOPVHT HACTOALLEr0 PYKOBOACTBA.

Moapo6bHas nHdopMaLmsa 0 KOMaHaax A1 HACTPOWKM CUCTEMbI IOTMPOBaHKS COBbITUI NprBeAeHa B pasaene
"Ynpasnenue SYSLOG" cnpaBoyHuka komaHg, CLI.

7.2.1 PekomeHpaauuu

+ PekomeHAOyeTCcsl HAaCTPOUTb XpaHeHMe CoobLLEeHN 0 cobbITMAX B thaiin syslog Ha ycTpolicTBe u
nepepavy aTux cobbITUIA Ha BHeLWHWI syslog-cepsep.

+ PekomeHAyeTcs orpaHuymBath pasmep syslog-thaina Ha ycTpoiicTse.

+ PekomeHAyeTcsa HacTpavBatb potauuto syslog-thaiinos Ha ycTpoiicTse.

+ PekomeHAyeTcs BK/OUATb HyMepaumo coobLeHuii syslog.

+ PekomeHAyeTcs BKoUaTh fo6aBneHne MeTok timestamp msec K syslog-coobLieHsamM Ha yCTponcTBax
ESR-1500 n ESR-1511.

7.2.2 MpepynpexaeHns

+ [laHHble, XpaHsiwpecs B dhailnioBoii cucteme tmpsys:syslog, He coxpaHsoTCa Npy nepesarpyske
yCTpoiicTBa. ITOT TUN halinoBoli CUCTEMbI PEKOMEHAYETCSI UCMNO/b30BAThb [/181 XPAHEHWUSI ONepaTBHbIX
NOroB.

+ He pekomeHayeTcsl ucnonb3osath dhaiinosyto cuctemy flash:syslog ans xpaHeHust 10roB, Tak kak 310
MOXET NPUBECTM K NPEXAEBPEMEHHOMY BbIXOAY 13 CTPOs ycTpoiicTBa ESR.

7.2.3 Mpumep HaCTpPOWKN

3agaya:

HacTpouTb XxpaHeHne coobLeHnin 0 cobbITUAX YpoBHS info 1 Bbilwe B ¢haiin syslog Ha ycTpoiicTee 1
HacCTpoOWTb Nepefavy aTUX CoObITUI Ha BHeLWHWI syslog-cepsep. OrpaHnunts dain pasmepom 512 KéainT.
Bknountb potaymio 3 dpainnos. BkounTb Hymepawmio coobueHuii syslog.

PelleHue:

HacTpanBaem xpaHeHue syslog-coobLueHunin B chaiine:
esr(config)# syslog file tmpsys:syslog/default -info
HacTpavBaeM orpaHuyeHve pasMmepa v potauuto gaiinos:

esr(config)# syslog max-files 3
esr(config)# syslog file-size 512

HacTpavBaem nepegady coo6LLEeHWI Ha BHELLHWIA cepBep:
esr(config)# syslog host mylog 192.168.1.2 info udp 514
Bkntouaem Hymepaumio coobLeHwnit syslog:

esr(config)# syslog sequence-numbers
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7.3 HacTpoiika NoONIMTUKM UCNOJIb30BaHUA Naponei

ANropuTMbI HACTPOWKN MONMNTUKMA UCNOJb30BaHMA Naposiein npusefeHsl B pasgene Hacrpoiika
AAA HacTosLLero pykosoacTtsa.

Moapo6bHas nHdopMaLmsa 0 KOMaHAax A1 HACTPOVKM NOSIMTYKM MCMONb30BaHUS Naposiei npreeaeHa B
pasgene "Hactpoiika AAA" cnpasoyHrka komaHg CLI.

7.3.1 PekomeHpgauuu

- PekomeHAyeTcsi Bcera BK/oYaTh TPE60BAHUS HA CMEHY Naposis Mo ymMovyaHuio nosb3osatens admin.

+ PekoMeHAyeTcsi orpaHMuBaTh BPEMS XM3HU Naposieii 1 3anpeLiatb NOBTOPHO KCMO/b30BaTh, Kak
MUHVUMYM, NPeablayLLmnii Naposb.

- PekomMeHAyeTcs BbICTaBNsATb TPe60BaHNS MUHUMAsIbHOM A/INHbI NAapons 60/blie 8 CUMBOJIOB.

+ PekoMeHAyeTcs BbICTaBNSATb TPe6OBaHMsS Ha CNO/b30BaHNE CTPOUHbIX M MPOMMUCHbIX BYKB, LMdp 1
CNeLICMMBO/10B.

7.3.2 Mpumep HACTPOWKMN

3apgava:

* HacTtpouTb naposibHyto NOAUTUKY C 06A3aTeNibHbIM TpeboBaHeM CMeHbI Naposis No YMOMYaHUIO,
BpeMeHeM feincTBusA napons 1 Mecsl, 1 3anpeTom Ha Mcnosib3oBaHue 12 nocnegHux naponei.

+ 3agartb MUHUMaNbHYI0 ANHY napons 16 CMMBO/I0B, MakCUMasibHY0 — 64 cCMMBO/A.

*+ Maponb J0/MKeH cofepXartb He MeHee 3 NPOoNUCHbIX BYKB, HE MeHee 5 CTPOUHbIX BYKB, He MeHee 4 undp
1 He MeHee 2 cneLcrMBO/IOB. [aponb B 06A3aTeNbHOM NopsiAKe AO/MKEH coAepxaTb Bce 4 Tuna
CMMBOJI10B.

PeuleHue:

Bktoyaem 3anpoc Ha CMeHy naposs No yMosivaHuio A1 nonb3osartesns admin:
esr(config)# security passwords default-expered
YctaHaBnimBaem BpeMs Xu3Hu naponsa 30 gHel 1 3anpeT Ha Ucnosib3oBaHne npeablaywmx 12 naponei:

esr(config)# security passwords lifetime 30
esr(config)# security passwords history 12

YcTaHaBnMBaeM OrpaHUYeHUs Ha ASIMHY Napons:

esr(config)# security passwords min-length 16
esr(config)# security passwords max-length 64

YcTaHaBnmBaem orpaHnyeHus no MMHMMasibHOMY KOSIM4eCTBY CMMBOJ10B COOTBETCTBYHOLLNX TUMOB:

esr(config)# security passwords upper-case 3
esr(config)# security passwords lower-case 5
esr(config)# security passwords special-case 2
esr(config)# security passwords numeric-count 4
esr(config)# security passwords symbol-types 4

125



ESR-Series. PyKoBOACTBO MO aKcniyaraunm

7.4 Hactpoiika nonutuku AAA
ANropuTMbl HACTPOKKK nonnTukn AAA npusefeHsl B pasgene Hactpoiika AAA HacToALWLEro pykoBOACTBa.

MogpobHas MHpopmaumst 0 KomaHgax A1a HacTporiku nonuTukn AAA npusefeHa B pasgene "Hactpoiika AAA"
crnpaso4yHuKa komaHg CLI.

7.4.1 PekomeHpgauuu

+ PekomMeHAyeTcs NCnonb30BaTh PONEBYHO MOAENb AOCTyNa Ha YCTPOCTBO.

+ PekoMeHAyeTCs NCMob30BaTh NEPCOHa/IbHbIE YYETHbIE 3anncu 418 ayTeHTMdMKaLMm Ha yCTpoiicTse.

+ PekomeHAyeTCcs BK/OYaTb /I0rMpOBaHMe BBOAMMbIX MOb30BaTE/IEM KOMaHA.

+ PekomeHAyeTCcs NCMnosb30BaTb HECKO/IbKO METOA40B ayTeHTUdMKaumMmn o1 BXxoga Ha yCTpoincTea yepes
KOHCO/b, YAA/IEHHOIO BXO4a Ha YCTPOMCTBA M NOBbIWEHMS npuBunernii. ONTMMasibHOl cunTaeTcs
KOMOMHaUuMs U3 ayTeHTudukaumm no ogHoMy u3 npotokosios RADIUS/TACACS/LDAP n nokanbHoiA
ayTeHTudukaymn.

+ PekomeHAayeTCs NOHN3UTb YPOBEHb NMPUBW/IETNIA BCTPOEHHOR y4ETHON 3anmucu admin go 1.

+ PekomMeHAayeTCcs HaCTPOUTb I0rMPOBaHMe N3MEHEHWI NOKa/TbHbIX YYETHbIX 3amnucen.

+ PekomeHAayeTCs HaCTPOUTb /I0rMPOBaHME N3MEHEHW NONNTUKN AAA.

7.4.2 MpepynpexaeHns

+ BCTpOEHHYI0 y4ETHYI0 3anuncbk admin yaannTtb HeMb3s.

+ KomaHga no username admin He yganseT nonb3osarens admin, copacbiBaeT ero KOHUrypaumio B
3Ha4YeHns Mo ymonyaHuio. Nocne npyMeHeHns 3Tol KOMaHAbl nosnb3osartesib admin He ByaeT
0oTO6paXKaTbCA B KOHGUTypaLmn.

+ KomaHga no password 115 nonb3oBatens admin Takke He yaanseT naposb nonb3osatens admin, a
cbpacbiBaeT ero B 3Ha4eHne no ymonyaHuio. lNocne npyMeHeHus 310 KOMaH4bl Naposib Nosb30BaTens
admin nepecTaét oTobpaxaTbCsl B KOHUrypaumm n ctaHosutcs ‘password'.

* [Nepepn ycTaHOBKOW Nonb3oBartento admin NOHWKXEHHbIX NPUBWUAETNIA Y Bac [O/HKEH ObITb HACTPOEH
nonb3oBaTeNb ¢ ypoBHeM npusuniernii 15 nnmn 3agaH ENABLE-napone.

7.4.3 Mpumep HacTpPOWKN

3agava:
HacTtpoutb nonutuky AAA:

+ [na yoanéHHoro sxoga rno npoTtokony SSH ncnonb3osats ayteHTudmkaumm yepes RADIUS.

+ [na BxoAa yepes NoKasibHY KOHCO/b UCMO/b30BaTh ayTeHTUdmnkauum yepes RADIUS, B cnyvae
oTcyTcTBuUA ¢BA3n ¢ RADIUS-cepBepamMu nCNOMb30BaTh JIOKaSIbHY0 ayTEHTUUKALNIO.

* Wcnonb3osatb ENABLE-naponb 3agaHHbIli Yepe3 RADIUS, B cny4vae otcytcTBus cBasu ¢ RADIUS-
cepBepamMu UCnosib30oBaTh NokasibHbIn ENABLE-naposb.

* YCcTaHOBUTb NO/sb30BaTesito admin NOHMXEHHbIV YPOBEHb NMPUBUAETUIA.

* HactpouTb nornpoBaHne n3mMeHeHUin NoKasbHbIX YYETHBIX 3anuceil.

+ HacTpouTb fiormpoBaHune nsameHeHuin nonutmuk AAA.

* HactpouTb norrposaHne BBOANMbIX KOMAH/,.
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Co3gaem nokanbHoro nosb3osartesis local-operator ¢ yposBHem npusuniernii 8:

esr(config)# username local-operator
esr(config-user)# password Pa$swOrdl
esr(config-user)# privilege 8
esr(config-user)# exit

3agaém nokanbHblli ENABLE-naposns:

esr(config)# enable password $6e5c4r3e2t!

lMoHWxXaem npusuaerum nosib3oBaresns admin:

esr(config)# username admin
esr(config-user)# privilege 1
esr(config-user)# exit

HacTtpanBaem cBA3b ¢ aByms RADIUS-cepBepamu, 0CHOBHbIM 192.168.1.11 1 pe3sepBHbIM 192.168.2.12:

esr(config)# radius-server host

esr(config-radius-server)#
esr(config-radius-server)#

esr(config)# radius-server host

esr(config-radius-server)#
esr(config-radius-server)#

esr(config-radius-server)# exit

HacTtpanBaem nonutnky AAA:

esr(config)# aaa
esr(config)# aaa
esr(config)# aaa
esr(config)# aaa

authentication
authentication
authentication
authentication

esr(config)# line console
esr(config-line-console)# login
esr(config-line-console)# exit esr(config)# line ssh
esr(config-line-ssh)# login authentication SSH
esr(config-line-ssh)# exit

HacTpavBaem normposaHue:

esr(config)# logging userinfo
esr(config)# logging aaa

esr(config)# syslog cli-commands

192.168.1.11

key ascii-text encrypted 8CB5107EA7O05AFF
priority 100 esr(config-radius-server)# exit

192.168.2.12

key ascii-text encrypted 8CB5107EA7O05AFF
priority 150

login CONSOLE radius local
login SSH radius

enable default radius enable
mode break

authentication CONSOLE
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7.5 Hactpoiika yganéHHoOro ynpasneHus

MogpobHas MHpopmaums 0 KomaHaax HaCTPOVKK yaanéHHoro gocTyna npveegeHa B pasgene "Hactpoiika
poctyna SSH, Telnet" cnpasoyHnka komaHg CLI.

7.5.1 PekomeHpgauuu

+ PekomeHAayeTCs OTKAUUTL YAanéHHoe ynpas/ieHne no npotokony Telnet.

+ PekomMeHAayeTCs NCNo/b30BaTb KPUNTOCTOMKME aNropuTMbl ayTeHTUugunkaummn sha2-512 n oTkIoumnTh BCE
oCcTa/lbHblE.

+ PekomeHAyeTcs UCnonb30BaTb KPUNTOCTOMKNE a/TTOPUTMbI LUMGPPOBaHKS aes256Ctr 1 OTKII0UNTL BCe
oCTa/lbHblE.

+ PekomMeHAyeTcs NCMnonb30BaTb KPUNTOCTOMKNIA anroputm obmMeHa knrovamu wndposanus dh-group-
exchange-sha256 1 oTkNYMTbL BCE OCTallbHbIE.

+ PekomeHAyeTcs MCnonb30BaTb KPUNTOCTONKMIA anropntm Bepudrkaumm Host-Key ana SSH rsa n
OTK/IIOUYNTb BCE OCTaJIbHbIE.

+ PekomeHayeTcs paspeLwunTb 4OCTYnN K yAaNiEHHOMY YrpaB/IeHNI0 YCTPONCTBOM TOJTbKO C OnpeaenéHHbIX
IP-agpecos.

*+ MNepepn Hayanom akcnsyaraunm pekoMeHAyeTcs nepereHepupoBaTh KNumM LWNpoBaHus.

7.5.2 TMpumep HACTPOWKMN

3apava:

OTKMOUNTL MNPOoTOKO/N Telnet. CreHepI/IpOBaTb HOBbIE K/THO4YUA LIJVIq)pOBaHI/IFI. Vicnonb3oBatb Kpl/ll'lTOCTOI7IKI/I€
aJITOPUTMBbI.

PeuleHue:

OTK/loYaeM yaasnieHHoe ynpaesieHme no npotokony Telnet:

esr(config)# no 1ip telnet server
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OTko4YaeM yctapesLune n He KpVII'ITOCTOVIKVIG aJITOPUTMbI:

esr(config)# ip ssh server

esr(config)# ip ssh authentication algorithm md5 disable

esr(config)# ip ssh authentication algorithm md5-96 disable
esr(config)# ip ssh authentication algorithm ripemdl160 disable
esr(config)# ip ssh authentication algorithm shal disable
esr(config)# ip ssh authentication algorithm shal-96 disable
esr(config)# ip ssh authentication algorithm sha2-256 disable
esr(config)# ip ssh encryption algorithm 3des disable

esr(config)# ip ssh encryption algorithm aes128 disable

esr(config)# ip ssh encryption algorithm aesl28ctr disable
esr(config)# ip ssh encryption algorithm aes192 disable

esr(config)# ip ssh encryption algorithm aesl92ctr disable
esr(config)# ip ssh encryption algorithm aes256 disable

esr(config)# ip ssh encryption algorithm arcfour disable

esr(config)# ip ssh encryption algorithm arcfourl28 disable
esr(config)# ip ssh encryption algorithm arcfour256 disable
esr(config)# ip ssh encryption algorithm blowfish disable
esr(config)# ip ssh encryption algorithm castl128 disable

esr(config)# ip ssh key-exchange algorithm dh-group-exchange-shal disable
esr(config)# ip ssh key-exchange algorithm dh-groupl-shal disable
esr(config)# ip ssh key-exchange algorithm dh-groupl4-shal disable
esr(config)# ip ssh key-exchange algorithm ecdh-sha2-nistp256 disable
esr(config)# ip ssh key-exchange algorithm ecdh-sha2-nistp384 disable
esr(config)# ip ssh key-exchange algorithm ecdh-sha2-nistp521 disable
esr(config)# ip ssh host-key algorithm dsa disable

esr(config)# ip ssh host-key algorithm ecdsa256 disable

esr(config)# ip ssh host-key algorithm ecdsa384 disable

esr(config)# ip ssh host-key algorithm ecdsa521 disable

esr(config)# ip ssh host-key algorithm ed25519 disable

FeHepupyem HOBble Ktoum LWNpoBaHUS:

esr# update ssh-host-key rsa
esr# update ssh-host-key rsa 2048

7.6 HacTpoiika MexaHU3MOB 3aWuTbl OT CETEBbIX aTak

AI'IFOpI/ITMbI HaCTDOVIKM MeXaHM3MOB 3allTbl OT CETEBbLIX aTaK NpMBEAEHbI B pa3aene HaCTpOI\/JIKa
ornposaHnsa 1 3allThl OT CETEBLIX HACTOALLEro pykoBoacTBa.

Moapo6bHast MHpopmaumst 0 KomaHAax A1 HACTPOVKX NOUTUKN UCNOMb30BaHNs Naponel npuseaeHa B
pasgene "YnpasneHue NorMpoBaHMEM 1 3alMTON OT CETEBbIX aTak' cnpaBoyHMKa KomaHg CLI.

7.6.1 PekomeHpauum

+ PekomeHAayeTcs Bcerga BKKUaTh 3alumTy oT ip spoofing.

+ PekomeHpyeTca Bcerga BkawoyaTh 3awmty ot TCP-nakeToB ¢ HeNnpaBW/ibHO BbICTaB/IEHHbIMU dofiaramMu.

+ PexkomeHpyeTcs Bcerga BkoyaTh 3awmTy oT pparmMeHTMpoBaHHbIX TCP-NakeToB C BbICTaBNEHHbIM
donarom SYN.

+ PekomeHpyeTca Bcerga BkawyaTh 3amTy ot goparMeHTupoBaHHbIX ICMP-nakeToB.

+ PekomeHpyeTcs Bcerga Bkntoyarb 3awmTty ICMP-naketoB 60/1bLWOro pasmepa.

+ PekomeHpayeTca Bcerga Bk/YaTh 3alMTy OT He3aperncTpupoBaHHbIX [P-npoToKOM0B.

+ PekomeHpayeTca BKNOUATbL NOrMpPoBaHNe MexaHu3mMa 3aLnTbl OT CETEBbIX aTak.
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7.6.2 Mpumep HaCTPOWKN

3agava:

HacTpouTb MexaHn3M 3aluTbl OT CETEBbLIX aTak B COOTBETCTBMU C PEKOMEHAALMAMN.
PeweHune:

Bkntoyaem 3awmTy ot ip spoofing 1 nornpoBaHne MexaHusma 3allnThl:

esr(config)# ip firewall screen spy-blocking spoofing
esr(config)# logging firewall screen spy-blocking spoofing

Bkntovaem 3awmty oT TCP-nakeToB ¢ HENPaBW/IbHO BbICTAB/IEHHbLIMM tharamu 1 NorMpoBaHne MexaHnama
3alUmnThbI:

esr(config)# ip firewall screen spy-blocking syn-fin
esr(config)# logging firewall screen spy-blocking syn-fin
esr(config)# ip firewall screen spy-blocking fin-no-ack
esr(config)# logging firewall screen spy-blocking fin-no-ack
esr(config)# ip firewall screen spy-blocking tcp-no-flag
esr(config)# logging firewall screen spy-blocking tcp-no-flag
esr(config)# ip firewall screen spy-blocking tcp-all-flags
esr(config)# logging firewall screen spy-blocking tcp-all-flags

Bk/touaem 3aluTy oT goparMeHTUpoBaHHbIx ICMP-NakeToB 1 NOrMpoBaHMe MexaHu3Ma 3auTbl:

esr(config)# ip firewall screen suspicious-packets icmp-fragment
esr(config)# logging firewall screen suspicious-packets icmp-fragment

Bkntouaem 3awuty ot ICMP-nakeToB 60/1bLLOM0 pa3Mepa 1 /IOrMpoBaHe MexaHn3ma 3allyThi:

esr(config)# ip firewall screen suspicious-packets large-icmp
esr(config)# logging firewall screen suspicious-packets large-icmp

Bkntoyaem 3allnTy OT HE3aperncTpnpoBaHHbIX |P-I'IpOTOKOl'IOB n nornpoBaHne mexaHmimMma 3aljnTbl:

esr(config)# ip firewall screen suspicious-packets unknown-protocols
esr(config)# logging firewall screen suspicious-packets unknown-protocols
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8 YnpasneHue nHTepdericamm

+ Hactpoiika VLAN
* AJITOPUTM HaCTPOWKM
* MNpumep HacTpoitkn 1. YaoaneHne VLAN c nHtepcpeica
+ MNpumep HacTpoitkn 2. PaspelleHne o6paboTki VLAN B TerMpoBaHHOM pexnmMe
* MNpumep HacTpoiikn 3. PaspelleHne o6paboTkm VLAN B TErMpoBaHHOM U He TErMPOBaHHOM
pexvve
+ Hactpoiika LLDP
* AJITOPUTM HaCTPOWKM
* [prMep HaCTPOKM
* HacTtpoiika LLDP MED
* AJITOPUTM HaCTPOWKM
* Mpumep HacTpoiikm Voice VLAN
+ HacTpoiika TepMmmHauumn Ha cab-nHtepdelice
* AJITOPUTM HaCTPOWKM
* [Mpumep HaCTPOVikK cab-uHTepdgeinca
+ HacTtpoiika TepmyHaumm Ha Q-in-Q nHTepdpeiice
* AJITOPUTM HaCTPOWKM
+ MNpumep HacTpoitkn Q-in-Q nHTepdeliica
+ Hactpoiika USB-mogemoB
+ AnropuTtm Hactpoiikm USB-mogemos
* [prMep HacTPOKM
* Hactpoiika STP/RSTP
+ AJITOpUTM HacTpoiikn Spanning Tree
* [pyMep HaCcTPOKM
* HacTtpoiika PPP yepes E1
* AJITOPUTM HaCTPOWKM
+ Mpumep KoHUrypaumnm
+ Hactpoiika MLPPP
* AJITOPUTM HaCTPOWKM
* [prMep HacTPOKM
* HacTtpoiika Bridge
* AJITOPUTM HaCTPOWKM
* Mpumep HacTpoiikm bridge gna VLAN u L2TPv3-TyHHens
+ [pumep HacTpoiikm bridge ana VLAN
* [Npumep HacTpoitkn gobaeneHus/yaaneHus stoporo VLAN-Tera
+ Hactpoiika Dual-Homing
* AJITOPUTM HaCTPOWKM
* [prMep HacTPOKM
*+ Hacrtpolika 3epkanvpoBaHusi (SPAN/RSPAN)
* AJITOPUTM HaCTPOWKM
* [pyMep HaCTPOKM
+ HacTtpoiika LACP
* AJITOPUTM HaCTPOWKM
* [pyMep HaCTPOKM
+ HacTtpoiika AUX
* AJITOPUTM HaCTPOWKM
* [NpuMepbl HacTPoekK
+ CxeMmbl pacnaiikv nepexoaHuKoB
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VLAN (aHrn. Virtual Local Area Network) — normueckas («BUpTyasibHasi») /lokasibHasi CeTb, NPeACTaBNsSeT
cob6oli rpynny yCTPONCTB, KOTOPble B3aMMOAENCTBYIOT MeXAy COo60l Ha KaHa/IlbHOM YPOBHE HE3aBUCUMMO OT UX
hmnsnyeckoro mectoHaxoxaeHuns. Pabota VLAN ocHoBaHa Ha MCMNoNb30BaHUM AONOMHUTENbHbIX Nonei
Ethernet-3aronoska cornacHo ctaHgapty 802.1q. Mo cytu, VLAN n3onupyeT LWwmpokoBeLaTenbHblii JOMEH
nyTem orpaHuyeHmsa kommyTtauun Ethernet-copeiimos Tonbko ¢ ogmnHakoBbiM VLAN-ID B Ethernet-3aronoske.

8.1.1 AnroputM HacTpPOIiKu

LWar OnucaHue

1 Cospatb VLAN.
2 3apaatb ums vlan (He o6s3aTensHo).
3 OTK/HUNTb OTC/IEXMBAHNE COCTOSIHUS

MHTepdelicoB, Ha KOTOPLIX paspeLleHa
obpaboTka Ethernet-chpeiimoB gaHHOro
VLAN (He 06s13aTenbHO).

4 OTKAUNTE 06PabOTKY BXOAALLNX HE
TernpoBaHHbIx Ethernet-copeimoB Ha
ocHoBe Tabnuubl kommyTtaumm VLAN-a
no ymonyanmio (VLAN-ID - 1) (He
06513aTe/bHO).

5 YCTaHOBUTb pexum paboTbl

dhmsnyeckoro uHtepdelica B L2-pexum.

6 YCTaHOBUTb KOMOMHNPOBAHHbIV PEXUM
paboTbl PN3MHECKOro MHTepdielica.

KomaHpa

esr(config)# vlan <VID>

esr(config-vlan)# name <vlan-
name>

esr(config-vlan)# force-up

esr(config-if-gi)# switchport
forbidden default-vlan

esr(config-if-gi)# mode switchport

esr(config-if-gi)# mode hybrid

Knrouun

<VID> - ngeHtndpmkarop VLAN,
3a4aéT1cA B AnanasoHe
[2..4094].

Takxe eCTb BO3MOXHOCTb
€03aaHna Heckonbkux vlan
(uepes 3ansATyto), AManasoHa
vlan (uepes gedmc) nnu
KOMOGUHMPOBAaHHAA 3anuchb
cogepxallas 3anstble n

deducel.

<vlan-name> — o 255
C/MBO/IOB.

Jonyctnmo TosbKo Ang
ESR-1000/1200/1500/1511
/1700.
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LWar

7

8

OonucaHue

3aaartb pexvm pabotbl L2-
nHTepdeiica.

HacTtpoutb cnncok VLAN Ha
nHTepdeiice B TENMPOBaHHOM peXuMe.

KomaHpa

esr(config-if-gi)# switchport
access

esr(config-if-gi)# switchport trunk

esr(config-gi)# switchport general

esr(config-if-gi)# switchport trunk

allowed vlan add <VID>

esr(config-if-gi)# switchport
general allowed vlan add <VID>
tagged

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

Knoun

Tonbko anst ESR-10/12V(F)/
14VF/15(R)/
20/21/30/100/200/3100/
3200/3300.

[aHHblli pexnm sBnsieTcs
PEXMMOM MO YMO/THaHMUI0 U HE
oTOOpaXaeTcs B
KOHpurypaumm.

Tonbko ans ESR-10/12V(F)/
14VF/15(R)/
20/21/30/100/200/3100/
3200/3300.

Tonbko gnsa
ESR-1000/1200/1500/1511
/1700.

JaHHbli pexum sBnsetcs
PEXMMOM MO YMOMYAHUIO U HE
oTOoOpaXxaeTcs B
KoHMrypauumn.

Ona ESR-10/12V(F)/14VF/
15(R)/
20/21/30/100/200/3100/
3200/3300.

<VID> — ngeHtudpmkartop VLAN,
3a4aéT1cA B AnanasoHe
[2..4094].

Takxe eCTb BO3MOXHOCTb
co3aaHnsa Heckonbkux vlan
(uepes 3ansATyi0) UK
AmanasoHa vlan (4epes geduc).

Ans
ESR-1000/1200/1500/1511
/1700.

<VID> - ngeHtndpmkarop VLAN,
3a4aéT1cA B AnanasoHe
[2..4094].

Takxe eCTb BO3MOXHOCTb
c03aaHna Heckonbkux vlan
(4epes 3ansATyi0) UK
AvanasoHa vlan (uepes geduc).
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War OnucaHue KomaHpa Knoun
9 Hactpoutb VLAN Ha nHTepdpeiice B esr(config-if-gi)# switchport trunk  Jns ESR-10/12V(F)/14VF/
HeTernpoBaHHOM pexume (He native-vlan <VID> 15(R)/
06s13aT€e/bHO). 20/21/30/100/200/3100/
3200/3300.

<VID> - ngeHtudomkatop VLAN,
3afiaéTcsa B AuanasoHe

[2..4094].
esr(config-if-gi)# switchport ans
general allowed vlan add <VID> ESR-1000/1200/1500/1511
untagged /1700.

<VID> — ngeHtudpumkatop VLAN,
3a4aéT1cA B AnanasoHe
[2..4094].

10 PaspelwnTb Ha UHTepdeiice o6paboTky  esr(config-if-gi)# switchport trunk  Tonbko anst ESR-10/12V(F)/

Ethernet-gopeiimoB Bcex cozmaHHbix Ha  allowed vlan auto-all 14VF/15(R)/
mapLupytusartope VLAN (He 20/21/30/100/200/3100/
0653aTe/bHO). 3200/3300.
esr(config-if-gi)# switchport Tonbko ans
general allowed vlan auto-all ESR-1000/1200/1500/1511
/1700.
11 YcTaHaBNMBaeTcs UAeHTUdUKaTop esr(config-if-gi)# switchport Tonbko Ans
VLAN-nopta (PVID) ansa Bxogsiero general pvid <PVID> ESR-1000/1200/1500/1511
HeTermpoBaHHoro Tpadmka (He /1700.
0653aTe/bHO).

8.1.2 Mpumep HacTpolikn 1. YganeHune VLAN c nutepdeiica

3apgaua:
Ha ocHoBe 3aBogckol kKoHdurypauun yaoanute n3 VLAN 2 nopt gi1/0/1.

ESR-1000

gi1/0/1
aVLANZ ............................. Internet

PelweHne:
Ypnanum VLAN 2 ¢ nopta gi1/0/1:
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esr(config)# dinterface gi 1/0/1
esr(config-if-gi)# switchport general allowed vlan remove 2 untagged
esr(config-if-gi)# no switchport general pvid

8.1.3 Mpumep HacTpolikn 2. PaspeweHne o6pa6oTkn VLAN B TerupoBaHHOM pexume

3apava:
HacTtpoutb noptel gi1/0/1 v gi1/0/2 ans nepegaun n npuema naketos B VLAN 2, VLAN 64, VLAN 2000.
Switch
s (—_—
e T
ESR-1000 | swi
Switch
R BIL/O/L e B
VLAN 2, 64, 2000
SW2

PelweHune:
Cospgagum VLAN 2, VLAN 64, VLAN 2000 Ha ESR-1000:

esr-1000(config)# vlan 2,64,2000
Mponuwem VLAN 2, VLAN 64, VLAN 2000 Ha nopTt gi1/0/1-2:

esr-1000(config)# 1interface gil/0/1

esr-1000(config-if-gi)# mode switchport

esr-1000(config-if-gi)# switchport forbidden default-vlan
esr-1000(config-if-gi)# switchport general allowed vlan add 2,64,2000 tagged

8.1.4 Mpumep HacTpolikm 3. PaspeweHne o6pa6oTkn VLAN B TerupoBaHHOM 1 HEe TETMPOBaHHOM
pexume

3apgaua:

HactpouTb noptel gi1/0/1 ana nepepayun n npuema naketos B VLAN 2, VLAN 64, VLAN 2000 B pexume trunk,
HacTpouTb nopt gi1/0/2 B pexume access g8 VLAN 2 Ha ESR-100/ESR-200.

Switch

gi1/0/2
o, R —_—

ESR-200 SW1

Switch

e B

SwW2
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PelwweHue:
Coszpgagum VLAN 2, VLAN 64, VLAN 2000 Ha ESR-100/ESR-200:

esr(config)# vlan 2,64,2000

Mponuwem VLAN 2, VLAN 64, VLAN 2000 Ha nopt gi1/0/1:

esr(config)# interface gil/0/1

esr(config-if-gi)# mode switchport

esr(config-if-gi)# switchport forbidden default-vlan
esr(config-if-gi)# switchport mode trunk

esr(config-if-gi)# switchport trunk allowed vlan add 2,64,2000

Mponuwem VLAN 2 Ha nopt gi1/0/2:

esr(config)# interface gil/0/2
esr(config-if-gi)# mode switchport
esr(config-if-gi)# switchport access vlan 2

8.2 HacTtpoiika LLDP

Link Layer Discovery Protocol (LLDP) — npoTokon kaHa/lbHOro YPOBHS, MO3BO/ISAOLLIMIA CETEBOMY
060pyAoBaHNo OnoBeLaTb 060pyAoBaHNe, paboTarolee B JIOKa/IbHOM CETU, O CBOEM CYLLEeCTBOBaHUN U
nepegasarb emMy CBOW XapakKTepUCTUKK, a Takke Nnosyyarb OT HEro aHa/10rMYHble cBeAeHus.

8.2.1 AnropuTm HacTpPOiKu

War OnucaHue KomaHpga Knrouun
1 AxTuBupoBatb LLDP Ha esr(config)# lidp enable

MapLupyT13aTope.
2 Bkntountb npuem n o6pabotky LLDPDU  esr(config-if-gi)# lldp receive

Ha dousnyeckom nHTepdelice.

3 BkntounTb otnpasky LLDPDU Ha esr(config-if-gi)# lldp transmit
on3nyeckom nHTepdelice.

8 YctaHoBuTb Nepuog otnpasku LLDPDU  esr(config)# lldp timer <SEC> <SEC> - nepuog BpemeHu B
(He 06s13aTENBHO). cekyHzax, npuHumaet
3HaueHve [1..32768].

3Ha4veHune no ymonyanuto: 30
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8.2.2

OonucaHue

YcTaHOBUTL Nepuos, B TedeHue
KOTOPOro MapLupyTM3aTop XpaHuTt
MHdOopMaunto, Nosly4eHHyo no LLDP
(He o6si3aTenbHO).

YctaHoBuTh IP-agpec, KoTopblin 6yaeT
nepepgasatbcs B LLDP TLV B kavecTBe
management-address (He
06513aTe/bHO).

YctaHoBUTL nose system-description,
KoTopoe 6yaeT nepefasatbes B LLDP
TLV B kauecTBe system-description (He
0653aTe/LHO).

YcTaHOBUTL Nose system-name,
KoTopoe 6yaeT nepenaBatbesi B LLDP
TLV B kauecTBe system-name (He
0653aTe/bHO).

Mpumep HacTpoiiku

3apgaua:

ESR-Series. PykoBoACTBO N0 3Kcnyaralmm

KomaHnpa

esr(config)# lldp hold-multiplier
<SEC>

esr(config)# lldp management-
address <ADDR>

esr(config)# lidp system-
description <DESCRIPTION>

esr(config)# lidp system-name
<NAME>

Knoun

<SEC> - nepuop BpemeHu B
ceKkyHAax, npuHuMaeT
3HayeHue [1..10].

3HayeHue no ymonyaHuio: 4.

<ADDR> - IP-agpec, 3agaetcs
B Buae AAA.BBB.CCC.DDD, rae
KavkAasi 4yacTb MpUHMMaEeT
3HaueHus [0..255].

Mo yMonyaHuio 3aaaeTcs oauH
13 CYLLECTBYIOLLIX.

<DESCRIPION> - onucaHune
cucTeMbI, 3aaETCs CTPOKOI A0
255 cMmBONOB.

Mo ymonuaHuio cogepxnt
NHhopMaumo 0 Moaenmi un
Bepcum NO maplipyTusaropa.

<NAME> - nms cuctemsl,
3ajaetcs CTpokoii go 255
CVMBOJIOB.

Mo ymonuaHuio coBnagaer
3agaHHbIM hostname.

OpraHnzosartb 06MeH 1 06paboTky LLDPDU mexay mapiupytusaropamu ESR-1 n ESR-2.

ESR

R1

PelweHune:

1.

KoHdurypuposaxue R1

R2

Bkntounm LLDP rno6anbHO Ha mapLupyTusartope:

esr(config)# 1ldp enable

137



ESR-Series. PyKoBOACTBO MO aKcniyaraunm

Bkntounm npuem n otnpasky LLDPDU Ha uHTtepdpeiice gi 1/0/1.
esr(config)# interface gigabitethernet 1/0/1

esr(config-if-gi)# 1ldp receive
esr(config-if-gi)# 1ldp transmit

2. KoHdpurypuposaHue R2
Bktounm LLDP rno6anbHo Ha mapLupyTtusarope:

esr(config)# 1ldp enable

Bkntounm nprem n otnpasky LLDPDU Ha nHtepdelice gi 1/0/1.
esr(config)# interface gigabitethernet 1/0/1

esr(config-if-gi)# 1ldp receive
esr(config-if-gi)# 1ldp transmit

O6Luyto nHgopmaumo no LLDP coceasim MOXHO NOCMOTPETb KOMaHAOiA:

esr# show 1ldp neighbors

Moapo6Hyo MHGOPMALIMIO MO coceay KOHKPETHOTO MHTepdeica MOXHO NOCMOTPETbL KOMaHAOIA:

esr# show 1ldp neighbors gigabitethernet 1/0/1

O6uwyto ctaTucTuky no LLDP MOXHO nocMOTpeTb KOMaH0M:

esr# show 1ldp statistics

8.3 Hacrtpoiika LLDP MED

LLDP MED — paclwumpeHnue ctaHgapta LLDP, koTopoe nossonset nepefasatb cetesble nonmtuku: VLAN ID,
DSCP, priority.

8.3.1 AnroputM HacTpPOIiKu

War OnucaHue KomaHpa Knoun
1 AkTuBMpoBath LLDP Ha esr(config)# lidp enable

MapLupyTusaTope.
2 BkntounTb oTnpasky LLDPDU Ha esr(config-if-gi)# lldp transmit

don3nyeckom nHTepdelice.

3 AkTnBMpoBath pacwmpeHne MED LLDP  esr(config)# lldp med fast-start
Ha MapLupyTm3artope. enable

138



ESR-Series. PyKoBOACTBO MO aKcniyaraunm

War OnucaHue KomaHpa Knoun
4 Co3patb CeTeBYIO NOMUTHKY. esr(config)# network-policy <NAME> - ums network-policy,
<NAME> 3ajaertcs cTpokoii go 31
cumBoONa.
5 YKazaTb TUM NPUIOXEHNS. esr(config-net-policy)# application <APP-TYPE> - Tvn
<APP_TYPE> NPUIOXEHNS, ANA KOTOPOro
6yaeT cpabaTbiBaTb network-
policy.

anIHVIMaET 3Ha4YEeHUA:

* Voice;

+ voice-signaling;

+ guest-voice;

+ guest-voice-signaling;
+ softphone-voice;

+ video-conferencing;
+ streaming-video;

+ video-signaling.

6 YcTtaHoBuUTb 3HaveHue DSCP (He esr(config-net-policy)# dscp <DSCP> - 3HaueHue koga
0653aTe/bLHO). <DSCP> DSCP, npuHumaeT 3HavyeHns B
Amnana3sone [0..63].

7 YcTaHoBUTb 3HaveHue COS (He esr(config-net-policy)# <COS> — 3HaueHue
06513aT€e/LHO). priority <PRIORITY> npuopuTeTa, NPUHUMaeT
3HaYeHns:

+ best-effort — COSO;

+ background - COST;

+ excellent-effort — COS2;

« critical-applications -
C0S3;

+ video — C0OS4;

+ voice — COS5;

* internetwork-control -
COSE¢;

+ network-control — COS7.

8 YctaHoBUTb 3HaveHune VLAN ID. esr(config-net-policy)# vlan <VID>  <VID> — naeHTUUKaLMOHHbI
[tagged] Homep VLAN, npvHumaet
3HayeHus [1..4094];

+ tagged - k104, npm
yCTaHOBKE KOTOPOro
aboHeHTCcKoe
YCTpPOWNCTBO Byaet
oTnpaenaTk Ethernet-
opeiimbl yKazaHHOro
MPUIOXEHNSA B
TermpoBaHHOM BuAe.
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War OnucaHwue KomaHpa Kntoun
9 YCTaHOBUTL CETEBYIO NOSIUTUKY Ha esr(config-if-gi)# lldp network- <NAME> - ums network-policy,
NHTEpgeic. policy <NAME> 3ajaertcs cTpokoii go 31
cumBoONa.

8.3.2 Mpumep HacTpolikm Voice VLAN

Voice VLAN — VLAN ID, npu nony4eHumn kotoporo IP-tenecoH nepexogunt B pexum trunk ¢ 3agaHHbim VLAN ID
Ana npuema u otnpasku VolP-Tpacdvka. Mepegaya VLAN ID ocyuwlecTenseTcsa nocpenctsom pactumpeHuns MED
npotokona LLDP.

3apgaua:

Heob6xoanmo pa3genntb Tpadumk TenedoHnn 1 gaHHblx no pasHbiM VLAN, vid 10 ans aaHHbIX 1 vid 20 ans
TenedoHun n Hactpoutb otnpasky Voice VLAN c nopta gi 1/0/1 ESR. MNMpwn atom Ha IP-renedoHe gonxeH
nogaepxmeatbcs 1 6bITb BKAOYEH Voice VLAN.

ESR
Gi 1,041

PewieHue:

MpeaBapuTenbHo Heobxoanmo co3gatb VLAN 10 u 20 n HacTpouTb uHTepdpeiic gi 1/0/1 B pexxwume trunk:

esr(config)# vlan 10,20

esr(config-vlan)# exit

esr(config)# interface gigabitethernet 1/0/1
esr(config-if-gi)# mode switchport

esr(config-if-gi)# switchport mode trunk
esr(config-if-gi)# switchport trunk allowed vlan add 10,20
esr(config-if-gi)# exit

Bkntounm LLDP n nogaepxky MED B LLDP rno6asibHO Ha MmapLipyTusatope:

esr(config)# 1ldp enable
esr(config)# 1ldp med fast-start enable

Co3gaavM 1 HaCTPOUM CeTEBYHO NOUTUKY TakMM 06pa3om, YToObI ANs NPUNoXeHUs voice ykasbiBanics VLAN
ID 20:

esr(config)# network-policy VOICE_VLAN
esr(config-net-policy)# application voice
esr(config-net-policy)# vlan 20 tagged
esr(config-net-policy)# exit

140



ESR-Series. PyKoBOACTBO MO aKcniyaraunm

HacTtpoum LLDP Ha uHTepdeiice n ycTaHOBMM Ha HEr0 CETEBYHO NOSINTUKY:

esr(config)# interface gigabitethernet 1/0/1
esr(config-if-gi)# 1ldp transmit
esr(config-if-gi)# 1ldp receive
esr(config-if-gi)# 1ldp network-policy VOICE_VLAN
esr(config-if-gi)# exit

8.4 Hacrtpoiika TepMuHaymmu Ha cab-uHtepdeiice

[ns TepmuHupoBaHuns Ethernet-copeimoB koHkpeTHoro VLAN Ha onpegeneHHOM (onsnyeckom uHtepdpeiice
HeobxoAMMo co3aaTh cab-uHTepdeic ¢ ykasaHnem Homepa VLAN, dopeiimbl koToporo 6yayT
TepMuHupoBatbcs. Mpu co3gaHnm AByx cab-nHTepdelicoB ¢ ogmHakoBbiMu VLAN, HO Ha pasHbIX on3nyeckmx/
arpermpoBaHHbIX MHTepdelicax, kommyTaums Ethernet-chpeiimoB mexay AaHHbIMK cab-uHTepdencamm byaet
HEBO3MOXHa, T. K. CETMEHTbI 3a npejenammn cab-mHTepdelicoB 6yayT ABAATLCA OTAEbHLIMU
LUMPOKOBeLLaTeTbHbIMU AOMeHaMK. /19 06MeHa AaHHbIMU Mexay aboHeHTaMKn pasHbix cab-uHTepdeincos
(naxe c ognHakoBbiM VLAN-ID) 6yaeT ncnonb3oBaTbCs MapLUpyTusauus, T. €. 06MeH AaHHbIMY 6yaeT
NPOVCX0ANTb Ha TpeTbeM ypoBHe mogenu OSI.

8.4.1 ANroputm HacTpPOWKMU

LWar

OonucaHue

Co3patb cab-nHTepgeiic onanyeckoro
nHTepdelica (BO3MOXHO TOMbKO ec/u

oU3nNYeCcKnini NHTepgEenc B pexmnve
routeport nnu hybrid).

3agath onvcaHve cab-uHtepdueiica (He

0653aT€e/bHO).

Ykasatb ak3emnniap VRF, B kKoTopom
6ynet paboTaTtb AaHHbI cab-
nHTepdelic (He 06s13aTenbHO).

KomaHpa

esr(config)# interface
gigabitethernet <PORT>.<S-VLAN>

nnn

interface tengigabitethernet
<PORT>.<S-VLAN>

nnn

interface port-channel <CH>.<S-
VLAN>

esr(config-subif)# description
<DESCRIPTION>

esr(config-subif)# ip vrf
forwarding <VRF>

Knoun

<PORT> — Homep chn3nyeckoro
nHTepdeiica.

<CH> - Homep
arpermpoBaHHOro nHTepdelica.

<S-VLAN> - ngeHtuncmkarop
coszgasaemoro S-VLAN.

Ecnu cmsnuecknii uHTepdeiic
BK/1tOYEeH B bridge-group,
cosfarb cab-uHTtepdoeic byaet
HEBO3MOXHO.

<DESCRIPTION> — onuncaHwve
NHTEepdoeinca, 3aaaétcs
CTPOKOI A0 255 cnmBonoB.

<VRF> - nmsa VRF, 3apaetcsa
cTpokoit go 31 cumBona.
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OonucaHue

Ykasatb IPv4/IPv6-agpec n macky

NoACETN ANA KOHQUIYPUpPyeEMOoro

nHTepdelica nnm BKIUMTb NOMyyeHne

IP-agpeca guHamunuecku.

OTKI0UUTL Ha NHTepdpeiice cyHKLMM
Firewall nnun Bkntountb nHTEpcheiic B

30Hy 6e3onacHocT (M. pasaen
KoHdpuryprpoBaHue Firewall).

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpa

esr(config-subif)# ip address
<ADDR/LEN>

esr(config-subif)# ipv6 address
<IPV6-ADDR/LEN>

esr(config-subif)# ip address dhcp

esr(config-subif)# ip firewall
disable

esr(config-subif)# security-zone
<NAME>

Knoun

<ADDR/LEN> - IP-agpec un
ONIMHAa MacKu NoaceTw,
3ajaéTtcAa B BuAe
AAA.BBB.CCC.DDD/EE, rge
Kaxgasa yactb AAA - DDD
npuHUMmaeT 3HadeHus [0..255] n
EE npvHumaet 3HayeHun
[1..32].

JononHutensHble PyHKLMK
IPv4-appecaunn cm. B pasgene
HacTpolika IP-agpecauunn.

<IPV6-ADDR/LEN> - IP-agpec
1 npednkc noaceTtu, 3aaéTca
B Buae X:X:X:X::X/EE, rne
Kaxgas yacTb X npuHMmaeT
3HaueHusa B
LecTHaguaTepuyHoM dropmare
[0..FFFF] n EE npuHumaet
3HayeHus [1..128].
JononHutenbHble qyHKLMK
IPv6-agpecaunn cm. B pasgene
HacTtpoliika IPv6-agpecaLuun.

MOXHO yKa3aTb HECKOSIbKO
UIPv4/IPv6-appecoB
nepeyncrieHnem Yepes
3anaTyo. MoXeT 6bITb
Ha3HauyeHo A0 8 IPv4/IPv6-
aapecoB Ha nHTepdeiic.

JononHuTtensHble yHKUMN
npu paéote DHCP-knueHTa cm.
B pasgene YnpasnerHne DHCP-
KNIMEHTOM.

<NAME> — nms 30HbI
6e30nacHOCTK, 3a4aéTcs
cTpokoii go 31 cumsona.
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War OnucaHue KomaHpa Knoun

6 YCcTaHOBUTbL MHTEPBaUT BpeMeH!, B esr(config-subif)# load-average <TIME> — uHTepBan B
TeyeHme KOTOporo cobupaetcs <TIME> cekyHAax, npuHuMaeT
cTaTuCTVKa O Harpyske Ha cab- 3HayeHus [5..150].

nHTepdelic (He 06s3aTenbHO).

7 YcTtaHoBUTb BpeMs XnsHu IPv4/1Pv6 esr(config-subif)# ip arp <TIME> — BpeMs XW3HK
3anuceii B ARP-Tabnuue, nsyyeHHbix Ha reachable-time <TIME> AnHamuyeckux MAC-aapecos,
[laHHOM uHTepdelice (He B MUINCEKYHAAX.
0653aTe/bHO). nnm

Jonyctumble 3HadeHns ot 5000
esr(config-subif)# ipvé nd [0 100000000 MUNINUCEKYHA.
reachable-time <TIME> PeasibHoe Bpems 06HOB/EHNS

3anvcu Bapbupyetcs ot
[0,5;1,5]*<TIME>.

8 N3meHnTb pasmep MTU esr(config-subif)# mtu <MTU> <MTU> - 3HayeHne MTU B
(MaximumTransmitionUnit). MTU Gaiitax.
6onee 1500 6yaeT akTUBHO TO/IbKO
€C/iM NpMMeHeHa KkomaHga "system 3HauyeHune no ymosyaHuio:
jumbo-frames” (He 06s13aTesIbHO). 1500.

9 BKkOuMTb 3anncb CTaTUCTUKN esr(config-subif)# history

MCNonb30BaHWs TeKyLLlero nHtepgeinca  statistics
(He 06si3aTenbLHO).

10 Mepeonpenenntb 3HaueHne nonst MSS  esr(config-subif)# ip tcp adjust- <MSS> - 3HaueHue MSS,
(Maximum segment size) Bo Bxogawmx mss <MSS> NPUHUMAET 3Ha4YEHNS B
TCP-naketax (He 06513aT€/bHO). AvanasoHe [500..1460].

esr(config-subif)# ipv6 tcp adjust-
mss <MSS> 3Ha4yeHVe No yMo/14aHuio:
1460.

Takke ana cab-nHtepgenca BOSMOXHO HACTPOUTb:

*+ QoS B 6a30BOM U/IM paclUMpPEHHOM pexnmax (cM. pasgen YnpaeneHne QoS);

« proxy (cm. pasgen lNpokcuposarne HTTP/HTTPS-Tpadiuka);

* MOHUTOPUHT Tpadouka (cM. pasaensl Hactpoiika Netflow n Hactpoiika sFlow);

* (pyHKLMOHaN NPOTOKOIOB MapLLpyTM3aumm (CM. pasgen Ynpasnexve mapLipyTmisatmneil);
+ npotokon VRRF (cm. pazgen YnpaeneHne pesepBupoBaHnem);

* oyHKumoHan BRAS (cm. pasgen Yrnpaenenve BRAS (Broadband Remote Access Server));
* doyHkumoHan IDS/IPS (cm. pasgen Hactpoiika IPS/IDS).

8.4.2 MMpumep HacTpoiiku cab-uHTepdceiica
3apgaua:

HacTtpouTb TepmuHaumio nogcetn 192.168.3.1/24 B VLAN: 828 Ha donsmyeckom uHtepdpeiice gigabitethernet
1/0/1.

143



ESR-Series. PyKoBOACTBO MO aKcniyaraunm

PelwweHue:

Cosgaaum cab-nHtepdelic agna VLAN 828:
esr(config)# interface gigabitethernet 1/0/1.828
HacTtpoum IP-agpec 13 Heo6xoaMmon NoaceTu:

esr(config)# interface gigabitethernet 1/0/1.828
esr(config-subif)# ip address 192.168.3.1/24
esr(config-subif)# exit

& Momumo HasHaueHus IP-agpeca, Ha ca6-uHTepdeiice He06X04MMO NMGO OTKMUUTS firewall,
NGO HACTPOUTb COOTBETCTBYIOLLYIO 30HY 6€30MacHOCTU.

8.5 Hacrtpoiika TepmuHaymmu Ha Q-in-Q nHtepdeiice

Q-in-Q — TexHonornAa nepepayn naketos ¢ Apyms 802.1g-Teramu. [laHHaa TEXHOOMMA UCNONb3yeTca AN
pacluMpeHunst KonuyecTea ucnosnb3yembix VLAN B ceTv nepefaumn AaHHbIX. BHyTpeHHUM Terom (InnerTag)
HasbiBaeTcs 802.1g-3aro/1oBoK 6nmxe K payload. Tak e BHyTpeHHWiA Ter HasbiBatoT C-VLAN (Customer VLAN).
BHewHwuii Ter (OuterTag) — aT1o 802.10-3aro/n10BOK, A06AB/EHHbIN K M3HaYasibHOMy 802.1g-nakeTom, Tak xe
HasbiBaeTcs S-VLAN (Service VLAN). Mcnonb3oBaHue ABoliHbIX MeToK B Ethernet-copeiimax onncbiBaetcs
npoTtokonom 802.71ad.

8.5.1 AnroputMm HacTpoOIiKu

War OnucaHue KomaHpa Knoun

1 Cospatb cab-uHtepdeiic ousmueckoro  esr(config)# interface <PORT> - HOMep dom3nyeckoro
nHTepdelica (BO3MOXHO TO/IbKO eC/n gigabitethernet <PORT>.<S-VLAN> uHTepdelica.
m3ndecknin nHTepdeinc B pexrnve
routeport nnw hybrid). nnu <CH> - Homep
arpernpoBaHHOro nHTepdeiica.
interface tengigabitethernet
<PORT>.<S-VLAN> <S-VLAN> — ngeHTtuncmkarop
cosgaBaemoro S-VLAN.

nnu

Ecnun dmsnueckunin nHtepdeic
interface port-channel <CH>.<S- BK/ItOUeH B bridge-group,
VLAN> co3pgatb cab-uHTepgoeiic bygert

HEBO3MOXHO.
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2

OonucaHue

Cospatb Q-in-Q nHTEpdelic.

3agaTb onucaHue Q-in-Q nHTepdeiic
(He 06s13aTeNBLHO).

Ykasatb ak3emnniap VRF, B kotopom
6ypeT pabotartb gaHHbiin Q-in-Q
nHTepdelic (He 06s3aTeNbHO).

Ykasatb IPv4/IPv6-agpec n macky
noaceTn ANns KOHPUrypmupyemoro

MHTepcbeVlca NN BK/ZTOYNTL NoJslyveHne

IP-agpeca anHamunyecku.

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpa

esr(config)# interface
gigabitethernet <PORT>.<S-
VLAN>.<C-VLAN>

nnm
esr(config)# interface
tengigabitethernet <PORT>.<S-
VLAN>.<C-VLAN>

nnn

esr(config)# interface port-channel
<CH>.<S-VLAN>.<C-VLAN>

esr(config-qing-if)# description
<DESCRIPTION>

esr(config-qing-if) # ip vrf
forwarding <VRF>

esr(config-qing-if)# ip address
<ADDR/LEN>

Knoun

<PORT> — HOmep dhn3nyeckoro
nHTEpgoeinca.

<CH> - Homep
arpermpoBaHHOro nHTepdelica.

<S-VLAN> — ngeHTtuncukarop
cosgasaemoro S-VLAN.

<C-VLAN> - ngeHtudmkatTop
cosgasaemoro C-VLAN.

Ecnun donsnueckuin nnmn cao-
nHTepdeiic BkoyeH B bridge-
group, co3gaTtb cab-mHTepgeiic
6yneT HEBO3MOXHO.

<DESCRIPTION> — onucaHune
NHTepdeiica, 3aaaétcs
CTpOKOIi A0 255 cCMMBONOB.

<VRF> - nms VRF, 3agaetca
cTpokoii go 31 cumsona.

<ADDR/LEN> - IP-agpec n
ANMHa Macky NoACeTH,
3apaéTca B Buae
AAA.BBB.CCC.DDD/EE, roe
Kaxgasa yacte AAA - DDD
npuHUMaeT 3HauveHus [0..255] n
EE npuHumaeT 3HayeHuns
[1..32].

JononHutesnbHble yHKUUK

IPv4-agpecaunn cm. B pasgene
HacTtpolika IP-agpecauun.
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LWar

OonucaHue

OTKNIOUNTb Ha MHTEepdelice yHKLUUN
Firewall nnu Bkntounte nHTEpcheiic B
30Hy 6e3onacHocT (CM. pasaen
KoHdpurypuripoBaHue Firewall).

YCTaHOBUTb MHTEPBAS1 BPEMEHW, B
TeyeHne KoToporo cobmpaeTcs
cTaTuCTMKa O Harpy3ke Ha cab-
nHTepdelic (He 06s3aTenbHO).

YctaHoBUTb Bpems XnsHu IPv4/1Pv6
3anuceii B ARP-Tabnuue, sy4yeHHbIX Ha
[laHHOM uHTepdelice (He
0653aTe/bHO).

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpa

esr(config-qing-if)# ipv6 address

<IPV6-ADDR/LEN>

esr(config-qing-if)# ip address
dhcp

esr(config-qing-if)# ip firewall
disable

esr(config-qing-if)# security-zone

<NAME>

esr(config-subif)# load-average
<TIME>

esr(config-subif)# ip arp
reachable-time <TIME>

nnn

esr(config-subif)# ipv6 nd
reachable-time <TIME>

Knoun

<IPV6-ADDR/LEN> — IP-agpec
1 npedmkc noaceTu, 3agaéTcs
B Buae X:X:X:X::X/EE, rae
Kaxaasa yactb X NpuHUMaeT
3Ha4YeHus B
LUecTHaauaTepmyHoM dpopmare
[0..FFFF] v EE npuHumaet
3HaveHus [1..128].

JononHutensHble yHKUnn
IPv6-appecaunn cm. B pasgene
HacTtpoiika IPv6-agpecauuu.

MOoXHO yKa3aTb HeCKO/IbKO
UIPv4/IPv6-agpecoB
nepeyncreHnem yepes
3anATyr0. MoxeT 6bITb
HasHaueHo Ao 8 IPv4/IPv6-
aapecoB Ha nHTepdeiic.

JononHutensHble yHKUMN
npu pabote DHCP-knveHTa cm.
B pasgene YrnpaenexHve DHCP-
KIIMEHTOM.

<NAME> - M5 30HbI
6e3onacHocCTu, 3agaértcs
cTpokoii go 31 cumsona.

<TIME> — nHTepBan B
cekyHpax, npuHumaet
3HayeHus [5..150].

<TIME> — BpeMs Xn13Hn
AnHamnyecknx MAC-agpecos,
B MW/I/IUCEKYHAOAX.

Jonyctumble 3HayeHus ot 5000
£0 100000000 MunmcekyHa,
PeanbHoe Bpemsi 06HOBNEHNS
3anncu BapbupyeTcs oT
[0,5;1,5]*<TIME>.
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ESR-Series. PyKoBOACTBO MO aKcniyaraunm

War OnucaHue KomaHpa Knoun

9 M3meHuTL pasmep MTU esr(config-subif)# mtu <MTU> <MTU> - 3HayeHne MTU B
(MaximumTransmitionUnit). Gaiitax.
MTU 6onee 1500 6yaeTt akTUBHO
TO/IbKO €C/M NPUMEHEHa KoMaHaa 3HayeHne No yMon4aHuo:
"system jumbo-frames" 1500.

(He 06s3aTENbHO).

10 BKOuMTb 3anncb CTaTUCTUKN esr(config-subif)# history
NCMonb30BaHNA TekyLlero nitepdpeinica  statistics
(He o6si3aTENBHO).

11 Mepeonpenenutb 3HaueHue nonst MSS  esr(config-subif)# ip tcp adjust- <MSS> - 3HauyeHne MSS,
(Maximum segment size) Bo Bxogawmx mss <MSS> NPUHUMAaET 3HaYeHUs B
TCP-nakeTtax (He 06513aT€/1bHO). AnanasoHe [500..1460].

esr(config-subif)# ipv6 tcp adjust-
mss <MSS> 3Ha4veHVe No yMOo/14aHuio:
1460.

Takke ana Q-in-Q nHTepdelica BO3MOXHO HAaCTPOUT:

+ QoS B 6a30BOM M/ pacLUMPEHHOM pexumMax (cM. pasgen YnpasneHve QoS);

- proxy (cm. pasgen lNpokcrposarne HTTP/HTTPS-Tpadinka);

* MOHUTOPUHT Tpadouka (cM. pasaensl Hactpoiika Netflow n Hactpoiika sFlow);

* (PYHKLMOHA/ MPOTOKO/I0B MapLupyTusauuy (CM. pasaen YrnpasrieHue MapLipyTusaLyei);
+ npotokon VRRF (cm. pazgen YnpasnieHue pesepBupoBaHnem);

* dpyHKumoHan BRAS (cMm. pasgen YnpasneHnue BRAS (Broadband Remote Access Server));
* doyHkumoHan IDS/IPS (cm. pasgen Hactpoiika IPS/IDS).

8.5.2 Mpumep HacTpoliku Q-in-Q nHtepdcperica

3apaua:

HacTtpoutb TepMmunHaunio nogcetn 192.168.1.1/24 komouHauum C-VLAN: 741, S-VLAN: 828 Ha dm3nyeckom
nHtepdpeice gigabitethernet 1/0/1.

PelweHune:

Cosgaaum cab-nHtepdelic ana S-VLAN: 828:

esr(config)# interface gigabitethernet 1/0/1.828
esr(config-subif)# exit

Coszgaaum Q-in-Q-nHtepdoeiic ana S-VLAN: 741 n HacTpoum IP-agpec 13 Heo6xoaMMOMN NOACETH:

esr(config)# interface gigabitethernet 1/0/1.828.741
esr(config-qing-if)# ip address 192.168.1.1/24
esr(config-qing-if)# exit

147



ESR-Series. PyKoBOACTBO MO aKcniyaraunm

& Tomumo HasHaueHus IP-agpeca, Ha Q-in-Q ca6-uHTepelice HE0O6X0AUMO NMNGO OTKIOUUTL

8.6 Hacrtpoiika USB-mogemoB

firewall, nn6o HacTponUTbL COOTBETCTBYIOLLYIO 30HY G€30NacHOCTW.

Mcnonb3oBaHne USB-MogeMOB NO3BOSIET OPraHn130BaTh A0MNO/HATE/bHbIN KaHan CBA3M A1 paboThbl
mapLipyTusatopa. Mpu nogkntoyeHnn USB-moaemMoB BO3MOXHO MCMo/ib3oBaTk USB-KOHLEHTpATOpbI.
O[IHOBPEMEHHO B CUCTEME MOXET 6bITb CKOH(DUTypUupoBaHo Ao 10 USB-moaemos.

8.6.1 Anroputm HacTtpoiiku USB-mogemoB

LWar

OonucaHuve

Mocne nogknioyeHus USB-mogema
[oxaaTbes, Korga cmctema ooHapyxuTt
NoAK/It0OYEHHOE YCTPOMCTBO.

OnpegenuTb, Kako HoOMep YCTPONCTBa
Ha3Ha4yeH Ha NOAK/MHOYEHHbI
USB-mogem.

Coszgatb npodunsib HACTPOeK AN
USB-mogema v nepeiiti B pexum
KOHOMrypmpoBaHus npogounnsi.

3apatb onvicaHue Npodins HaCTPOEK
(He 06s13aTENLHO).

3aAaTb TOUKy A0CTyna MOGU/IbHON
ceTu.

3agaTb UMs Nonb3oBaTens MoOW/IbHOA
cetu (ecnu Mo6uNbHBI onepaTtop
TpebyeT ayTeHTUmKaLmm no NoruHy/
naposio).

YcTaHoBUTL Naposib 15 Nosb30BaTens
MOGUIbHOW ceTu (ecn MOBUbHBII
oneparop TpebyeT ayTeHTUdmKaLmu no
NI0TVHY/Napornto).

KomaHpa

esr# show cellulars status modem

esr(config)# cellular profile <ID>

esr(config-cellular-profile)#
description <DESCRIPTION>

esr(config-cellular-profile)# apn
<NAME>

esr(config-cellular-profile)# user
<NAME>

esr(config-user)# password ascii-
text

{ <CLEAR-TEXT> | encrypted
<ENCRYPTED-TEXT> }

Knoun

B none "USB port" 6yget
yKasaH naeHTudgmkaTop
NOAKMOUEHHOIO YCTPOICTBA.

<ID> — ngeHTudpumkarop
npodnna HacTpPoek Ans
USB-mogema B cucteme [1..10].

<DESCRIPTION> — onucaHwve
npodonns, 3aaéTcsa CTPOKOA
00 255 cMMBO/IOB.

<NAME> - Touka gocTyna
MOGUNbHON CeTw, 3aAaéTcA
cTpokoii go 31 cumsona.

<NAME> - ums nonb3oBarens,
3agaéTcsa cTpokoit ao 31
cumBona.

<CLEAR-TEXT> - naponb B

OTKpbITOI chopme, 3aaaéTcs
cTpokoii [1 .. 64] cumBonos,
MOXEeT BK/l0UaTb CUMBOJIbI

[0-9a-fA-F];

<ENCRYPTED-TEXT> — naposnb
B 3aLUMpOBaHHON dhopme,
3a7aéTcs CTPoKoit [2..128]
CMMBOJIOB.
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10

11

12

13

14

15

16

17

OonucaHue

AKTVBMPOBATL NoMb3oBaTens (ecam
MOOW/bHbIV onepartop TpebyeT
ayTeHTudMKaLuMn No fIor1HY/Naponto).

YcTaHOBUTb HOMEp A03BOHA A1
NOAK/IOUYEHNS K MOBW/TbHOW CETU.

3ajaTb MeTof, ayTeHTUdMKaLmm
nosib30oBatens B Mo6ubHol cetun (He
06513aTe/bHO).

OrpaHnynTb BO3MOXHOCTb
ncnosb3oBaHus cemelicts IP-agpecos
B MOGUbLHO ceTu.

Cozpgatb USB-Moaem B KoHdurypauuu
MapLUpyT13aTopa 1 NepenTn B peXxmm
KOHhMrypupoBaHua mogema.

3apgaTb onvcaHue mogema (He
06513aTe/NbHO).

Ykasatb ak3emnniap VRF, B kotopom
6yneT paboTaTtb AaHHbIi Mogem (He
06513aTe/bLHO).

3apatb ngeHtudukaTop USB-mogema,
Ha3HauYeHHOro cucTemoli (onpeaeneH B
MyHKTE 2).

HasHaunTb paHee co3gaHHblii npodunb
HacTpoek ansa USB-mopema.

3apatb Koa pa3bnokmpoBku SIM-kapTbl
(B cnyyae Heo6X0AMMOCTH).

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpa

esr(config-user)# enable

esr(config-cellular-profile)#
number <WORD>

esr(config-cellular-profile)#
allowed-auth <TYPE>

esr(config-cellular-profile)# ip-
version
{ipv4 | ipv6}

esr(config)# cellular modem <ID>

esr(config-cellular-modem)#
description <DESCRIPTION>

esr(config-cellular-modem)# ip vrf
forwarding <VRF>

esr(config-cellular-modem)#
device <WORD>

esr(config-cellular-modem)#
profile <ID>

esr(config-cellular-modem)# pin
<WORD>

Knioun

<WORD> — HoMep [03BOHa 4/1A
NOAKAYEHNST K MOBUITbHO
ceTu, 3aaaéTcs CTpoKoin go 15
C/MBOJIOB.

<TYPE> - meTop,
ayTeHTUdmKaumm
nosnb3oBaTenst B MOOW/IbHOM
ceTtu [none, PAP, CHAP,
MSCHAP, MSCHAPV2, EAP].

3HayeHune no ymonyaHmo: PAP.

* ipv4 — cemelicTBo IPv4;
* ipv6 — cemelicTso IPV6;

<ID> - ngeHTudmkarop
USB-mogema B cucteme [1..10].

<DESCRIPTION> — onucanune
MOZEeMa, 3a4aETCsA CTPOKOW A0
255 cMmBONOB.

<VRF> - nmsa VRF, 3agaetca
cTpokoii go 31 cumsona.

<WORD> - ngeHtucmkarop
USB-nopTa nofknto4eHHoro
mogema [1..12].

<ID> — ngeHTnpmkarop
npodonia HacTpoek Ans
USB-mogema B cucteme [1..10].

<WORD> - Koa pa36/710KMpOBKM
SIM-kapThl [4..8]. BO3MOXHO
1cnosib3oBaHme ToNbKO Uudp.
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18

19

20

21

22

23

OonucaHue

PaspelwnTb ncnosb3oBaHne TOro Uamn
WHOro pexuma pabotsl USB-mogema
(He o6si3aTenbHO).

3apaTb pasmep MakcumMasibHOro
NpYHMMaeMoro naketa (He
06si3aTesIbHO).

3MeHUTb MaKCMMasTbHbIN pasmep
obpabaTtbiBaeMbIx naketos MTU
(MaximumTransmitionUnit).

MTU 6onee 1500 6yaeT akTUBHO
TO/MbKO €C/M MPYMEHEHa KoMaHaa
"system jumbo-frames" (He
06513aT€e/bLHO).

3afaTb NPeAnoyTUTENbHbINA PEXUM
paboTbl USB-Mogema B MOGUNBLHOWA
ceTun (He 06A3aTeNbHO).

OTKAUNTb Ha MHTepdieice hyHKLMM
Firewall unu Bkntounte nHtepceiic B
30Hy Ge3onacHocTy (CM. pasgen
KoHdpurypripoBaHue Firewall).

AkTnsmposatb USB-mogem.

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpa

esr(config-cellular-modem)#
allowed-mode <MODE>

esr(config-cellular-modem)# mru
{<MRU>}

esr(config-cellular-modem)# mtu
<MTU>

esr(config-cellular-modem)#
preferred-mode { <MODE> }

esr(config-subif)# ip firewall
disable

esr(config-subif)# security-zone
<NAME>

esr(config-cellular-modem)#
enable

Takxke ona mogema COTOBOW CETN BO3MOXHO HaCTpPOUTb:

+ QoS B 6a30BOM MM pacLUMPeHHOM pexumMax (cM. pasaen YnpasneHve QoS);
+ proxy (cm. pasgen Npokcuposarne HTTP/HTTPS-Tpaduka);

* MOHMTOPUHT Tpadmka (cm. pasgensl Hactpoiika Netflow n Hactpoiika sFlow);
* (hyHKUMOHa NPOTOKOM0B MapLupyTu3aumm (cMm. pasgensl Policy-based routing n MultiwAN).

Knioun

<MODE> - gonyCTUMbIA peXxmm
pa6oTbl USB-mogema [2g, 34,
4q].

Mo ymonyaHuio: paspeLleHsbl
BCE PEXMMbI,
noagepxvsaemMble MOSEMOM.

<MRU> - 3HaueHne MRU,
NPUHUMAET 3HAYEHUS B
[AmnanasoHe [128..16383].

3HaueHve No yMouaHuio:
1500.

<MTU> - 3HaueHne MTU B
baiiTax.

3HaueHne no ymonyaHuio:
1500.

<MODE> — npeanouTUTeNbHbIi
pexum paboTtbl USB-mogema

[2g, 39, 44].

<NAME> - M5 30HbI
6e3onacHoCTu, 3agaértcs
cTpokoii go 31 cumsona.
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ESR-Series. PyKoBOACTBO MO aKcniyaraunm

& [nA nonHOUEHHOro (PyHKLMOHMPOBaHUA MogeMa MOGUIbLHOI ceTu Heo6Xxo4UMMO
[AONOJIHNUTE/IbHO HAaCTPOUTb MapLupyTusauno n pyHkumoHan NAT.

8.6.2 Mpumep HACTPOIKMK

3apgaua:

HacTpouTtb nogkntoyeHve k cetn NHTepHeT, ncnonb3ys USB-moaem.

PeweHune:
[na npumepa pasdepém noakyeHne K cotToBoMy onepatopy MTC.

Mocne nNogxntyYeHns MogemMma HeobX04MMO A0XKAATLCSA, KOrga cucTemMa 06HapYXXUT yCTPoIcTBO. Onpeaenum
NopT YCTPOICTBA, KOTOPbIA Gbl/T HA3HAYEH Ha NOAK/YEHHBLI USB-Moaem:

esr# show cellular status modem

Number
device USB port Manufacturer Model Current state Interface Link state
1 1-2 huawei E3372 Disabled -= Down

Cosgaanm npodmnb HacTpoek ana USB-mogema:
esr(config)# cellular profile 1

3agagum APN, koTopblii TpebyeT nposaigep, Wav UHo HeobXxoanMbIn agpec. Huke nokasaH npuMep
nogknoyeHnsa k APN MTC:

esr(config-cellular-profile)# apn internet.mts.ru
Mpn HeobxoaAMMOCTY 3a4aéM UMS NoMb30BaTe s, Naposib, HOMep 403BOHA N MeTO/ ayTeHTUhMKaunu:

esr(config-cellular-profile)# user mts
esr(config-ppp-user)# password ascii-text mts
esr(config-cellular-profile)# number *99#
esr(config-cellular-profile)# allowed-auth PAP

MNepeligém K KoHUryprposaHuio USB-mogema v 3agaamm naeHTugumkaTop, COOTBETCTBYOLMIA NOPTY
YCTPOWCTBA, KOTOPbI 6blN1 ONpeaenéH B Havane:

esr(config)# cellular modem 1
esr(config-cellular-modem)# device 1-2

HasHaunm cOOTBETCTBYHOLLMIA NPOIU/Ib HACTPOEK U aKTUBMPYEM MOAEM:

esr(config-cellular-modem)# profile 1
esr(config-cellular-modem)# enable
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8.7 Hacrtpoiika STP/RSTP

Spanning Tree Protocol — ceTeBoii NpOTOKO/, OCHOBHOI 3aa4eii KOTOPOro ABNSETCA NpuBefeHne cetu
Ethernet ¢ n36bITOYHLIMY COEAMHEHNAMU K APEBOBWAHON TONOMOMAK, CKoYaoLweli netin. Cetesble
yCcTpolicTBa 0OMEHMBAKOTCA KOH(UTYPALMOHHBIMU COOBLLIEHNAMY, NCMOSb3YS Kaapbl CneuuasbHoro hopmara,
1 BbIGOPOYHO BK/IHOHAKOT M OTK/IHOYAIOT nepejady Ha nopTbl.

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

Rapid (6bicTpbiit) STP (RSTP) — aBnsieTcst ycoBepLlieHcTBOBaHMEM NpoTokosia STP, xapakTepusyeTcs
MEeHbLUMM BPEMEHEM NPUBEAEHUsI CETU K APEBOBUAHOI TOMOOTMN U MMeeT 60/1ee BbICOKYO YCTOUMBOCTb.

8.7.1 Anroputm HacTpoiiku Spanning Tree

Llar

OonucaHuve

BKNounTh Spanning-tree B pexvime

vlan-aware.

YCTaHOBUTbL NHTEPBaU1 BPEMEHMH,

3aTpaynBaemsblil Ha NpocsyLMBaHME 1

n3yyeHne

COCTOSIHWIA nepej nepeksirnyeHnem B

COCTOsiHME Nnepejaun.

YCcTaHOBWTb MHTEPBa/T BPEMEHU MEXAY

otnpaskoi BPDU-nakeToB.

YCTaHOBUTb BpeMsA XXN3HN CBA3YOLLETO

Aepesa STP.

Bbi6paTh NofaaepXnuBaemblii NPOTOKO/

n3 cemeiictea STP.

KomaHpga

esr(config)# spanning-tree

esr(config)# spanning-tree
forward-time <TIME>

esr(config)# spanning-tree hello-
time <TIME>

esr(config)# spanning-tree max-
age <TIME>

esr(config)# spanning-tree mode
<MODE>

Knroun

<TIME> — Bpems B cekyHAax,
npuHUMaEeT 3HaueHus [4..30].

3HaueHue no ymonyaHuio: 15
CeKyHA.

<TIME> — Bpems B cekyHAax,
npuHUMAaET 3HadeHus [1..10].

3HayeHue no ymonyaHumio: 2
CeKyHAbl.

<TIME> — Bpems B cekyHAax,
NpYHUMAET 3HaueHus [6..40].

3HaueHue no ymonyaxuio: 20
CeKyHa.

<MODE> - npotokon
cemelictBa STP:

« STP - IEEE 802.1D
Spanning Tree Protocol;
+ RSTP - IEEE 802.1TW
Rapid Spanning Tree
Protocol;
+ MSTP - IEEE 802.1s
Multiple Spanning Trees.
3Ha4yeHune Mo yMO/THaHWIo:
RSTP.
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10

11

12

OonucaHue

YcTaHOBWTb METO/, onpefeneHns
LLeHHOCTM NyTW.

HacTtpoutb npropuTeT CBA3YIOLLETO
nepesa STP.

MepeinTn B peXxxmm KoH(UIryprpoBaHus

NHTepdenca/TyHHenNs/ceTeBoro MocTa.

BkntounTb spanning-tree.

YCTaHOBWTb MHTEpPBasT BPEMEHH,
3aTpaymBaemblii Ha NPOCyLUMBaHME U
n3yyeHue

COCTOSIHUIA Nepes, Nepek/IloieHeM B
COCTOSIHME Nepeaauun.

YCTaHOBUTb MHTEPBaJT BPEMEHN MEXAY
oTnpaskoi BPDU-nakeToB.

YCTaHOBUTb BPEMS XM3HW CBA3YIOLLETO
fepesa STP.

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpa

esr(config)# spanning-tree
pathcost method <short | long>

esr(config)# spanning-tree priority
<PRIORITY>

esr(config)# interface <IF-
TYPE><IF-NUM>

esr(config)# tunnel <TUN-
TYPE><TUN-NUM>

esr(config)# bridge <BR-NUM>

esr(config-bridge)# spanning-tree

esr(config-bridge)# spanning-tree
forward-time <TIME>

esr(config-bridge)# spanning-tree
hello-time <TIME>

esr(config-bridge)# spanning-tree
max-age <TIME>

Knoun

long — 3HaueHne LeHHOCTH B
JAnanasoHe [1..200000000];

short — 3HaueHne LieHHOCTY B
JnanasoHe [1..65535].

3HaueHve no
ymonuaxmio: short.

<PRIORITY> -

MpUOPWTET, yKa3biBaeTCA B
AvanasoHe c warom 4096
[0..61440].

3Ha4yeHue no
yMonyaHuo: 32768.

<IF-TYPE> Tvin nHTepdpeiica;

<IF-NUM> - F/S/P — F-thpeiim
(1), S - cnot (0), P — nopr.

<TUN-TYPE> — T1n TyHHens,

<TUN-NUM> - HOomep TyHHens.

<BR-NUM> — Homep bridge.

<TIME> — Bpems B CekyHAax,
npUHUMaEeT 3HaueHus [4..30].

3Ha4veHue Mo ymonyaHuio: 15
CEKYHA,
<TIME> — Bpems B cekyHAax,

npuHUMaET 3HaueHus [1..10].

3HaueHve No yMOMYaHuto: 2
CEKyHAbI.

<TIME> — Bpems B cekyHAaXx,
NpYHUMAET 3HadeHus [6..40].

3HauyeHue no ymonyaxuio: 20
CeKyH.
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13

14

15

16

17

18

19

OonucaHue

BbiGpaTb nogaepXMBaeMblii MPOTOKO/
n3 cemeiictea STP.

HacTpouTb NPUOPUTET CBA3YHOLLIETO
nepesa STP.

3anpetutb paboty npotokona STP Ha
KOHQMIyprpyeMomMm nHTepgielice.

YCTaHOBUTb METOZ, onpeaeneHuns
LLeHHOCTM NyTu.

PaspelunTb YCTaHOBUTb 3TOT MOPT B
KauecTBe root.

YctaHoBuUTb NpoToKon RSTP B
nepegatoLiee COCTOAHME U ONpesenuTb
TUN CBA3W 4115 BbIOpaHHOro nopra —
«TOYKa-TOYKa», «Pa3BETBNEHHbIN».

YcTaHOBUTb NPUOPUTET MHTEpPdelica B
cBsasywoLlem aepese STP.

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpa

esr(config-bridge)# spanning-tree
mode <MODE>

esr(config-bridge)# spanning-tree
priority <PRIORITY>

esr(config-if-gi)# spanning-tree
disable

esr(config-if-gi)# spanning-tree
cost

esr(config-if-gi)# spanning-tree
guard root

esr(config-if-gi)# spanning-tree
link-type {point-to-point|shared}

esr(config-if-gi)# spanning-tree
port-priority <PRIORITY>

Knoun

<MODE> - npoTokon
cemelictBa STP:

+ STP - IEEE 802.1D
Spanning Tree Protocol;
+ RSTP - IEEE 802.1TW
Rapid Spanning Tree
Protocol;
3Ha4yeHune Mo yMO/THaHWIo:
RSTP.

<PRIORITY> -
NPUOPUTET, yKa3bIBaeTCs B

AunanasoHe c warom 4096
[0..61440].

3HaueHuve no
ymosnyaHuio: 32768.

<COST> — cTonmocCTb nyTN,
yCTaHaB/MBaeTCs B AnanasoHe
[1..20000000].

3HauyeHue no ymonyaHuio: 4.

point-to-point — komaHaa
onpegensiet nHTepdeinc Kak
«TOYKa-To4YKa»,

shared — komaHga onpegensiet
nHTepdeiic Kkak
«Pa3BETB/IEHHbI».

3HayeHue no
yMo4aHuio: point-to-point.

<PRIORITY> — npuopwurer,
yKa3blBaeTCH B
JAnanasoHe ¢ warom 16 [0..240].
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LWar OonucaHue

20 BkouaeTca pexum, B KOTOPOM MopT,
Npy NOAHATUN HA HEM JIMHKa, cpasy

nepexoauT B COCTOsIHME Nnepeaauyn, He

[lOXNAasch UCTeueHus Taivepa.

KomaHpa

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

Knoun

esr(config-if-gi)# spanning-tree

portfast

& Tpotokon MSTP Ha JaHHbIi MOMEHT noaep)XaH Tosbko Ha ESR-1000, cOOTBETCTBEHHO KOMaHAb! AN

HacTpoiikn MSTP ecTb TONbKO Ha HEM.

8.7.2 Mpumep HaACTPOIAKU

3apgaua:

HacTpouTb Ha MapLupyTusaTope npoTtokos STP ans npeaoTBpalleHnst NeT/in ¢ MHTepBasioM NPOC/TyLIMBaHNA U
n3yyeHns cetn 10 cekyHA, 1 BpeMeHeM XM3HW CBa3ytoLlero gepesa 15 cekyH.

gilion
vian 50

ESR-20

gilfoil Switch
vian 50

giLioz2
vian 50

PelweHune:

1

giLi2
vian 50

[nsa npumepa pasbepém cxemy ¢ MapLIpyTU3aTOPOM 1 KOMMYTaTOPOM COEAMHEHHbIX ABYMS JIMHKAMM.

Mo ymonuanuio Ha ESR BkntoueH npotokon RSTP.

Mepenngém B peXxmm KOH(UrypupoBaHus:
esr-20# configure

3agagum NpoToKo/ No ymondaHuto STP:

esr-20(config)# spanning-tree mode stp

YCTaHOBMM BPEMS XU3HN CBA3YHOLLEro AepeBa — 15 cekyHA U MHTepBasl NPOCNYLIMBAHUS U U3YUYEHNS CETU —

10 cekyHA:

esr-20(config)# spanning-tree max-age 15
esr-20(config)# spanning-tree forward-time 10
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BbiBoA KOMaH bl show spanning-tree active:

esr-20# show spanning-tree active

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

Protocol version: STP

Root ID: [32768] a8:f9:4b:ad:5a:00
Root port: [128] gil/0/1
Pathcost 32768
Message Age 300
Hello time: 2 Max age time: 20 Forward delay: 15
Bridge ID: [32768] a8:f9:4b:ad:8e:5d
Hello time: 2 Max age time: 15 Forward delay: 10
Transmit hold count: 6 Topology change: 0
Time since topology change: 16 Topology change count: 2
Name State Prio.Num Cost Status Role PortFast Type
gil/o/1 en 128.2 32768 FRW Root No STP
gil/0/2 en 128.3 32768 BLK Altr No STP

8.8 Hacrtpoiika PPP uepes E1

PPP (aHrn. Point-to-Point Protocol) — aByXTOUY€YHbI1 NPOTOKO/ KAHA/TLHOTO YPOBHSI, UCMO/b3YeTCA AN

YCTaHOB/IEHMSI MPSIMOIA CBA3M MeXAy ABYMs y3namu ceT. MoXeT o6ecneunTb ayTeHTUUKALMIO COEAUHEHNS,

LMCPPOBaHME U CXKATUE AAHHbIX.

[nsa yctaHoBnenns PPP-coeanHeHns yepes notok E1 Heobxoammo Hannune megmakoHseptepa TOPGATE-

WAN-E1 B mapwpyTtunsatope ESR.

8.8.1 AnropuTm HacTpoiiku

War OnucaHue

MpepaBaputTenbHasa HacTpoiika:

1 Heobxogmmo Bk/IoUMTL nogaepxky Jumbo-
hpeimos.
[na BCcTynneHns nsmeHeHuii B cuy Tpebyetcs
nepesarpyska ycTpoiicTsa.

HacTtpoiika chnsuueckoro nHtepdcpeiica:

2 Heobxoammo BblbpaTb MHTEPAIENC, B KOTOPOM
yctaHoBnieH TOPGATE-WAN-E1.

3 MepeBecTu hnanyecknii HTEpAEeiic B pexum
KOMMYyTaLun.
4 3apatb pexum paboTbl MHTepdielica E1.

KomaHpa Knroun

esr(config)# system
jumbo-frames

esr(config)# interface
gigabitethernet 1/0/3

esr(config-if-gi)# mode
switchport

esr(config-if-gi)#
switchport mode e1
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War OnucaHue

5 3aaTb UCTOYHMK CUHXPOHK3aLMK (He
06A3aTe/IbHO).

6 Ykazatb pasmep MTU (Maximum Transmition

Unit) ana domsnuecknx nHtTepdelicos.

7 3ajarb Xalw-anropuTM NpoBepKU kaapa (He
0653aTe/IbHO).
8 3afarb NPoBEPKY Ha Ha/IMUMe OLUMGOK Mpu

nepepave (He 0653aTe/LHO).

9 3ajaTth VHBEPTUPOBaHWE NepefaBaemMblx 6UT (He
06A3aTe/bHO).

10 3ajatb TUN SIMHEHOro KogupoBaHust (He
06s13aTe/bHO).

11 3agaTb KO/IMYECTBO TaM-C/IOTOB.

12 VMcnonb3oBaTb E1 Kak eMHYI0 CYLHOCTb, 6e3

TalimcnoToB (He 06s13aTe/bHO).

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpa

esr(config-if-gi)#
switchport e1 clock
source <SOURCE>

esr(config-if-gi)# mtu
<MTU>

esr(config-if-gi)#
switchport e1 crc <FCS>

esr(config-if-gi)#
switchport e1 framing
<CRC>

esr(config-if-gi)#

switchport e1 invert data

esr(config-if-gi)#
switchport e1 linecode
<CODE>

esr(config-if-gi)#
switchport e1 timeslots
<RANGE>

esr(config-if-gi)#
switchport e1 unframed

Knoun

<SOURCE> — UCTOYHMK
CUHXPOHM3aLNN:

« internal (no ymonuaHuto)
— CUHXPOHM3NPOBATbLCS
C BHYTPEHHUM
NCTOUYHUKOM;

* line -
CUMHXPOHM3MPOBATbLCS C
JINHENHBbIM CUTHAJTOM.

<MTU> - 3HauyeHne MTU, ansa
ET1 n Multilink nHTepdelicos
HeobXxoANMO yKasaTb 3HaYeHus
B Anana3soxe [1510..9600].

<FCS> — nocnepoBaTtesibHOCTb
NPOBEPKN Kaapa:

*+ 16 (N0 ymonyaHuto) -
FCS16;
+ 32 - FCS32.

<CRC> - npoBepka
UUK/IMYECKO N3BbITOYHOCTHU:

*+ crc-4 — cnonb3oBaTtb
anroputm CRC-4;

* no-crc4 (no ymon4aHuio)
— He UCcnonb3oBaTb
NpPOBEPKY.

<CODE> - t1n nuHeliHoro
KoAMpOBaHUS;

+ ami — yepeayouelics
NONSPHOCTbIO
NUMMY/NbCOB;

+ hdb3 (no ymonuaHuio) -
[ABYXMONSAPHBINA KOZ
BbICOKOW NAOTHOCTK
nopsiaka 3.

<RANGE> — KonnyectBo Tanm-
C/I0TOB.
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Lar

OnucaHue

HacTpoiika uHtepcpeiica E1:

13

14

15

Heobxogmmo Bbibpatb nHTepdeiic E1.

Ykasatb IPv4 1 macky nogcetu ais
KOHQIUIyprpyemoro uHtepcpeiica.

OTKNUNTb Ha UHTepdeiice dyHKkumn Firewall
NN BKAOUNTb MHTEpPdeiic B 30HY 6e30nacHOCTK
(cm. pasgen KoHdpuryprposatue Firewall).

JononHuTtenbHble HacTpoiiku PPP ans E1:

16

17

18

19

20

21

Bkntounte CHAP-ayTeHTUdMKauuo ans PPP (He
0653aTesbHO).

3ajatb MMSA MapLUpyTM3aTopa, KoTopoe
OTNpaBnseTcs yaasieHHOl CTOpoHe A1
npoxoxaeHus CHAP-ayTeHTUtbmkaumm (He
0653aTe/IbHO).

3agarb naponb s ayteHTUudmkauum (He
0653aTesbHO).

BK/IOUNTb MTHOPUPOBaHUe ayTeHTudukaumm (He
06s13aTesbHO).

3agaTb UmsA nonb3oBatens ans
ayTeHTUdMKauum (He 06s3aTenbHO).

PaspeluaeTcsa npyHMMaTb OT coceaa noboi
HeHyneBoii IP-agpec B kKauecTBe 10KasibHOrO IP-
apapeca (He 06s3aTesbHO).

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpa

esr(config)# interface e1
1/<SLOT>/1

esr(config-e1)# ip
address <ADDR/LEN>

esr(config-e1)# ip
firewall disable

esr(config-e1)# security-
zone <NAME>

esr(config-e1)# ppp
authentication chap

esr(config-e1)# ppp chap
hostname <NAME>

esr(config-e1)# ppp chap
password ascii-text
<CLEAR-TEXT>

esr(config-e1)# ppp chap
refuse

esr(config-e1)# ppp chap
username <NAME>

esr(config-e1)# ppp ipcp
accept-address

Knoun

<SLOT> - Homep cnoTa.

<ADDR/LEN> - IP-agpec n
AIHa MacKy NoAceTy,
3apaéTca B Buae
AAA.BBB.CCC.DDD/EE, rge
Kaxxgasa yacte AAA - DDD
npuHUMaeT 3HaueHus [0..255] n
EE npuHumaeT 3HaveHusn
[1..32].

<NAME> — nms 30HbI
6e3onacHoCTu, 3agaéTcs
cTpokoit go 31 cumBona.

<NAME> - nwms
MapLupyTusaTopa.

<CLEAR-TEXT> — naposib B

OTKPbITON hopme, 3aaaéTcA
CTpoKoii [1 .. 64] cumBosnos,
MOXET BK/1H0YaTb CUMBO/IbI

[0-9a-fA-F].

<NAME> - nms nonb3oBarens.
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Lar

22

23

24

25

26

27

28

BkntoueHue untepdeiica E1 B Multilink PPP:

29

30

OnucaHue

3apatb IP-agpec, koTopbIi oTNpaBnseTcs
yfaneHHol CTOpoHe A/151 NOoc/eayoLwWwero ero

npucBoeHusi (He 06s3aTenbHO).

3agaTb KO/IMYECTBO MOMbITOK OTNPAaBKK
Configure-Request nakeTos, npexae 4yem
yAa/eHHbIn Nnp 6yaeT Npu3HaH HECMOCOGHbIM

OTBETUTb (HE 0683aTEe/IbHO).

3ajatb KO/IMYeCcTBO MOMbITOK OTNPaBKM
Configure-NAK nakeToB, npexae yem 6yayTt
noATBEePXAEHbI BCe onuun (He 06513aTe/bHO).

3afaTb KO/IM4eCcTBO MOMbITOK OTNPaBKu
Terminate-Request nakeTos, npexae yem ceccus
6yaeT npepeaHa (He 06s3aTe/bHO).

3agatb pasmep MRU (Maximum Receive Unit)
Ansi HTepdelica (He 06s3aTenbHO).

3ajaeTcs MHTepBasl BPEMEHU B CEKYHAAX, MO
MCTEYEHNUMN KOTOPOro MapLUpyTM3aTop
otnpasnsieT keepalive-cooblieHue (He

06513aTe/IbHO).

3ajaeTcs MHTepBaJl, No NCTEYEHUN KOTOPOTo
MapLUpyTM3aTop NOBTOPSIET 3anpoc Ha
ycTaHoB/eHne ceccumn (He 06513aTeNbHO).

[06aBnTb B MLPPP-rpynny (He o6si3aTefibHO).

BkntoueHne pexuma MLPPP (He 06s13aTesibHO).

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpa

esr(config-e1)# ppp ipcp
remote-address <ADDR>

esr(config-e1)# ppp max-
configure <VALUE>

esr(config-e1)# ppp max-
failure <VALUE>

esr(config-e1)# ppp max-
terminate <VALUE>

esr(config-e1)# ppp mru
<MRU>

esr(config-e1)# ppp
timeout keepalive <TIME>

esr(config-e1)# ppp
timeout retry <TIME>

esr(config-e1)# ppp
multilink-group <GROUP-
ID>

esr(config-e1)# ppp
multilink

Knoun

<ADDR> - IP-agpec
yAaNeHHOro LW3a.

<VALUE> — konnyecTBoO
NonbITOK.

<VALUE> — KonnyecTtBo
NonbITOK.

<VALUE> — KonnyecTtBo
NonMbITOK.

<MRU> - 3HayeHne MRU.

<TIME> — Bpems B cekyHAax.

<TIME> — Bpems B cekyHAax.

<GROUP-ID> — HOomep rpynnibl.
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ESR-Series. PyKoBOACTBO MO aKcniyaraunm

8.8.2 Mpumep KoHduUrypauum

3apgava:

HacTtpoutb PPP-coeguHeHmne co BCTpeuHo cTopoHoit ¢ IP-agpecom 192.0.2.2/24 yepe3 TOPGATE-WAN-E1,
ncnonb3ys 1-8 kaHaNbHblEe NHTEpPBasIbI 41 Nepeayn gaHHbIX.

ESR-200 ESR-200

el 1/0M a1 1071
ip 192.0.2.1/24 FPF ip 192.0.2.2/24

PelweHune:

MpeaBapuTenbHO HEOBX0AMMO HAacTPOUTb system jumbo-frames, coxpaHuTb M3MeHeHWs1 B KOHdurypauum n
nepesarpy3vTb MapLIpyTU3aTop:

esr(config)# system jumbo-frames

esr(config)# exit

esr# commit

esr# confirm

esr# reload system

Do you really want to reload system ? (y/N): y

HacTtpoum chmnsmueckuin niTepdelic gigabitethernet 1/0/3, B kotopom yctaHoBneH TOPGATE-WAN-ET:

* Ykaxxem mtu He meHee 1510.

+ MepeBenem nHTepdeiic B pexum padoTsl e’l.
* Ykaxem kaHan el — 0.

* YKakeM nHTepBasl kaHasioB e1 — 1-8.

esr# configure

esr(config)# interface gigabitethernet 1/0/3
esr(config-if-gi)# mode switchport
esr(config-if-gi)# mtu 1510

esr(config-if-gi)# switchport mode el
esr(config-if-gi)# switchport el slot 0
esr(config-if-gi)# switchport el timeslots 1-8
esr(config-if-gi)# exit

HacTpoum nHTepdeiic e1:

esr(config)# interface el 1/0/1
esr(config-el)# ip address 192.0.2.1/24
esr(config-el)# security-zone trusted
esr(config-el)# exit
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ESR-Series. PyKoBOACTBO MO aKcniyaraunm

NHdpopmaumio o o3nueckoM COCTOSIHUM €1 MOXHO y3HaTb C MOMOLLbIO CleaytoLeil KoMaHapb!:

esr# show controllers el gigabitethernet 1/0/3
Interface 'gil/0/3':

SFP present: Yes

SFP Vendor name: --

is te: No

SFP Vendor PN: -

SFP SW Version: LPOS 1.0.9.4SR42 (20.12.2017) [

Line code: HDB3
Clock source: Internal
Timeslot: 1-8
Invert Data: No
Framing CRC4: No
Loopback: -=
CRC algorithm: FCS16
E1l Link: Up

E1 Synced: Yes
El1 RX AIS: No

E1 RX RAI: No

E1l TX AIS: No

VHdhopmauuio o coctosiHum e1-uHTephelica MOXHO y3HaTb C MOMOLLbIO cneaytoLleii komaHapbl:

esr# show interfaces status el 1/0/1
Interface 'el 1/0/1' status information:
Description: --

Operational state: Up

Administrative state: Up

Track ID: 0

Supports broadcast: No

Supports multicast: Yes

MTU: 1492

MAC address: none

Last change: 1 minute and 3 seconds
Mode: routerport
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8.9 Hacrtpoiika MLPPP

Multilink PPP (MLPPP) npenocTaBnsieT co60i1 arpervpoBaHHblii KaHasl, BK/OYaloLLmMiA B cebs MeTobl A1
pacnpocTpaHeHusi Tpadmka Yepes HECKO/IbKO (DU3NYECKMX KaHa0B, UMEest O4HO I0TMYECKOe COeAVHEHME.
3TOT BapuaHT NO3BO/ISET pacLUMpPUTL NPOMYCKHYK CMOCOBGHOCTL U 0b6ecneunBaeT 6an1aHCUPOBKY Harpy3ku.

8.9.1 AnroputM HacTpPOIiKK

1

HacTtpouTb rpynny arperauyu.

YkasaTb onucaHme KoHurypupyemoti
rpynnbl arperaummn (He 06s13aTesIbHO).

3afaTtb UHTEPBAsT BPEMEHMN, 33
KOTOPbIil yCcpeaHsieTcs cTaTucTrkKa o
Harpyske Ha rpynne arperaumu (He
0653aTe/IbHO).

Ykazatb pasmep MTU (Maximum
Transmition Unit) ana rpynnbl
arperaumu (He o6sizatenbHo). MTU
6onee 1500 6yneT akTUBHO TOMbKO B

cnyyae npMMeHeHnAa KomaHabl "system

jumbo-frames".

Bkntountb CHAP-ayTeHTUdMKaumto.

Bk/lounTb MTHOpYpPOBaHue
ayTeHTUgmKauum (He 06s3aTenbHO).

YkazaTrb MM MapLupyTmM3aTopa,
KOTopoe oTnpasnseTcs yaasieHHOoM
CTOpOHe a/15 npoxoxaeHusa CHAP-
ayTeHTUuKaLmu.

YkasaTb naposib, KOTopbIii
OTNpaBnseTca yaaIeHHOW CTOPOHe
BMECTe C UMEHEM MapLupyTusartopa
ansa npoxoxaeHna CHAP-
ayTeHTudmKaumu.

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

esr(config)# interface multilink
<IF>

esr(config-multilink)# description
<DESCRIPTION>

esr(config-multilink)# load-
average <TIME>

esr(config-multilink)# mtu <MTU>

esr(config-multilink)# ppp
authentication chap

esr(config-multilink)# ppp chap
refuse

esr(config-multilink)# ppp chap
hostname <NAME>

esr(config-multilink)# ppp chap
password ascii-text

{ <CLEAR-TEXT> | encrypted
<ENCRYPTED-TEXT> }

<|F> — HaunmeHoBaHue
NHTEepgoeiica.

<DESCRIPTION> — onucaHue
rpynnbl arperaynu, 3a0aétcs
CTpPOKOI Ao 255 cnmBonoB.

<TIME> — uHTepBan B
cekyHpax, MpuHumaeT
3HayeHus [5..150].

3HayeHue no yMmoyaHuio: 5.

<MTU> — 3HauyeHne MTU,
NPUHMMAaET 3Ha4YeHUs B
JAvanasoHe [1280..1500].

3HayeHne No ymonyaHuio:
1500.

<NAME> - nm4a
MapLupyTM3aTopa, 3aaétcs
cTpokoi go 31 cnmBona

<CLEAR-TEXT> — naponb B

OTKpbITON thopme, 3agaéTcs
CTpoKoIi [8 .. 64] cumBonos,
MOXET BK/H0YaTb CUMBOJIbI

[0-9a-fA-F].

<ENCRYPTED-TEXT> - naponb
B 3aluncppoBaHHoli hopme,
3a/laéTcs CTPOKOWA [16..128]
C/MBO/IOB.
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10

11

12

13

14

15

16

17

PaspelunTb NpMHMMaTL OT cocefia
no6oii HeHynesoli IP-agpec B kKayecTBe
nokanbHoro IP-agpeca (He
0653aTe/IbHO).

YctaHoBuTh IP-agpec, KoTopblii
OTnpaBnseTcs yaaseHHoM CTopoHe A1
nocsiefytoLLero ero NPUCBOEHUS.

YkaszaTb nonb3oBarens gns
ayTeHTUdMKaLMmn yaaneHHoW CTOPOHbI
N NEPETN B PEXUM
KOHpMryprpoBaHusi ykazaHHOro
nonb3oBarensi.

YcTaHOBUTb Naposib B OTKPLITOW Uan
3alwmndpoBaHHoi hopme
onpeaeneHHOMY Nosb30BaTeNto ANs
ayTeHTUdVKaLmMmn yaaneHHoW CTOPOHbI.

YCTaHOBUTb KOSIMYECTBO NOMbITOK
otnpaBku Configure-Request nakeTos,
npexage 4Yem yaasieHHblii nup oyget
MpuU3HaH HECMOCOGHbLIM OTBETUTL (He
06A3aTe/IbHO).

YCTaHOBUTb KO/TIMYECTBO NOMbITOK
BbicnaTb Configure-NAK nakeTtbl,
npexae Yyem 6yayT NoATBEPXKAEHbI BCE
onumu (He 06s13aTe/NbLHO).

YCTaHOBUTb KOIMYECTBO MOMbITOK
Bbicnatb Terminate-Request naketsl,
npexae yem ceccus 6yeT npepsaHa
(He 06sa3aTeNbHO).

Ykazatb pasmep MRU (Maximum
Receive Unit) gnst nHTepdcpelica.

YKasaTb UHTepBasl BPEMEHU B
CeKyHAax, Mo UCTEYEHUN KOTOPOTO
MapLupyTu3aTop otnpasnsieT keepalive-
cooblieHne (He 0683aTe/bHO).

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

esr(config-multilink)# ppp ipcp
accept-address

esr(config-multilink)# ppp iccp
remote-address <ADDR>

esr(config-multilink)# chap
username <NAME>

esr(config-ppp-user)# password
ascii-text

{ <CLEAR-TEXT> | encrypted
<ENCRYPTED-TEXT> }

esr(config-multilink)# ppp max-
configure <VALUE>

esr(config-multilink)# ppp max-
failure <VALUE>

esr(config-multilink)# ppp max-
terminate <VALUE>

esr(config-multilink)# ppp mru
<MRU>

esr(config-multilink)# ppp timeout

keepalive <TIME>

<ADDR> - IP-agpec
yAa1eHHOrO LW03a.

<NAME> - ums nonb3oBarens,
3afaétca cTpokoi ao 31
cuMBONA.

<CLEAR-TEXT> - naponb B

OTKpbITON chopme, 3agaéTcA
CTpoKoIi [8 .. 64] cumsonos,
MOXXET BK/1KOYaTb CUMBO/IbI

[0-9a-fA-F].

<ENCRYPTED-TEXT> - naponb
B 3aluncppoBaHHoli hopme,

3a7aéTcs CTPOKoit [16..128]
CMMBOJIOB.

<VALUE> - Bpems B cekyHAax,
NPUHUMAET 3HaueHus [1..255].

3HaueHue no ymonyaHuio: 10.

<VALUE> — Bpems B cekyHax,
NPUHUMAaET 3HadeHuns [1..255].

<VALUE> — Bpems B cekyHaax,
NPUHUMaET 3HadeHuns [1..255].

3HaueHne Nno yMoyaHuio: 2.

<MRU> - 3HaueHne MRU,
NMPUHUMAET 3HAYEHUS B
[AmnanasoHe [128..1485].

3HaueHne No ymonyaHuio:
1500.

<TIME> — BpemsA B CEKyHAax,
NPUHNUMAET 3HaYeHus
[1..32767].

3Ha4veHune no ymonyanuio: 10.
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18

19

20

21

22

23

YCTaHOBUTb MHTEPBA/T BPEMEHM B
ceKyHzax, Mo UCTeYeHUN KOTOPOro
MapLUpyTM3aTop NOBTOPSIET 3anpoc Ha
ycTaHoB/eHne ceccuu (He
0653aTe/IbHO).

Onpeaenntb MakCMasibHblli pasmep
naketa ana MLPP-uHTepdelica.

MpuBAsatb nopT e1 k usnyeckomy
nHTepceiicy.

MepeBecT IN3NMUECKMI NOPT B PEXUM
paboTbl ¢ SFPe1-moaynem.

Bkntountb pexum MLPPP Ha E1-
NHTEpgoeiice.

Bknountb E1-mHTEpheiic B rpynny
arperauuu.

8.9.2 Mpumep HaACTPOIAKU

3apgaua:

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

esr(config-multilink)# ppp timeout
retry <TIME>

esr(config-multilink)# mrru
<MRRU>

esr(config-if-gi)# switchport e1
<SLOT>

esr(config-if-gi)# switchport mode
el

esr(config-e1)# ppp multilink

esr(config-e1)# ppp multilink-
group <GROUP-ID>

<TIME> — BpemsA B CEeKyHAax,
NpUHUMaET 3HaueHus [1..255].

3Ha4veHune Mo ymonyaHuio: 3.

<MRRU> — makcumasbHbiii
pasmep NpUHUMAaEMOro naketa
ans MLPP-nHTepdeiica,
NMPUHUMAET 3HAYEHNE B
[JAnana3soHe [1500..10000].

<SLOT> - ngeHTudmkarop
CNnoTa, NpUHUMAET 3HaYEHVE B
Amnanasone [0..3].

<GROUP-ID> - ngeHTtuncpmkarop
rpynmbl, NPUHUMAET 3HaYeHNe
[1..4].

HacTtpontb MLPPP-coeanHeHmne ¢ BCTPeUHO CTOPOHOIA ¢ IP-agpecom 192.0.2.2/24 yepes nHtepdelicol €1
1/0/1n el 1/1/1. Qna nocTpoeHus arpermpoBaHHoro kaHana PPP ncnonb3aytotcs nHtepdeiicol gi 1/0/3 n gi
1/0/4, B KoTOpbIe BCcTaBneHbl TOPGATE-WAN-E1.

ESR-200

el 11001

192.0.2.0024

A

el 101

ESR-200

el 111

]

el 11/1

PelwweHue:

"
Multilink PPP

MpenBapuTenbHO HEOGXOAUMO HACTPOUTb System jumbo-frames, coxpaHuTb UMEHEHWS B KOHCOMIypaLmmn 1
nepesarpy3vTb MapLUpyT13aTop:

esr# configure

esr(config)# system jumbo-frames
esr(config)# exit

esr# commit

esr# confirm

esr# reload system

Do you really want to reload system ? (y/N): vy
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HacTtpoum chmnsmnyeckune nHtepdelicel gigabitethernet 1/0/3-4, B koTopbix ycTaHoBneHbl TOPGATE-WAN-E1.
Mpwn HacTpolike mn3nyecknx nHTepdericoB ykaxxem mtu He meHee 1510, nepesegem nHTepdeiic B pexmv
paboTbl €1, ykaxxeM kaHan el:

esr# configure

esr(config)# interface gigabitethernet 1/0/3
esr(config-if-gi)#
esr(config-if-gi)#
esr(config-if-gi)#
esr(config-if-gi)#
esr(config-if-gi)#
esr(config-if-gi)#
esr(config)# interface gigabitethernet 1/0/4
esr(config-if-gi)#
esr(config-if-gi)#
esr(config-if-gi)#
esr(config-if-gi)#
esr(config-if-gi)#
esr(config-if-gi)#

mode
mtu

switchport mode el
switchport el slot 0
switchport el timeslots 1-31

exit

mode
mtu

switchport mode el
switchport el slot 1
switchport el timeslots 1-31

exit

switchport
1510

switchport
1510

HacTtpoum nHtepdeiic multilink:

esr(config)# interface
esr(config-multilink)#
esr(config-multilink)#
esr(config-multilink)#

multilink 3

ip address 192.0.2.1/24
security-zone trusted

exit

Mpussbkem nHTepdpeiickl ET k Multilink PPP. MNpwu HacTpoiike e1-nHTepdelica Heobxoanmo ykasatb multilink-
group u BkaounTb multilink:

esr(config)# interface el 1/0/1

esr(config-el)# ppp multilink-group 3

esr(config-el)# ppp multilink
esr(config-el)# exit
esr(config)# dinterface el 1/1/1

esr(config-el)# ppp multilink-group 3

esr(config-el)# ppp multilink
esr(config-el)# exit

WHdopmaumto o coctosiHum multilink-nHtepdpeiica ecTb BO3MOXHOCTb Y3HaTb C NOMOLLbH CleaytoLlen

KOMaH/b!:

esr# show interfaces status multilink 3
status information:

Interface

"mul’

Description:

Operational state:

Administrative state:

Track ID:

Supports broadcast:
Supports multicast:

MTU:

MAC address:
Last change:

Mode:

Up

Up

0

No

Yes

1492

none

6 seconds
routerport
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8.10 Hacrtpolika Bridge

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

Bridge (mocT) — aT0 cnoco6 coeanHeHus AByx cermeHToB Ethernet Ha kaHa/IbHOM ypoBHe 6€3 UCMOb30BaHUS
NPOTOKO/10B 60/1Ee€ BbICOKOrO YPOBHS, Takux Kak IP. MakeTbl nepegatotca Ha ocHoBe Ethernet-agpecos, a He IP-
aapecoB. MNockobKy nepeaaqa BbiMO/HAETCS Ha KaHa/lbHOM ypoBHe (ypoBeHb 2 Mogenu 0Sl), Tpadmk

NPOTOKO/10B 60/1ee BbICOKOIO YPOBHS MPO3pavyHO NPOXOAMT Yepes MOCT.

8.10.1 AnropuTM HacCTpPOIiKK

Lar

1

OonucaHue

[o6aBuTb ceteBoii mocT (bridge) B
CUCTEMY M NEPENTN B PEXUM
HaCTpOVikv ero napaMeTpoB.

AKTMBMpPOBaTbL CETEBOI MOCT.

Yka3zatb ak3emnnap VRF, B koTopom
OyAeT paboTaTb AaHHbIn nHTEpdenc
(He o6si3aTenbHO).

HasHaunTb onvcaHue
KOHDUTyprpyeMoMy CETEBOMY MOCTY
(He o6si3aTeNbHO).

Csszatb cab-uHTepdeiic, qing-
nHTepdeiic, L2GRE-TyHHENb nnn
L2TPv3-TyHHENb € CETEBLIM MOCTOM.
CBsi3aHHble MHTepdelicbl/TyHHENN 1
ceTeBble MOCTbl aBTOMATNYECKU
CTaHOBSATCS y4yacTHUKamu obuiero L2-
fomMeHa (He 06513aTesbHO).

KomaHpa

esr(config)# bridge <BRIDGE-ID>

esr(config-bridge)# enable

esr(config-bridge)# ip vrf
forwarding <VRF>

esr(config-bridge)# description
<DESCRIPTION>

esr(config-if-gi)# bridge-group
<BRIDGE-ID>

esr(config-if-12tpv3)# bridge-
group <BRIDGE-ID>

Knrouun

<BRIDGE-ID> -
NAEHTUDNKALMOHHBI HOMEp
MOCTa, MPYHUMAET 3HAYEHNS B
[nanasoHe:

* ansi ESR-10/12V(F)/
14VF/15(R) - [1..50];

- ans
ESR-20/21/30/100/200
- [1..250];

- ans
ESR-1000/1200/1500
/
1511/1700/3100/3200/
3300 - [1..500].

<VRF> - nmsa VRF, 3apaetca
cTpokoii go 31 cumsona.

<DESCRIPTION> — onucaHwve
CeTeBOro MocTa, 3a4aéTtcs
CTpoOKoIi Ao 255 cMMBONOB.

<BRIDGE-ID> -
NAEHTUDVKALUOHHBI HOMEp
MOCTa, MPUHUMAET 3HAYEHNS B
ZmanasoHe:

+ ansi ESR-10/12V(F)/
14VF/15(R) - [1..50];

« ans
ESR-20/21/30/100/200
- [1..250];

.« ans
ESR-1000/1200/1500
/
1511/1700/3100/3200/
3300 - [1..500].
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LWar

OnucaHue KomaHpa

CBs3aTb TEKYLMIA CETEBOIN MOCT C
VLAN. Bce nHTepdeiicbl n L2-TyHHenu,
ABNAOLLMECS YSIeHaMN Ha3Ha4aeMoro
VLAN, aBTOMaTU4YE€CKM BK/IIOYAIOTCS B
CETEBOI MOCT U CTaHOBATCSA
yyacTHMKamu obuiero L2-gomeHa (He
06513aTe/bHO).

esr(config-bridge)# vlan <VID>

YkazaTb pasmep MTU (Maximum
Transmition Unit) nakeTo., koTopble
MOXET MpornycKaTb AaHHbI bridge (He
0653aTenbLHO; BO3MOXHO, ecnn B bridge
BK/ItoueH Tosibko VLAN).

MTU 6onee 1500 6yaeT akTUBHO
TO/IbKO B C/ly4ae NpUMeHeHUss KOMaHabl
"system jumbo-frames".

esr(config-bridge)# mtu <MTU>

Ykasatb IPv4/IPv6-agpec n macky
noaceTv Ans KOHPUrypmpyemoro
nHTeppeiica nnmn BKIOUYNTL NONyYEHNE
IP-agpeca gnuHamunuecku.

esr(config-bridge)# ip address
<ADDR/LEN>

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

Knoun

<VID> — ngeHtudomkartop VLAN,
3a4aéTtcAa B AnanasoHe
[1..4094].

<MTU> - 3HaueHne MTU,
NPUHUMAET 3Ha4YeHUs B
AnanasoHe:

+ ana ESR-10/12V(F)/
14VF/15(R) -
[552..9600];

« ana ESR-20/21/30 -
[552..9500];

s ans
ESR-100/200/1000/120
0/1500/1511/1700 -
[552..10000]

+ ansa
ESR-1500/1511/1700
/3100/3200/3300 -
[552..9190].

3HayeHue no ymosiyaHuio:
1500.

<ADDR/LEN> - IP-agpec u
ANvHa Macky NoAceTy,
3apaéTtca B BuAe
AAA.BBB.CCC.DDD/EE, rge
Kaxgasa yactb AAA - DDD
npuHUmaeT 3HadeHus [0..255] n
EE npuHumaeT 3HayeHus
[1..32].

JoononHutesnbHble YHKLMK

IPv4-appecaunn cm. B pasgene
HacTtpoiika IP-agpecaunn.
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LWar

10

11

12

OonucaHue

OTKNIOUNTL Ha MHTEepdelice yHKLUUN
Firewall nnu Bkntounte nHTEpcheiic B

30Hy 6e3onacHocT (CM. pasaen
KoHdpurypuripoBaHue Firewall).

BKMHOUYNTL 3anncb CTAaTUCTUKK

MCNO/Ib30BaHNs TEKYLLEro MHTepdelica

(He o6si3aTenbHO).

3afaTth UHTEPBA/T BPEMEHW, 33 KOTOPbIi
yCpeaHsIeTCs CTATUCTVKA O Harpyske Ha

bridge (He o6si3aTenbHO).

3apaTtb MAC-agpec ceTeBOro MocTa,

OT/INYHBIIi OT CUCTEMHOTO (He
0653aTe/bHO).

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpa

esr(config-bridge)# ipv6 address
<IPV6-ADDR/LEN>

esr(config-bridge)# ip address
dhcp

esr(config-bridge)# ip firewall
disable

esr(config-bridge)# security-zone
<NAME>

esr(config-bridge)# history
statistics

esr(config-bridge)# load-average
<TIME>

esr(config-bridge)# mac-address
<ADDR>

Knoun

<IPV6-ADDR/LEN> — IP-agpec
1 npedmkc noaceTu, 3agaéTcs
B Buae X:X:X:X::X/EE, rae
Kaxaasa yactb X NpuHUMaeT
3Ha4YeHus B
LUecTHaauaTepmyHoM dpopmare
[0..FFFF] v EE npuHumaet
3HaveHus [1..128].

JononHutensHble yHKUnn
IPv6-appecaunn cm. B pasgene
HacTtpoiika IPv6-agpecauuu.

MOoXHO yKa3aTb HeCKO/IbKO
UIPv4/IPv6-agpecoB
nepeyncreHnem yepes
3anATyr0. MoxeT 6bITb
HasHaueHo Ao 8 IPv4/IPv6-
aapecoB Ha nHTepdeiic.

JononHutensHble yHKUMN
npu pabote DHCP-knveHTa cm.
B pasgene YrnpaenexHve DHCP-
KIIMEHTOM.

<NAME> - M5 30HbI
6e3onacHocCTu, 3agaértcs
cTpokoii go 31 cumsona.

<TIME> — nHTepBan B
cekyHpax, npuHumaet
3HayeHus [5..150].

3HayeHve no YMO/THaHUIO: 5.

<ADDR> - MAC-agpec
CeTeBOro MocTa, 3a4aéT1cA B
Bnge XX:XX:XX:XX:XX:XX, rae
Kaaas 4yacTb NpyHUMaeT
3HaueHus [00..FF].
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LWar OnucaHue

13 BknounTb Ha bridge-pexxuvm nsonsauum
UHTepdheiicos.
B paHHOM pexume o6MeH Tpadikom
MeXAy YSieHaMun CeTeBoro Mocra
3anpeLyeH (He 06s3aTenbHO;
NMPUMEHUMO TOJIbKO Ha
ESR-1000/1200/1500/1511/1700
/3100).

14 3anpetutb KOMMYyTaUMIO Tpadnka
unknown-unicast (korga MAC-aapec
Ha3HauYeHus1 He coepPXnTCsa B Tabnuue
KoMMyTaLummn) B AaHHom bridge (He
06513aTe/1bHO; NPUMEHVMO TO/MbKO Ha
ESR-1000/1200/1500/1511/1700
/3100/3300).

15 YcTaHOBUTb Bpems Xn3Hu IPv4/IPv6-
3anuceii B ARP-Tabnuue, nsy4yeHHbIX Ha
JaHHoM bridge (He o6s13aTeNbHO).

KomaHpa

esr(config-bridge)# protected-
ports [ exclude vlan]

esr(config-bridge)# unknown-
unicast-forwarding disable

esr(config-bridge)# ip arp
reachable-time <TIME>

nnn

esr(config-bridge)# ipv6 nd
reachable-time <TIME>

Takke ans bridge-nHTepgeiica BO3MOXHO HACTPOUTb:

* QoS B 6a30BOM W/IM paclUMpPEHHOM pexnmax (CM. pasgen YnpasneHve QoS);

+ proxy (cm. pasgen Npokcuposanne HTTP/HTTPS-Tpaduka);

* MOHUTOPUWHT Tpadouka (cM. pasgensl Hactpoiika Netflow n Hactpoiika sFlow);

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

Knoun

exclude vlan — npu ykazaHun
JaHHoro knto4a, VLAN
(cBsizaHHbIl ¢ bridge)
MCK/TIOUYAETCA U3 crmcka
N30/IMPYEMbIX MHTEPECOoB.

<TIME> — Bpems Xn3HK
AnHamundeckmx MAC-agpecos,
B MUINCEKYHAAX.
Jonyctumble 3HaveHus ot 5000
A0 100000000 munnaucekyHa,
PeanbHoe BpeMsi 06HOBEHMSA
3anvcu BapbupyeTcs ot
[0,5;1,5]*<TIME>.

* (PYHKLMOHA/ NMPOTOKO/IOB MapLupyTusauun (CM. pasaen YrnpasnieHue MapLipyTusaLyei);
- npotokon VRRF (cM. pasaen Ynpas/eHre pe3epBrupoBaHiem);
+ dpyHKumoHan BRAS (cMm. pasgen YnpasneHnve BRAS (Broadband Remote Access Server));
* oyHKumoHan IDS/IPS (cm. pasgen Hactpoiika IPS/IDS).
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ESR-Series. PyKoBOACTBO NO 3Kcnayatauumn

8.10.2 Npumep HacTpoiiku bridge ansa VLAN u L2TPv3-TyHHens

3apgava:

O6beanHUTb B eanHbI L2-goMeH nHTepdiencsl MapLupyTmM3aTopa, OTHOCALMECS K IOKalbHOW ceTu, n L2TPv3-
TYHHEe b, NPOXOAALLNIA N0 Ny6NnYHON ceTn. Ansa o6beanHeHus ncnonb3osaTtb VLAN 333.

VLAN 333

gil/of11
TynHens L2TPv3 333

VLAN 333 |
gil/o/12 |

PeweHue:
Cosgagmm VLAN 333:

esr(config)# vlan 333
esr(config-vlan)# exit

Co3pgaaym 30Hy 6e3omnacHoCTU «trusted»:

esr(config)# security-zone trusted
esr(config-zone)# exit

[o6asunm nHTepdelicel gi1/0/11, gi1/0/12 B VLAN 333:

esr(config)# interface gigabitethernet 1/0/11-12
esr(config-if)# mode switchport
esr(config-if)# switchport general allowed vlan add 333 tagged

Cosgaaum bridge 333, npusshkem Kk Hemy VLAN 333 1 ykaxxeM YNeHCTBO B 30He «trusted»:

esr(config)# bridge 333
esr(config-bridge)# vlan 333
esr(config-bridge)# security-zone trusted
esr(config-bridge)# enable

YCTaHOBUM NpUHAANEXHOCTb L2TPV3-TyHHENs K MOCTY, KOTOPbI CBA3aH C /TIOKasIbHOW ceTblo (HacTpolika
L2TPv3-TyHHeNsi paccMaTtpvBaeTCs B pasfene YrnpasneHve nHitepceiicavn). B o6Lem cryyae
naeHTUdankaTopbl MOCTa U TYHHENS He A0/MKHbI coBnagaTth ¢ VID kak B gaHHOM npumepe.

esr(config)# tunnel 12tpv3 333
esr(config-12tpv3)# bridge-group 333
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ESR-Series. PykoBoACTBO N0 3Kcnyaralmm

8.10.3 Mpumep HacTpoiiku bridge gna VLAN

3apgava:

Hactpoutb MapLupytusauuto mexay VLAN 50 (10.0.50.0/24) n VLAN 60 (10.0.60.0/24). VLAN 50 gonxeH
OTHOCUTbCA K 30HE «LANT», VLAN 60 — Kk 30He «LAN2», paspelumnTb CBOOOAHYIO nepeaavy Tpaduka mexay
30HamMu.

gilfo/12
ESR

bridge 50
10.0.50.1/24

bridge 50
10.0.60.1/24

Eil/0/11 Eil/0/14

PelueHwe:
Cospgagum VLAN 50, 60:

esr(config)# vlan 50,60
esr(config-vlan)# exit

Co3gaanm 30HbI 6e3onacHOCTM «LANT» 1 «LAN2»:

esr(config)# security-zone LAN1
esr(config-zone)# exit
esr(config)# security-zone LAN2
esr(config-zone)# exit

HasHaunm uHtepdoeincam gi1/0/11, gi1/0/12 VLAN 50:

esr(config)# interface gigabitethernet 1/0/11-12
esr(config-if-gi)# switchport general allowed vlan add 50 tagged

HasHaunm uHtepdoeiicy gi1/0/14 VLAN 60:

esr(config)# interface gigabitethernet 1/0/14
esr(config-if-gi)# switchport general allowed vlan add 60 tagged

Cospgaaum bridge 50, npmsshkem VLAN 50, ykaxxem IP-agpec 10.0.50.1/24 v uneHcTBO B 30HE «LANT»:

esr(config)# bridge 50

esr(config-bridge)# vlan 50
esr(config-bridge)# ip address 10.0.50.1/24
esr(config-bridge)# security-zone LAN1
esr(config-bridge)# enable
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Cosgaaum bridge 60, npusshkem VLAN 60, ykaxxem IP-agpec 10.0.60.1/24 1 uneHcTBO B 30HE «LAN2»:

esr(config)# bridge 60

esr(config-bridge)# vlan 60
esr(config-bridge)# ip address 10.0.60.1/24
esr(config-bridge)# security-zone LAN2
esr(config-bridge)# enable

Cosgaaum npasuna B Firewall, paspewatowme cBob6ogHoe NpoxoxaeHne Tpadmka mexay 30Hamu:

esr(config)# security zone-pair LAN1 LAN2
esr(config-zone-pair)# rule 1
esr(config-zone-pair-rule)# action permit
esr(config-zone-pair-rule)# enable
esr(config-zone-pair-rule)# exit
esr(config-zone-pair)# exit

esr(config)# security zone-pair LAN2 LAN1
esr(config-zone-pair)# rule 1
esr(config-zone-pair-rule)# action permit
esr(config-zone-pair-rule)# enable
esr(config-zone-pair-rule)# exit
esr(config-zone-pair)# exit

esr(config)# exit

MocMOTpeTb Y1IEHCTBO NHTEPENCOB B MOCTE MOXHO KOMaHZOM:

esr# show interfaces bridge

8.10.4 Mpumep HacTpoiiku po6asneHus/ypaneHnsa stoporo VLAN-Tera

3apgaua:

Ha nHtepdgoeiic gigabitethernet 1/0/1 noctynatot Ethernet-kagpbl ¢ pasnnyHbiMmn VLAN-Teramu. Heo6xoanmo
nepeHanpasnTb NX B MHTepAielic gigabitethernet 1/0/2, no6asus sTopoii VLAN-ID 828. Mpu noctynneHun Ha
nHtepdpeiic gigabitethernet 1/0/2 Ethernet-kagpos ¢ VLAN-ID 828, faHHbI Ter Ao/XeH ObiTb YaaneH 1
oTnpasneH B uHTepdpeiic gigabitethernet 1/0/1.

PelweHune:

Cosgaamm Ha MapLupyTusatope bridge 6e3 VLAN n 6e3 IP-agpeca:

esr(config)# bridge 1
esr(config-bridge)# enable
esr(config-bridge)# exit
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Bkntounm nHtepdpeiic gigabitethernet 1/0/1 B bridge 1:

esr(config)# interface gigabitethernet 1/0/1

esr(config-if-gi)# bridge-group 1
esr(config-if-gi)# exit

Bkntounm cab-uHtepdoeiic gigabitethernet 1/0/2.828 B bridge 1:

esr(config)# interface gigabitethernet 1/0/2.828

esr(config-subif)# bridge-group 1
esr(config-subif)# exit

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

& TMNpwu go6aBnenunn BToporo VLAN-Tera B Ethernet-kagp ero pasmep ysenuumnBaetcs Ha 4 6aiiTa.
Ha unTepdeiice maplipytusartopa gigabitethernet 1/0/2 n Ha Bcem o6opyaoBaHuuK nepegatroLemM

Q-in-Q kagpbl Heooxoaumo ysenuuutb MTU Ha 4 6aiita unu 6onee.

8.11 Hacrtpoiika Dual-Homing

& B Texyueii Bepcum MO gaHHbINA (PYHKUMOHA NoAAepKMBaeTCs TOMIbKO Ha MapLipyTusarope

ESR-1000.

Dual-Homing — TexHonorusa pe3epBmMpoBaHnsi COeAUHEHNIA, MO3BO/ISIET OPraHM30BaTh HAAEXHOE COeIMHEeHNE
K/THOUYEBbIX PECYPCOB CETY Ha OCHOBE Ha/INUMSA PE3EPBHbIX NIMHKOB.

8.11.1 AnroputM HacTpPOIiKu

Llar OnucaHue

1 YKa3aTb pe3epBHblIii MHTEPAEIC, Ha
KOTOPbIA 6yAEeT NponcxoauTb
nepektoyeHne Npm noTepe CBS3N Ha
OCHOBHOM.

2 YKasaTb KO/IM4eCTBO KOMWii NakeToB C

oaH1M 1 TeM Xe MAC-agpecom,
KoTopble 6yayT OTNpaB/eHb! B
aKTMBHbIM MHTepdeiic npu
nepeknoyeHnmn (He o6si3aTesibHO).

KomaHpa

esr(config-if-gi)# backup
interface<IF> vlan <VID>

esr(config)# backup-interface

mac-duplicate <COUNT>

Knroun

<IF> — nHTepdpelic, Ha KOTOpbIN
OyaeT NPoUCXoanTb
Nnepek/tyeHNe.

<VID> — ngeHTUPUKaLMOHHbIR
Homep VLAN, 3agaétca B
JAnanasoHe [2..4094].

MOXHO Takxe 3agarb
AmanasoHoM yepes «-» Unu
nepeuncrieHneM Yepes «,».

<COUNT> - Konn4ecTBO KOMNuit
NnakeToB, NPUHMMAET 3HaUYeHne
[1..4].
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ESR-Series. PyKoBOACTBO NO 3Kcnayatauumn

War OnucaHne KomaHpa Knroun

3 YKa3aTb KONMYeCTBO NaKkeToB B esr(config)# backup-interfacemac- <COUNT> - konnuectBo MAC-
cekyHAy, KoTopoe 6yaeT oTnpaBneHo B per-second<COUNT> ajpecos B CekyHAy, NpUHUMaeT
aKTUBHbI MHTepddelic npu 3HaueHwue [50..400].

nepeksoyeHnmn (He o6si3aTesibHO).

4 YkasaTb, UTo Heobxoammo ocywecTuTb — esr(config)# backup-interface
NnepeksIyYeHne Ha OCHOBHOIA preemption
NHTepeic Npn BOCCTaHOB/IEHNMN CBA3M
(He o6s13aTENBLHO).

8.11.2 Mpumep HACTPOIKMK

3apgaua:

OpraHn3oBarb pe3sepaupoBaHue L2-coeguHernii mapwpytusatopa ESR ans VLAN 50-55 vepes ycTpolictBa
SW1n SW2.

Switch

Switch
|.- 1/0/10 Passive link 3

PelweHune:
MpenBapuTeNbHO HY)XHO BbINO/THUTL CReaylowme AeicTBus:
Cospgagum VLAN 50-55:

esr(config)# vlan 50-55

Heobxogumo oTkntounTb STP Ha nHTepdeiicax gigabitethernet 1/0/9 n gigabitethernet 1/0/10, Tak Kak
COBMECTHasi paboTa AaHHbIX NPOTOKO/I0B HEBO3MOXHA:

esr(config)# interface gigabitethernet 1/0/9-10
esr(config-if-gi)# spanning-tree disable

NHTepdelickl gigabitethernet 1/0/9 n gigabitethernet 1/0/10 go6asum B VLAN 50-55 B pexume general:

esr(config-if-gi)# switchport general allowed vlan add 50-55
esr(config-if-gi)# exit

174



OCHOBHOI/ 3Tan KOHUIYpUpPOBaHus:

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

Caenaem nHTepgeiic gigabitethernet 1/0/10 pe3sepsHbiM a1 gigabitethernet 1/0/9:

esr(config)# interface gigabitethernet 1/0/9

esr(config-if-gi)# backup interface gigabitethernet 1/0/10 vlan 50-55

MpPOCMOTPETb UHDOPMALIMIO O PE3EePBHbIX UHTEPMECAX MOXHO KOMAH/I0iA:

esr# show interfaces backup

8.12 HacTtpoiika 3epkanupoBaHusi (SPAN/RSPAN)

& B tekyuweii Bepcuu MO (hpyHKUMOHANIBHOCTbL YAa/leHHOro 3epkanupoBaHus (RSPAN)
nopAaepxuvBaeTcs TONIbKO Ha mapwpyTtusaropax ESR-1000/1200/1500/1511/1700.

3epkanvpoBaHue Tpaduka — oyHKUMS MapLUpyT3aTopa, NpeaHasHayeHHasi 4718 nepeHanpasneHns Tpaguka
C 0f]HOrO MopTa MapLUpyTU3aTopa Ha Apyroi NopT 3TOro Xe MaplupyTusaTopa (flokasibHoe 3epKanipoBaHue)
W Ha yaaneHHoe yCTpoiicTBO (yaasieHHoe 3epKa/IupoBaHue).

8.12.1 AnropuTm HacCTpPOIKU

LWar OnucaHue

1 Onpegenutb VLAN, no koTtopomy 6yaet
nepefaBaTbCsi 0T3epPKa/IMPOBaHHbI
Tpacuk (B cryyae 1Ucnosib30BaHus
yAa/IeHHOrO 3epKannpoBaHus).

2 BKOUNATL PEXUM YaNIEHHOTO
3epkanunpoBaHus (B cnydyae
CMO/b30BaHUS YA/IEHHOTO
3epKannpoBaHuns).

3 OnpeaenuTb pexvm nopra
nepesatoLLero 0T3epKasIMpoBaHHbIii
Tpadvik (He 06s13aTeNbLHO).

KomaHpa

esr(config)# port monitor remote
vlan <VID> <DIRECTION>

esr(config)# port monitor remote

esr(config)# port monitor mode
<MODE>

Knoun

<VID> — ngeHTUPUKaLMOHHbIN
Homep VLAN, 3agaétca B
AvanasoHe [2..4094];

<DIRECTION> — HanpaBneHue
Tpaduka:

+ tx — 3epkasiMpoBaHue B
ykasaHHbIn VLAN TonbKo
ucxogsuiero Tpaduka,;

* IX — 3epKkanimpoBaHuve B
ykasaHHbIn VLAN TONbKO
BXoAsLWero Tpadmka.

<MODE> — pexum:

+ network -
COBMELLEHHBIN PEXUM
nepegaun AaHHbIX 1
3epKasimpoBaHue (no

YMO/TYaHWI0);
* monitor-only — To/1bkO
3epKanpoBaHye.
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War OnucaHune KomaHpa Knioun
4 B pexume koHurypaumm uHtepdpeiica  esr(config-if-gi)# port monitor <IF> — nHTepdeiic, ¢ koToporo
BK/IIOUNTL 3epKasinpoBaHue. interface <IF> [ <DIRECTION> ] 6yayT 3epKanpoBaTbCs
kafpbl;

<DIRECTION> — HanpaBneHve
Tpadmka:

* X — 3epkasinpoBaHue
TO/IbKO UCXOAALLEro
Tpadmka;

* X — 3epKasimpoBaHue
TOJIbKO BXOASALLEr0o
Tpadumka.

8.12.2 Mpumep HACTPOIKMK

3apgaua:

OpraHn3oBarb yaasnieHHoe 3epkanmpoBaHme Tpadmka no VLAN 50 ¢ nHtepdpeiica gi1/0/11 ans nepegayum Ha
cepep Ana o6paboTKu.
Server

=B

VLAN 50

Switch

SW1i
VLAN 50
ESR-1000| gi 1/0/5

i1/0/11
‘ m 8i 1/0/ Internet

gi1/0/10
Switch

Sw2

PewieHune:
MpenBapnTeNbHO HY)XHO BbINO/IHUTL CNeayolme AeicTBus:

+ Cosgarb VLAN 50;
+ Ha untepgoeiice gi 1/0/5 po6asntb VLAN 50 B pexunme general.

OCHOBHOW 3Tan KOHPUIYpUpPOBaHUS:

Ykaxxem VLAN, no koTopoli 6yaeT nepefaBarbCs 3epKasIMpoBaHHbI Tpaduk:

esrl000(config)# port monitor remote vlan 50
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Ha nHtepdeiice gi 1/0/5 ykaxem NopT 419 3epKa/iMpoBaHus:

esrloe0(config)# interface gigabitethernet 1/0/5

esrloe0(config-if-gi)# port monitor interface gigabitethernet 1/0/11

YkaxxeM Ha nHtepdpeiice gi 1/0/5 pexum yaaneHHOro 3epkajimpoBaHus:

esrloe0(config-if-gi)# port monitor remote

8.13 HacTtpolika LACP

LACP — NPOTOKO AS1 arpernpoBaHna KaHas10B, NMO3BOIAET 06'be,Cl1I/IHI/ITb HECKOJIbKO q)I/I3I/IHeCKI/IX KaHa/10B B
O4NH nornyecknin. Takoe 0613e,u,|/|HeH|/|e NO3BOJIAET yBEMNYMBATL MPOMYCKHYHO CNOCOBHOCTb U1 HaOeXXHOCTb

KaHaJla.

8.13.1 AnropuTm HacTpPOIAKU

LWar OnucaHue

1 YCTaHOBUTb NPUOPUTET CUCTEMbI A5
npotokona LACP.

2 YCTaHOBUTb MEXaHU3M GaslaHCHPOBKM
Harpysku s rpynn arperauum
KaHas10B.

KomaHpa

esr(config)# lacp system-priority
<PRIORITY>

esr(config)# port-channel load-
balance { src-dst-mac-ip |
src-dst-mac | src-dst-ip | src-dst-
mac-ip-port }

Knioun

<PRIORITY> — npuopwurer,
yKasblBaeTcs B guanasoHe
[1..65535].

3Ha4veHue Mo ymonyaHuio: 1.

+ src-dst-mac-ip -
MeXaHN3Mm
6GanaHCMpPOBKM
ocHoBbIBaeTcs Ha MAC-
aapece u IP-agpece
oTMpaBuUTENS U
nonyyvatens;

+ src - dst - mac -
MeXaHn3Mm
GanaHCMpPOBKM
ocHoBbIBaeTcs Ha MAC-
aZipece oTnpasuTens v
nonyyvatens;

+ src - dst - ip — mexaHn3m
6GanaHCMpPOBKM
OCHOBbIBaeTcs Ha IP-
agpece OTnpaBuUTeNs U
nonydvatens;

+ src - dst - mac - ip - port
— MexaHun3M
6GanaHCMpPOBKM
ocHoBbIBaeTcs Ha MAC-
afpece, IP-agpece u
nopTe oTNpaBuTeNs U
nonyyarens.
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LWar

OonucaHue

YCTaHOBUTb aAMUHUCTPATMBHbIN
TaiimayT npotokona LACP.

Co3gatb 1 NepenTn B pexmm
KOHhMrypmpoBaHusi arpermpoBaHHOro
nHTepcpeiica.

HacTponTb HeobxoAVMble NapaMeTpbl
arperypoBaHHOro kaHana.

MepeinTn B peXXmm KOHOUTYpUpoBaHus
domsnyeckoro nHTepdgeica.

BkntounTb domanyeckunii MHTepdeiic B
rpynny arperauum kaHanoB C
yKazaHnem pexrmMa hopM1poBaHuns
rpynnbl arperauyy KaHasaoB..

YctaHoButb LACP-nproputet
uHTepdpeiica Ethernet.

YCTaHOBUTb MHTEPBAST BPEMEHM, B
TEeUeHVe KOTOPOro cobrpaeTcs
cTaTuCTVKa 0 Harpyske Ha cab-
nHTepdelic (He 06s13aTesbHO).

KomaHpa

esr(config)# lacp timeout {short
long }

esr(config)# interface port-channel

<ID>

esr(config)# interface <IF-
TYPE><IF-NUM>

esr(config-if-gi)# channel-group

<ID> mode <MODE>

esr(config-if-gi)# lacp port-priority

<PRIORITY>

esr(config-subif)# load-average
<TIME>

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

Knoun

[ + long — anntensHoe
BpeMs TaimayTa;
+ short — kopoTKoe Bpems
TanmayTa.
3HaueHune no ymonuaxuio: long.

<ID> - nopsaKoBbIA HOMEpP
rpynnbl arperawuymn KaHasos,
NPUHUMaET 3HadeHus [1..12].

<IF-TYPE> - Tun nHTepgelica
(gigabitethernet unm
tengigabitethernet).

<IF-NUM> - F/S/P - F-thpelim
(1), S = cnot (0), P — nopr.

<ID> - nopsAKoOBbIA HOMEp
rpynnbl arperauymn KaHasos,
NPUHUMaET 3HadeHus [1..12].

<MODE> - pexum
hopmupoBaHue rpynnbl
arperauuy KaHanos:

+ auto — go6aBUTbL
nHTepceiic B
AVHaMunyeckyto rpynny
arperauuu ¢
noaaepXKoi NnpoTokona
LACP;

* on — 0o6aBuTb
nHTepceiic B
cTaTuyeckyto rpynny
arperauuu.

<PRIORITY> - npuopurerT,
yKa3blBaeTCA B AManasoHe
[1..65535].

3HaueHune no ymonyaHuio: 1.

<TIME> — uHTepBan B
cekyHAax, npuHumaeT
3HayeHusn [5..150].
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10

11

12

13

OonucaHue

YcTtaHoBUTb Bpems XnsHu IPv4/1Pve6-
3anucei B ARP-Tabnuue, n3y4YeHHbIX Ha
[laHHOM uHTepdelice (He
0653aTe/bHO).

M3meHunTL pasmep MTU
(MaximumTransmitionUnit). MTU
6onee 1500 6yaeT akTUBHO TO/IbKO
€C/NN NpYMeHeHa KomaHga "system
jumbo-frames" (He o06si3aTenbLHO).

BKNHOUNTB 3aMUCb CTATUCTUKM
NCNoNb30BaHWs TEKYLLIEro nHTepgeinca
(He 06s13aTeNbHO).

MepeonpenennTb 3HadyeHne nons MSS
(Maximum segment size) Bo BXoAALLNX
TCP-naketax (He 06s3aT€/bHO).

KomaHpa

esr(config-subif)# ip arp
reachable-time <TIME>

nnn

esr(config-subif)# ipv6 nd
reachable-time <TIME>

esr(config-subif)# mtu <MTU>

esr(config-subif)# history
statistics

esr(config-subif)# ip tcp adjust-
mss <MSS>

esr(config-subif)# ipv6 tcp adjust-

mss <MSS>

Takxe [1151 arpervpoBaHHOro MHTepdeiica BO3MOXHO HACTPOUTL:

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

Knoun

<TIME> — Bpemsi Xn3HK
OnHammnyecknx MAC-agpecos,
B MW/I/IUCEKYHAAX.

Jonyctumble 3HadeHns ot 5000
£0 100000000 MunmcekyHa,
PeanbHoe Bpems 06HOBNEHUA
3anvcu Bapbupyetcs ot
[0,5;1,5]*<TIME>.

<MTU> - 3Ha4eHne MTU B
GaiiTax.

3HaueHne Nno ymonyaHuio:
1500.

<MSS> - 3HaueHune MSS,
NPUHUMAET 3HaYEeHUs B
AvanasoHe [500..1460].

3Ha4eHne no ymon4aHuo:
1460.

IPv4/1Pv6-agpecauuto (CM. B pasgenax Hactpoiika IP-agpecalyn, HacTtpoiika IPve-aapecauuy n YnpasnieHme

DHCP-knueHTOM);

Firewall (cm. pasgen KoHcpuryprpoatue Firewall);

QoS B 6a30BOM U/ pacLUMPEHHOM pexumax (cM. pasaen Ynpaenexue QoS);

proxy (cM. pazgen Mpokcuposanve HTTP/HTTPS-Tpadika);

MOHUTOPUHT Tpadomka (cMm. pasgensl Hactpolika Netflow n Hactpolika sFlow);

thyHKLMOHaN NPOTOKOMOB MapLUpyTM3aumy (CM. pasgen YnpasreHne MapLupyTusanmnen);
npoTokon VRRF (cM. pasgen YrnpaeneHve pe3epsupoBaHnem)
thyHkumoHan BRAS (cm. pasgen Ynpasnenue BRAS (Broadband Remote Access Server));
thyHkumoHan IDS/IPS (cMm. pasgen HacTtpoiika IPS/IDS).
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ESR-Series. PyKoBOACTBO NO 3Kcnayatauumn

8.13.2 Mpumep HaACTPOIKU

3apgava:

HacTpouTb arpernpoBaHHbIii KaHan Mexay MapLupyTuzaTopom ESR 1 komMyTaTopom.

ESR Switch
gil/o/f2

port-channel 2

PelleHue:

MpeaBapuTe/IbHO HEOBXOAMMO BbINO/HUTL CreAyoLme HacTPOKK:

Ha nHtepdoeitcax gi1/0/1, gi1/0/2 oTkN0uNTbL 30HY 6€30MacCHOCTM KOMaHAOM «no security-zone».

OCHOBHO 3Tan KOHOUIYpUpPOBaHUS:

Cosgaaum nHtepdelic port-channel 2:
esr(config)# interface port-channel 2
Bktounm domsunyeckne nHtepdpeiicel gi1/0/1, gi1/0/2 B co3gaHHyto rpynny arperawmm KaHaos:

esr(config)# interface gigabitethernet 1/0/1-2
esr(config-if-gi)# channel-group 2 mode auto

JdanbHeiwan koHdurypauus port-channel npoBoanTcsa Kak Ha 06bIMHOM (hr3MYECKOM NHTepdelice.

8.14 Hacrtpoiika AUX

& [Ansa mogenu ESR-21.

HacTpoiika AUX ncnonb3yetcst Ans ykasaHus napameTpoB B3aMMOAENCTBUSI C BHELLHVMU YCTPORCTBaMMK,
NOAK/HUYEHHbIMY Yepe3 nocneaoBatesbHble MHTepdeiick! kK ESR.

8.14.1 AnropuTm HacTpPOIAKU

War OnucaHue KomaHpga Knroun
1 MepeliTn B pexum KoHdurypruposaHus  esr(config)# line aux <NUM> <NUM> — Homep
nocnefoBaTeNibHOro HTepdeiica. nocnefosaresibHoOro

UHTepdoeiica, 3aaeTcs B
JAnanasoHe [1..3].
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LWar

3

OonucaHve

YcTaHOBUTb HEOOXOAMMbIE NapameTpbl
nocnegoBarefnibHOro nHTepdenca ais
B3aVMMOAENCTBUS C NOAK/OUYEHHBIM

yCTpOIiCTBOM (He 06s13aTenbHo).

[aHHble napamMmeTpsbl, Kak npaswuio,

yKasaHbl B MIHCTPYKLMM NOAK/0UYAEMOro

yCTpolicTBa.

Mo ymonyaHuio GyayT UCMob30BaHbI

CTaHAapTHble 3HAYEHWs.

3agarb onncaHue nocriefosaresibHOro

nHTepdelica (He 06s3aTeNnsLHO).

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpga

esr(config-line-aux) databits
<BITS>

esr(config-line-aux) flowcontrol
<FMODE>

esr(config-line-aux) parity
<PMODE>

esr(config-line-aux) speed
<SPEED>

esr(config-line-aux) stopbits
<STOP-BITS>

esr(config-line-aux)# description
<DESCRIPTION>

Knoun

<BITS> — KonnuecTBO 6UT
[laHHbIX B nocbinke [7..8];

3HayeHue rno ymosnyaHuto: 8,

<FMODE> - pexum
yrpas/IeHNS NOTOKOM.
MpUHYMaEeT 3HaYeHus:

+ software -
nporpammHoe
ynpassieHne NnoTokom;

+ hardware — annapartHoe
ynpasfieHne noTokom;

+ disabled - ynpaBnenue
NMOTOKOM OTK/1HOUEHO.

3Ha4yeHune Mo YMOJTHaHWIo:
disabled,

<PMODE> — pexum ycTaHOBKM
6uta yeTHOCTU. MNpUHUMaeT
3HaYeHus:

+ odd - npoBepka Ha
HEeYeTHOCTb;
* even - NpoBepKa Ha
UETHOCTb;
* none — GUT YETHOCTN He
BbICTaB/IAIETCS.
3HaueHWe No yMOMYaHUIo: NonNe,

<SPEED> - ckopocTb paboThbl
nocnefoBaTesnibHOro
nHTepdeiica B 6uT/C.

MpuHumaet 3HayveHus: 300;
1200; 2400; 4800; 9600; 19200;
38400; 57600; 115200.

3Ha4veHune no ymonyaHuio: 115
200,

<STOP-BITS> - konnuyecTtBo
CTOMOBbLIX OUTOB B MOCBIIKE

[1..2].

3HaueHue no yMmonyaHmio: 1.

<DESCRIPTION> - onucaHue
nHTepdpeiica, 3a4aETCs1 CTPOKOIA
00 255 cMMBO/OB.
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War OnucaHue KomaHpga Knroun
4 Mpun ncnonb3oBaHUN NOAK/IOYAEMOTO esr(config-line-aux)# modem inout
YCTPOICTBA B Ka4ecTBe MoAema,
nepeBecTu

nocnegoBaTesibHbIA NHTEpPgIENiC B
pexum paboTbl ¢ Mogemom (He
06513aT€e/LHO).

MpumeyaHve: HEBO3MOXHO
MCNosib30BaTb COBMECTHO C KOMaH/AO
"transport telnet port".

5 Mpwn ncnonb3oBaHun ESR B kauecTBe esr(config-line-aux)# transport <PORT> - Homep TCP-nopTa
TEPMUHaITLHOIO cepBepa 4/1s telnet port <PORT> AN peXxriMa KOHCO/TbHOro
ynpaBAeHUs NOAKIYEHHbIM cepsepa. [prHUMaeT 3HavYeHns
YCTPOIACTBOM K NOC/NeA0BaTelbHOMY [1..65535].

nHTepcpeiicy yctaHoBuTe Homep TCP-
nopTa, KOTopbI/ ByAeT NCNOMb30BaTbCA
B KayecTBe Homepa TCP-nopta Ans
noakntoyeHns K ESR no npotokony
Telnet (He 06s3aTeNbHO).

MpumeyaHvne: HeBO3MOXHO
MCMosb30BaTb COBMECTHO C KOMaHA0W
"modem inout".

8.14.2 Mpumepbl HACTPOEK
3apaua 1:

HacTtpouTb IP-cBA3HOCTL Mexay aAByMsi ESR Ha Serial-nopTy, ucnonb3ys mogembl B pexume Leased line
(aBTOMATUYECKMIN PEXUM MOZEMOB), COEAMHEHHbIX MEXAY CO6OI TenedoHHbIM Kabenem.

Serial 2 Serial 2
1.1.1.1/24 1.1.1.2/24
R_}! RS-232 T RS-232 R-7|
¢ \ “'ﬂ’ ‘Q’ 4 N
ESR-21 (1) Moaem Moaem ESR-21 (2)

& MogeMbl fOMKHBbI GbITb NpeaBapUTe/IbHO BBeAeHbI B PEXUM aBTOMAaTUUECKOW YCTaHOBKN
CoeAVHeHus.

& MpoBepeHa coBmecTUMOCTb ¢ MogeMamu Modem Zyxel U-336E Plus.
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PelleHue:
CkoHurypmpoBartb nepBbiii ESR-21

HacTpoum napaMeTpbl COrNacoBaHUS:

esr-21-1(config)# line aux 2
esr-21-1(config-Tline-aux)# flowcontrol hardware
esr-21-1(config-Tline-aux)# exit
esr-21-1(config)#

CKoHurypmpyem Heobxoaumble RS-232 nHtepdeicol:

esr-21-1(config)# interface serial 1/0/2
esr-21-1(config-serial)# ip address 1.1.1.1/24
esr-21-1(config-serial)# exit
esr-21-1(config)#

CkoHcpurypupyem firewall gns 3oH 6e3onacHoOCTU:

esr-21-1(config)# security zone xx
esr-21-1(config-zone)# exit

esr-21-1(config)# security zone-pair xx self
esr-21-1(config-zone-pair)# rule 1
esr-21-1(config-zone-pair-rule)# action permit
esr-21-1(config-zone-pair-rule)# enable
esr-21-1(config-zone-pair-rule)# exit
esr-21-1(config-zone-pair)# exit
esr-21-1(config)#

M yKaxkeM nprMHaanexHocTb NHTepPdelicoB K 30He 6e30MacCHOCTMU:

esr-21-1(config)# interface serial 1/0/2
esr-21-1(config-serial)# security-zone xx
esr-21-1(config-serial)# exit
esr-21-1(config)#

CkoHdurypupoBaTtb BTopoii ESR-21

Hactpoum napameTpbl cornacoBaHus:

esr-21-2(config)# line aux 2
esr-21-2(config-line-aux)# flowcontrol hardware
esr-21-2(config-line-aux)# exit
esr-21-2(config)#

CKoHurypupyem Heobxoaumble RS-232 nHtepdeicl:

esr-21-2(config)# interface serial 1/0/2
esr-21-2(config-serial)# ip address 1.1.1.2/24
esr-21-2(config-serial)# exit
esr-21-2(config)#

ESR-Series. PyKoBOACTBO MO aKcniyaraunm
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CkoHdourypupyem firewall ans 3oH 6e3onacHoCTy:

esr-21-2(config)# security zone xx
esr-21-2(config-zone)# exit

esr-21-2(config)# security zone-pair xx self
esr-21-2(config-zone-pair)# rule 1
esr-21-2(config-zone-pair-rule)# action permit
esr-21-2(config-zone-pair-rule)# enable
esr-21-2(config-zone-pair-rule)# exit
esr-21-2(config-zone-pair)# exit
esr-21-2(config)#

M ykaxkeM nprMHaanexHocTb NHTepdelicoB K 30He 6e30MacCHOCTMU:

esr-21-2(config)# interface serial 1/0/2
esr-21-2(config-serial)# security-zone xx
esr-21-2(config-serial)# exit
esr-21-2(config)#
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3apaua 2:
HacTtpouTtb IP-cBA3HOCTL Mexay AByMst ESR Ha Serial-nopTy, ucnons3sysa mogemsl B pexxume Dial-Up n
TenedoHHyto0 ceTb 06Lero nosb3oBanus (TchOIM).

Serial 2 Serial 2
N o 1.1.1.1/24 1.1.1.2124 S cuum”
sz RS-232 ‘;q’ ‘cq’ RS-232 sz
ESR-21 (1) Moem o0 Mogem ESR-21 (2)
ESR-12vf

B kauecTtBe amynauum TpOI ncnonesyetca ESR-12VF ¢ HuxenpuseaeHHOW HACTPOIKOM:

dialplan pattern factory_test
description "dialplan for factory test"
pattern "S5, L5 (00[1-3]@{local} | [xABCDx#].S)"
enable
exit
sip profile 1
dialplan pattern "factory_test"
enable
proxy primary
enable
ip address proxy-server 192.0.2.5
registration
ip address registration-server 192.0.2.5
exit
exit
interface voice-port 1
sip user phone 001
profile sip 1
exit
interface voice-port 2
sip user phone 002
profile sip 1
caller-id mode fsk-bell
exit

& TMpoBepeHa COBMECTUMOCTb C MOgeMaMu
* Modem ZyXEL OMNI 56K (MINI).
+ Modem Acorp-M56SCD.

PelweHune:
CkoHdurypupoBaTtb nepBbiii ESR-21

HacTpoum napameTpsbl cornacosaHus ¢ MOAEMOM:

esr-21-1(config)# line aux 2
esr-21-1(config-line-aux)# flowcontrol hardware
esr-21-1(config-line-aux)# modem inout
esr-21-1(config-line-aux)# exit
esr-21-1(config)#
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CkoHpurypvpyem Heobxoanmble RS-232 nHtepdoeiicsi:

esr-21-1(config)# interface serial 1/0/2
esr-21-1(config-serial)# 1ip address 1.1.1.1/24
esr-21-1(config-serial)# exit
esr-21-1(config)#

CkoHcpurypupyem firewall gns 3oH 6e3onacHocTU:

esr-21-1(config)# security zone xx
esr-21-1(config-zone)# exit

esr-21-1(config)# security zone-pair xx self
esr-21-1(config-zone-pair)# rule 1
esr-21-1(config-zone-pair-rule)# action permit
esr-21-1(config-zone-pair-rule)# enable
esr-21-1(config-zone-pair-rule)# exit
esr-21-1(config-zone-pair)# exit
esr-21-1(config)#

N yKkaxkem nprHag1exHOCTb MHTepdeicoB K 30He 6e30MacHOCTH:

esr-21-1(config)# interface serial 1/0/2
esr-21-1(config-serial)# security-zone xx
esr-21-1(config-serial)# exit
esr-21-1(config)#

BknounmM f0O3BOH MO HOMepY:

esr-21-1(config)# interface serial 1/0/2
esr-21-1(config-serial)# dialer string 002
esr-21-1(config-serial)# dialer
esr-21-1(config-serial)# exit
esr-21-1(config)#

CkoHdurypupoBatb BTopoii ESR-21

Hactpoum napameTpbl cornacoBaHus:

esr-21-2(config)# line aux 2
esr-21-2(config-line-aux)# flowcontrol hardware
esr-21-2(config-line-aux)# modem inout
esr-21-2(config-line-aux)# exit
esr-21-2(config)#

CKoHurypmpyem Heobxoaumble RS-232 nHtepdeicl:

esr-21-2(config)# interface serial 1/0/2
esr-21-2(config-serial)# ip address 1.1.1.2/24
esr-21-2(config-serial)# exit
esr-21-2(config)#
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CkoHdcpurypupyem firewall gns 3oH 6e3onacHocTu:

esr-21-2(config)# security zone xx
esr-21-2(config-zone)# exit

esr-21-2(config)# security zone-pair xx self
esr-21-2(config-zone-pair)# rule 1
esr-21-2(config-zone-pair-rule)# action permit
esr-21-2(config-zone-pair-rule)# enable
esr-21-2(config-zone-pair-rule)# exit
esr-21-2(config-zone-pair)# exit
esr-21-2(config)#

N ykaxem npuHaanexHocTb MHTEPdIencoB K 30He 6e30MacHOCTU:

esr-21-2(config)# interface serial 1/0/2
esr-21-2(config-serial)# security-zone xx
esr-21-2(config-serial)# exit
esr-21-2(config)#

3apaua 3:
cnonb3oBartb AONO/THUTE bHBIE NapamMeTpbl HACTPOVKN MOAEMOB A5 3aja4n 2:

« Ans mogema 1 BkioueHne npoTtokona V.22bis,
* OTK/IIOYEHNE ANHAMMKOB Ha 060MX MofeMax.

PeweHue
Co3gagum CTPOKY C AONOSTHATENbHLIMW NapameTpamMu nHuymManusaumm mogema ais nepsoro ESR-21, rae:

« AT&N1T — BknoueHue pexuma V.22bis Ha mogeme,
+ ATMOLO - oTknoyeHne guHamuka mogema.

esr-21-1(config)# chat-script dial_test "ABORT 'BUSY' ABORT 'NO CARRIER' ABORT ERROR '' AT OK
AT&F OK AT&N14 OK ATMOLO OK ATD\\T CONNECT ''"
esr-21-1(config)#

BKk1HOUMM MCNob30BaHWe CTPOKN MHMUUManmMsaumm mogema:

esr-21-1(config)# interface serial 1/0/2

esr-21-1(config-serial)# dialer string 001 modem-script dial_test
esr-21-1(config-serial)# exit

esr-21-1(config)#
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Co3aaum CTPOKY C AOMOTHUTEIbHBIMI NapameTpaMmn MHULmanu3aumm mogema anas stoporo ESR-21:
esr-21-2(config)# chat-script answer_test "ABORT 'BUSY' ABORT 'NO CARRIER' '' AT OK AT&F OK

ATMOLO RING ATAr CONNECT ''"
esr-21-2(config)#

BktoumMm ncnonb3oBaHe CTPOKU NHULMaNn3aLmm Mmogema:

esr-21-2(config)# interface serial 1/0/2

esr-21-2(config-serial)# dialer string 000 modem-script answer_test
esr-21-2(config-serial)# exit

esr-21-2(config)#

8.14.3 Cxembl pacnaikm nepexogHNKoB

RJ-45 <--> DB-25 pinout

1
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RJ-45 <--> RJ-45 pinout (rolled over cable)
12 7 8 12 7 8

RJ45:

Stright Through Cable Rolled over Cable
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9 YnpaBneHue TYHHeNMpoBaHNEM

* HacTtpoiika GRE-TyHHenel
* AJITOPUTM HaCTPOIKM
* Mpumep HacTpoitkn IP-GRE-TyHHeNs
+ Hactpoiika DMVPN
* AJITOPUTM HaCTPOIKM
* [prmMep HacTpokm 1
* [pymMep HacTpoikm 2
* HacTtpoiika L2TPv3-TyHHenel
* AJITOPUTM HaCTPOIKM
* [pumep HacTpoikn L2TPv3-TyHHens
* HacTtpoiika IPsec VPN
« AnropuTtm HacTpoiikn Route-based IPsec VPN
+ [pumep HacTpoitkn Route-based IPsec VPN
« AnropuTtm HacTpoiiku Policy-based IPsec VPN
+ Mpumep HacTpoiikn Policy-based IPsec VPN
« AnropuTm HacTpoiikn Remote Access IPsec VPN
* MNpumep HacTpoitkn Remote Access IPsec VPN
* Mpumep HacTpoliku DPD (Dead Peer Detection)
* HacTtpoiika LT-TyHHenel
* AJITOPUTM HaCTPOIKM
* [prMep HacTPOKM

9.1 Hactpowika GRE-TyHHeneun

GRE (aHrn. Generic Routing Encapsulation — o6Lasi UHKancynaumsi MapLipyToB) — NPOTOKO/ TYHHENMPOBaHUS
ceTeBbIX NakeToB. Ero 0CHOBHOE Ha3HavyeHne — MHKancysaunsa nakeToB CETEBOro ypoBHs ceteBoit mogesnm 0S|
B IP-nakeTbl. GRE moxeT ucnons3sosarsca ang opradusauun VPN Ha 3 yposHe mogenu OSI. B
MapLupyTtumsaTope ESR peannsoBaHbl cTatnyeckme Heyrnpaensemble GRE-TyHHeNu, To eCTb TyYHHeNM co3garTcs
BPYUHYIO NyTEM KOH(OUIYPUPOBaHNS Ha /IOKASIbHOM W ya/leHHOM y3/ax. [lapameTpbl TYHHeNs 418 Kax0i 13
CTOPOH A0/1XHbI ObITb B3AMOCOI/1IaCOBaHHbIMW UM NEePEeHOCUMbIE laHHble He ByayT AeKarncynMpoBaTbCs
napTHepomM.

9.1.1 ANroputM HaCTpPOIKK

War OnucaHue KomaHpga Knoun

1 CkoHdthurypupoBsatb L3-uHTepgoeiic, ot
KoToporo 6yget ctpontbes GRE-
TYHHEb.

2 Cosgarb GRE-TyHHENb 1 Nepentn B esr(config)# tunnel gre <INDEX> <INDEX> — ngeHtundmkarop
PEXMM €ro KOHPUTYPUPOBaHUS. TYHHENS B AnanasoHe:

 ana ESR-10/12V(F)/
14VF/15(R) - [1..10];

© ons
ESR-20/21/30/100/200
- [1..250];

+ ana ESR-1000/1200/
1500/1511/1700/3100/
3200/3300 - [1..500].
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LWar OnucaHue

3 Ykasatb ak3emnniap VRF, B koTopom
6ynet paboTatb gaHHbI GRE-TyHHENb
(He 06s13aTe/NbHO).

4 YKa3aTb onvcaHune KoHuUrypupyemoro
TYHHeNs (He 06a3aTe/bHO).

5 YcTaHoBUTBL foKasibHbIN IP-agpec gns
YCTaHOBKWN TYHHENS.

6 YcTtaHoBUTL yaaneHHsblli IP-agpec gns
YCTaHOBKWN TYHHENS.

7 YkazaTb pexuM MHKancynsauumn ans
GRE-TyHHens.

8 YctaHoBUTh IP-agpec nokanbHown
CTOPOHbI TYHHeNst (TOMbKO B pexvume
ip).

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpa

esr(config-gre )# ip vrf forwarding
<VRF>

esr(config-gre)# description
<DESCRIPTION>

esr(config-gre)# local address
<ADDR>

esr(config-gre)# local interface
<IF>

esr(config-gre)# remote address
<ADDR>

esr(config-gre)# mode <MODE>

esr(config-gre)# ip address
<ADDR/LEN>

Knoun

<VRF> - nmsa VRF, 3agaetcsa
cTpokoin go 31 cumBona.

<DESCRIPTION> — onucanune
TYHHenNs, 3a4aéTcsa CTPOKOI A0
255 cumBonos.

<ADDR> - IP-agpec
JIOKa/TbHOrO LWt03a, 3aJaéTcs
B Buae AAA.BBB.CCC.DDD, rae
Kakaasi 4yacTb MpUHMMaEeT
3HayeHus [0..255].

<IF> - nHTepdelic, ot IP-
ajgpeca KoToporo
yCTaHaB/IMBAETCS TYHHE/Ib.

<ADDR> - IP-agpec
NIOKa/1bHOTO LU/H03a, 3a4aéTcA
B Buae AAA.BBB.CCC.DDD, rae
Kaxaas 4yacTb NpyHUMaeT
3HaueHus [0..255].

<MODE> - pexum
nHkancynsauum ana GRE-
TYHHenNs:

* ip — vHkancynaums IP-
naketos B GRE;

+ ethernet -
nHkancynsaums ethernet-
opeiimos B GRE.

3HauyeHune No ymosyaHuio: ip.

<ADDR/LEN> - IP-agpec un
npedmkc nogceTn 3agaétcs B
Buae AAA.BBB.CCC.DDD/EE,
rae kaxgas yacte AAA — DDD
npuHUMaeT 3HaveHus [0..255] n
EE npuHumaeT 3HayeHuns
[1..32].

MoxHo ykasaTb A0 8 IP-
afipecos nepeyncreHnemM
yepes 3anaTyto.

[ononHnTeNbHbIE YHKLMN

IPv4-agpecaumm cMm. B pasgene
HacTpoiika IP-agpecauunn.
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LWar OnucaHue

9 HasHaunTb LUMpOKoBeLLATE bHbIl
AomeH ansa nHkancynauum B GRE-
nakeTbl AaHHOTO TyHHenNs (TONbKO B
pexume ethernet).

10 Bkntounte GRE-TyHHe b B 30HY
6e30nacHOCTV M HACTPOUTb Npasuna
B3aVMOAENCTBMSA MeXay 30HaMU Un
oTkoumnTh firewall (cm. pasgen
KoHdpurypupoBaHue Firewall).

11 Ykaszatb pasmep MTU (Maximum
Transmition Unit) gnst TyHHens (He
06513aTe/bHO).

MTU 6onee 1500 6yaeT akTUBHO
TO/IbKO €C/IM NPUMEHeHa KoMaHAa
"system jumbo-frames".

12 YKa3aTb 3HaYeHne BpemMeHu Xun3Hu TTL
[Ns1 TYHHENbHBIX NakeToB (He
06513aTe/bHO).

KomaHpa

esr(config-gre)# bridge-group
<BRIDGE-ID>

esr(config-gre)# security-
zone<NAME>

esr(config-gre)# ip firewall disable

esr(config-gre)# mtu <MTU>

esr(config-gre)# ttl <TTL>

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

Knoun

<BRIDGE-ID> -
NOEHTUMKALNOHHBI HOMEp
MOCTa, NPYHUMAET 3HaYeHUs B
AnanasoHe:

+ ana ESR-10/12V(F)/
14VF/15(R) - [1..50];

« ana
ESR-20/21/30/100/200
- [1..250];

+ nns ESR-1000/1200/
1500/1511/1700/3100/
3200/3300 - [1..500].

<NAME> — nms 30HbI
6e30nacHOCTK, 3aaéTcs
CTpOKOIi A0 12 CUMBONOB.

<MTU> - 3Ha4eHne MTU,
NPUHUMAaET 3Ha4YeHNA B
JunanasoHe:

+ onsi ESR-10/12V(F)/
14VF/15(R) -
[1280..9600];

« ana ESR-20/21/30 -
[1280..9500];

« ana ESR-100/200/1000/
1200/1500/1511/1700/
3100/3200/3300 -
[1280..10000].

3HaueHve No yMoI4aHuio:
1500.

<TTL> - 3HaueHue TTL,
NMPUHUMAET 3HAYEHUS B
JAnanasoHe [1..255].

3Ha4veHne No yMOo/IHaHuio:

Hacnefyetcs oT
VHKancyImpyeMoro naketa.
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13

14

15

16

17

18

19

OonucaHue

YkazaTb DSCP ans ncnonb3oBaHus B
IP-3arosioBke MHKancympyoLero
naketa (He 06s13aTe/IbHO).

Paspeluntb nepegady kntoua (KEY) B
TYHHe/IbHOM 3aronoeke GRE (B
cootBeTcTBMM ¢ RFC 2890) 1
YCTaHOBWTb 3HAUYEHME Ktova.
HacTpavBaeTcsi To/Ibko ¢ 06enx CTOPOH
TYHHens

(He o6si3aTesnbHO).

BKOUNTb BbIYMCTIEHWE KOHTPOSIbHOM
CyMMbI 1 3aHeceHune eé B GRE-
3aro/I0BOK OTNPaB/ISiEMbIX NaKETOB.
Mpu 3TOM Ha yAA/IEHHOI CTOPOHE
HEOB6X0AVMMO BK/OUNTL NMPOBEPKY
KOHTPO/IbHOI CyMMbI

(He o6si3aTenbHO).

BkniounTb NPOBEPKY HaMMUms 1
COOTBETCTBUS 3HAYEHWNI KOHTPO/TLHOA
CYMMbI B 3arofl0BKax NpYHUMaeMblx
GRE-naketoB. Npun 3TOM Ha yaaneHHomn
CTOPOHE HEOBX0AMMO BK/HOUNUTL
BblUMC/IEHNE KOHTPOMBHOI CyMMBbl

(He 06s13aTeNbLHO).

BKt0unTb NPOBEPKY AOCTYMHOCTH
yA/IEHHOTO LW/o3a TyHHens (He
0653aTe/bHO).

N3meHnTb Bpems oxunaaHus keepalive
MakeToB OT BCTPEUYHOI CTOPOHbI (He
0653aTe/bHO).

3MEHUTb KONMYECTBO MOMbITOK
MPOBEPKYM [OCTYNHOCTY YAA/IEHHOTO
LLN03a TyHHeNs (He 06513aTe/bHO).

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpa

esr(config-gre)# dscp <DSCP>

esr(config-gre)# key <KEY>

esr(config-gre)# local checksum

esr(config-gre)# remote checksum

esr(config-gre)# keepalive enable

esr(config-gre)# keepalive timeout
<TIME>

esr(config-gre)# keepalive retries
<VALUE>

Knoun

<DSCP> - 3HaueHue koga
DSCP, npuHMmaeT 3Ha4yeHus B
Avanasone [0..63].

3Ha4yeHVe No yMo4aHuio:
Hacnegyertcsa ot
WHKancynmpyemoro naketa.

<KEY> — 3HaueHune KEY,
NMPUHUMAET 3HAYEHUS B
[JAmnana3soHe [1..2000000].

3HayeHve No yMoyaHuio: KoY
He nepepaércs.

<TIME> — Bpems B CekyHAax,
NPUHUMAET 3HAYEHNS B
JnanasoHe [1..32767].

3HaueHwue no ymonyaxuio: 10.

<VALUE> - konnyecTtBO
MOMbITOK, MPUHUMAET 3HAYEHNS
B AvanasoHe [1..255].

3HaueHne Nno yMonyaHuio: 5.
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20

21

22

23

24

25

26

27

OonucaHue

Ykazatb IP-agpec ansa pabotbl
mexaHu3mMa keepalive (06s13aTeNbHO B
pexume ethernet).

3MeHWTb MHTEPBA/T BPEMEHM, 3a
KOTOpBbI ycpeaHseTcs CTaTUCTMKa O
Harpyske Ha TyHHese (He
06513aTe/bHO).

BKNOUNTL OTNPaBKy snmp-trap o
BK/IIOUEHNI/OTK/IOUEHNN TYHHENS.

BknounTtb MexaHu3m nepesanpoca IP-
agpecoB no npotokony DHCP Ha
yKasaHHbIX MHTepgeincax npu
oTkntoueHun GRE-TyHHens no keepalive
(He 06si3aTenbLHO).

3afaTb MHTEpBaN BPEMEHN MEXIyY
oTK/todeHnem GRE-TyHHena n
nepesanpocom IP-agpeca Ha
nHTepdeiice/nHTepgencax, ykasaHHbIX
komaHgoi keepalive dhcp dependent-
interface (He o6s13aTeNbLHO).

Mepeonpenenutb 3HadyeHue nona MSS
(Maximum segment size) Bo BXOAALMX
TCP-nakeTtax (He 06513aTe/LHO).

BK/1OUNTb 3annch CTATUCTVKM
MCNONb30BaHUS TEKYLLETO TYHHENs (He
0653aTe/bHO).

AKTVBMpPOBATL TYHHE/b.

Takxe o GRE-TyHHe 1 BO3MOXHO HACTPOUTb:

*+ QoS B 6a30BOM M/ pacCLLMPEHHOM pexuMax (cM. pasgen YnpasneHne QoS);

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpa

esr(config-gre)# keepalive dst-
address <ADDR>

esr(config-gre)# load-average
<TIME>

esr(config-gre)# snmp init-trap

esr(config-gre)# keepalive dhcp
dependent-interface <IF>

esr(config-gre)# keepalive dhcp
link-timeout <SEC>

esr(config-gre)# ip tcp adjust-mss

<MSS>

esr(config-gre)# history statistics

esr(config-gre)# enable

proxy (cM. pasgen Mpokcuposanve HTTP/HTTPS-Tpadika);

MOHUTOPUHT Tpadmka (cM. pasaensl HacTtpoiika Netflow n Hactpoiika sFlow);

Knoun

<ADDR> - IP-agpec ans
NpoBEPKM paboTOCNOCOBHOCTH
GRE-TyHHeNA.

<TIME> — uHTepBan B
CcekyHpax, MpuHumaeT
3HayeHus [5..150].

3HayeHue no yMosyaHuio: 5.

<IF> - dhmanueckuii/
nornyeckunin nHTepdeiic, Ha
KOTOPOM BK/THOUEHO MOMyYEHME
IP-appeca no DHCP.

<SEC> — nHtepsan mexay
oTk/oveHnem GRE-TyHHens un
nepesanpocom IP-agpeca no
DHCP Ha nHTepdeiicax.

<MSS> - 3HaueHne MSS,
NMPUHUMAET 3HAYEHUS B
JAmnanasoHe [500..1460].

3HaueHne Nno ymonyaHuio:
1460.

thyHKLMOHAN NPOTOKOMOB MapLUpyTM3aumi (CM. pasaen YnpasieHne mapLipytusatmen);
doyHkumoHan BRAS (cm. pasgen Ynpaenexne BRAS (Broadband Remote Access Server));
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9.1.2 Mpumep HacTpoiiku IP-GRE-TyHHeNs

3apgava:

Opranmnzosatb L3-VPN mexay odmcamm komnaHmm yepes IP-ceTb, CNosb3yst AN TYHHENNMPOBaHUs Tpadimka
npotokon GRE.

* B kayecTBe N0OKasIbHOrO LWk03a 418 TyHHensa ncnonb3yetcs IP-agpec 115.0.0.1;
+ B kauyecTBe ygasieHHOro wio3a s TyHHens ncnonbsayetcs IP-agpec 114.0.0.10;
+ IP-agpec TyHHenNs Ha nokanbHol ctopoHe 25.0.0.1/24.

TyHHens GRE

PelleHue:

MpeaBapuTeNIbHO HA MapLUpyTU3aTopax AO/MKHbI ObITb HACTPOEHbI UHTephenckl Ans ceasn ¢ cetbio WAN,
paspeLueHo nosyyeHve naketos npoTokona GRE n3 30HbI 6e30MacHOCTY, B KOTOPOW paboTatoT UHTepdeicsl,
nogknoyeHHble k cetn WAN.

Coszgagum TyHHenb GRE 10:
esr(config)# tunnel gre 10
YKaxxeM nokasibHbIl 1 yaaneHHbli w3 (IP-agpeca nHtepdieiicos, rpaHuyaiyx ¢ WAN):

esr(config-gre)# local address 115.0.0.1
esr(config-gre)# remote address 114.0.0.10

Ykaxkem IP-agpec TyHHens 25.0.0.1/24:
esr(config-gre)# ip address 25.0.0.1/24

Takke TyHHeNb J0/MKEH NpUHaAeXaTb K 30He 6e30NacHOCTK, 4151 TOro YTOObl MOXHO 6bI/1I0 CO34aTb NPaBuNa,
paspeLuatome npoxoxaeHvne Tpadguka B firewall. MpruHaaneXxHoCcTb TYHHENS K 30He 3a4aeTcA cneayowei
KOMaHZ0M:

esr(config-gre)# security-zone untrusted
Bkntounm TYHHESb:

esr(config-gre)# enable
esr(config-gre)# exit

Ha mapLupyTum3aTope [0/MKEH 6bITb CO34aH MapLLPYT [0 NTIOKa/IbHOV ceTu napTHepa. B kauecTBe uHtepdeiica
Ha3HayeHusl yKasblBaeM paHee Cco3faHHbIi TyHHenb GRE:
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esr(config)# ip route 172.16.0.0/16 tunnel gre 10

Mocne npuMeHeHUs HacTpoekK Tpaduk ByaeT MHKancy/IMpoBaTbCA B TYHHESb U OTNPaBAATLCA NapTHePY,
He3aBuCcUMO OT Hannunsa GRE-TyHHeNs 1 npaBu/IbHOCTM HACTPOEK C ero CTOPOHbI.

OnumoHansHo ana GRE-TyHHeNsa MOXHO ykasaTb criefytoLne napameTpbi:

* BKOUNTb BbIYMC/IEHNE 1 BK/IOUYEHME B NAKET KOHTPO/IbHON CyMMbl 3arosioBka GRE n
MHKancy/IMpoBaHHOIO NakeTa [/ UCXOASLLEro Tpadguka:

esr(config-gre)# local checksum

* Bk1lounTb NPOBEPKY HANMMUNA N KOPPEKTHOCTM KOHTPO/IbHOM cyMmMbl GRE ans Bxogsiiero Tpaguka:

esr(config-gre)# remote checksum

* YKaszaTb YHUKa/bHbI UaeHTUUKaTop:

esr(config-gre)# key 15808

* YkazaTb 3HaueHne DSCP, MTU, TTL:

esr(config-gre)# dscp 44
esr(config-gre)# mtu 1426
esr(config-gre)# ttl 18

* BKOUMTb 1 HACTPOUTL MexaHu3M keepalive:

esr(config-gre)# keepalive enable
esr(config-gre)# keepalive timeout <TIME>
esr(config-gre)# keepalive retries <VALUE>

CoCTOsiHME TYHHENSI MOXXHO NMOCMOTPETb KOMaHAOiA:
esr# show tunnels status gre 10

CueTumku BXO4ALLNX N OTNPaB/1IEHHbIX MakKeTOB MOXXHO NOCMOTPETb KOMaH,EI,OVIZ
esr# show tunnels counters gre 10

KoHdpurypaumo TyHHeNst MOXXHO NOCMOTPETb KOMaHAOoiA:
esr# show tunnels configuration gre 10

HacTtpoiika TyHHens IPv4-over-IPv4 nponsBoanTcst aHaornmyHbiM 06pas3om.

& MNpu co3paHun TyHHens Heobxoaumo B firewall paspewntb nporokon GRE (47).
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9.2 Hactpovika DMVPN

DMVPN (Dynamic Multipoint Virtual Private Network) — TexHonorua ansi cosgaHusi BUPTyasibHbIX YaCTHbIX
ceTeil, C BO3MOXHOCTbIO AVMHAMUYECKOro CO34aHuns TYHHeein mexay y3namu. NpemmMyLecTtsom gaHHOro
peLleHns ABNSAETCA BbICOKas MacluTabypyeMoCTb U NIErKOCTb HACTPOMKM NPY NOAKNHOYEHUN PUIMANoB K
roniloBHomy ocpucy. DMVPN uncnonb3yetcsa B Tononorum Hub-and-Spoke, 1 nossonset ctpontb npsimbie VPN-
TyHHenu Spoke-to-Spoke B gonosnHeHne K 06bl4HbIM Spoke-to-Hub TyHHeNnam. 310 o3HavaeT, 4to dunmnansi
CMOryT 06watbes Apyr ¢ ApYroM Hanpsimyto, 6e3 Heo6xo4MMOCTM NPOXoXAeHusa Tpadumka yepes Hub.

UTo6bl yCTAHOBUTL Takoe coeanHeHne, knneHTbl (NHC) no wrdpoBaHHoMy IPsec-TyHHeNo oTnpaBnsoT
COOTBETCTBME CBOEr0 BHYTPEHHErO (TyHHEeNbHOro) agpeca u BHeluHero (NBMA) agpeca Ha NHRP-cepBep
(NHS). Korga knmeHT 3axo4eT coeauHuTbes ¢ aApyrum NHC, oH nocbiniaeT Ha cepBep 3anpoc, YTobbl y3HaTb ero
BHeLLHWIA agpec. [onyyunB OTBET OT cepBepa, KNIMEHT Tenepb CaMOCTOATE/IbHO MOXET yCTaHaBNNBaTb
coeAnHeHue ¢ yaanéHHbIM (onInasiom.

9.2.1 ANropuTM HaCTpPOIIKK

War OnucaHue KomaHpa Knoun

1 MpoBepUTb AOCTYMHOCTb «BHELLHUX» IP-
a/lpecoB, HaxoAALLMXCHA Ha (PU3NYECKUX
nHTEpdeicax.

2 MoprotoBuTts IPsec-TyHHenn ans CM. pasgen YnpasneHue
paboTbl COBMECTHO C AMHAMNYECKAMU TYHHE/IMPOBAHNEM.

GRE-TyHHENnsaMu.

2 Cosgarb GRE-TyHHENb 1 Nnepentn B esr(config)# tunnel gre <INDEX> <INDEX> — ngeHtundmkarop
PEXUM ero KOHUIryprpoBaHmsl. TYHHensl.

3 MepeBecT GRE-TYHHENb B PEXUM esr(config-gre )# multipoint
multipoint.

4 YCTaHOBUTb OTKPbITLIA Naposb A4S esr(config-gre)# ip nhrp <WORD> — naponb B OTKpPbITOi
NHRP-nakeToB (He 06513aTe/LHO). authentication <WORD> doopMe, 3a4aeTCsl CTPOKOIA

[1..8] cumBonoB, MoXeT
BK/ItoUaTb cumBonbl [0-9a-fA-F].

5 Yka3aTb Bpemsi, B TedeHue kotoporo Ha  esr(config-gre)# ip nhrp holding- <TIME> - BpeMs B cekyHOax, B
NHS 6yaeT cyulecTBoBaTb 3anuchb o time <TIME> TeyeHne KOToporo Ha cepsepe
[lAHHOM KNMeHTe (He 06s13aTeNbHO). 6yAeT CyLlecTBOBaTh 3an1ch 0

[lAHHOM K/IMEHTE, NPUHMAET
3HayeHus [1..65535].

3HaueHne no ymon4aHuio:
7200.
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War OnucaHue KomaHpa Knoun
6 3afath «1ornyeckuii (TyHHebHbIR)» esr(config-gre)# ip nhrp nhs <ADDR/LEN> - agpec,
agpec NHRP-cepsepa. <ADDR> [ no-registration ] 3aaaéTca B BUae

AAA.BBB.CCC.DDD/EE, rge
Kaxgasa yacte AAA - DDD
npuHUMaeT 3HadeHuns [0..255] n

EE nprvHumaet 3HayeHun
[1..32];

* no-registration — He
perncTpmpoBaTbCs Ha

NHRP-cepBepe.
7 3agaTb COOTBETCTBME «BHYTPEHHETO» esr(config-gre)# ip nhrp map <ADDR> - IP-agpec 3apaétcsa B
TYHHENbLHOro agpeca C «BHELLUHUM» <ADDR> <ADDR> Bnge AAA.BBB.CCC.DDD, rge
NBMA-agpecom. Kaxaas 4yacTb NpuHUMaeT

3HayeHus [0..255].

8 Onpeaenutb agpecarta MyssTukacTHoro — esr(config-gre)# ip nhrp multicast + dynamic — oTnpaBnsTb
Tpadgmka. { dynamic | nhs | <ADDR> } Ha BCEe N1pbl, C
KOTOPbIMY €CTb
COEZIMHEHMVE;

+ nhs — oTnpaBnaTh Ha

BCe cTaTtunyeckume

CKOHOUIypupoBaHHble

cepsepa.
<ADDR> - otnpaBnstb Ha
cneuudpryeckm
CKOHCQUTYpUpPOBaHHbIN agpec,
3apaéTtca B Buae
AAA.BBB.CCC.DDD, rae kaxxgas
YyacTb MPUHMMAET 3HAYEHNS
[0..255].

9 BK/1OUNTb BO3MOXHOCTb OTMNPaBKM esr(config-gre)# ip nhrp redirect
NHRP Traffic Indication nakeTos.
BbinonHsietcst Ha NHS (He
06513aTe/LHO).

10 BK/11OUNTb BO3MOXHOCTb CO3/1aHUS esr(config-gre)# ip nhrp shortcut
KpaTuaiilumx MapLipyToB. BbinonHseTcs
Ha NHC (He o6s13aTeNbHO).
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War OnucaHue KomaHpa Knoun
11 Mpueasatb IPsec-VPN k mGRE-TyHHento  esr(config-gre)# ip nhrp ipsec <WORD> — nmsa VPN, 3agaétcs
(He o6si3aTeNbHO). <WORD> { static | dynamic } CTpokoii fo 31 cumBong;

+ static — ctaruueckoe
coefViHeHue,
NMPUMEHSATCS AN CBA3M
¢ NHS;

+ dynamic — gnHammyecku
ycTaHaB/MBarLeecs
coefliHeHve,
KOHchurypupyetca ans
cBAsu mexay NHC.

12 BknounTb Nnepegavy rpynnoBoro esr(config-gre)# ip nhrp attribute =~ <WORD> - nms nhrp-rpynnbi,
aTpubyTa (He 06s13aTesIbHO). group <WORD> 3a7aéT1cs CTPoKoii [1..40]
CMMBOJIOB, HE NMPUHMMAET
cumBosbl [M].

13 BkntounTb paboty npotokona NHRP. esr(config-gre)# ip nhrp enable

14 OpraHnzoBaTtb |IP-cBA3HOCTb
nocpeacTBOM NPOTOKOMA
AVHaMUYeCcKon MapLipyTm3aumm.

OcTa/lbHble HACTPOIKI aHaNorMyHbl HACTPOKaM ctaTudHoro GRE-TyHHens (cMm. pasgen YnpaeneHve
TYHHE/IMPOBAaHNEM).

9.2.2 Mpumep HacTpoiiku 1

3apgava:

OpraHuzoBaTb DMVPN mexay odpmcamm komnaHuu, ncnonsays mGRE-TyHHenn, NHRP (Next Hop Resolution
Protocol), npotokon gnHamuueckoii mapLupytusaumm (BGP), IPsec. B Hawwem npumepe y Hac 6yaeT HUB-
mapLupyTtusatop v gsa gounnana. HUB — ato DMVPN-cepgep (NHS), a domnunansi — DMPVN-knveHTbl (NHC).

Hub

10.10.0.5

1530.115.0.5

Tunmel 1P 180.100.0.10 140.114.0.4 -
10.10.0.8 ESWFW-J. B ESpnkE-z n 10.10.0.4
Hub BHewHwit IP-agpec — 150.115.0.5;
Spoke-1 BHewHwii IP-agpec — 180.100.0.10;

Spoke-2 BHewHuii IP-agpec — 140.114.0.4.
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Mapametpsbl IPsec VPN:
IKE:

* rpynna Andpdomn-Xannmaxa: 2;
* anroputm wudpposaHuna: AES128;
* asIroputm ayteHtudmnkaumm: SHA1.

IPsec:

* anroputm wudpposaHuna: AES128;
* asroputm ayteHtTudmnkaumm: SHA1.

PelweHune:

1. KoHdourypupoaHue Hub.
Cospgagum TyHHenb GRE:

esr# configure
esr(config)# tunnel gre 5

YkaxeM IP-agpec nHtepdeiica, rpaHmnyautero c ISP:

esr(config-gre)# local address 150.115.0.5

3agagum 3HavyeHne MTU:

esr(config-gre)# mtu 1416

YctaHoBUM 3HauveHue ttl:

esr(config-gre)# ttl 16

3apaaum IP-agpec GRE-TyHHens:

esr(config-gre)# ip address 10.10.0.5/24

MepeBeném GRE-TyHHenb B multipoint-peXxum ansi BO3MOXHOCTM COeANHEHNSI C HECKONbKMMM TOUKaMMU:

esr(config-gre)# multipoint

Mepeiaém k HacTpolike NHRP. HacTpoum oTnpaBKy My/bTUKACTOBbIX PAaCChIIOK B AVHAMUYECKU
y3HaBaeMble agpeca:

esr(config-gre)# ip nhrp multicast dynamic
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Mpoun3Beaém HACTPOKY NPOTOKOMA AUHAMUYECKO MapLupyTmu3aumumn ana Hub. B Hawem npumepe 310
6ynet BGP:

esr(config)# router bgp 65005
esr(config-bgp)# address-family ipv4
esr(config-bgp-af)# neighbor 10.10.0.8
esr(config-bgp-neighbor)# remote-as 65008
esr(config-bgp-neighbor)# enable
esr(config-bgp-neighbor)# exit
esr(config-bgp-af)# neighbor 10.10.0.4
esr(config-bgp-neighbor)# remote-as 65004
esr(config-bgp-neighbor)# enable
esr(config-bgp-neighbor)# exit
esr(config-bgp-af)# enable

MpounsBeném HacTpoiiky IPsec gna Hub:

esr(config)# security ike proposal IKEPROP
esr(config-ike-proposal)# encryption algorithm aesl128
esr(config-ike-proposal)# dh-group 2
esr(config-ike-proposal)# exit

esr(config)# security ike policy IKEPOLICY

esr(config-ike-policy)# pre-shared-key ascii-text encrypted 8CB5107EA7005AFF
esr(config-ike-policy)# proposal IKEPROP

esr(config-ike-policy)# exit

esr(config)# security ike gateway IKEGW

esr(config-ike-gw)# ike-policy IKEPOLICY

esr(config-ike-gw)# local address 150.115.0.5
esr(config-ike-gw)# local network 150.115.0.5/32 protocol gre
esr(config-ike-gw)# remote address any

esr(config-ike-gw)# remote network any

esr(config-ike-gw)# mode policy-based

esr(config-ike-gw)# exit

esr(config)# security ipsec proposal IPSECPROP
esr(config-ipsec-proposal)# encryption algorithm aes128
esr(config-ipsec-proposal)# exit

esr(config)# security ipsec policy IPSECPOLICY
esr(config-ipsec-policy)# proposal IPSECPROP
esr(config-ipsec-policy)# exit

esr(config)# security ipsec vpn IPSECVPN
esr(config-ipsec-vpn)# mode ke
esr(config-ipsec-vpn)# ike establish-tunnel route
esr(config-ipsec-vpn)# ike gateway IKEGW
esr(config-ipsec-vpn)# ike ipsec-policy IPSECPOLICY
esr(config-ipsec-vpn)# enable
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MpuBshkeMm IPsec kK GRE-TYHHenN0, YTO6bI KNIMEHTLI MOIIN YCTaHAB/IMBATb LUMGPOBAHHOE COeAVHEHME:

esr(config-gre)# ip nhrp ipsec IPSECVPN dynamic

Brnounm paboty NHRP v cam TyHHenb:

esr(config-gre)# ip nhrp enable
esr(config-gre)# enable

KoHchurypuposaHue Spoke.
MpoBeaém cTaHgapTHy0 HacTpoliky DMVPN Ha TyHHene:

esr# configure

esr(config-gre)# tunnel gre 8
esr(config-gre)# mtu 1416

esr(config-gre)# ttl 16

esr(config-gre)# multipoint
esr(config-gre)# local address 180.100.0.10
esr(config-gre)# ip address 10.10.0.8/24

YkasblBaeM, CKO/IbKO BPEMEHW OyeT XpaHUTbLCSA 3anucb O K/IMEHTE Ha CepBepe:

esr(config-gre)# 1ip nhrp holding-time 300

YkasblBaeM TyHHeNbHbIN agpec NHS:

esr(config-gre)# ip nhrp nhs 10.10.0.5/24

3a[aaMm COOTBETCTBIE TYHHENBHOMY afipecy — peasibHblii:

esr(config-gre)# ip nhrp map 10.10.0.5 150.115.0.5

HacTtponm mynstukactoByto paccbliiky Ha NHRP-cepsep:

esr(config)# ip nhrp multicast nhs

Mpousseném HacTpoitky BGP ans spoke:

esr(config)# router bgp 65008
esr(config-bgp)# address-family ipv4
esr(config-bgp-af)# neighbor 10.10.0.5
esr(config-bgp-neighbor)# remote-as 65005
esr(config-bgp-neighbor)# enable
esr(config-bgp-neighbor)# exit
esr(config-bgp-af)# enable

MpousBeném HacTpoiiky IPsec. Mpu co3pgaHunn wito3a npoTtokona IKE gna NHS ykaxem KOHKpeTHble
agpeca HasHaveHus. A npu co3gaHun wrto3a IKE gna NHC — agpec HasHayeHus 6yget any:

esr(config)# security ike proposal IKEPROP
esr(config-ike-proposal)# encryption algorithm aesl128
esr(config-ike-proposal)# dh-group 2
esr(config-ike-proposal)# exit
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esr(config)# security ike policy IKEPOLICY

esr(config-ike-policy)# pre-shared-key ascii-text encrypted 8CB5107EA7TO05AFF
esr(config-ike-policy)# proposal IKEPROP

esr(config-ike-policy)# exit

esr(config)# security ike gateway IKEGW_HUB
esr(config-ike-gw)# ike-policy IKEPOLICY

esr(config-ike-gw)# local address 180.100.0.10
esr(config-ike-gw)# local network 180.100.0.10/32 protocol gre
esr(config-ike-gw)# remote address 150.115.0.5
esr(config-ike-gw)# remote network 150.115.0.5/32 protocol gre
esr(config-ike-gw)# mode policy-based

esr(config-ike-gw)# exit

esr(config)# security ike gateway IKEGW_SPOKE
esr(config-ike-gw)# ike-policy IKEPOLICY

esr(config-ike-gw)# local address 180.100.0.10
esr(config-ike-gw)# local network 180.100.0.10/32 protocol gre
esr(config-ike-gw)# remote address any

esr(config-ike-gw)# remote network any

esr(config-ike-gw)# mode policy-based

esr(config-ike-gw)# exit

esr(config)# security 1ipsec proposal IPSECPROP
esr(config-ipsec-proposal)# encryption algorithm aesl128
esr(config-ipsec-proposal)# exit

esr(config)# security ipsec policy IPSECPOLICY
esr(config-ipsec-policy)# proposal IPSECPROP
esr(config-ipsec-policy)# exit

esr(config)# security ipsec vpn IPSECVPN_HUB
esr(config-ipsec-vpn)# mode ke
esr(config-ipsec-vpn)# ike establish-tunnel route
esr(config-ipsec-vpn)# ike gateway IKEGW_HUB
esr(config-ipsec-vpn)# ike ipsec-policy IPSECPOLICY
esr(config-ipsec-vpn)# enable

esr(config)# security ipsec vpn IPSECVPN_SPOKE
esr(config-ipsec-vpn)# mode ike
esr(config-ipsec-vpn)# ike establish-tunnel route
esr(config-ipsec-vpn)# ike gateway IKEGW_SPOKE
esr(config-ipsec-vpn)# ike ipsec-policy IPSECPOLICY
esr(config-ipsec-vpn)# enable
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Mpuesixem IPsec kK GRE-TYHHENO AN15 BO3MOXHOCTMW YCTAHOB/IEHNS LUMGIPOBAHHOTO COEANHEHNS C
CEPBEPOM 1 C APYTMMMN KIIMEHTaMU CETH:

esr(config-gre)# 1ip nhrp ipsec IPSECVPN_HUB static
esr(config-gre)# ip nhrp ipsec IPSECVPN_SPOKE dynamic

Brounm paboty NHRP v cam TyHHenb:

esr(config-gre)# ip nhrp enable
esr(config-gre)# enable

CocTtosiHne NHRP-3anucei MOXHO NOCMOTPETb KOMaHA0MA:

esr# show 1ip nhrp

Oumnctnte NHRP-3anmcn MoXxHO KoMaHaoi:

esr# clear ip nhrp

9.2.3 Mpumep HACTPOIKM 2

3apava:

OpraHunsosats DMVPN mexay odomucamu komnaHuu ¢ cooteeTcTeyowmnmm nogcetamu LANT n LAN2,
ncnonb3yss mGRE-TyHHenu, NHRP (Next Hop Resolution Protocol), npoTokon gnHamuueckoii MapLupyT13aLmm
(OSPF), IPsec. B Haluem npumepe y Hac 6yaeT HUB-mapuipyTusaTtop v aga dmnunana. HUB — ato DMVPN-
cepep (NHS), a gounmansl — DMPVN-knneHTbl (NHC).

LAN 1 192.168.1.0/24

HUB

tunnel ip
10.10.0.1/28
(area 10.10.0.0)

ip 150.115.0.5/30

ip 150.115.0.6/30

ip 180.100.0.9/30 ip 140.114.0.6/30

tunnel ip
10.10.0.2/28
(area 10.10.0.0)

tunnel ip
10.10.0.3/28
(area 10.10.0.0)

LAN 2 192.168.2.0/24

ip 180.100.0.10/30 ip 140.114.0.5/30

SPOKE 1 SPOKE 2

Mpwn ncnonb3oBaHun cxemol DMVPN Heobxoaumo, utobbl HUB siBnsanca DR-maplupytnsatopom. Takum
06pa3oM, MapLIpyThl /IOKasbHbIX noaceTteli spoke 1 1 spoke 2 6yayT peTpaHcnnpoBartbes yepes hub.
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HUB BHewHuin IP-agpec — 150.115.0.5;
SPOKE-1 BHewwHwuin IP-agpec — 180.100.0.10;
SPOKE-2 BHewwHwuii IP-agpec — 140.114.0.4.

MapameTpsbl IPsec VPN:
IKE:

+ rpynna Audpdomn-Xannmaxa: 2;
+ anroputm wudposaHuna: AES128;
* anroputm ayteHtudukaumm: MDS5.

IPsec:

* rpynna Audpdomn-Xannmaxa: 2;
+ anroputm wudpposaHuna: AES128;
* anroputm ayteHtudmkaumm: MDS5.

PelweHue:

1. KoHdpurypuposaHue HUB:
MpeaBapuTensHoO HacTpoum npotokost OSPF:

esr(config)# router ospf log-adjacency-changes
esr(config)# router ospf 1

esr(config-ospf)# router-id 77.77.77.77
esr(config-ospf)# area 10.10.0.0
esr(config-ospf-area)# enable
esr(config-ospf-area)# exit

esr(config-ospf)# enable

esr(config-ospf)# exit

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

HacTponm nHTepdieiic 1 onpeaenvm NPUHaANEXHOCTb K 30He 6€30MacHOCTHU:

esr(config)# interface gigabitethernet 1/0/1
esr(config-if-gi)# security-zone untrusted
esr(config-if-gi)# ip address 150.115.0.5/30
esr(config-if-gi)# exit
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HacTtponm GRE-TyHHesb, onpeaenm npuHanIeXxHocTb K 30He 6e3onacHocTn, HacTpoum OSPF Ha GRE-

TyHHene, HacTpouM NHRP 1 Bkitoumm TyHHenb 1 NHRP komaHgoii enable. YUTo6bl HUB cTas DR,

H606XOIEI|I/IM0 BbICTABUTb MaKCMasibHbIiA NPUOPUTET:

esr(config)# tunnel

gre 1

esr(config-gre)# ttl 16

esr(config-gre)# mtu 1416

esr(config-gre)# multipoint
esr(config-gre)# security-zone untrusted
esr(config-gre)# local address 150.115.0.5

esr(config-gre)# -ip
esr(config-gre)# -ip
esr(config-gre)# -ip
esr(config-gre)# -ip
esr(config-gre)# -ip
esr(config-gre)# -ip
esr(config-gre)# -ip

address 10.10.0.1/28
ospf instance 1

ospf area 10.10.0.0
ospf priority 255

ospf

nhrp multicast dynamic
nhrp enable

esr(config-gre)# enable
esr(config-gre)# exit

Cos3gaamm ctatuyeckme MapLupyTbl 4s1a nogceten nHtepdericos spoke 180.100.0.8/30 n

140.114.0.4/30:

esr(config)# ip route 180.100.0.8/30 150.115.0.6
esr(config)# ip route 140.114.0.4/30 150.115.0.6

Mpou3ssBeném HacTpoiiky IPsec gnis HUB:

esr(config)# security ike proposal ike_propl
esr(config-ike-proposal)# authentication algorithm md5
esr(config-ike-proposal)# encryption algorithm aes128
esr(config-ike-proposal)# dh-group 2
esr(config-ike-proposal)# exit

esr(config)# security ike policy ike_poll
esr(config-ike-policy)# pre-shared-key ascii-text password
esr(config-ike-policy)# proposal ike_propl
esr(config-ike-policy)# exit

esr(config)# security ike gateway ike_spoke

esr(config-ike-gw)#
esr(config-ike-gw)#
esr(config-ike-gw)#
esr(config-ike-gw)#
esr(config-ike-gw)#
esr(config-ike-gw) #
esr(config-ike-gw) #

ike-policy ike_poll

local address 150.115.0.5

local network 150.115.0.5/32 protocol gre
remote address any

remote network any

mode policy-based

exit

esr(config)# security ipsec proposal dipsec_propl
esr(config-ipsec-proposal)# authentication algorithm md5
esr(config-ipsec-proposal)# encryption algorithm aes128
esr(config-ipsec-proposal)# pfs dh-group 2
esr(config-ipsec-proposal)# exit
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esr(config)# security 1ipsec policy ipsec_poll
esr(config-ipsec-policy)# proposal ipsec_propl
esr(config-ipsec-policy)# exit

esr(config)# security ipsec vpn 1ipsec_spoke
esr(config-ipsec-vpn)# mode ike
esr(config-ipsec-vpn)# ke establish-tunnel route
esr(config-ipsec-vpn)# ke gateway ike_spoke
esr(config-ipsec-vpn)# ke ipsec-policy ipsec_poll
esr(config-ipsec-vpn)# enable
esr(config-ipsec-vpn)# exit

Mpueshkem IPsec K GRE-TYHHENO, YTO6bI KTMEHTbI MOI/IN YCTaHaBIMBATL LUM(POBAHHOE COeAVHEHME:

esr(config)# tunnel gre 1
esr(config-gre)# ip nhrp ipsec 1ipsec_spoke dynamic
esr(config-gre)# exit

2. KoHdtpurypupoBaHue SPOKE:
MpeaBapuTensHO HacTpoum npotokon OSPF ¢ aHoHcupoBaHnem noacet LANT:

esr(config)# router ospf log-adjacency-changes
esr(config)# router ospf 1

esr(config-ospf)# router-id 1.1.1.1
esr(config-ospf)# area 10.10.0.0
esr(config-ospf-area)# network 192.168.1.0/24
esr(config-ospf-area)# enable
esr(config-ospf-area)# exit

esr(config-ospf)# enable

esr(config-ospf)# exit

HacTpoum nHTepdeiic 1 onpeaenm NPUHaANEXHOCTb K 30He 6e30MacHOCTM:

esr(config)# interface gigabitethernet 1/0/1
esr(config-if-gi)# security-zone untrusted
esr(config-if-gi)# ip address 180.100.0.10/30
esr(config-if-gi)# exit
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HacTtponm GRE-TyHHesb, onpeaenm npuHanIeXxHocTb K 30He 6e3onacHocTn, HacTpoum OSPF Ha GRE-
TyHHene, HacTpouM NHRP 1 Bkitoumm TyHHenb 1 NHRP komaHgoii enable. YUTo6bl HUB cTas DR,
Heo6X0AMMO BbICTaBUTb MUHMMaJTbHBIA NPUOPUTET Ha spoke:

esr(config)# tunnel gre 1

esr(config-gre)# ttl 16

esr(config-gre)# mtu 1416

esr(config-gre)# multipoint
esr(config-gre)# ip firewall disable
esr(config-gre)# local address 180.100.0.10
esr(config-gre)# ip address 10.10.0.2/28
esr(config-gre)# ip ospf instance 1
esr(config-gre)# ip ospf area 10.10.0.0
esr(config-gre)# ip ospf priority 0
esr(config-gre)# ip ospf

esr(config-gre)# ip nhrp holding-time 300
esr(config-gre)# ip nhrp map 10.10.0.1 150.115.0.5
esr(config-gre)# ip nhrp nhs 10.10.0.1/28
esr(config-gre)# ip nhrp multicast nhs
esr(config-gre)# ip nhrp enable
esr(config-gre)# enable

esr(config-gre)# exit

Cos3gaamm ctatuyeckme MapLupyTbl 4s1a nogceten nHtepdericos spoke 180.100.0.8/30 n
140.114.0.4/30:

esr(config)# ip route 150.115.0.4/30 180.100.0.9
esr(config)# ip route 140.114.0.4/30 180.100.0.9

MpoussBeném HacTpoiiky IPsec gnis SPOKE:

esr(config)# security ike proposal ike_propl
esr(config-ike-proposal)# authentication algorithm md5
esr(config-ike-proposal)# encryption algorithm aes128
esr(config-ike-proposal)# dh-group 2
esr(config-ike-proposal)# exit

esr(config)# security ike policy ike_poll
esr(config-ike-policy)# pre-shared-key ascii-text password
esr(config-ike-policy)# proposal ike_propl
esr(config-ike-policy)# exit
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esr(config)# security ike gateway ike_spoke
esr(config-ike-gw)# ike-policy ike_poll

esr(config-ike-gw)# local address 180.100.0.10
esr(config-ike-gw)# local network 180.100.0.10/32 protocol gre
esr(config-ike-gw)# remote address any

esr(config-ike-gw)# remote network any

esr(config-ike-gw)# mode policy-based

esr(config-ike-gw)# exit

esr(config)# security ike gateway -ike_hub

esr(config-ike-gw)# ike-policy ike_poll

esr(config-ike-gw)# local address 180.100.0.10
esr(config-ike-gw)# local network 180.100.0.10/32 protocol gre
esr(config-ike-gw)# remote address 150.115.0.5
esr(config-ike-gw)# remote network 150.115.0.5/32 protocol gre
esr(config-ike-gw)# mode policy-based

esr(config-ike-gw)# exit

esr(config)# security ipsec proposal ipsec_propl
esr(config-ipsec-proposal)# authentication algorithm md5
esr(config-ipsec-proposal)# encryption algorithm aes128
esr(config-ipsec-proposal)# pfs dh-group 2
esr(config-ipsec-proposal)# exit

esr(config)# security ipsec policy 1ipsec_poll
esr(config-ipsec-policy)# proposal ipsec_propl
esr(config-ipsec-policy)# exit

esr(config)# security 1ipsec vpn ipsec_spoke
esr(config-ipsec-vpn)# mode ike
esr(config-ipsec-vpn)# ike establish-tunnel route
esr(config-ipsec-vpn)# ike gateway ike_spoke
esr(config-ipsec-vpn)# ike ipsec-policy 1ipsec_poll
esr(config-ipsec-vpn)# enable
esr(config-ipsec-vpn)# exit

esr(config)# security 1ipsec vpn ipsec_hub
esr(config-ipsec-vpn)# mode ike
esr(config-ipsec-vpn)# ike establish-tunnel route
esr(config-ipsec-vpn)# ike gateway ike_hub
esr(config-ipsec-vpn)# ike ipsec-policy 1ipsec_poll
esr(config-ipsec-vpn)# enable
esr(config-ipsec-vpn)# exit

Mpueskem IPsec kK GRE-TyHHes0, A9 BO3MOXHOCTW YCTAHOBNEHUSA WNGPOBAHHOIO COeAVMHEHUS C
cepBepoM 1 C APYTMMN K/IMEHTaMU CETU:

esr(config)# tunnel gre 1

esr(config-gre)# ip nhrp ipsec 1ipsec_hub static
esr(config-gre)# ip nhrp ipsec 1ipsec_spoke dynamic
esr(config-gre)# exit

208



ESR-Series. PyKoBOACTBO MO aKcniyaraunm

3. CocTtosHne NHRP-3anuncei MoXHO NOCMOTPETb KOMaHAO0M:

esr# show ip nhrp

4. [ononHuTensHo B security zone-pair untrusted self Heo6xoanMmo pa3pelwnTb NpoTokosbl anst GRE over
IPSec-TyHHens:

esr(config)# object-group service ISAKMP_PORT
esr(config-object-group-service)# port-range 500
esr(config-object-group-service)# poRt-range 4500
esr(config-object-group-service)# exit
esr(config)# security zone-pair untrusted self
esr(config-zone-pair)# rule 1
esr(config-zone-pair-rule)# action permit
esr(config-zone-pair-rule)# match protocol udp
esr(config-zone-pair-rule)# match destination-port ISAKMP_PORT
esr(config-zone-pair-rule)# enable
esr(config-zone-pair-rule)# exit
esr(config-zone-pair)# rule 2
esr(config-zone-pair-rule)# action permit
esr(config-zone-pair-rule)# match protocol gre
esr(config-zone-pair-rule)# enable
esr(config-zone-pair-rule)# exit
esr(config-zone-pair)# rule 3
esr(config-zone-pair-rule)# action permit
esr(config-zone-pair-rule)# match protocol esp
esr(config-zone-pair-rule)# enable
esr(config-zone-pair-rule)# exit
esr(config-zone-pair)# rule 4
esr(config-zone-pair-rule)# action permit
esr(config-zone-pair-rule)# match protocol ah
esr(config-zone-pair-rule)# enable
esr(config-zone-pair-rule)# exit
esr(config-zone-pair)# exit

9.3 Hacrtpoiika L2TPv3-TyHHenemn

L2TPv3 (Layer 2 Tunneling Protocol Version 3) — npoTtokon Ansi TYHHENMPOBaHNA NAKeETOB 2 YPOBHS MOAE/NN
OSI mexay asyms IP-y3namn. B kadyecTBe uHKancynmpyrowero npotokona ncrnonssyetca IP van UDP. L2TPv3
MOXET MCMOosb30BaThCs Kak anbTepHaTea MPLS P2P L2VPN (VLL) ans opradusaumu VPN ypoBHsi L2. B
MapLupyTtusatope ESR peanusoBaHbl ctatndeckue Heynpasnsemble L2TPv3-TyHHeNn, TO eCTb TYHHeNN
CO34al0TCA BPYYHYIO MyTEM KOH(PUIypMpoBaHUA Ha JI0OKa/TbHOM 1 yaaieHHOM y3nax. MapameTpbl TYHHeNs Ha
KaxKJ0M N3 CTOPOH A0/DKHbI 6bITb B3aMMOCOI/1aCOBaHHbIMY /1M NEPEHOCKMbIE laHHble He ByayT
[lekancympoBarbCs NapTHEPOM.

9.3.1 ANroputm HacTpPOWKMU

War OnucaHue KomaHpa Knoun
1 CkoHgourypupoBartb L3-uHtepdeiic, ot

KoToporo 6yaet ctpoutbest L2TPv3-

TYHHE/b.
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War OnucaHue KomaHpa Knoun

2 Coszpatb L2TPv3-TyHHenb 1 nepeiitn B esr(config)# tunnel 12tpv3 <INDEX> <INDEX> — ngeHtudukarop

pPeXuM ero KOHUryprpoBaHusl.

YkazaTb onvcaHme KoHhUryprupyemoro

TYHHeNs1 (He 06a3aTe/IbHO).

YcTtaHoBUTL NoKanbHbIN IP-agpec ans

YCTaHOBKMN TYHHESSI.

YcTaHOBUTL yAasneHHsbll IP-agpec ans

YCTaHOBKU TYHHENA.

Bbibparb MeTo MHKancyauum ans
TyHHens L2TPv3.

YCTaHOBUTb NTOKaJTbHbIM
naeHTnrkaTop ceccum.

YCTaHOBUTb YAA/IEHHBII
nAeHTUMKATOP CECCUN.

esr(config-12tpv3)# description
<DESCRIPTION>

esr(config-12tpv3)# local address
<ADDR>

esr(config-12tpv3)# remote
address <ADDR>

esr(config-12tpv3)# protocol
<TYPE>

esr(config-12tpv3)# local session-
id <SESSION-ID>

esr(config-12tpv3)# remote
session-id <SESSION-ID>

TYHHENs B AnanasoHe:

+ ansi ESR-10/12V(F)/
14VF/15(R) - [1..10];

« ans
ESR-20/21/30/100/200
- [1..250];

.« ans
ESR-1000/1200/1500/
1511/1700/3100/3200/
3300 - [1..500].

<DESCRIPTION> — onucanune
TYHHEnNS, 3a4aéTcs CTPOKOW f0
255 cumBonoB.

<ADDR> - IP-agpec
JNIOK&J1bHOTO LU/1H03a, 3a4a8TCA
B Buae AAA.BBB.CCC.DDD, rae
Kaaas 4yacTb NpyHUMaeT
3HayeHusn [0..255].

<ADDR> - IP-agpec
NOKasIbHOTO LU/033, 3a4aéTcA
B Buae AAA.BBB.CCC.DDD, rge
Kaxgas 4acTb NpUHUMaET
3HaueHus [0..255].

<TYPE> — T1n nHkancynaumu,
BO3MOXHble 3HaYEHUS:

* ip — nHkancynsumsa B IP-
naker;

+ udp — vHKkancynsaums B
UDP-gentarpammel.

<SESSION-ID> -
noeHTnrkaTop ceccum,

MPYHMMaET 3HaYeHUs
[1..200000].

<SESSION-ID> -
naeHTMdMKaTOp ceccuu,

NPYHUMAET 3HaYeHNS
[1..200000].
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10

11

12

13

14

OonucaHue

Onpeaenutb NokanbHbiii UDP-nopT
(ecnu B kKauecTBe MeToAa
MHKancynsauum 6bin BbibpaH UDP
npoToKon).

Onpepenntb yaaneHHblin UDP-nopT
(ecnu B kauecTBe meToAa
WHKancynsauum 6uin BoibpaH UDP
npoToKon).

HasHaunTb LWMpoKoBeLLaTe NbHbI
JoMeH ansa nHkancynsaumm B L2TPV3-
nakeTbl AAHHOTO TYHHEess.

AKTVBMPOBATb TYHHE/b.

Ykasatb pasmep MTU
(MaximumTransmitionUnit) gns
TyHHenel (He 06s13aTeNbHO).
MTU 6onee 1500 6yaeTt akTUBHO

TOJIbKO B C/1yvae npnmMmeHeHnsa KomaHgbl

"system jumbo-frames".

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpa

esr(config-12tpv3)# local port
<UDP>

esr(config-12tpv3)# remote port
<UDP>

esr(config-12tpv3)# bridge-group
<BRIDGE-ID>

esr(config-12tpv3)# enable

esr(config-12tpv3)# mtu <MTU>

OnpeaennTb NIoKa/IbHOE 3HaueHue

cookie A9 AONOMHNTENLHOI NPOBEPKY
COOTBETCTBUSI MeXAy NnepeaaBaemMbIMu
[aHHLIMU 1 ceccueli (He 065a3aTefbHO).

esr(config-12tpv3)# local cookie
<COOKIE>

Knoun

<UDP> — Homep UDP-nopta B
JAnanasoHe [1..65535].

<UDP> — Homep UDP-nopTa B
JAnanasoHe [1..65535].

<BRIDGE-ID> -
NAEHTUDVKALNOHHBI HOMEp
MOCTa, NPUHUMAET 3HAYEHNS B
[nanasoHe:

+ ansi ESR-10/12V(F)/
14VF/15 - [1..50];

- ans
ESR-20/21/30/100/200
- [1..250];

© ons
ESR-1000/1200/1500
/
1511/1700/3100/3200/
3300 - [1..500].

<MTU> - 3HaueHne MTU,
NPUHUMAET 3Ha4YeHNs B
AnanasoHe:

+ ana ESR-10/12V(F)/
14VF/15(R) -
[1280..9600];

« nna ESR-20/21/30 -
[1280..9500];

+ ana ESR-100/200/1000/
1200/1500/1511/1700/
3100/3200/3300 -
[1280..10000].

3HaueHne No yMoyaHuio:
1500.

<COOKIE> - 3HaueHune cookie,
napameTtp nNpuHUMaeT
3Ha4YeHWs 4IMHOIK BOCEMb WA
LIecTHaaLUaTb CMMBOJ/IOB B
LLIeCcTHaALaTEPUYHOM BUAE.
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War OnucaHue KomaHnpa

15 Onpepenntb yaaseHHoe 3HadeHne esr(config-12tpv3)# remote cookie
cookie ans gononHuTensHoi nposepkn  <COOKIE>
COOTBETCTBUSA MeXAy nepeaBaemMbIMiu
[laHHbIMU 1 ceccueit (He 06si3aTesibHO).

16 3afaaTb MHTEpBan BpeMeHH, 3a kotopblli  esr(config-12tpv3)# load-average
ycpeaHsieTca cTatucTvka o Harpyske Ha  <TIME>
TyHHese (He 0653aTesibHO).

17 BKOUMTb 3anNncb CTATUCTUKN esr(config-subif)# history
CNONb30BaHUS TEKYLLLETO TYHHeNs (He  statistics
0653aTe/bLHO).

Takke gns L2TPv3-TyHHeNs BO3MOXHO HaCTpOUTb:

*+ QoS B 6a30BOM W/IM paclUMpPEHHOM pexnmax (CM. pasaen YrnpaeneHne QoS);

Knoun

<COOKIE> - 3HaueHune cookie,
napameTp NpuMHUMaeT
3Ha4YeHus ANNHOI BOCeMb UK
LecTHaLUaTb CUMBO/IOB B
LUeCTHaAUaTePMYHOM BUAE.

<TIME> — nHTepBan B
CeKyHax, NpMHUMaeT
3HayeHus [5..150].

3HaueHve No yMoiyaHuio: 5.

* dpyHKumoHan BRAS (cMm. pasgen Yrnpaenenvie BRAS (Broadband Remote Access Server)).

9.3.2 Mpumep HacTpoiikm L2TPv3-TyHHens

3apgaua:

OpraHuzosarb L2 VPN mexay odoucamu KomnaHum yepes IP-ceTb, ncnosnb3ysa N8 TyHHeIMpoBaHua Tpadonka

npotokon L2TPv3.

* B Ka4YecTBe VHKancy/iMpytoLLero npotokona ncnosb3yercs UDP, Homep nopTta Ha /lokasibHOVi CTOPOHE 1

HOMep MopTa Ha CTopoHe napTHepa 519;

* B Ka4yecTBe NIOKaUIbHOrO LW/It3a 418 TyHHens ucnoneayetcs IP-agpec 21.0.0.1;

* B KauyecTBe y[as/ieHHOro Wwink3a s TyHHens ncnonedyetcs IP-agpec 183.0.0.10;

* NAEHTMANKATOP TYHHENS Ha NTOKasIbHON CTOPOHE paBeH 2, Ha CTOPOHE napTHepa 3;
* ngeHTudmkaTop ceccum BHyTpu TyHHensa paseH 100, Ha ctopoHe napTHepa 200;

* B TyHHe/Nb Hanpasum Tpaduk u3 bridge c ngexntuncukaropom 333.

Rl

TyuHens L2TPv3
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PelwweHue:

Cozgagum TyHHenb L2TPv3 333:

esr# configure
esr(config)# tunnel 12tpv3 333

YKaxxeM nokasibHbIli 1 yaaneHHblii w3 (IP-agpeca nHTepdeicos, rpaHnyaimyx ¢ WAN):

esr(config-12tpv3)# local address 21.0.0.1
esr(config-12tpv3)# remote address 183.0.0.10

YKaxkem Tun MHKancympyoLLero npoTokona n Homepa UDP-nopToB.:

esr(config-12tpv3)# protocol udp
esr(config-12tpv3)# local port 519
esr(config-12tpv3)# remote port 519

YKakeM MAeHTUGVKATOPbl CECCUM BHYTPU TYHHENS /1 TOKA/IbHOW 1 YAANEeHHO CTOPOH:

esr(config-12tpv3)# local session-id 100
esr(config-12tpv3)# remote session-id 200

YcTaHoBUM NpuHaanexHocTb L2TPv3-TyHHENA K MOCTY, KOTOPbIN AO/MKEH ObITb CBA3aH C CETbIO YAA/IEHHOIo
odnca (HacTpoiika MocTa paccMaTpuBaeTcst B NyHkTe [puviep HacTpoliku bridge anst VLAN v L2TPv3-
TyHHens):

esr(config-12tpv3)# bridge-group 333
Bktounm paHee co3faHHbIi TYHHENb U BblIAAEM:

esr(config-12tpv3)# enable
esr(config-12tpv3)# exit

Co3pafmm cab-mHTepdenc ans KoMMmyTauum Tpadivka, NOCTYNatoLWEro U3 TYHHENS, B JIOKa/IbHYH CETb C TETOM
VLAN id 333:

esr(config)# interface gi 1/0/2.333

YcTaHoBMM NPUHAANEXHOCTb cab-nHtepdieiica K MOCTY, KOTOPbIV AO/MKEH ObiTb CBSI3aH C JTIOKa/IbHOWN CETbI0
(HacTpoiika MocTa paccmaTpuBaeTtcs B NyHKTe HacTpoiika PPP uepes E1):

esr(config-subif)# bridge-group 333
esr(config-subif)# exit

Mocne npuMeHeHWst HacTpoeK Tpadink ByAeT MHKANCyNMpoBaTbCsl B TYHHE b U OTNPaBMATLCSA NapTHEPY,
He3aBUCUMO OT Hannuusa L2TPv3-TyHHeNa n npaBuU/IbHOCTU HACTPOEK C ero CTOPOHbI.

HacTpoiikvn TyHHeNs B yaasieHHOM odprce A0/DKHbI ObITh 3epKasibHbIMU JT0OK&/TbHBIM. B KauecTse J1I0Kas/TbHOro
wsito3a gosmkeH ucnonb3osarbes IP-agpec 183.0.0.10. B kavyecTBe yaasieHHOro LW/to3a A0/HKeH
ucnonb3oBatbes IP-agpec 21.0.0.1. Homep nopta MHKancynupytowero NnpoTokona Ha /IoKaslbHO CTOPOHE 1
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CTOpOHe naptHepa 519. iaeHTudmkaTop ceccum BHYTpY TYHHENA A0/MKeH ObiTb paBHbiM 200, Ha cTopoHe
naptHepa 100. Takxe TyHHENb AO/HKEH NPUHAA/IexaTb MOCTY, KOTOPbIi HEOBXOAMMO COeANHUTL C CEThIO
napTHepa.

CocTtosiHne TYHHENA MOXXHO NOCMOTPETb KOM&HAOVII

esr# show tunnels status 12tpv3 333

CyeTunku BXoaAaLmX n OoTnpaBNEHHbIX MakeTOB MOXHO NOCMOTPETb KOMaH,D,OVII

esr# show tunnels counters 12tpv3 333

KoHdurypauumo TyHHeNst MoXHO NOCMOTPETb KOMaHAOIA:

esr# show tunnels configuration 12tpv3 333

& Momumo cosganus TyHHens Heobxogumo B firewall paspewnTb Bxogawmii Tpacmk no

9.4 Hacrtpoiika IPsec VPN

npoTtokostly UDP ¢ nopTtom oTtnpaButens 519 n noptom HasHaueHus 519.

IPsec — 310 HabOp NPOTOKONOB, KOTOPblE 06ecnevmBatoT 3almTy nepegasaemMbiX ¢ NOMOLLbHO IP-npoTokona
[aHHbIX. [laHHbI HA6op NPOTOKO/10B MO3BOJISAET OCYLLECTBNATL NOATBEPXKAEHNE NOAIMHHOCTY
(ayTeHTUgMKALMIO), MPOBEPKY LIENOCTHOCTY U WiMdhpoBaHue IP-NakeToB, a Takxe BK/OYAET B Ce6s MPOTOKO/bI
AN 3aWmMLEHHOro obMeHa Knryammn B ceTu VIHTepHer.

9.4.1 Anroputm HacTpoliku Route-based IPsec VPN

Llar

OonucaHue

Cospgarb VTI-TyHHENb 1 nepentn B
PEXMM €ro KOHPUTYpPUPOBaHUS.

YkazaTtb fiokasnbHbIl IP-agpec VTI-
TYHHENS.

Ykasatb yaaneHHsiii IP-agpec VTI-
TYHHENS.

YctaHoBuUTb IP-agpec nokanbHow
CTOPOHbI VTI-TyHHENA.

Bkntountb VTI-TyHHENb B 30HY
6€e30MacHOCTU N HACTPOUTL Npasuna

B3aVIMO,CI,eVICTBI/IF| mMexay 3o0HaMun nnmn

oTkntounTs firewall ana VTI-TyHHens.

KomaHpa

esr(config)# tunnel vti <TUN>

esr(config-vti)#local address
<ADDR>

esr(config-vti)#remote address
<ADDR>

esr(config-vti)# ip address <ADDR/
LEN>

esr(config-vti)# security-
zone<NAME>

Knrouun

<TUN> = um4a TyHHens
yCTpoiicTBa.

<ADDR> - IP-agpec
JIOK&J/TbHOTO LLUNK03a.

<ADDR> - IP-agpec
yAa1eHHOrO LW03a.

<ADDR/LEN> — IP-agpec u
npedmkc noacetu 3a4aéTcs B
Bnae AAA.BBB.CCC.DDD/EE,
roe kaxxgas yacte AAA — DDD
npuHUMaeT 3HauveHus [0..255] n
EE npvHumaeT 3HaveHus
[1..32].

<NAME> - M5 30HbI
6e3onacHoCTH, 3aaéTcs
CTpOKOIi A0 12 CUMBOOB.
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LWar OnucaHue

6 BK/HOUNTb TYHHESb.

7 Cospgartb IKE-npochunib 1 nepeiitn B
PEXUM ero KOHUIryprpoBaHmsl.

8 YkasaTb onvcaHue KoH(Urypmpyemoro
IKE-npochuns (He o6s13aTe/bHO).

9 OnpenennTb anroputm
ayteHTudpmkauum ans IKE (He
0653aTe/bHO).

10 Onpenenntb asiropuTM LWMGIPOBaHUSA

ans IKE (He o6si3aTesibHO).

11 Onpegenutb HoMep rpynnbl Anddoun-
XannmaHa (He 06s13aTeslbHO).

KomaHpa

esr(config-vti)# ip firewall disable

esr(config-vti)#enable

esr(config)# security ike proposal

<NAME>

esr(config-ike-proposal)#
description<DESCRIPTION>

esr(config-ike-proposal)#
authentication algorithm
<ALGORITHM>

esr(config-ike-proposal)#
encryption algorithm
<ALGORITHM>

esr(config-ike-proposal)# dh-
group <DH-GROUP>

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

Knoun

<NAME> - nms npodmns
npotokona IKE, 3apaétca
cTpokoii go 31 cumsona.

<DESCRIPTION> — onucanue
TYHHenNs, 3a4aéTcsa CTPOKO A0
255 cumBoOnoB.

<ALGORITHM> — anroputm
ayTeHTUmKaumm, NnpuHUMaeT
3Ha4yeHus: md5, shal,
sha2-256, sha2_384, sha2-512.

3Ha4yeHne No yMon4yaHuo:
shal.

<ALGORITHM> - npoTtokon
LUMchpoBaHUS, NpUHUMAET
3HaueHust: des, 3des,
blowfish128, blowfish192,
blowfish256, aes128, aes192,
aes256, aes128ctr, aes192ctr,
aes256ctr, camellia128,
camellia192, camellia256.

3Ha4yeHne No yMon4yaHuo:
3des.

<DH-GROUP> - Homep rpynnbl
Anddom-XannmaHna, npuHumaet
3HaveHus [1,2, 5,14, 15,16, 17,
18].

3HayeHve no ymonyaHuio: 1.
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12

13

14

15

16

17

18

OonucaHue

Onpefenntb pexum ayTeHTudukaumm
IKE (He 06s13aTe/bHO).

Cosgartb IKE-nonnTrky n nepeitn B
pexum eé KoHUryprupoBaHus.

3aaatb Bpems XW3HY CoeayHeHNs
npotokona IKE (He o6s3aTensHo).

Mpueasatb IKE-npodunb K IKE-
NOMUTUKE.

Ykasarb K4 ayTeHTUMKaLMm
(o6s3aTENBHO, EC/IM B KAYecTBe
pexuma ayTeHTU(MKaLUM BblbpaH pre-
shared-key)

Cosgarb IKE-L03 1 NepenTn B pexnm
ero KoOHUrypupoBaHus.

MpuesasaTb IKE-nonntuky K IKE-wno3sy.

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpa

esr(config-ike-proposal)#

authentication method <METHOD>

esr(config)# security ike policy
<NAME>

esr(config-ike-proposal)# lifetime
seconds <SEC>

esr(config-ike-policy)# proposal

<NAME>

esr(config-ike-policy)# pre-
shared-key ascii-text<TEXT>

esr(config)# security ike gateway
<NAME>

esr(config-ike-gw)# ike-policy
<NAME>

Knoun

<METHOD> - meToz
ayTeHTUdMKaLMm Kova.
MOXeT NPUHUMATL 3HaYEHWS:

+ pre - shared - key -
MeToA, ayTeHTuhukauuy,
NCMOSb3YIOLLNIA
npeaBapuTensHo
MOyYeHHbIE KUK
WwnppoBaHus;

+ public - key — meTop,
ayTeHTudmkauun,
NCMOSb3YIOLLNIA
cepTmdmkar.

3Ha4veHVe No yMO4aHuio: pre-
shared-key.

<NAME> - umsa nonutuku IKE,
3afaétca cTpokoi ao 31
cuMBONA.

<SEC> — nepuop BpemeHu,
NPUHUMAET 3Ha4eHus [4 ..
86400] cekyHa.

3Ha4yeHVe No yMo4aHuio:
3600.

<NAME> - nms npodmns
npotokona IKE, 3agaértca
cTpokoii go 31 cumsona.

<TEXT> - cTpoka [1..64] ASCII
CMMBOJIOB.

<NAME> - nms wnio3a
npotokona IKE, 3apaétca
cTpokoii go 31 cumsona.

<NAME> - 1ms nonuTunkm
npotokona IKE, 3apaétca
cTpokoii go 31 cumsona.
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19

20

21

22

23

24

25

OonucaHue

Ykaszatb Bepcuto IKE (He o6s13aTensHO).

YCTaHOBUTb PEXUM NepeHanpasieHus
Tpacdprka B TyHHernb — route-based.

Ykazarth fgeiicteue anst DPD (He
0653aTe/LHO).

YkasaTb UHTEPBa/ MEX/Y OTNPaBKOi
c006LeHni mexaHnsmom DPD (He
06513aTe/bHO).

YkasaTb nepuog, BpEMeHV A5t oTBeTa
Ha coobLueHns mexaHusma DPD (He
0653aTe/bHO).

Mpuesasatb VTI-TyHHenb K IKE-to3y.

Cospgartb B IPsec-npocunnb.

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpa

esr(config-ike-gw)# version
<VERSION>

esr(config-ike-gw)# mode route-
based

esr(config-ike-gw)# dead-peer-
detection action <MODE>

esr(config-ike-gw)# dead-peer-
detection interval <SEC>

esr(config-ike-gw)# dead-peer-
detection timeout <SEC>

esr(config-ike-gw)# bind-interface
vti <VTI>

esr(config)# security ipsec
proposal <NAME>

Knoun

<version> — Bepcus IKE-
npotokona: v1-only unu v2-only.

3HaueHve no ymonyaxuo: v1-
only.

<MODE> - pexum pa6otbl DPD:

+ restart — coegnHeHune
nepeycTaHaB/IMBaeTCS;

+ clear - coeanHeHue
ocTaHaBNMBaeTCs;

+ hold - coegnHeHmne
noaaepxvnBaeTcs;

* none — MexaHusMm
BbIK/THOUEH, HUKaKNX
OencTBuii He
npeanpvHUMaeTcs.

3HayeHne No ymosiHaHuio:
none.

<SEC> — nHTepBan mexay
OTMpPaBKOW CO0BLEHW
mexaHn3mom DPD, npuHumaet
3HaueHus [1..180] cekyHa.

3Ha4veHune Mo yMOolHaHuio: 2.

<SEC> — nepuop BpemeHun o
OTBETa Ha Co06LLeHNs
mexaHn3ma DPD, npnHnmaet
3HaueHus [1..180] cekyHa.

3HaueHue no ymonyaxuio: 30
CeKyHA,

<VTI> — naeHTMPUKaLNOHHbI
Homep uHTepdeiica VTI.

<NAME> - nms npodmns
npotokona IPsec, 3agaértca
cTpokoii go 31 cumsona.
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26

27

28

29

30

OonucaHue

OnpepennTb anroputm
ayTeHTudmkaumm ans IPsec (He
06513aTe/bHO).

OnpeaennTb anropuT™ WMPOBaHUSA
ans IPsec (He 06a3aTe/bHO).

YKasaTb NpoTOKO/1 MHKaNCyNauum anis
IPsec (He 0653aTe/NbLHO).

CosgaTtb IPsec-nonuTunky n nepeintu B
pexum eé KOHPUrypupoBaHus.

Mpusa3satk IPsec-npodusb k IPsec-
NONUTUKeE.

KomaHpa

esr(config-ipsec-proposal)#
authentication algorithm
<ALGORITHM>

esr(config-ipsec-proposal)#
encryption algorithm
<ALGORITHM>

esr(config-ipsec-proposal)#
protocol <PROTOCOL>

esr(config)# security ipsec policy

<NAME>

esr(config-ipsec-policy)# proposal

<NAME>

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

Knoun

<ALGORITHM> — anroputm
ayTeHTuuKaumm, npuHMMaeT
3HaveHus: md>5, shal,
sha2-256, sha2_384, sha2-512.

3Ha4YeHne No YyMoN4YaHuo:
sha1.

<ALGORITHM> - npoTtokon
LUncbpoBaHus, NpUHMMaeT
3HauyeHwust: des, 3des,
blowfish128, blowfish192,
blowfish256, aes128, aes192,
aes256, aes128ctr, aes192ctr,
aes256c¢tr, camellia128,
camellia192, camellia256.

3Ha4YeHWe No yMoN4YaHuto:
3des.

<PROTOCOL> -
VHKaNCy/IMpyoLLMiA MPOTOKOS,
MPVHMMAET 3HAYEHNS]

3Ha4veHVe No yMO/HaHuio: esp.

<NAME> — nms nonuTuKn
IPsec, 3agaétca cTpokoii ao 31
cuMBONA.

<NAME> - nmsa npodpunsa
npotokona IPsec, 3agaértca
cTpokoii go 31 cumsona.
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31

32

33

34

35

OonucaHue

3agatb Bpems xu3Hu IPsec-TyHHens

(He o6si3aTeNbHO).

Cosgatb IPsec VPN v nepeitun B pexum

KOHCOMIyprpoBaHus.

Orlpe,u,enMTb PeXunm cornacoBaHuA
OaHHbIX, HEO6XO,CI|I/IMI:IX Ona aktmeauunn

VPN.

Mpueasatk IPsec-nonutuky K IPsec-

VPN.

3apatb 3HaveHne DSCP ans
ncnosib3oBaHus B IP-3aronoBske

ncxogswmx naketos IKE-npotokona (He

06513aTe/bHO).

KomaHpa

esr(config-ipsec- policy)# lifetime

{ seconds <SEC> |
packets <PACKETS> | kilobytes
<KB> }

esr(config)# security ipsec vpn
<NAME>

esr(config-ipsec-vpn)# mode
<MODE>

esr(config-ipsec-vpn)# ike ipsec-

policy <NAME>

esr(config-ipsec-vpn)# ike dscp
<DSCP>

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

Knoun

<SEC> — nepuof BpemeHu
XWU3HU IPsec-TyHHens, no
NCTEYEHUN NPONCXOANT
nepecoriiacoBaHue.
MpuHUMaeT 3Ha4eHus
[1140..86400] cekyHa,

<PACKETS> - KonmyecTBo
nakeTos, Nnocsie nepegayn
KOTOPOro npoucxoaut
nepecornacosaHue IPsec-
TyHHens. MNpuHUMaeT 3HaveHus
[4..86400].

<KB> — o6bem Tpaduka, nocne
nepegayv KoToporo
npoucxoguTt
nepecornacosaHue IPsec-
TyHHens. MNprHUMaeT 3Ha4eHns
[4..86400] cekyHa.

3HayeHune no ymosyaHuio:
28800 cekyHA.

<NAME> - nmsa VPN, 3agaétca
cTpokoii go 31 cumsona.

<MODE> - pexum paboTbl
VPN.

<NAME> - nms IPsec-
NosIUTUKN, 3ala€TCcA CTpOKa A0
31 cumBona.

DSCP> - 3HaueHue koga DSCP,
NpUHMMAaET 3HaYeHUs B
AmnanasoHe [0..63].

3HaueHWe No ymonyaHuio: 63.
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36

37

38

39

OonucaHue

YctaHoBUTb pexunm aktusaunmn VPN.

Ocywecteutb npmeasky IKE-wnto3a K
IPsec-VPN.

YCTaHOBUTb 3HAYEeHUe BPEeMEHHOTO
VHTepBaa B CEKYHAAX, MO UCTEYEHUIO
KOTOPOro COeAVHEHME 3aKpbIBaEeTCS,
€C/N He 6b1/10 MPUHSTO UMK NepeaaHo
HW OfiHOTO MakeTa Yepes SA (He
06513aTe/bHO).

OTKII0UNTE NepecoracoBaHve Kyei
[0 paspbiBa IKE-coeanHeHus no
NCTEYEHUIO BPEMEHM, KONTMYECTBY
nepefaHHbIX NakeToB UK GaiT (He
06513aTe/bHO).

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpa

esr(config-ipsec-vpn)# ike
establish-tunnel <MODE>

esr(config-ipsec-vpn)# ike
gateway <NAME>

esr(config-ipsec-vpn)# ike idle-
time <TIME>

esr(config-ipsec-vpn)# ike rekey
disable

Knoun

<MODE> - pexum akTusaLmm
VPN:

+ by - request -
coeguHeHne
aKTmBmpyeTcs
BCTPEYHOIi CTOPOHOIA;

*+ route — coeguHeHne
aKTuBupyeTcs npu
nosiBeHnn Tpaduka,
MapLUpPyTU3MPYyEMOrO B
TYHHenb;

+ immediate — TyHHeNb
aKTMBMpyeTcs
aBTOMaTMyeckun nocne
NPUMEHeHNs
KOHcpurypaumu.

<NAME> - nms IKE-Linto3a,
3agaétca cTpokoi ao 31
cumBona.

<TIME> - nHTepBan B
cekyHpax, npuHumaet
3HaveHus [4..86400].
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40

41

42

43

OonucaHue

HacTtpouTb Hayasio nepecoriacoBaHns
kntoueii IKE-coeanHeHns oo ncteveHns
BPEMEHM XMN3HU (He 06513aTe/bHO).

YCTaHOBUTb YPOBEHb C/TyHYaiHOTO
pasbpoca 3Ha4yeHuii napaMeTpoB
margin seconds, margin packets,
margin kilobytes (He o6s3aTenbHo).

YkazaTb onvcanue ans IPsec-VPN (He
0653aTe/bLHO).

AktuBuposath IPsec VPN.

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpa

esr(config-ipsec-vpn)# ike rekey
margin { seconds <SEC> |
packets <PACKETS> | kilobytes
<KB> }

esr(config-ipsec-vpn)# ike rekey
randomization <VALUE>

esr(config-ipsec-vpn)# description

<DESCRIPTION>

esr(config-ipsec-vpn)# enable

Knoun

<SEC> — nHTepBan BpemeH” B
CeKyHAax, ocTaBLUNACS A0
3aKpbITUSI COEANHEHNS
(3apaeTcst komaHAoi
lifetimeseconds, cm. 22.2.13).
MprHYMaeT 3HaYeHUs
[4..86400].

<PACKETS> - konuyectso
NakeToB, OCTaBLUMXCA A0
3aKpbITUS COEANHEHNS
(3apaeTcst komaHAao
lifetimepackets). MpuHmaeT
3HaueHus [4..86400].

<KB> — 06bem Tpadka B
KnnobawnTax, 0OCTaBLUMIACS A0
3aKpbITUS COEANHEHNS
(3apaeTcst komaHAao
lifetimekilobytes). MpuHumaeT
3HaueHus [4..86400].

3Ha4veHne No yMO/IHaHuio:

* lepecornacosaHne
KNto4eii 4o ncteveHus
BpemeHu — 3a 540
CeKyHa.

+ lMepecornacoBaHne
KNto4eli 4o ncteveHus
obbema Tpadmka n
KO/IM4ecTBa NakeToB —
OTK/IHOHEHO.

<VALUE> — makcumanbHblIii
MPOLEHT pasbpoca 3Ha4YeHwi,
NpUHUMaEeT 3HadeHuns [1..100].

3HaueHne no ymon4aHuio:
100%

<DESCRIPTION> — onucaHue
npodonns, 3a4aéTcsa CTPOKOIA
00 255 cMMBO/IOB.
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ESR-Series. PykoBoACTBO N0 3Kcnyaralmm

9.4.2 Mpumep HacTpolikn Route-based IPsec VPN

ESR ESR
10.0.0.0/16 m 180.100.0.1 WAN 120.11.5.13 192.0.2.0/24
LAN : oy : LAN
R1 | | R2
E IPsec Tunnel :

3apgava:
HacTtpoutb IPsec-TyHHenb mexay R1 1 R2.

* R1 IP-agpec — 120.11.5.1;
+ R2 IP-agpec — 180.100.0.1.

IKE:

« rpynna Auddn-Xannmaua: 2;
« anroputm wudgposaHus: AES 128 bit;
* anropuTtm ayteHtudgumkaumm: MDS.

IP sec:

« anroputm wndpposaHus: AES 128 bit;
* anropuTtm ayteHtudumkaumm: MDS.

PewieHue:

1. KoHdourypuposaHuve R1
HacTpoum BHELLHWIA ceTEBOI MHTepdeinc 1 onpeaenum NPUHaANEXHoOCTb K 30He 6e30NacHOCTY:

esr# configure

esr(config)# interface gi 1/0/1
esr(config-if-gi)# ip address 180.100.0.1/24
esr(config-if-gi)# security-zone untrusted
esr(config-if-gi)# exit

Cospgaavm TyHHenb VTI. Tpadmk 6yaet nepeHanpasnatbca yepes VTI B IPsec-TyHHenb. B kavecTse
NOKasIbHOTO M yAa/IeHHOTO LWto3a yKkasbiBatoTcs IP-agpeca nHtepdelicos, rpaHmyaiymx ¢ WAN:

esr(config)# tunnel vti 1

esr(config-vti)# local address 180.100.0.1
esr(config-vti)# remote address 120.11.5.1
esr(config-vti)# enable

esr(config-vti)# exit

[na HacTpoiikmn npasua 30H 6e30nacHOCTU NOTpPebyeTcs co3patb Npodusib nopta npotokona ISAKMP:
esr(config)# object-group service ISAKMP

esr(config-object-group-service)# port-range 500
esr(config-object-group-service)# exit
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ESR-Series. PyKoBOACTBO MO aKcniyaraunm

Co3gaamm cTaTuyecknin MapLupyT Ao yaaneHHo LAN-cetu. Ins Kaxaoi NnoaceTun, KoTopasi HaxoamuTcs
3a |IPsec-TyHHesiem, HY)KHO yka3aTb mapupyT vyepes VTI-TyHHenb:

esr(config)# ip route 192.0.2.0/24 tunnel vti 1

Cosgaavm npochusib npotokosa IKE. B npodmne ykaxkem rpynny Andodmn-Xansimana 2, asiroputm
wundpposaHus AES 128 bit, anroputm ayteHTndukaumm MDS. [laHHble napameTpbl 6€30nacHOCTH
ncnonb3yroTca an1a 3awuntel IKE-coegmHeHns:

esr(config)# security ike proposal ike_propl
esr(config-ike-proposal)# dh-group 2
esr(config-ike-proposal)# authentication algorithm md5
esr(config-ike-proposal)# encryption algorithm aesl128
esr(config-ike-proposal)# exit

Cosgaaum nonutuky npotokona IKE. B nonutuke ykasbiBaeTcs cnucok npodunein npotokona IKE, no
KOTOPbIM MOTYT COIMacoBbIBATLCA Y3/1bl U K/HOY ayTEHTUNKALMN:

esr(config)# security ike policy ike_poll
esr(config-ike-policy)# pre-shared-key hexadecimal 123FFF
esr(config-ike-policy)# proposal ike_propl
esr(config-ike-policy)# exit

Cospgagum wnto3 npotokona IKE. B gaHHOM npodiune ykasbiBaetcs VTI-TyHHesb, NoNMTHKa, Bepcus
NPOTOKO/1a U PeXnm nepeHanpasneHns Tpagurka B TYHHeSb:

esr(config)# security ike gateway ike_gwl
esr(config-ike-gw)# ike-policy ike_poll
esr(config-ike-gw)# mode route-based
esr(config-ike-gw)# bind-interface vti 1
esr(config-ike-gw)# version v2-only
esr(config-ike-gw)# exit

Cosgaavm npodunb napameTpos 6e3onacHocTy Ans IPsec-TyHHens. B npodune ykaxem anroputm
lwndopoBaHus AES 128 bit, anroputm ayteHTudpmkauum MDS. [JaHHble napameTpbl 6e30nacHOCTH
ncnonb3yrTca Ana 3awutol IPsec-TyHHens:

esr(config)# security ipsec proposal ipsec_propl
esr(config-ipsec-proposal)# authentication algorithm md5
esr(config-ipsec-proposal)# encryption algorithm aes128
esr(config-ipsec-proposal)# exit

Co3pgagym nonutuky ans IPsec-TyHHens. B nonuTrke ykasbiBaeTcsl CNMcok npoduneli IPsec-TyHHens, no
KOTOPbLIM MOTYT COFMTaCOBbIBATLCS Y3/1bl.

esr(config)# security ipsec policy 1ipsec_poll

esr(config-ipsec-policy)# proposal ipsec_propl
esr(config-ipsec-policy)# exit
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ESR-Series. PyKoBOACTBO MO aKcniyaraunm

Cospgagum IPsec VPN. B VPN ykasbiBaetcs w3 IKE-npoTokona, nonutuka IPsec-TyHHens, pexum
obMmeHa K/1ryammn 1 cnocob yCcTaHOBEHNSA coeAnHeHusA. Iocne BBoAa BCEX NapamMeTpPoB BKHOYMM
TYHHeslb KOMaHAol enable.

esr(config)# security ipsec vpn ipsecl
esr(config-ipsec-vpn)# mode ke
esr(config-ipsec-vpn)# ike establish-tunnel route
esr(config-ipsec-vpn)# ike gateway ike_gwl
esr(config-ipsec-vpn)# ike ipsec-policy tipsec_poll
esr(config-ipsec-vpn)# enable
esr(config-ipsec-vpn)# exit

esr(config)# exit

2. KoHdpurypuposaHue R2
HacTpoum BHELLHWIA ceTeBOI MHTepdeinc n onpeaenum NPUHaaNeXHoCTb K 30He 6e30NacHOCTY:

esr# configure

esr(config)# interface gi 1/0/1
esr(config-if)# ip address 120.11.5.1/24
esr(config-if)# security-zone untrusted
esr(config-if)# exit

Cosgaaum TyHHenb VTI. Tpadmk 6yaet nepeHanpaBnsatbesa yepes VTI B IPsec-TyHHenb. B kavecTBe
NIOKa/IbHOTO M yAa/IeHHOro LWto3a ykasbiBaloTcs IP-agpeca nHtepdelicos, rpaHmyaiymx ¢ WAN:

esr(config)# tunnel vti 1

esr(config-vti)# remote address 180.100.0.1
esr(config-vti)# local address 120.11.5.1
esr(config-vti)# enable

esr(config-vti)# exit

[na HacTpolikn npaBunn 30H 6e30MacHOCTU NOTpebyeTcst co3aarb NPoduab NopTa npotokona ISAKMP:

esr(config)# object-group service ISAKMP
esr(config-object-group-service)# port-range 500
esr(config-object-group-service)# exit

Co3gaamm ctatuyecknin MapLupyT Ao yaasieHHoi LAN-ceTu. ns Kaxaon nofceTun, KoTopas HaxoamuTcs
3a IPsec-TyHHernem, HY)XHO ykazaTb mapupyT vyepes VTI-TyHHenb:

esr(config)# ip route 10.0.0.0/16 tunnel vti 1

Cosgagum npodunnb npotokona IKE. B npodune ykaxkem rpynny Anddu-XannamaHa 2, airoputm
lwndopoBaHus AES 128 bit, anroputm ayteHTudpmkauum MDS. [JaHHble napameTpbl 6e30nacHOCTH
ncnonb3yrTea ana 3awmTtbl IKE-coegnHeHns:

esr(config)# security ike proposal ike_propl
esr(config-ike-proposal)# dh-group 2
esr(config-ike-proposal)# authentication algorithm md5
esr(config-ike-proposal)# encryption algorithm aesl128
esr(config-ike-proposal)# exit

esr(config)#
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Cosgaamm nonutuky npotokona IKE. B nonutuke ykasbiBaeTcs cnucok npodunein npotokona IKE, no
KOTOPbLIM MOTYT COI/1acoBbIBATLCA Y3/1bl U KNHOY ayTEHTUOUKaL NN

esr(config)# security ike policy ike_poll
esr(config-ike-policy)# pre-shared-key hexadecimal 123FFF
esr(config-ike-policy)# proposal ike_propl
esr(config-ike-policy)# exit

Cosgaavm w3 npotokona IKE. B gaHHoM npodoune ykasbiBaetcs VTI-TyHHesNb, NonMTuka, Bepcus
MPOTOKO/1a N PEXNM nepeHanpasneHns Tpagurka B TyHHeSb:

esr(config)# security ike gateway ike_gwl
esr(config-ike-gw)# ike-policy ike_poll
esr(config-ike-gw)# mode route-based
esr(config-ike-gw)# bind-interface vti 1
esr(config-ike-gw)# version v2-only
esr(config-ike-gw)# exit

Cosgaavm npodunb napameTpos 6e3onacHocTy ans IPsec-TyHHens. B npodune ykaxem anroputm
wudopoaHusa AES 128 bit, anroputm ayteHTudpmkauumn MDS. [JaHHble napameTpbl 6e30nacHOCTH
NCcnosib3yrTca AN 3awmTbl IPsec-TyHHens:

esr(config)# security ipsec proposal ipsec_propl
esr(config-ipsec-proposal)# authentication algorithm md5
esr(config-ipsec-proposal)# encryption algorithm aes128
esr(config-ipsec-proposal)# exit

Coszgaamm nonutuky ans IPsec-TyHHens. B nonuTtuke ykasblBaeTcsl CNUCOK npodouneli IPsec-TyHHens, no
KOTOPbIM MOTYT COI1acoBbIBATLCA Y3/1bl.

esr(config)# security ipsec policy 1ipsec_poll
esr(config-ipsec-policy)# proposal 1ipsec_propl
esr(config-ipsec-policy)# exit

Cospgagum IPsec VPN. B VPN ykasbiBaetcs w03 IKE-npoTokona, nonutuka IPsec-TyHHenNs, pexum
o6MmeHa K/lyammn 1 cnocob ycTaHOBEHNSA coeanHeHus. Mocne BBoAa BCeX NapameTpoB BKIHOYMM
TYHHENb KOMaHAo enable.

esr(config)# security ipsec vpn ipsecl
esr(config-ipsec-vpn)# mode ke
esr(config-ipsec-vpn)# ike establish-tunnel route
esr(config-ipsec-vpn)# ike gateway ike_gwl
esr(config-ipsec-vpn)# ike ipsec-policy 1ipsec_poll
esr(config-ipsec-vpn)# enable
esr(config-ipsec-vpn)# exit

esr(config)# exit

CoCTOsAAHNE TYHHENA MOXXHO NOCMOTPETb KOM&H,D,OVIZ

esr# show security +ipsec vpn status ipsecl
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KoHurypaumto TyHHens MoXHO NOCMOTPETbL KOMaH/AOiA:

esr# show security ipsec vpn configuration ipsecl

& B firewall Heo6xogumo paspewntb Nnpotokon ESP u ISAKMP (UDP-nopt 500).

9.4.3 Anroputm HacTtpoliku Policy-based IPsec VPN

LWar

1

OnucaHune
Cospatb IKE-3k3emMnnsAp n nepeintn B

PEXUM €ro KOH(UIyprPOBaHUSI.

Ykaszarb onvcaHue KOH(Uryprupyemoro
TYHHeNs (He 06a3aTesbHO).

OnpegennTb anroputm
ayTeHTUprkaumm ans IKE.

Onpegenntb asropnT™ WNGPOBaHNS
ans IKE.

Onpegenntb HOMep rpynnbl Auddon-
Xannmaxa.

OnpefenuTb Pexmm ayTeHTUUKaLUN.

Cosgarb nonmTtuky ans npodouns IKE un
nepeinTn B pexnm eé
KOHOUrypmpoBaHus.

KomaHpa

esr(config)# security ike proposal
<NAME>

esr(config-ike-proposal)#
description<DESCRIPTION>

esr(config-ike-proposal)#
authentication algorithm
<ALGORITHM>

esr(config-ike-proposal)#
encryption algorithm
<ALGORITHM>

esr(config-ike-proposal)# dh-

group <DH-GROUP>

esr(config-ike-proposal)#
authentication method <METHOD>

esr(config)# security ike policy
<NAME>

Knoun

<NAME> - nmsa npoduns
npotokona IKE, 3agaétcsa
cTpokoii go 31 cumsona.

<DESCRIPTION> — onucanune
TYHHEenNs, 3a4aéTcs CTPOKOW 40
255 cMmBONOB.

<ALGORITHM> — anroputm
ayTeHTUdmKaLMKn, NPUHUMAaET
3HadyeHust: md5, shail,
sha2-256, sha2.384, sha2-512.

<ALGORITHM> - npoTtokon
LUMcbpoBaHUs, NpUHMMaeT
3HaueHust: des, 3des,
blowfish128, blowfish192,
blowfish256, aes128, aes192,
aes256, aes128ctr, aes192ctr,
aes256ctr, camellia128,
camellia192, camellia256.

<DH-GROUP> — HOomMep rpynnebl

Andpcom-XannmaHa, npuHumaet
3HaueHus [1, 2, 5,14, 15,16, 17,
18].

<METHOD> - meTtog,
ayTeHTMdmKauum Krova.
MoXeT NnpuHUMaTh 3HaYEHUS:

+ pre - shared - key -
MEeTOZ, ayTeHTUhnkauum,
NCNOb3YHOLL A
npeaBapuTesnibHo
NoNy4YeHHbIE KIun
LIMdpoBaHus;

+ public - key — meToz
ayTeHTMdmKaLmu,
NCNOb3YHOLL A
cepTudukar.

<NAME> - umsa nonmtuku IKE,
3agaétca cTpokoi ao 31
cumMmBoOna.

226



LWar

10

11

12

13

14

15

OonucaHue

3aaarb BPeMms XW3HU CoeayHeHns
npotokona IKE (He o6s3aTensHo).

MpuBsi3aTb NOMMTUKY K NPOCOUIHO.

YkazaTb KU ayTeHTUgUKaLK.

Cospgatb w3 ansa IKE n nepeiitn B

PEXUM €ro KOH(UIYpPUPOBaHUSI.

Mpussasatb nonutuky IKE.

YkazaTb Bepcuto IKE (He 06s13aTenbHo).

YCTaHOBUTb PEXUM NepeHanpasieHus
Tpadmka B TYHHENb.

YkazaTb geiicteue ans DPD (He
06513aT€e/LHO).

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpa

esr(config-ike-proposal)# lifetime
seconds <SEC>

esr(config-ike-policy)# proposal
<NAME>

esr(config-ike-policy)#pre-shared-
key ascii-text<TEXT>

esr(config)# security ike gateway
<NAME>

esr(config-ike-gw)# ike-policy
<NAME>

esr(config-ike-gw)# version
<VERSION>

esr(config-ike-gw)#mode<MODE>

esr(config-ike-gw)# dead-peer-
detection action <MODE>

Knoun

<SEC> — nepuof BpemeHu,
NPUHUMAET 3HaueHus [4 ..
86400] cekyHa.

<NAME> - umsa npoduns
npotokona IKE, 3agaértca
cTpokoit go 31 cumBona.

<TEXT> - cTpoka [1..64] ASCII-
CUMBOJI0B.

<NAME> - nms wnio3a
npotokona IKE, 3agaértca
cTpokoii go 31 cumBona.

<NAME> - nms nonuTnKn
npotokona IKE, 3agaértca
cTpokoii go 31 cumsona.

<version> — Bepcus IKE-
npotokona: vi-only nnn v2-
only.

<MODE> - pexum
nepeHanpasneHus Tpaguka B
TYHHESb, MPUHUMAET 3HAYEHUS:

+ policy - based - Tpadmk
nepeHanpaenseTcs Ha
OCHoBe
MPUHAANIEXHOCTU K
yKa3aHHbIM B NOMUTUKAX
noaceTtsam;

+ route - based - Tpadumk
nepeHanpaenseTcs Ha
OCHOBE MapLUpyTOB,
LL/TI030M Y KOTOPbIX
ABNSAETCS TYHHENbHbI
nHTepdeiic.

<MODE> - pexum pabotbl DPD:

+ restart - coeguHeHve
nepeycraHaB/NBaeTCS;

+ clear — coegunHeHne
oCTaHaB/MBaeTCs;

+ hold - coegnHeHune
noAJepPXX1BaeTcs;

* none — MexaHusM
BbIK/THOUEH, HUKAKNX
OelcTBuiA He
npeanpuHUMaeTcs.
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16

17

18

19

20

21

OonucaHue

YKasaTb UHTEPBa/ MEX/Y OTNPaBKOi
c0o006LLIeHN mexaHnamom DPD (He
06513aTe/bHO).

YkasaTb nNepuog, BpEMEHU /st OTBETA
Ha coobLeHns mexaHnsma DPD (He
06513aTe/bHO).

YkazaTb Bepcuto IKE (He 06s13aTenbHo).

YctaHoBuTb IP nogcetn otnpasutens.

YctaHoBuTb IP-agpec nokasibHOro
wnto3a IPsec-tyHHens.

YctaHoBuTh IP-agpec yaaneHHoro
wno3a IPsec-tyHHens.

KomaHpa

esr(config-ike-gw)#dead-peer-
detection interval <SEC>

esr(config-ike-gw)# dead-peer-
detection timeout <SEC>

esr(config-ike-gw)# version
<VERSION>

esr(config-ike-gw)# local network

<ADDR/LEN>

[ protocol { <TYPE> | <ID> } [ port

<PORT>]]

esr(config-ike-gw)#local address

<ADDR>

esr(config-ike-gw)#remote
address <ADDR>

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

Knoun

<SEC> — uHTepBan mexay
OTNpaBKoi COObLLEHNI
mMexaHnsmom DPD, npuHumaet
3HadeHus [1..180] cekyHa.

<SEC> — nepvopg BpemeHn ans
oTBETa Ha coobLeHus
mexaHu3ma DPD, npyHumaet
3HaueHuns [1..180] cekyHa.

<version> — Bepcus IKE-
npotokona: vi-only nnu v2-
only.

<ADDR/LEN> - IP-agpec n
Macka nofceTtu oTnpasuTens.
MapameTp 3a4aéTtcA B BuAe
AAA.BBB.CCC.DDD/EE, rge
Kaxxpgaa yactb AAA - DDD
npuHUMaeT 3HaveHus [0..255] n
EE npuHumaeT 3HaueHuns
[1..32];

<TYPE> — T1n npoTokona,
NMPUHUMAET 3HAYEHNS: esp,
icmp, ah, eigrp, ospf, igmp, ipip,
tcp, pim, udp, vrrp, rdp, 12tp, gre;

<ID> — naeHTMNKaLNOHHbI
Homep IP-npoTokona,
NPUHMMAET 3HaYEeHNS
[0x00-0xFF];

<PORT> - TCP/UDP-nopr,

NPYHUMAET 3HaYeHNs
[1..65535].

<ADDR> - IP-agpec
NOKaNIbHOrOo LW3a.

<ADDR> - IP-agpec
yAa1EHHOTO LW/I03a.
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22

23

24

26

26

27

OonucaHue

YctaHoBuTh IP-agpec nogcetu
nonyyarens, a Takxe |IP-npotokon n
nopT.

Cospgartb B npochusb IPsec.

Onpegenutb anroputM
ayTeHTudumkauun ans IPsec.

Onpefenntb anropnt™ WndpoBaHna
ans IPsec.

YkazaTb NpPoToKos (He 0683aTe/bHO).

Cozpgarb nonuTuky a8 npocpuns IPsec
N NepenTn B pexumm eé
KOHOUrypmpoBaHus.

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpa

esr(config-ike-gw)# remote
network <ADDR/LEN>

[ protocol { <TYPE> | <ID> } [ port
<PORT>]]

esr(config)# security ipsec
proposal <NAME>

esr(config-ipsec-proposal)#
authentication algorithm
<ALGORITHM>

esr(config-ipsec-proposal)#
encryption algorithm
<ALGORITHM>

esr(config-ipsec-
proposal)#protocol <PROTOCOL>

esr(config)# security ipsec policy
<NAME>

Knoun

<ADDR/LEN> - IP-agpec un
Macka nofceTtu oTnpasuTens.
MapameTp 3apaétcA B Buge
AAA.BBB.CCC.DDD/EE, rge
Kaxgasa yactb AAA - DDD
npuHUMmaeT 3HadeHus [0..255] n
EE nprvHumaet 3HaueHun
[1..32];

<TYPE> - T1n npotokona,
NpUHMMAaET 3HaYEHNS: esp,
icmp, ah, eigrp, ospf, igmp, ipip,
tep, pim, udp, vrrp, rdp, 12tp, gre;

<ID> - naeHTUMKaLMOHHbI
Homep IP-npoTokona,
NPUHUMAET 3HaYeHns
[0x00-0xFF];

<PORT> - TCP/UDP-nopr,
NpUHMMAET 3HaYEeHNS
[1..65535].

<NAME> - nmsa npoduns
npotokona IPsec, 3agaétca
cTpokoii go 31 cumsona.

<ALGORITHM> - anroputm
ayTeHTMdmKauum, NpuHMMaeT
3HauveHus: md>5, shal,
sha2-256, sha2.384, sha2-512.

<ALGORITHM> - npotokon
LUMchpoBaHUS, NPUHUMAET
3HaueHust: des, 3des,
blowfish128, blowfish192,
blowfish256, aes128, aes192,
aes256, aes128ctr, aes192ctr,
aes256c¢tr, camellia128,
camellia192, camellia256.

<PROTOCOL> -
VHKaNCy/IMpyoLLmMiA NPOTOKOS,
MPVHUMAET 3HAYEHNS

<NAME> - nms nonuTukn
IPsec, 3agaétca cTpokoii go 31
cumBosna.
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28

29

30

31

32

33

OonucaHue

MpwvBA3aTh NONAUTUKY K NPOUIO.

3apatb Bpems xu3Hu IPsec-TyHHens
(He o6si3aTenbHO).

Cozpatb IPsec VPN u nepeiiti B pexum

KOHCMIyprpoBaHus.

OnpeaennTb pexmuM CcoriacoBaHus

[laHHbIX, HE0GX0AVMMbIX AJ151 aKTUBALIN

VPN.

MpuBsasaTb IPsec-nonmtuky K VPN.

3apgatb 3HaveHne DSCP ansa
ncnonb3oBaHus B IP-3aronoBske

ncxopgsawmx naketos IKE-npotokona (He

0653aTe/bHO).

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpa

esr(config-ipsec-policy)# proposal
<NAME>

esr(config-ipsec-policy)# lifetime
{ seconds <SEC> |

packets <PACKETS> | kilobytes
<KB> }

esr(config)# security ipsecvpn
<NAME>

esr(config-ipsec-vpn)# mode
<MODE>

esr(config-ipsec-vpn)#ike ipsec-
policy <NAME>

esr(config-ipsec-vpn)#ike dscp
<DSCP>

Knoun

<NAME> - umsa npoduns
npotokona IPsec, 3agaértca
cTpokoit go 31 cumBona.

<SEC> — nepuof BpemeHu
XWU3HU IPsec-TyHHens, no
NCTEYEHUN KOTOPOro
npoucxoguT
nepecoriiacoBaHue.
MpUHMMaET 3HaYeHNs
[1140..86400] cekyHa,

<PACKETS> — konuyecTtBo
nakeToB, Nocne nepegayn
KOTOpPbIX MPONCXOAUT
nepecornacosaHue IPsec-
TYHHens. MNpuHUMaeT 3HavYeHus
[4..86400].

<KB> — o6bem Tpadmka, nocrne
nepegayn KOToporo
npoucxoguT
nepecornacosaHue IPsec-
TyHHens. MpUHMMaeT 3HaYeHns
[4..86400] cekyHa.

<NAME> - nmsa VPN, 3agaétcs
cTpokoii go 31 cumsona.

<MODE> — pexum paboTbl
VPN.

<NAME> - nms IPsec-
NOMUTUKK, 334aETCS CTPOKA A0
31 cumBona.

DSCP> - 3HaueHue koga DSCP,
NPUHUMAET 3HAYEHUS B
avanasone [0..63].
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War OnucaHue KomaHpa Knoun
34 YctaHoBUTb pexunm aktusaunmn VPN. esr(config-ipsec-vpn)#ike <MODE> - pexum akTusaLmm
establish-tunnel <MODE> VPN:

+ by - request -
coefiyHeHne
aKTMBMpYeTCS
BCTPEYHOIi CTOPOHOIA;

* route — coeuHeHVe
aKTMBMpYyeTCSs Npu
nosiBeHnn Tpaduka,
MapLLpyTU3NPyeEMOro B

TYHHENb;
+ immediate — TyHHeNb
aKTUBUpyeTcs
aBTOMaTMyeckun nocne
NPUMEHeHNs
KOHcpurypaumu.
35 OcyuecTtBuTb nNpuBsska IKE-wio3a Kk esr(config-ipsec-vpn)# ike <NAME> - nms IKE-wnto3a,
VPN. gateway <NAME> 3agaétca cTpokoi ao 31
crMBoONa.
36 YCTaHOBUTb 3HA4YEHNE BPEMEHHOTO esr(config-ipsec-vpn)# ike idle- <TIME> — uHTepBasn B
WHTEpBana B CeKyHAax, No ucreyeHmto  time <TIME> cekyHAax, npuHuMaeT
KOTOPOro CoefIMHEHNE 3aKpbIBaETCS, 3HaveHus [4..86400].

€C/N He 6b1/10 MPUHSTO UMK NepeaaHo
HW OfiHOTO MakeTa Yepes SA (He

06513aTe/bHO).
37 OTKNoUMTb NepecornacoBaHue ktodelt  esr(config-ipsec-vpn)#ike rekey
[0 paspsbiBa IKE-coegnHeHus no disable

NCTEYEHWIO BPEMEHW, KOJIUYECTBY
nepefaHHbIX NakeToB UK GaiT (He
06513aTe/bHO).
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War OnucaHue KomaHpa Knoun
38 HactpouTtb Hauano nepecornacosaHusi  esr(config-ipsec-vpn)# lke rekey <SEC> — nHTepBas BpEMEHM B
kntouei IKE-coegmHeHns Ao ucteueHnss  margin { seconds <SEC> | CeKyHAax, ocTaBLUNACS A0
BPEMEHM XMN3HU (He 06513aTe/bHO). packets <PACKETS> | kilobytes 3aKpbITUA COeMHEHNS
<KB>} (3apaeTcst komaHAoi

lifetimeseconds). MpuHumaeT
3HaueHus [4..86400].

<PACKETS> — konuuectBo
MakeToB, OCTaBLUMXCA A0
3aKpbITUSI COEANHEHNS
(3apaeTcst komaHAo
lifetimepackets). NpuHUMaeTt
3HaueHus [4..86400].

<KB> - 06bem Tpaduka B
KnnobawnTax, 0OCTaBLUMIACS A0
3aKpbITUSA COeAMHEHNSA
(3apaeTcst komaHAo
lifetimekilobytes). MpuHumaeT
3HaueHus [4..86400].

39 YCTaHOBUTb YPOBEHb Cy4aliHOro esr(config-ipsec-vpn)# ike rekey <VALUE> — makcumasbHbliii
pasbpoca 3HauyeHuii napameTpoB randomization <VALUE> MPOLIEHT pa3bpoca 3HaYeHWiA,
marginseconds, marginpackets, npuUHUMaeT 3HadeHus [1..100].

marginkilobytes (He o6s3aTensLHO).

40 Onucatb VPN (He 06s13aTe/bHO). esr(config-ipsec-vpn)# description <DESCRIPTION> - onucaHve
<DESCRIPTION> npodonns, 3a4aéTcs CTPOKOIA
00 255 cMMBO/IOB.

41 AkTnBupoBarth IPsec VPN. esr(config-ipsec-vpn)# enable

9.4.4 Mpumep HacTpoliku Policy-based IPsec VPN

3apgaua:
ESR ESR
T == __J ;
R1 | R2
IPsec Tunnel :

HacTtpouTtb IPsec-TyHHenb mexay R1 n R2.
R1 IP-appec — 198.51.100.1,
R2 IP-appec — 203.0.113.1;
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IKE:
* rpynna Andpdomn-Xannmaxa: 2;
+ anropuTm wudpposaHus: AES 128 bit;
* anroputm ayteHtTudomkaumm: MDS.

IPsec:

+ anropuTm wudposaHus: AES 128 bit;
* anroputm ayteHtudomkaumm: MDS5.

PelweHune:

1. KoHdurypuposaHue R1
HacTpoum BHeLUHWIA ceTeBOW MHTepdeinc 1 onpeaenum NpUHaanNexHocTb K 30He 6e30MacHOCTY:

esr# configure

esr(config)# interface gigabitethernet 1/0/1
esr(config-if-gi)# ip address 198.51.100.1/24
esr(config-if-gi)# security-zone untrusted
esr(config-if-gi)# exit

[Nsi HACTPOIKK NpaBKn 30H 6e30MacHOCTU NOTPeGyeTcs co3daTth NPodub nopTa npotokona ISAKMP:

esr(config)# object-group service ISAKMP
esr(config-object-group-service)# port-range 500
esr(config-object-group-service)# exit

Cosgaavm npochusib npoTokona IKE. B npodmne ykaxkem rpynny Audodomn-Xansimana 2, asiroputm
wudpposaHus AES 128 bit, anroputm ayteHTncukaumm MDS5. [laHHble napameTpbl 6€30nMacHOCTH
ncnonb3ytoTca ang 3awuntsl IKE-coegnHeHus:

esr(config)# security ike proposal ike_propl
esr(config-ike-proposal)# dh-group 2
esr(config-ike-proposal)# authentication algorithm md5
esr(config-ike-proposal)# encryption algorithm aesl128
esr(config-ike-proposal)# exit

Cosgaavm nonutuky npotokona IKE. B nonnTuke ykasbiBaeTcsa cnvcok npodunei npotokona IKE, no
KOTOPbLIM MOTYT COI/1aCOBbIBATLCA Y3/1bl U KNHOY ayTEHTUIUKALNN:

esr(config)# security ike policy ike_poll
esr(config-ike-policy)# pre-shared-key hexadecimal 123FFF
esr(config-ike-policy)# proposal ike_propl
esr(config-ike-policy)# exit
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Coszgagum w3 npotokona IKE. B gaHHOM npodhune ykasbiBaetcsa VTI-TyHHeNb, NoNmMTrKa, Bepcus
NPOTOKO/IAa U PEXMUM NepeHarnpaBneHuns Tpaguka B TyYHHe b:

esr(config)# security ike gateway ike_gwl
esr(config-ike-gw)# ike-policy ike_poll
esr(config-ike-gw)# local address 198.51.100.1
esr(config-ike-gw)# local network 10.0.0.0/16
esr(config-ike-gw)# remote address 203.0.113.1
esr(config-ike-gw)# remote network 192.0.2.0/24
esr(config-ike-gw)# mode policy-based
esr(config-ike-gw)# exit

Cos3gaavm npodomnb napameTpos 6e3onacHocTy ans IPsec-TyHHens. B npodiune ykaxem anroputm
wundpposaHus AES 128 bit, anroputm ayteHTncukaumm MDS. [laHHble napameTpbl 6€30nacHOCTH
NCNONb3YITCA 418 3aunThl IPsec-TyHHens:

esr(config)# security ipsec proposal +ipsec_propl
esr(config-ipsec-proposal)# authentication algorithm md5
esr(config-ipsec-proposal)# encryption algorithm aes128
esr(config-ipsec-proposal)# exit

Cosgaamm nonutuky ans IPsec-tyHHens. B nonutuke ykasblBaeTcsa CNMCcokK npoduneii IPsec-TyHHens, no
KOTOPbIM MOTYT COINacoBbIBaTbCA Y3/bl.

esr(config)# security ipsec policy 1ipsec_poll
esr(config-ipsec-policy)# proposal 1ipsec_propl
esr(config-ipsec-policy)# exit

Cospgagum IPsec VPN. B VPN ykasbiBaeTcs w3 IKE-npoTokona, nonutuka IPsec-TyHHenNs, pexuwm
obMmeHa K/yammn 1 cnocob ycTaHOBEHNS coeanHeHus. Mocne BBoAa BCeX NapameTpoB BKIHOUMM
TYHHENb KOMaHAo enable.

esr(config)# security ipsec vpn ipsecl
esr(config-ipsec-vpn)# mode ke
esr(config-ipsec-vpn)# ike establish-tunnel route
esr(config-ipsec-vpn)# ike gateway ike_gwl
esr(config-ipsec-vpn)# ike ipsec-policy 1ipsec_poll
esr(config-ipsec-vpn)# enable
esr(config-ipsec-vpn)# exit

esr(config)# exit

2. KoHthurypmpoBaHue R2
HacTpoum BHeLLHWIA ceTeBOW MHTepdeinc n onpeaenum NpUHaaNexHocTb K 30He 6e30MacHOCTY:

esr# configure

esr(config)# interface gi 1/0/1
esr(config-if)# ip address 203.0.113.1/24
esr(config-if)# security-zone untrusted
esr(config-if)# exit
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[nsa HacTpoiikn npaBmn 30H 6e30nacHOCTX NOTpPebyeTcs co3natb Npodusib nopta npotokona ISAKMP:

esr(config)# object-group service ISAKMP
esr(config-addr-set)# port-range 500
esr(config-addr-set)# exit

Cosgaavm npochunb npotokona IKE. B npodhune ykaxem rpynny Audddpu-XannmaHa 2, anroputm
wundpposaHus AES 128 bit, anroputm ayteHTndukaumm MDS. [laHHble napameTpbl 6€30nacHOCTH
ncnonb3yroTca an1a 3awunTtel IKE-coegmHeHns:

esr(config)# security ike proposal ike_propl
esr(config-ike-proposal)# dh-group 2
esr(config-ike-proposal)# authentication algorithm md5
esr(config-ike-proposal)# encryption algorithm aesl128
esr(config-ike-proposal)# exit

esr(config)#

Cosgaaum nonutuky npotokona IKE. B nonutuke ykasbiBaeTcs cnucok npodunei npotokona IKE, no
KOTOPbIM MOTYT COIMacoBbIBATLCA Y3/1bl Y K/HOY ayTEHTUNKALMN:

esr(config)# security ike policy ike_poll
esr(config-ike-policy)# pre-shared-key hexadecimal 123FFF
esr(config-ike-policy)# proposal ike_propl
esr(config-ike-policy)# exit

Cospgagum wnto3 npotokona IKE. B gaHHOM npodoune ykasbiBaetcs VTI-TyHHesb, NONMTHKa, Bepcus
NPOTOKO/1a U PeXnm nepeHanpasneHns Tpagurka B TYHHeSb:

esr(config)# security ike gateway ike_gwl
esr(config-ike-gw)# ike-policy ike_poll
esr(config-ike-gw)# remote address 198.51.100.1
esr(config-ike-gw)# remote network 10.0.0.0/16
esr(config-ike-gw)# local address 203.0.113.1
esr(config-ike-gw)# local network 192.0.2.0/24
esr(config-ike-gw)# mode policy-based
esr(config-ike-gw)# exit

Cosgaavm npodunb napameTpos 6e3onacHocTy ans IPsec-TyHHens. B npodune ykaxem anroputm
lwndopoBaHus AES 128 bit, anroputm ayteHTudpmkauum MDS. [JaHHble napameTpbl 6e30nacHOCTH
ncnonb3yrTca Ana 3awutsl IPsec-TyHHens:

esr(config)# security ipsec proposal ipsec_propl
esr(config-ipsec-proposal)# authentication algorithm md5
esr(config-ipsec-proposal)# encryption algorithm aes128
esr(config-ipsec-proposal)# exit

Co3pgagym nonutuky ans IPsec-TyHHens. B nonuTrke ykasbiBaeTCsl CNMcok npoduneli IPsec-TyHHens, no
KOTOPbIM MOTYT COFMTaCoBbIBATLCS Y3/lbl.

esr(config)# security ipsec policy 1ipsec_poll

esr(config-ipsec-policy)# proposal ipsec_propl
esr(config-ipsec-policy)# exit
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Cospgagum IPsec VPN. B VPN ykasbiBaetcs w3 IKE-npoTokona, nonutuka IPsec-TyHHens, pexum
obMmeHa K/1ryammn 1 cnocob yCcTaHOBEHNSA coeAnHeHusA. Iocne BBoAa BCEX NapamMeTpPoB BKHOYMM

TYHHeslb KOMaHAol enable.

esr(config)# security ipsec vpn ipsecl

esr(config-ipsec-vpn)#
esr(config-ipsec-vpn)#
esr(config-ipsec-vpn)#
esr(config-ipsec-vpn)#
esr(config-ipsec-vpn)#
esr(config-ipsec-vpn)#
esr(config)# exit

mode ke

ike establish-tunnel route
ike gateway ike_gwl

ike ipsec-policy -ipsec_poll
enable

exit

COoCTOsIHVE TYHHE/SI MOXHO NOCMOTPETb KOMAH/10iA:

esr# show security +ipsec vpn status ipsecl

KoHdmrypauumto TyHHeNst MoXHO NOCMOTPETbL KOMaHAOIA:

esr# show security 1ipsec vpn configuration ipsecl

& B firewall Heo6xogumo paspewntb npotokon ESP u ISAKMP (UDP-nopT 500).

9.4.5 Anroputm HacTpoliku Remote Access IPsec VPN

Remote Access IPsec VPN - cueHapwii opraHmsauum BpemeHHbIX VPN-noakntoueHnii, B KOTopom cepiep IPsec
VPN HaxoauTcs B peXxvmMme 0XnaaHus BXOAALLMX NOAKIYEHWUIA, a KITMEHTbI OCYLLLECTBAAIOT BPEMEHHbIE

MOAK/HUEHNS K CEpBEPY A/1s NOSTyYEeHUs 10CTyNa K CETEBLIM pecypcam.

JononHuTtenbHoi ocob6eHHOCTb0 RA IPsec VPN siBnsieTcs BO3MOXHOCTb MCNO/Ib30BaHMs BTOPOro dpakropa
ayTeHTudmkauum IPsec — Extended Authentication (XAUTH), BTopbiM chakTopoM ayTeHTUhUKaLMmn SBNSIETCS
napa /noruH-naposs a8 kanenTa IPsec VPN.

Lar

1

OonucaHue

Cosgartb IKE-3k3emMnnsp 1 nepentu B
PEeXMM ero KOHPUIryprpoBaHus.

YKasarb onvcaHue KOHUryprupyemoro

TYHHeNs (He 06a3aTe/bHO).

OnpeaennTb anropuTM

ayteHTucpmkauum ans IKE (He

06513aTe/bHO).

KomaHpa

<NAME>

esr(config-ike-proposal)#
authentication algorithm

<ALGORITHM>

esr(config)# security ike proposal

esr(config-ike-proposal)#
description <DESCRIPTION>

Knrouun

<NAME> - nms npodmns
npotokona IKE, 3agaértca
cTpokoii go 31 cumsona.

<DESCRIPTION> — onucaHue
TYHHenNs, 3a4aéTcs CTPOKOI Ao
255 cumBonos.

<ALGORITHM> — anroputm
ayTeHTMdmKaUun, NpuHMMaeT
3HadeHus: md5, shai,
sha2-256, sha2_384, sha2-512.
3HayeHne No ymosi4aHuio:
shal.
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11

12

OonucaHue

YctaHoBuUTb IP-agpec nokasnbHow
CTOPOHbI VTI-TyHHENs (He
06513aTe/bHO).

Onpepnenutb HoMep rpynnbl Auddu-
XannmaHa (He 06s3aTesnbHO).

Co3patb nonutuky ana npodouns IKE n

nepeiTn B pexunm eé
KOHhMIrypmpoBaHusi.

Onpenenutb pexmMm ayTeHTuukaumnm.

3apatb pexuM knveHTa (Tonbko ans
K/IMEHTA).

3aaatb BPems XW3H1 CoeayHeHus
npotokona IKE (He o6s3aTensHo).

MpwvBsA3aTh NOAUTUKY K NPOUIO.

YkazaTb Koy ayTeHTUmKaLuu.

Co3zgatb Npochunb gocTyna.

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpa

esr(config-vti)# ip address <ADDR/
LEN>

esr(config-ike-proposal)# dh-
group <DH-GROUP>

esr(config)# security ike policy
<NAME>

esr(config-ike- policy)#
authentication method <METHOD>

esr(config-ike- policy)#
authentication mode client

esr(config-ike- policy)# lifetime
seconds <SEC>

esr(config-ike-policy)# proposal
<NAME>

esr(config-ike-policy)#pre-shared-
key ascii-text <TEXT>

esr(config)# access profile
<NAME>

Knoun

<ADDR/LEN> - IP-agpec un
npedimkc noacetTn 3agaéTcs B
Buae AAA.BBB.CCC.DDD/EE,
roe kaxxgasi yacte AAA — DDD
npuHUMaeT 3HadeHuns [0..255] n
EE nprvHumaet 3HayeHun
[1..31].

<DH-GROUP> — Homep rpynnbl

Onddom-XannmaHa, npuHumaeT
3HaueHus [1,2, 5,14, 15,16, 17,
18].

3Ha4veHune Mo ymonyaHuio: 1.

<NAME> - umsa nonmtuku IKE,
3afaétca cTpokoi ao 31
cuMBONA.

<METHOD> - meToz
ayTeHTUdVKaLMK K/Tova.
MOoXeT NPUHUMATL 3HaYeHUs:

+ xauth - psk - key -
METOA, ABYX(DAKTOPHOIA
ayTeHTudmKauun,
NCMNONb3yLWNIA napy
JIOTVH-Naposb U
npeasaputesnibHo
MOyYeHHbIe KUK
LWMdopoBaHUSA.

<SEC> — nepuof BpemeHu,
NPUHUMAET 3Ha4eHus [4 ..
86400] cekyHa.

3Ha4yeHVe No yMo4aHuio:
3600.

<NAME> - nms npodmns
npotokona IKE, 3apaétca
cTpokoii go 31 cumsona.

<TEXT> - cTpoka [1..64] ASCII-
CMMBOJIOB.

<NAME> - umsa npoduns
[0CTyna, 3a4aéTcsi CTPOKO Ao
31 cumBona.
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13

14

15

16

17

18

19

20

OonucaHue

Co3paTb nmA nonb3oBaTens.

3agatb naposb Nosb3oBaTensi.

Cosgatb Nyn afpecoB HazHauyeHus
(Tonbko ans cepsepa).

3agaTb NoACEeTh, U3 KOTOPOIA ByayT
BblaaBatbcs IP-knveHTam (Tonbko s
cepBepa).

Cospgatb wimo3 ansa IKE n nepeiitn B
PEXMM €ero KOHPUIryprpoBaHus.

MpuBasatb nonuTtuky IKE.

YCTaHOBUTb PEXUM NepeHanpasieHus
Tpadmka B TYHHENb.

YkazaTb geiicteue ans DPD (He
06513aT€e/LHO).

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpa

esr(config-access-profile)# user
<LOGIN>

esr(config-profile)# password
ascii-text <TEXT>

esr(config)# address-assignment
pool <NAME>

esr(config-pool)# ip prefix <ADDR/
LEN>

esr(config)# security ike gateway
<NAME>

esr(config-ike-gw)# ike-policy
<NAME>

esr(config-ike-gw)# mode <MODE>

esr(config-ike-gw)# dead-peer-
detection action <MODE>

Knoun

<LOGIN> — f10rvH KnneHTa,
3agaétca cTpokoi ao 31
cumMmBoONa.

<TEXT> - cTpoka [8..32] ASCII-
CUMBOJI0B.

<NAME> - nmsa nyna agpecos
HasHa4yeHus, 3a4aETCS CTPOKOIA
0o 31 cumona.

<ADDR/LEN> — agpec noacetu
1 npecdmkc.

<NAME> - nms wnio3a
npotokona IKE, 3agaértca
cTpokoii go 31 cumsona.

<NAME> - nms nonuTukn
npotokona IKE, 3agaértca
cTpokoii go 31 cumsona.

<MODE> - pexum
nepeHanpasneHus Tpaguka B
TYHHESb, MPUHUMAET 3HAYEHUS:

+ policy - based - Tpadmk
nepeHanpaenseTcs Ha
OCHoBe
MPUHAANIEXHOCTU K
yKa3aHHbIM B NOMUTUKAX
noaceTsaMm.

<MODE> - pexum pabotbl DPD:

* restart — coegnHeHue
nepeycraHaB/NBaeTCS;

+ clear - coegnHeHune
ocTaHaBNMBaeTCs;

+ hold - coegnHeHune
noaAepXxunBaercs;

* none — MexaHusMm
BbIK/THOUEH, HUKAKNX
OelcTBuiA He
npeanpvHUMaeTcs.

3HayeHue no ymosiyaHuio:
none.
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21

22

23

24

25

OonucaHue

YKasaTb UHTEPBa/ MEX/Y OTNPaBKOi
c0o006LLIeHN mexaHnamom DPD (He
06513aTe/bHO).

YkasaTb nNepuog, BpeMeHW /15t OTBETA
Ha coobLeHns mexaHnsma DPD (He
0653aTe/bHO).

YkazaTb Bepcuto IKE (He 06s13aTenbHo).

YctaHoBuTh IP noacetu otnpasutens
(Tonbko ansi cepeepa).

YctaHoBuTh IP-agpec nokasnsHoro
wnto3a IPsec-TyHHens.

KomaHpa

esr(config-ike-gw)#dead-peer-
detection interval <SEC>

esr(config-ike-gw)# dead-peer-
detection timeout <SEC>

esr(config-ike-gw)# version
<VERSION>

esr(config-ike-gw)# local network

<ADDR/LEN>

[ protocol { <TYPE> | <ID> } [ port

<PORT>]]

esr(config-ike-gw)#local address

<ADDR>

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

Knoun

<SEC> — uHTepBan mexay
OTNpaBKoi COObLLEHNI
mMexaHnsmom DPD, npuHumaet
3HadeHus [1..180] cekyHa.

3HayeHune no ymosnyaHuio: 2.

<SEC> - nepuog BpemeHun ans
OoTBETa Ha coobLeHus
mMexaHu3ma DPD, npyHumaet
3HaueHws [1..180] cekyHa,

3HauyeHue no ymonyaxutio: 30.

<VERSION> - Bepcus IKE-
npotokona: vi-only nnn v2-
only.

3Ha4veHne No yMoyaHuio: v1-
only.

<ADDR/LEN> - IP-agpec un
Macka nofgceTun oTnpaBnTens.
MapameTp 3agaétcA B BuAe
AAA.BBB.CCC.DDD/EE, roe
Kaxgasa yacte AAA - DDD
npuHUMaeT 3HadeHuns [0..255] n
EE nprvHumaet 3HayeHuA
[1..32];

<TYPE> - T1n npotokona,
NPUHUMAET 3HAYeHUs: esp,
icmp, ah, eigrp, ospf, igmp, ipip,
tcp, pim, udp, vrrp, rdp, 12tp, gre;

<ID> - ngeHTUKaLMOHHbII
Homep IP-npoTokona,
NPUHUMAET 3HaYeHns
[0x00-0xFF];

<PORT> - TCP/UDP-nopr,

NPYHUMAET 3HaYeHNS
[1..65535].

<ADDR> - IP-agpec
JIOKa/1IbHOTO LLU/03a.
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26

27

28

29

30

31

32

33

OonucaHue

YctaHosuTh IP-agpec yaaneHHoro
wnto3a IPsec-TyHHens.

3agaTb nyn AMHaMM4yeckoro
BblaeneHua |IP-agpecos
knueHTam (TonbKo AN cepBepa).

3asaTb pexuM AMHAMUYECKOro
YCTaHOB/IEHUS Yia/IEHHOV NOACETM
(TonbKo AN KNMEHTA).

3apartb npodhunb goctyna ansa XAUTH-
napameTpoB (TOMbKO /18 cepBepa).

3agatb npodub JOCTyNa v NIOTUH 1S
XAUTH-napameTpoB (TonbKo A/1si
KNMeHTA).

3agaTb UHTEpdheiic TepMrUHaLn
BblaeneHHoro IP gns noctpoeHus IPsec
VPN (TonbKo Ans KNneHTa).

Cosgartb npodmns IPsec.

OnpepennTb anropuTm
ayTeHTudmkaumm ans IPsec (He
06513aTe/bHO).

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpa

esr(config-ike-gw)#remote
address [any | <ADDR/LEN>

[ protocol { <TYPE> | <ID> } [ port
<PORT>]]

esr(config-ike-gw)# remote
network dynamic pool <NAME>

esr(config-ike-gw)# remote
network dynamic client

esr(config-ike-gw)# xauth access-
profile <NAME>

esr(config-ike-gw)# xauth access-
profile <NAME> client <LOGIN>

esr(config-ike-gw)# assign-
interface loopback <INDEX>

esr(config)# security ipsec
proposal <NAME>

esr(config-ipsec-proposal)#
authentication algorithm
<ALGORITHM>

Knoun

any — yCTaHOBUTb B Ka4yecTBe
yAa/IeEHHOro agpeca — nbomn
aZipec KneHTa, B
KOHcpurypaumm cepeepa;

<ADDR/LEN> — IP-agpec u
macka nogceTu cepsepa, B
KOHoUrypaumm KnveHTa.

<NAME> - ums nyna agpecoB
HasHa4yeHus, 3a4aETCS1 CTPOKOIA
0o 31 cumona.

<NAME> - nmsa npoduns
[0cTyna, 3a4aéTcA CTPOKOW A0
31 cumBona.

<NAME> - nmsa npoduns
[0cTyna, 3a4aéTcA CTPOKOW A0
31nmBona;

<LOGIN> — f10ruH KNneHTa,
3agaétca cTpokoi ao 31
cumMmBoOna.

<INDEX> — nHgekc
NHTEepdeica, NnpuHMMaeT
3HayeHus [1..65535].

<NAME> - nms npodpuns
npotokona IPsec, 3agaértcsa
cTpokoit go 31 cumBona.

<ALGORITHM> — anroputm
ayTeHTMdmKauum, NpuHMMaeT
3HaveHus: md>5, shal,
sha2-256, sha2.384, sha2-512.

3HaueHue No yMoMyaHuio:
shal.
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34

35

36

37

OonucaHue

Onpefenntb anropnt™ WNgpoBaHns
ans IPsec (He 06a3aTe/bHO).

YkazaTtb NpoTokos (He 06si3aTesnibHO).

3agaTtb config-ipsec-proposal
KOHOUIyprpoBaHusi.

MpwvBsA3aTh NONAUTUKY K NPOOUIO.

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpa

esr(config-ipsec-proposal)#
encryption algorithm
<ALGORITHM>

esr(config-ipsec-
proposal)#protocol <PROTOCOL>

esr(config)# security ipsec policy
<NAME>

esr(config-ipsec-policy)# proposal
<NAME>

Knoun

<ALGORITHM> — npoTtokon
LWUMgPOBaHUS, MPUHUMAET
3HauveHust: des, 3des,
blowfish128, blowfish192,
blowfish256, aes128, aes192,
aes256, aes128ctr, aes192ctr,
aes256c¢tr, camellia128,
camellia192, camellia256.

3HayeHue no ymosiyaHuio:
3des.

<PROTOCOL> -
VHKancyimpyoLwuii NpoToKon,
MPVHUMAET 3HAYEHUS:

+ ah — gaHHbIli NpoToKON
OCYLLLECTB/ISIET TO/IbKO
ayTeHTMdMKaLMIO
Tpadgmka, WndpoBaHne
OaHHbIX He
BbINOJTHAETCS;

* eSp — AaHHbIi NPOTOKON
ocyliecTsnseT
ayTeHTUdMKaLMIO U
LndgopoBaHme Tpacdumka.

3HayeHue No ymos4aHuio: esp.

<NAME> — nma nonuTukm
IPsec, 3agaéTtcs cTpokoin ao 31
cuMBONa.

<NAME> - nmsa npodpunsa
npotokona IPsec, 3agaértcs
cTpokoit go 31 cumBona.
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War OnucaHue KomaHpa Knoun
38 3afartb BpeMs Xu3Hu IPsec-TyHHens esr(config-ipsec-policy)# lifetime  <SEC> — nepuop BpemeHu
(He o6si3aTeNbHO). { seconds <SEC> | XWU3HW IPsec-TyHHens, no
packets <PACKETS> | kilobytes NCTEYEHUN KOTOPOro
<KB> } npoucxoguT
nepecornacoBaHue.

MpUHMMaET 3HauYeHus
[1140..86400] cekyHa,

3Ha4veHune no ymonyaHuio: 540.

<PACKETS> — KonnyecTtBo
nakeToB, Noc/e nepegayn
KOTOpPbIX NPONCXOAUT
nepecornacosaHue IPsec-
TYHHenNs.

MpuHMMaeT 3HavYeHunA
[4..86400].

3Ha4yeHVe No yMo4aHuio:
OTK/THO4EHO.

<KB> — o6bem Tpaduka, nocrne
nepegayv KoToporo
npoucxoouTt
nepecornacosaHue IPsec-
TyHHens. MNpuHMMaeT 3HaYeHns
[4..86400] cekyHa.

3Ha4veHVe No yMOo/14aHuio:

OTKJ/THOYEHO.
39 Cospgatb IPsec VPN u nepelitn B pexxum  esr(config)# security ipsec vpn <NAME> - umsa VPN, 3apaétcsa
KOHOUrypmpoBaHus. <NAME> cTpokoii go 31 cumBona.
40 Onpefenntb peXxum cornacoBaHns esr(config-ipsec-vpn)# mode <MODE> - pexum pabotbl VPN,
[AaHHbIX, HeobxoanMbIX ansa aktneaumn  <MODE> NPUHUMAET 3HaveHus: ike,
VPN. manual.
41 MpuBasatk IPsec-nonutnky K VPN. esr(config-ipsec-vpn)#ike ipsec- <NAME> - nwms IPsec-
policy <NAME> NOMUTUKK, 3a4aETCS CTPOKA A0
31 cumBona.
42 3agaTb 3HadYeHne DSCP ans esr(config-ipsec-vpn)#ike dscp DSCP> - 3HaueHue koga DSCP,
ncnonb3oBaHusa B |IP-3aronoske <DSCP> NPUHUMAaET 3HaYeHUs B
ncxopgsawmx naketos IKE-npotokona (He Amnanasone [0..63].

06513aTe/bHO).
3HaueHWe No ymonyaHuio: 63.
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43

44

45

46

OonucaHue

YcTaHaBNMBAETCA PEXUM aKTUBaLum
VPN.

OcyuwecTtBuTtb npussaska IKE-wo3a Kk
VPN.

YCTaHOBUTb 3HAUEHNE BPEMEHHOIO
VHTEpBa/1a B CEKYHAAX, MO UCTEYEHMIO
KOTOPOro CoeAHEeHNEe 3aKpbiBaeTCs,
€C/I He Bb1/10 NPUHSITO UM NepefaHo
HW OflHOTO NakeTa 4Yepes SA (He
06513aTe/bHO).

OTKNOUMTb NepecoraacoBaHne Kyei
00 paspbiBa IKE-coegnHeHnsa no
NCTEYEHWI0 BPEMEHW, KONTMYECTBY
nepeAaHHbIX NakeToB Un 6aiT (He
06513aT€e/LHO).

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpa

esr(config-ipsec-vpn)#ike
establish-tunnel <MODE>

esr(config-ipsec-vpn)# ike
gateway <NAME>

esr(config-ipsec-vpn)# ike idle-
time <TIME>

esr(config-ipsec-vpn)#ike rekey
disable

Knoun

<MODE> - pexum akTusaLmm
VPN:

+ by - request -
coefViHeHne
aKTmBmpyeTcs
BCTPEUYHOIi CTOPOHOWA,
[OCTYNHO AN151 cepBepa;

* route — coegnHeHue
aKTMBMpyeTcs npu
nosiBNeHnn Tpaguka,
MapLUpyTU3VpyemMoro B
TYHHe b, AOCTYNHO A5
cepsepa;

+ immediate — TyHHENb
aKTmBumpyeTcs
aBToMaTMyeckv nocne
npUMeHeHus
KOHMrypauun,
[OCTYMNHO A1 K/IMEeHTa.

<NAME> - nms IKE-wmto3a,
3agaétca cTpokoit o 31
cumBona.

<TIME> — uHTepBan B
cekyHpax, MpuHumMmaeT
3HaueHus [4..86400].

3HaueHue no ymonyaxuio: 0.

3Ha4veHne No yMOHaHuio:
BK/1IO4EHO.
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47

48

49

50

OonucaHue

HacTtpouTb Hayasio nepecoriacoBaHns
kntoueii IKE-coeanHeHns oo ncteveHns
BPEMEHM XMN3HU (He 06513aTe/bHO).

YCTaHOBUTb YPOBEHb C/TyHYaiHOrO
pasbpoca 3Ha4yeHwuii napaMeTpoB
marginseconds, marginpackets,
marginkilobytes (He 06s13aTeNbHO).

Onucatb VPN (He 06s13aTe/bHO).

AktnsupoBaTtb IPsec VPN.

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpa

esr(config-ipsec-vpn)# ike rekey
margin { seconds <SEC> |
packets <PACKETS> | kilobytes
<KB> }

esr(config-ipsec-vpn)# ike rekey
randomization <VALUE>

esr(config-ipsec-vpn)# description

<DESCRIPTION>

esr(config-ipsec-vpn)# enable

Knoun

<SEC> — nHTepBan BpemeH” B
CeKyHAax, ocTaBLUNACS A0
3aKpbITUSI COEANHEHNS
(3apaeTcst komaHAoi
lifetimeseconds). MpuHumaeT
3HaueHus [4..86400].
3HaueHue no ymonyaxuio: 540.

<PACKETS> - konuyectso
NakeToB, OCTaBLUMXCA A0
3aKpbITUS COEANHEHNS
(3apaeTcst komaHAao
lifetimepackets). MpuHmaeT
3HaueHus [4..86400].
3Ha4veHne No yMO/IHaHuio:
OTK/IKOHEHO.

<KB> - o6bem Tpaduka B
KnnobaimTax, oCTaBLUMIACS [0
3aKpbITUSI COEANHEHUS
(3apaetcs komaHol
lifetimekilobytes). MpuHumaeT
3HaueHus [4..86400].
3Ha4yeHVe No yMo4aHuio:
OTK/THOYEHO.

<VALUE> — makcumanbHblii
MPOLEHT pasbpoca 3Ha4YeHwi,
NpUHUMaEeT 3HadeHuns [1..100].

3HaveHue no ymonyaxuio: 100.

<DESCRIPTION> - onucanune
npodonns, 3a4aéTcs CTPOKOI
00 255 cMMBO/OB.
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51

OonucaHue

BKMIOUNTL PEXUM NepenoakIoUeHns
knneHtoB XAUTH ¢ ogHUM noruHom/
naponem (TonbKo Ans cepeepa) (He
0653aTe/bHO).

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpa Knoun

esr(config-ipsec-vpn)# security ike <MODE> — pexum
session uniqueids <MODE> nepenoaxKnveHuns, npuHUMaeT
cnepyowme 3Ha4YeHus:

* NO — yCTaHOB/IEHHOE
nogknoyeHne XAUTH
6yaeT yaaneHo, ecnm
AN HOBOTO
nogkntodeHna XAUTH
NHULMATOPOM
coeguHeHns byget
OTnpaBfeHo
yBeoM/IeHnE
"INITIAL_CONTACT",
OyaeT HazHayeH paHee
NCNOMb30BaHHbIN IP-
agpec. B npotnsHom
C/yyae ycTaHOB/IeHHOe
coeanHeHne XAUTH
6ymet yoepxaHo. Ans
HOBOIO NOAKNIOYEHNSA
XAUTH 6yaeT HasHaueH
HoBbIli IP-agpec.

* never — yCTaHOB/IEHHOE
nogknoyeHne XAUTH
oymet yoepxaHo. Ans
HOBOIO NOAKNIOYEHNSA
XAUTH 6yaeT HasHaueH
HoBbIli IP-agpec.
YBepomneHne
"INITIAL_.CONTACT"
6yaet B /1t060M criyyae
NPOUTHOPUPOBAHO.

+ replace -
YCTaHOBJ/IEHHOE
nogknoyeHne XAUTH
oynet yaaneHo. Ana
HOBOrO NOAK/IYEHNS
XAUTH 6yget
MCNOMb30BaH paHee
NCMNOMb30BaHHbIN IP-
ajgpec.

+ keep - ycTtaHoBneHHoe
nogkntoyeHne XAUTH
6yaet yaepxaHo. Hoeoe
nogkntodyeHne XAUTH
OyneT OTKNOHEHO.
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9.4.6 Mpumep HacTpoiiku Remote Access IPsec VPN

3apgava:

ESR ESR

R1 ' R2

IPsec Tunnel

10.0.0.0/16

LAN

180.100.0.1

HacTtpoutb Remote Access IPsec VPN mexay R1 1 R2 ¢ ncnonb3osaHnem BTOporo dpakropa ayteHTugumkaumm
IPsec - XAUTH. B kauecTtBe cepBepa IPsec VPN HacTponTe MapLupytusaTtop R1, a mapipyTtumsaTop R2 B
kayecTse KnueHTta IPsec VPN.

R2 IP-agpec — 120.11.5.1
R1 IP-agpec — 180.100.0.1
Knnentam IPsec VPN:

* BblgaBaTb agpeca 13 nyna nogcetn 192.0.2.0/24
* npepgocTasnaTk goctyn Ao LAN nogcetn 10.0.0.0/16

IKE:

+ rpynna Qudpdpmn-Xannmana: 2;
+ anroputm wndpposanus: 3DES;
* anroputm ayteHTudomkaumm: SHAT.

IPsec:

+ anroputm wndpposanus: 3DES;
* anroputm ayteHTudomkaumm: SHAT.

XAUTH:

« nlorvH: client1;
* naponb: password123.

PelweHune:

1. KoHdurypuposaHue R1
HacTpoum BHeLLHWIA ceTeBOW MHTepdheinc n onpeaenum NpUHaanexHocTb K 30He 6e30MacHOCTY:

esr# configure

esr(config)# security zone untrusted
esr(config-zone)# exit

esr(config)# interface gigabitethernet 1/0/1
esr(config-if-gi)# security-zone untrusted
esr(config-if-gi)# ip address 180.100.0.1/24
esr(config-if-gi)# exit

[nsa HacTpoiikn npaBmn 30H 6e30NacHOCTU NOTpPebyeTcs co3natb Npodusib nopta npotokona ISAKMP:
esr(config)# object-group service ISAKMP

esr(config-object-group-service)# port-range 500,4500
esr(config-object-group-service)# exit
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Cosgaavm npochusb npoTtokona IKE. B npodmne ykaxkem rpynny Andodmn-Xansimana 2, asiroputm
wudoposaHua 3 DES, anroputm ayteHtudmkaumm SHAT. JaHHble napameTpbl 6e30nacHoOCTU
ncnosnb3ytoTca ang 3awuntsl IKE-coegnHeHus:

esr(config)# security ike proposal IKEPROP
esr(config-ike-proposal)# dh-group 2
esr(config-ike-proposal)# authentication algorithm shal
esr(config-ike-proposal)# encryption algorithm 3des
esr(config-ike-proposal)# exit

Cosgaavm nonutuky npotokona IKE. B nonuTuke ykasbiBaeTcs cnvcok npodunei npotokona IKE, no
KOTOPbLIM MOTYT COr/1acoBbIBATLCA Y3/1bl, KNHOY ayTeHTUdMKaumm n metog ayteHtudmkaumm XAUTH no
Knouy:

esr(config)# security ike policy IKEPOLICY
esr(config-ike-policy)# pre-shared-key hexadecimal 123FFF
esr(config-ike-policy)# authentication method xauth-psk-key
esr(config-ike-policy)# proposal IKEPROP
esr(config-ike-policy)# exit

Coszganum npodnab AOCTyna 1 3aBefemM B HeM napy JI0rMH 1 naposib Ansd kaveHta IPsec VPN:

esr(config)# access profile XAUTH
esr(config-access-profile)# user clientl
esr(config-profile)# password ascii-text passwordl23
esr(config-profile)# exit
esr(config-access-profile)# exit

Co3gaamm nyn agpecoB HazHavyeHus:, U3 KOToporo 6yayT BblgaBatbes IP knneHtam IPsec VPN:

esr-1000(config)# address-assignment pool CLIENT_POOL
esr-1000(config-pool)# ip prefix 192.0.2.0/24
esr-1000(config-pool)# exit

Cosgaaum w3 npotokona IKE. B gaHHOM npodimne Heobxoanmo ykasaTb nonmTuky npotokona IKE,
yKasaTtb JI0Ka/IbHYt0 MOACETh, B Ka4eCcTBe yaanleHHOW NoACceTH ykasaTb Ny afpecosB HasHaYeHus,
3a/iaTb peXxum nepeHanpasneHns Tpaduka B TyHHe b MO NOSIMTUKE U UCNOIb30BaHNe BTOPOro dpakropa
ayteHTudukaumm XAUTH:

esr(config)# security ike gateway IKEGW

esr(config-ike-gw)# ike-policy IKEPOLICY
esr(config-ike-gw)# local address 180.100.0.1
esr(config-ike-gw)# local network 10.0.0.0/16
esr(config-ike-gw)# remote address any

esr(config-ike-gw)# remote network dynamic pool CLIENT_POOL
esr(config-ike-gw)# dead-peer-detection action clear
esr(config-ike-gw)# mode policy-based

esr(config-ike-gw)# xauth access-profile XAUTH
esr(config-ike-gw)# exit
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Coszgagum npodunab napameTpos 6e3onacHoCcT A1 IPsec-TyHHenA. B npodiusie ykaxkem asiroputm
wudoposaHusa 3DES, anroputm ayteHTudpmkauun SHA1. laHHble napameTpbl 6e30nacHOCTH
ncnosnb3yroTca Ang 3awmTel IPsec-TyHHens:

esr(config)# security ipsec proposal IPSECPROP
esr(config-ipsec-proposal)# authentication algorithm shal
esr(config-ipsec-proposal)# encryption algorithm 3des
esr(config-ipsec-proposal)# exit

Cosgaavm nonutuky ans IPsec-tyHHens. B nonvTuke ykasbiBaeTcs Cnvcok npodounein IPsec-TyHHens, no
KOTOPbIM MOTYT COr/1acoBbIBaTLCA Y3/1bl.

esr(config)# security ipsec policy IPSECPOLICY
esr(config-ipsec-policy)# proposal IPSECPROP
esr(config-ipsec-policy)# exit

Cozganum IPsec VPN. B VPN yka3biBaetcs w03 IKE-npotokona, nonutuka IPsec-TyHHens, pexxum
o6MeHa K/1lo4YaMu 1 pexunum oXxuaaHns Bxoasulero coeguHenus IPsec — by-request. MNocne BBoga Bcex
napameTpoB BK/TOYMM TYHHe b KOMaHoM enable.

esr(config)# security ipsec IPSECVPN
esr(config-ipsec-vpn)# mode ke

esr(config-ipsec-vpn)# ike establish-tunnel by-request
esr(config-ipsec-vpn)# ike gateway IKEGW
esr(config-ipsec-vpn)# ike ipsec-policy IPSECPOLICY
esr(config-ipsec-vpn)# enable

esr(config-ipsec-vpn)# exit

PaspeLumm npotokon esp n udp-noptsl 500, 4500 B KoHUrypauwmm firewall gns yctaHoBneHus IPsec
VPN:

esr(config)# security zone-pair untrusted self
esr(config-zone-pair)# rule 1
esr(config-zone-pair-rule)# action permit
esr(config-zone-pair-rule)# match protocol udp
esr(config-zone-pair-rule)# match destination-port ISAKMP
esr(config-zone-pair-rule)# enable
esr(config-zone-pair-rule)# exit
esr(config-zone-pair)# rule 2
esr(config-zone-pair-rule)# action permit
esr(config-zone-pair-rule)# match protocol esp
esr(config-zone-pair-rule)# enable
esr(config-zone-pair-rule)# exit
esr(config-zone-pair)# end

2. KoHthurypmpoBaHue R2
HacTpoum BHeLLHWIA ceTeBOW MHTepdeinc n onpeaenum NpUHaaNexHocTb K 30He 6e30MacHOCTY:

esr# configure

esr(config)# interface gi 1/0/1
esr(config-if)# ip address 120.11.5.1/24
esr(config-if)# security-zone untrusted
esr(config-if)# exit
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[nsa HacTpoiikn npaBmn 30H 6e30nacHOCTX NOTpPebyeTcs co3natb Npodusib nopta npotokona ISAKMP:

esr(config)# object-group service ISAKMP
esr(config-addr-set)# port-range 500,4500
esr(config-addr-set)# exit

Coszgagum npodunb npoTtokona IKE. B npodhnne ykaxem rpynny Auddon-XannmaHa 2, anroputm
wudpposaHusa 3 DES, anroputm ayteHtudmkaumm SHAT. JaHHble napameTpbl 6e30nacHoOCTU
ncnonb3yroTca an1a 3awunTtel IKE-coegmHeHns:

esr(config)# security ike proposal IKEPROP
esr(config-ike-proposal)# dh-group 2
esr(config-ike-proposal)# authentication algorithm shal
esr(config-ike-proposal)# encryption algorithm 3des
esr(config-ike-proposal)# exit

Cosgaaum nonutuky npotokona IKE. B nonutuke ykasbiBaeTcs cnucok npodunei npotokona IKE, no
KOTOPbIM MOTYT COr/1acoBbIBaTLCA Y3/1bl, KNHOY ayTeHTUdmKaumm, Metog, ayteHTudukaumm XAUTH no
K/KOYY U pexuM ayTeHTUdUKaunm — KINEHT:

esr(config)# security ike policy IKEPOLICY
esr(config-ike-policy)# pre-shared-key hexadecimal 123FFF
esr(config-ike-policy)# authentication method xauth-psk-key
esr(config-ike-policy)# authentication mode client
esr(config-ike-policy)# proposal IKEPROP
esr(config-ike-policy)# exit

Co3zgagum npodnb A0CTyna 1 3aBeieM B HEM Napy SIOTVH 1 Naposb:

esr(config)# access profile XAUTH
esr(config-access-profile)# user clientl
esr(config-profile)# password ascii-text passwordl23
esr(config-profile)# exit
esr(config-access-profile)# exit

Cosgaanm nHTtepdelic loopback ansa tepmmnHaymm IP-agpeca, nonyyeHHoro ot IPsec VPN cepsepa:

esr(config)# interface loopback 8
esr(config-loopback)# exit

Co3pgagvm w3 npotokona IKE. B g;aHHOM npodhunie ykasblBaeTcst NONIUTUKA, MHTEpdelic TepMmHaLmiy,
PEXUM AYHAMUYECKOro YCTaHOB/EHUS yasieHHOo noaceTu, BbiGop npodnnsa gocTyna ans XAUTH u
PEXUM NepeHanpasneHnst Tpagvika B TYHHE b MO NOMUTYKE:

esr(config)# security ike gateway IKEGW

esr(config-ike-gw)# ike-policy IKEPOLICY

esr(config-ike-gw)# assign-interface loopback 8
esr(config-ike-gw)# local address 120.11.5.1
esr(config-ike-gw)# remote address 180.100.0.1
esr(config-ike-gw)# remote network dynamic client
esr(config-ike-gw)# mode policy-based

esr(config-ike-gw)# xauth access-profile xauth client clientl
esr(config-ike-gw)# exit
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Coszgagum npodunab napameTpos 6e3onacHoCcT A1 IPsec-TyHHenA. B npodiusie ykaxkem asiroputm
wudoposaHusa 3DES, anroputm ayteHTudpmkauun SHA1. laHHble napameTpbl 6e30nacHOCTH
ncnosnb3yroTca Ang 3awmTel IPsec-TyHHens:

esr(config)# security ipsec proposal IPSECPROP
esr(config-ipsec-proposal)# authentication algorithm md5
esr(config-ipsec-proposal)# encryption algorithm aes128
esr(config-ipsec-proposal)# exit

Cosgaavm nonutuky ans IPsec-tyHHens. B nonvTuke ykasbiBaeTcs Cnvcok npodounein IPsec-TyHHens, no
KOTOPbIM MOTYT COr/1acoBbIBaTLCA Y3/1bl:

esr(config)# security ipsec policy IPSECPOLICY
esr(config-ipsec-policy)# proposal IPSECPROP
esr(config-ipsec-policy)# exit

Cozganum IPsec VPN. B VPN yka3biBaetcs w03 IKE-npotokona, nonutuka IPsec-TyHHens, pexxum
o6MeHa k/1o4aMuy 1 cnocob yctaHoBNeHUsA coeguHeHus. Mocne BBoga BCex napaMeTpoB BK/IOUMM
TYHHesb KOMaHAou enable:

esr(config)# security ipsec vpn IPSECVPN
esr(config-ipsec-vpn)# mode ke
esr(config-ipsec-vpn)# ike establish-tunnel route
esr(config-ipsec-vpn)# ike gateway IKEGW
esr(config-ipsec-vpn)# ike ipsec-policy IPSECPOLICY
esr(config-ipsec-vpn)# enable
esr(config-ipsec-vpn)# exit

PaspeLumm npotokon esp n udp-noptsl 500, 4500 B KoHUrypauwmm firewall gns yctaHoBneHus IPsec
VPN:

esr(config)# security zone-pair untrusted self
esr(config-zone-pair)# rule 1
esr(config-zone-pair-rule)# action permit
esr(config-zone-pair-rule)# match protocol udp
esr(config-zone-pair-rule)# match destination-port ISAKMP
esr(config-zone-pair-rule)# enable
esr(config-zone-pair-rule)# exit
esr(config-zone-pair)# rule 2
esr(config-zone-pair-rule)# action permit
esr(config-zone-pair-rule)# match protocol esp
esr(config-zone-pair-rule)# enable
esr(config-zone-pair-rule)# exit
esr(config-zone-pair)# end

CocTosHWe TyHHeNna MOXHO NOCMOTPETb KOMaH,D,OI‘/IIZ

esr# show security ipsec vpn status IPSECVPN

KoHdourypaumio TyHHeNst MOXHO NMOCMOTPETb KOMaH0i:

esr# show security 1ipsec vpn configuration IPSECVPN

& B firewall Heo6xogumo paspewnTb Nnpotokon ESP n ISAKMP (UDP-nopTt 500, 4500).
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9.4.7 Npumep HacTpoliku DPD (Dead Peer Detection)

3apgava:
ESR ESR
LAN : = :
R1 | ' R2
i IPsec Tunnel '

HacTtpouTb Dead Peed Detection Ha R1 ans Policy-based IPsec VPN mexay R1 n R2.

cxoaHyo KOHUIypaumio MOXHO B3ATb M3 npumvepa HacTpolikn Policy-based IPsec VPN.

PewieHue:

Ha R1 B wnto3e npotokona IKE ykaxem: pexxum padotbl DPD — restart, uHTepBasn onpoca — 1 cekyHay,
TailmayT — 4 CeKyHApbl:

esr# configure

esr(config)# security ike gateway ike_gwl
esr(config-ike-gw)# dead-peer-detection action restart
esr(config-ike-gw)# dead-peer-detection 1interval 1
esr(config-ike-gw)# dead-peer-detection timeout 4
esr(config-ike-gw)# exit

CoCTOsiHME TYHHENSI MOXXHO NMOCMOTPETb KOMaHAOiA:
esr# show security ipsec vpn status dipsecl
KoHchurypauuio TyHHeNNsi MOXXHO NOCMOTPETb KOMaHA0iA:

esr# show security ipsec vpn configuration ipsecl
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Mocne pa3pbiBa coeguHeHns mexay R1 n R2 Ha R1 IPsec-TyHHeNnb Ha4YHET nepecTpamBaTbCs cnycta 4
CeKyHAbl nocne paspbisa.

esr# show security ipsec vpn status
Local host

Name

Responder spi State
ipsecl

0xb62fdo4f2db43d08 Established

2037-10-30T0O7:52:53+00:00 %CLI-I-CMD:

status

esr# show security ipsec vpn status
Local host

Name

Responder spi

ipsecl

Ox0000000000000000
2037-10-30T0O7:52:57+00:00 %CLI-I-CMD:

Connecting

status

9.5 HacTtpoiika LT-TyHHenewn

198.51.100.1

user admin from console

198.51.100.1

user admin from console

Remote host

203.0.113.1

Remote host

203.0.113.1

input:

input:

Initiator spi

Ox7a77a25a55853255

show security ipsec vpn

Initiator spi

OXx77706e37b4e68cce

show security ipsec vpn

LT (aHrn. Logical Tunnel — nornyeckunii TyHHeNb) — TUN TYHHENEeRl, NpefHa3HayYeHHbI o1s nepegaun
MapLUPYTHOI MHGopMaLun 1 Tpadhuka Mexay pasnnyHbIMU BUPTYasibHbIMK MapipyTusatopamu (VRF),
CKOH(OUIypMPOBaHHbLIMU HA OAHOM annapaTHOM MapLipyTm3aTope. LT-TyHHEeIb MOXET UCNONb30BaTbCA A1
opraHusauuy B3aMMogeiicTeust mexay Ayms unu 6onee VRF ¢ npuMmeHeHneM orpaHuyeHnii firewall.

9.5.1 ANropuTm HacCTpPOIKU

LWar

OonucaHue

Cozpgarb LT-TyHHEeNnu onia kaxaoro n3

cywectsytowmx VRF.

YkazaTb onvcaHne KOHUryprpyembix

TyHHenel (He 06s3aTe/bHO).

BkntounTb kaxablii LT-TyHHeNb B
cooTBeTcTBytoWwmin VFR.

BkNtounTb Kaxablit LT-TYHHENb B 30HY
6e30MacHOCTU 1 HACTPOUTL Npasuna

B3aUMOAENCTBUS MEXAY 30HaMU Un

oTkntounTs firewall ana LT-TyHHens.

Ans kaxaoro LT-TyHHenst 3aaaTb HOMep

MPOTMBONONOXHLIN LT TyHHENb (B
apyrom VRF).

KomaHpa

esr(config)# tunnel It <ID>

esr(config-It)# description
<DESCRIPTION>

esr(config-1t)# ip vrf forwarding
<VRF>

esr(config-1t)# security-
zone<NAME>

esr(config-1t)# ip firewall disable

esr(config-It)# peer It <ID>

Knoun

<ID> - ngeHTudumkarop
TyHHens B Avana3soHe [1..128].

<DESCRIPTION> — onucanune
TYHHEnNSs, 3a4aéTcs CTPOKOW J0
255 cMmBONOB.

<VRF> - nmsa VRF, 3agaetca
cTpokoii go 31 cumsona.

<NAME> - M5 30HbI
6e3onacHoCTu, 3agaértcs
CTPOKOIi A0 12 CUMBONOB.

<ID> - ngeHTudmkarop
TyHHensi B AnanasoHe [1..128].
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OonucaHue

[na kaxgoro LT-TyHHens ykasats IP-
aZipec AN MmapLupyTM3auumn nakeTos.
[nsa BzanmopencTeyowwmx LT-TyHHeneik
IP-agpeca fomkHbI 6bITb 13 0AHOI IP-
noaceTu.

Bknwountb TYHHE/N.

Ansa kaxpgoro VRF HacTpouTb
Heob6xoaMMble NPOTOKO/bI
MapLipyTusaumm yepes LT-TyHHenb.

3ajatb UHTEPBa/ BPEMEHMU, 3a KOTOPbII
YCPEeAHSIeTCs CTAaTUCTVKA O Harpyske Ha
TyHHere (He 06s13aTe/bHO).

YkazaTb pasmep MTU (Maximum
Transmition Unit) nakeToB, KoTopble
MOXET MpornycKaTb AaHHbIA bridge (He
0653aTenbHO; BO3MOXHO, ecnu B bridge
BK/toUeH Tosibko VLAN).

MTU 6onee 1500 6yaeT akTUBHO
TO/MbKO B C/ly4ae NpUMeHeHNs KOMaH bl
"system jumbo-frames".

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpa

esr(config-1t)# ip address <ADDR/
LEN>

esr(config-1t)# enable

esr(config-It)# load-average
<TIME>

esr(config-1t)# mtu <MTU>

Knoun

<ADDR/LEN> - IP-agpec un
npedmkc nogcet, 3agaéTcs B
Buae AAA.BBB.CCC.DDD/EE,
roe kaxxgasi yacte AAA — DDD
npuHUMaeT 3HadeHuns [0..255] n
EE nprvHumaet 3HayeHun
[1..32].

<TIME> — nHTepBan B
cekyHaax, npuH1MaeT
3HayeHus [5..150].

3HayeHue rno yMosyaHuio: 5.

<MTU> - 3HauyeHne MTU,
NPUHUMAET 3HAYEHUS B
AunanasoHe:

* ana ESR-10/12V(F)/
14VF/15(R) -
[1280..9600];

+ ansa ESR-20/21/30 -
[1280..9500];

« ans ESR-100/200/1000/
1200/1500/1511/1700/
3100/3200/3300 -
[1280..10000].

3HayeHue Mno ymosiyaHuio:
1500.
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ESR-Series. PyKoBOACTBO MO aKcniyaraunm

9.5.2 Mpumep HacCTPOKMU

3apgava:
OpraHu3oBaTb B3auMoAelicTere Mexay XoctaMmu, TepMUHUpoBaHHbIMU B AByX VRF vrf_1 n vrf_2.

McxomHas KoHdurypauus:

hostname esr

ip vrf vrf_1

exit

ip vrf vrf_2

exit

interface gigabitethernet 1/0/1
ip vrf forwarding vrf_1
ip firewall disable
ip address 10.0.0.1/24

exit

interface gigabitethernet 1/0/2
ip vrf forwarding vrf_2
ip firewall disable
ip address 10.0.1.1/24

exit

PewieHune:

Cosgaaum LT-TyHHenn ansa kaxgoro VRF ¢ ykasaHuem IP-agpecoB 13 0gHON NOACETH:

esr(config)# tunnel 1t 1

esr(config-1t)# 1ip vrf forwarding vrf_1
esr(config-1t)# 1ip firewall disable
esr(config-1t)# ip address 192.168.0.1/30
esr(config-lt)# exit

esr(config)# tunnel 1t 2

esr(config-1t)# ip vrf forwarding vrf_2
esr(config-1t)# 1ip firewall disable
esr(config-1t)# ip address 192.168.0.2/30
esr(config-lt)# exit

YkaxeM anst kaxgoro LT-TyHHens LT-TyHHenb u3 VRF, ¢ KOTOpbIM HEOGXOAMMO YCTaHOBUTL CBSA3b, U
aKTMBMpYyeM UX:

esr(config)# tunnel 1t 1
esr(config-1t)# peer 1t 2
esr(config-1t)# enable
esr(config-lt)# exit
esr(config)# tunnel 1t 2
esr(config-1t)# peer 1t 1
esr(config-1t)# enable
esr(config-lt)# exit
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ESR-Series. PyKoBOACTBO MO aKcniyaraunm

Ecnu B VRF He cKOHurypmnpoBaH HU OgUH U3 NPOTOKONOB ANMHAMMYECKOW MapLUpyTU3aumm, To
HEeoOGX04MMO yKasaTb cTaTudeckue MapupyTthbl ana kaxagoro VRF:

esr(config)# ip route vrf vrf_1 0.0.0.0/0 192.168.0.2
esr(config)# ip route vrf vrf_2 0.0.0.0/0 192.168.0.1
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10 YnpasneHue QoS

+ Bazosbin QoS

« AITOPUTM HacTPOViKK
* TMpuMep HaCTPOIAKK

+ PacwmpeHHbIii QoS

« AITOPUTM HacTPOViKK
* TMpuMep HaCTPOIAKK

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

QoS (Quality of Service) — TexHoNnorusi NpeocTaBeHNa pasNnyHbLIM KlaccaMm Tpadimka pasnnyHbIX
NPUOPUTETOB B 06CYXMBaHWK. Vicnonb3oBaHne cnyxobl QOS No3BoNseT ceTeBbIM NPUIOXKEHNUAM
COCyLLEeCTBOBaTb B OAHO CETW, HE YMeHbLUas Npu 3TOM NPOMYCKHYI0 CMOCOBHOCTb APYTUX NPUIOXEHNIA.

10.1 BaszoBbliit QoS

B 6a30BOM pexume Ha mapLupyTtusatopax ESR knaccudmkaums (HanpasneHune Tpaguvka B o4epesp) 1
nepemMapkmMpoBka paboTaeT To/IbKo Ha Bxoge (Ha uHTepdieiice Yepes KOTopblii NOCTynaeT Tpadmk AO/HKEH
6bITb BK/tOUYEH QOS).

10.1.1 ANropuTm HaCTPOIKKN

Llar

OnucaHue KomaHpa

Bkntountb cepBuc QoS Ha nHtepgpeiice  esr(config-if-gi)# qos enable
/TyHHene/ceTeBOM MOCTY.

Ecnn Ha nHTepdelice He HasHaueHa
nonuTuka QosS, To nHTepdpeiic pabotaet
B pexxume BasicQoS.

YCTaHOBUTb PEXNM AOBEPUS K esr(config)# qos trust <MODE>
3HayeHuam kogos 802.1p n DSCP Bo
BXOAALLMX NakeTax (He 06s3aTenbHO).

Knoun

<MODE> — pexum foBepus K
3HayeHuaAm kogos 802.1p u
DSCP, npuH1maeT ofHo 13
crnefyoLmx 3HaYeHNI:

+ dscp - pexum goeepus
3Ha4yeHuam kogos DSCP
B IP-3aronoske. He IP-
nakeTtbl 6yayT
Hanpas/ieHbl B o4epeab
Nno yMO4aHuio.

* COS — PEXUM [0BEpPUS
3HauyeHuam kogos 802.1p
B Tere 802.1q.
HeTternpoBaHHble NakeThbl
6yayT HanpasneHbl B
ouyepefb N0 YMOMYaHIo.

+ cos - dscp — pexum
[OBEPVS 3HAYEHNSAM
kogos DSCP gns IP-
MakeToB 1 3HAYEHNSAM
kogos 802.1p ansA
OCTaJ1bHbIX NaKeToB.
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OonucaHve

YcTaHOBUTL COOTBETCTBME MEXAY
3HayeHuamu kogos DSCP Bxogawmx
NakeToB M UCXOAALUMN OdYepeasMu.

[aHHoe cooTBeTCTBME paGoTaeT Ha
BXOAsALLME NaKeTbl MHTepdielica/
TYHHEs5/MOCTa, Ha KOTOPOM BK/TOUYEH
QOS (He o6si3aTENBHO).

YCTaHOBUTbL COOTBETCTBUE MEXAY
3HayeHuamMu kogos 802.1p BXogALLMX
MakeToB M UCXOAALUMN OHepeasiMu.

[JlaHHoe cooTBeTCTBME paboTaeT Ha
BXOAsLLMe nakeTbl nHTepdeica/
TYHHes/MoCTa, Ha KOTOPOM BKJIOYEH
QOS (He o6s13aTENBHO).

YCTaHOBUTbL COOTBETCTBUE MEXAY
3HauyeHuamu kogos DSCP Bxogawmx
naketos 1 kogoe DSCP Ha BbIxoge 13
yCTpoiicTBa (B C/lyyae HEOGXOAMMOCTM
nepeMapkMpoBKK).

[JaHHoe cooTBeTCcTBUE paboTaeT Ha
BXoAsLMe nakeTbl HTepdelica/
TYHHENsi/MOCTa, Ha KOTOPOM BK/IOYEH
QoS.

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpa

esr(config)# qos map dscp-queue
<DSCP> to <QUEUE>

esr(config)# qos map cos-queue
<COS> to <QUEUE>

esr(config)# qos map dscp-queue
<DSCP> to <DSCP>

Knioun

<DSCP> - knaccudukatop
o6cnyxmBaHus B IP-3aronoBke
naketa, MPUHNMAaET 3Ha4YeHNs
[0..63];

<QUEUE> - ngeHtndmkarop
ouvepeau, NpUHNUMAaeT 3HaYeHNs
[1..8].

3HayeHus Nno ymosiyaHuto:

+ DSCP: (0-7), ouepegp 1

+ DSCP: (8-15), ouepesab 2

+ DSCP: (16-23), ouepeap 3
+ DSCP: (24-31), ouepeap 4
+ DSCP: (32-39), ouepeap 5
- DSCP: (40-47), ouepeap 6
+ DSCP: (48-55), ouepeap 7
+ DSCP: (56-63), ouepeap 8

<COS> - knaccudmkatop
obcnyxmBaHus B Tere 802.1q
nakeTa, NPUHMMaET 3HaYEHNS
[0..7];

<QUEUE> - ngeHtudukarop
ouepeam, NpUHMMaeT 3HauYeHus

[1..8].

3HayeHns no yMmonyaHuio:

+ CoS: (6), ouepepnb 7
+ CoS: (7), ouepepnb 8

+ CoS: (0), ouepeab 1
+ CoS: (1), ouepeab 2
+ CoS: (2), ouepepp 3
+ CoS: (3), ouepenb 4
+ CoS: (4), ouepeab 5
+ CoS: (5), ouepeab 6

(6),

(7)

<DSCP> - knaccudmkatop
o06cnyxnBaHms B IP-3aronoske
nakeTa, NpUHMMaeT 3Ha4YeHNs
[0..63].
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OonucaHve

BknounTtb nsmeHeHus kogos DSCP B
cooTBeTcTBUM ¢ Tabnumuein DSCP-
Mutation (B cniyyae Heo6xoAMMOCTH
nepemapKMpoBKN).

YcTaHOBUTb HOMeEpP ouvepean no
YMO/YaHWI0, B KOTOPYHO NonajaeT BeCb
Tpaduk kpome IP B pexmume gosepus
DSCP-npuoputeTtam.

3apaTtb KOIMYECTBO NPUOPUTETHBIX
ouepepeii. OcTaBLuMecs ouepeam
SIBMISIOTCS B3BELLUEHHBIMU (HE
o6si3aTesIbHO).

OnpegenuTb Bec A5
COOTBETCTBYHLLMX B3BELUEHHbIX
ouepepeil.

KomaHpa

esr(config)# qos dscp mutation

esr(config)# qos queue default
<QUEUE>

esr(config)# priority-queue out
num-of-queues <VALUE>

esr(config)# qos wrr-queue
<QUEUE> bandwidth <WEIGHT>

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

Knioun

<QUEUE> - naeHtndgukarop
ouyepeay, NPUHMMaET 3HaYEHNS
[1..8].

<VALUE> - konnyecTtBo
ouvepegeit, npuHvaeT
3HaueHwue [0..8], rae:

+ 0 — Bce ovepeam
yyactBytoT B WRR (WRR
— MexaHn3M 06paboTKu
ouyepepei Ha 0OCHoBe
Beca);

+ 8 — Bce oyepeam
06CNYXMBAKTCA Kak
«strictpriority» (strictprior
ity — npnopuTeTHas
ouepeab obcnyxmnBaeTcs
cpasy, Kak TOJIbKO
NOSIB/ISIIOTCA NaKEThI).

MpuopunTETHLIE OYEPEAM
BbIAENSOTCS, HaYNHas C 8, B
CTOPOHY YMEHbLLEHMSA HoMepa
ouepean.

3HaueHve no ymonyaHuio: 8.

<QUEUE> - ngeHtndukarop
ouyepeay, NPUHMMAET 3HaYeHne
[1..8];

<WEIGHT> - 3HaueHune Beca,
NpVYHUMAaET 3HadeHue [1..255].

3HaueHue no ymonyaHuto: sec 1
[N BCEX ouepeneil.
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11

OnucaHue KomaHpa

YCTaHOBUTb OrpaHNyYeHne CKOpOCTH
ncxogsulero Tpadguka ans
onpeaeneHHon ouepean nnm
nHTepcpeiica B Lenom.

esr(config-if-gi)# traffic-shape
{ <BANDWIDTH> [BURST] |
queue <QUEUE><BANDWIDTH>
[BURST] }

KomaHAa akTyanbHa To/IbKo AN
BasicQoS-pexvma nHTepdeiica.

Enn Tpadmk Ha Bxoae 6bin
knaccudmumposaH Npyi NOMOLLM
paclwmpeHHoro QoS, orpaHu4eHne He
cpa6oTaeT (B c/iyyae Heo6XxoaumMocTu
OrpaHVyeHnsi CKOpoCTW BXOASALLErO
noToKa).

esr(config-if-gi)# rate-limit
<BANDWIDTH> [BURST]

YCTaHOBUTb OrpaHnyeHne CKopocTu
BXOAsLLero Tpadka (B cnydae
HEO06X0ANMOCTU OrPaHNYEHNs CKOPOCTH
NCXOASILLIErO NOTOKA).

10.1.2 Mpumep HACTPOIIKK

3apava:

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

Knioun

<QUEUE> - ngeHtndmkarop
ouepeay, NPUHUMAET 3HaYeHne
[1..8];

<BANDWIDTH> - cpegHss
ckopocTb Tpadmka B Kbut/c,
NPUHMMAET 3HaYeHne
[3000..10000000] anst
TengigabitEthernet
nHTepdeiicos 1 [64..1000000]
A5 NPOYNX MHTEPIENCOB U
TYHHenel;

<BURST> — pa3smep
CLEepX1BaloLLEero nopora B
K6ainT, npuHNMaeT 3Ha4YeHne
[4..16000]. Mo ymonuaHwuio 128
K6aliT.

3HayeHve Mo ymMos14aHuio:
OTKMIOYEHO.

<BANDWIDTH> - cpegHss
CKOpoCTb Tpadmka B Kéut/c,
NPUHMMAET 3HaYeHne
[3000..10000000] gns
TengigabitEthernet
nHTepdelicos 1 [64..1000000]
A5 NPOYNX MHTEPIENCOB 1
TYHHenel;

<BURST> — pa3mep
CAEepXu1BaroLLLero nopora B
K6ainT, npuHNMaeT 3Ha4YeHne
[4..16000]. Mo ymonuaHwuio 128
K6aliT.

3HauyeHue no YMOIYaHUIO:
OTK/TKOYEHO.

HacTpouTb cnegytouime orpaHnyeHnst Ha nHtepdperice gigabitethernet 1/0/8: nepegasath Tpadmk ¢ DSCP 22 B
BOCbMYH MPUOPUTETHYI0 odepeab, Tpadurk ¢ DSCP 14 B ceibMyto B3BELLEHHYH O4Yepeab, yCTaHOBUTb
orpaHuyeHue no ckopoctu B 60 M6ut/c A8 ceabMoii ouepem.
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ESR-Series. PykoBoACTBO N0 3Kcnyaralmm

ESR
i1/0/8

gi 1/0/5
Switch

1

PewieHune:

[nsi Toro 4To6bLI BOCbMasi o4epeAb ocTaniach NPMOPUTETHOM, a o4epeay C NEPBOi MO ceabMyto CTasmn
B3BELLUEHHbIMU, OrPaHNYMM KONIMYECTBO NPUOPUTETHLIX ouepeaeli Ao 1:

esr(config)# priority-queue out num-of-queues 1
MepeHanpasum Tpadmk ¢ DSCP 22 B nepByto NPUOPUTETHYIO ovepesb:
esr(config)# qos map dscp-queue 22 to 8
MepeHanpasum Tpadnk ¢ DSCP 14 B cefbMy0 B3BELLEHHYIO oYepep:
esr(config)# gos map dscp-queue 14 to 7

Bkntounm QoS Ha Bxogsilem MHTepdience Ana KOPPEKTHOM Knaccudmkauum Tpadnka n HanpasfeHns B
COOTBETCTBYHOLLYIO o4epeb CO CTOPOHbI LAN:

esr(config)# interface gigabitethernet 1/0/5
esr(config-if-gi)# qos enable
esr(config-if-gi)# exit

Bkntounm QoS Ha nHTepdieiice co ctopoHbl WAN and npaBuibHON 06paboTkn ovepeaeii u orpaHnyeHns
NOMOCbI NPOMYCKaHUS:

esr(config)# interface gigabitethernet 1/0/8
esr(config-if-gi)# gos enable

YCTaHOBMM OrpaHnyeHmne no ckopocTu B 60 M6UT/c ansi cebMoii ouepean:

esr(config-if)# traffic-shape queue 7 60000
esr(config-if)# exit

MpoCMOTPETbL CTATUCTMKY N0 QOS MOXHO KOMaH0iA:

esr# show qos statistics gigabitethernet 1/0/8
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10.2 PacwupeHHbIv QoS

10.2.1 ANropuTm HaCTPOIKKN

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

B pacluvMpeHHOM pexumMe Ha MapLupyTmsaTopax ESR knaccudmkalys nocTynaroLero Tpauka Bo3MoxHa Kak
Ha BXOAALLEM, TakK 1 HA UCXOsILLEM MHTepdeiicax.

Llar

1

OonucaHue

Co3aaTb Cnvucky gocTyna ans
onpeaeneHuns Tpagurka, K KOTopomy
[O/MKEH 6bITb MPUMEHEH PaCLUMPEHHBIi
QoS.

Cospgatb knacc QoS 1 nepenTn B pexum
HacTpolikM NapamMeTpoB Knacca.

3apgatb onvcaHue knacca QoS (He
0653aTe/bHO).

Onpepenntb TpaguK, OTHOCALMACA K
KOHhUrypmpyemMomy Knaccy no Crnucky
KoHTpons goctyna (ACL).

3apgatb 3Ha4veHune koga DSCP, koTopoe
6yaeT ycTaHoBNeHo B IP-nakeTax,
COOTBETCTBYOLLMX KOHIUTYPMPYEMOMY
Knaccy

(HEBO3MOXHO HazHauaTb
OfHOBpPEeMeHHOo ¢ nonsamu IP
Precedence n CoS) (npu
HeobXoAUMOCTY NepemMapKNpPOBKN).

3agaTb 3HadeHue koga IP Precedence,
KoTopoe 6yAeT ycTaHOBMEHO B IP-
nakeTtax, COOTBETCTBYHOLLMX
KOHQUIypMpyemMomy Knaccy
(HEBO3MOXHO Ha3HauaTb
ofHoBpeMeHHO ¢ nosnsimm DSCP 1 CoS)
(npu HeobxoAMMOCTH
nepemMapKkMpoBKM).

3apatb 3HadyeHue 802.1p npuopuTeTa,
KOTOpOoe GyfEeT yCTaHOB/EHO B NakeTax,
COOTBETCTBYIOLLMX KOH(PUTYpUpyeMomy
knaccy (HeBO3MOXHO HasHauaTb
ofHoBpemeHHo ¢ nonsamu DSCP u IP
Precedence) (npv Heo6xoanmMocTu
nepemMapKkMpoBKM).

KomaHpa

esr(config)# class-map <NAME>

esr(config-class-map)#
description <description>

esr(config-class-map)# match
access-group <NAME>

esr(config-class-map)# set dscp
<DSCP>

esr(config-class-map)# set ip-
precedence <IPP>

esr(config-class-map)# set cos
<CO0S>

Knrouun

Cwm. pasgen Hactpoiika
cnvckoB goctyna (ACL).

<NAME> - nmsa cosgaBaemoro
Knacca, 3afaeTcsa CTPOKOW A0
31 cumBona.

<description> — go 255
C/MBO/IOB.

<NAME> - nmsga cnucka
KOHTPONA A0CTyna, 3afaéTcA
cTpokoii go 31 cumsona.

<DSCP> - 3HauyeHue Koga
DSCP, npuHumaeT 3Ha4eHns
[0..63].

<IPP> - 3HaueHuve kopa IP
Precedence, npuHumaet
3HayeHus [0..7].

<COS> - 3HaueHune 802.1p
npuopuTeTa, NPUHNUMaeT
3HayeHusn [0..7].
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11

OonucaHue

Co3patb nonutrky QoS u ocyLLecTBUTb
Nnepexos B PeXnm HacTPONKM
napameTpoB NOSIUTUKN.

3ajatb onvcaHve nonuTukn QoS (He
0653aTe/LHO).

YCTaHOBWTb rapaHTUPOBaHHYHO NO0CY
nponyckaHusl ucxogsiiero Tpaguka
LNS NOSIUTUKA B LIESTOM.

Bk/ounTb aBTOMaTU4ecKoe
pacnpefeneHne nosockl NPonyckaHus
MeX/ly Knaccamu, B KOTOPbIX HET
HaCTPOIKM NOIOCHI NPOMYyCKaHUs,
BK/Il0Uas K/iacc no ymonyaHuio (B
cny4yae Heo6xoAuMocCTw).

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpa

esr(config)# policy-map <NAME>

esr(config-policy-map)#

esr(config-policy-map)#
description <description>

esr(config-policy-map)# shape

average { <BANDWIDTH> | percent

<BANDWIDTH_PERCENT> }
[BURST]

esr(config-policy-map)# shape
auto-distribution

Knoun

<NAME> - nmsa co3zgaBaemoli
NOANTKKK, 3a4aeTCs CTPOKOM
0o 31 cumBorna.

<description> — go 255
CMMBOJIOB.

<BANDWIDTH> -
rapaHTMpoBaHHas nosioca
Tpadumka B K6uT/C, npuHUmaeT
3HayeHuve [64..10000000];

<BANDWIDTH_PERCENT> -
rapaHTupoBaHHasi nosoca
Tpadmka B %, paccunTbiBaeTCA
ot (B nopsiake oT 6osee
MPUOPUTETHOIO K MEHEE
NPUOPUTETHOMY 3HAUEHUIO):

+ 3HaueHusi shape average
KOPHEBO NONNTHKY;

+ 3HaueHus traffic-shape
Ha ceTeBoM
nHTepdeiice, bridge,
TYHHene;

* 3HauyeHus speed
ceTeBoro uHTepdelica.

MpuHuMaet 3HadeHme [1..100].

<BURST> - pa3mep
CLepXnBaroLLEero nopora B
K6anT, npuHMMaEeT 3Ha4YeHne
[128..16000]. Mo ymonyaHuio
128 KobaliT.
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13

14

OonucaHue

BkntounTb ykasaHHbIi QoS-knacc B
NOMNTKKY W OCYLLLECTBUTL Nepexoy, B
pexvM HacTpoWiki NapaMeTpoB Kacca
B pamMKax nofuTuKN.

BkntounTb nonutunky QoS B knacc QoS
AN co3gaHns nepapxmyeckoro QoS.

YCTaHOBWTb rapaHTUPOBAHHYIO MOM0CY
MpOMycKaHusi cxoasLiero Tpadurka
A5 Knacca B paMkax nonmTuky (npm
HEeo6X0AMMOCTMW).

KomaHpa

esr(config-policy-map)# class
<NAME>

esr(config-class-policy-map)#

esr(config-class-policy-map)#
service-policy <NAME>

esr(config-class-policy-
map)# shape

average { <BANDWIDTH> | percent
<BANDWIDTH_PERCENT> } [BURS

Tl

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

Knoun

<NAME> - nwms
NPMBSA3bIBAEMOro Kiacca,
3agaeTtcs cTpokoii go 31
cumsona. MNMpu ykazaHuu
3HaueHus «class-default» B
JaHHbI Knacc nonagaet
Tpaduk, He
KnaccnmumpoBaHHbIi Ha
BXoge.

<NAME> — umsa nonmtukuy,
3ajaetcs cTpokoii go 31
cumBona. Bknagbisaemas
NOMMTUKA JO/DKHA ObITb yKe
cosfaHa.

<BANDWIDTH> -
rapaHTMpoBaHHas nosnoca
Tpadmka B K6uT/C, npuHMMaeT
3HaueHue [64..10000000];

<BANDWIDTH_PERCENT> -
rapaHTupoBaHHas nosioca
Tpadmka B %, paccumTbiBaeTcs
ot (B nopsigke ot 6onee
NMPUOPUTETHOIO K MEHEE
MPVOPUTETHOMY 3HAUEHWIO):

+ 3HayeHus shape average
KOPHEBOI MOANTUKK;

+ 3HauveHus traffic-shape
Ha CETEBOM
nHTepdeiice, bridge,
TYHHENE;

* 3HayeHus speed
CeTeBOro nHTepgeiica.

MpuHUMaeT 3HadveHue [1..100].

<BURST> - pa3mep
CAepX1BaoLLEro nopora B
K6aiiT, NpMHMMAaeT 3HaueHne
[4..16000]. Mo ymonuaHuio 128
K6aiiT.
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15

16

OonucaHue

YCTaHOBWTb pasgaesnsieMyto nosocy
NpomnyckaHusi cxoasiero Tpaduka
A5 onpefeneHHoro knacca. JaHHyto
MoJI0CY Kacc MOXET 3aHsATb, C/N
MeHee NPUOPUTETHLIN KNacc He 3aHAN
CBOIO rapaHTUMpoBaHHyto nosnocy (npu
Heo6XoAMMOCTHW).

KomaHpa

esr(config-class-policy-map)#
shape peak { <BANDWIDTH> |
percent
<BANDWIDTH_PERCENT> }
[BURST]

Onpegenutb pexum pa6oTsl kacca (He esr(config-class-policy-map)#

0653aTe/bHO).

mode <MODE>

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

Knoun

<BANDWIDTH> - obwasn ans
priority class nonoca Tpadmka
B KGUT/C, KOHKypeHLMS
MPOUCXOANT HA OCHOBaHWK
npuopwuTeTa Knacca,
NPUHUMAET 3Ha4YeHne
[64..10000000];

<BANDWIDTH_PERCENT> -
o6Las gnsa priority class
nonoca tpaduka B %,
KOHKYpPEeHLMS NpoMcxXoanT Ha
OCHOBaHWUW nNpuopuTeTa
Kracca, paccunTbiBaeTcs oT (B
nopsigke ot 6onee
NMPUOPUTETHOIO K MEHEE
MPUOPUTETHOMY 3HAYEHUIO):

+ 3HadeHus shape average
KOpPHEBOI NONNTUKK;

+ 3HauveHus traffic-shape
Ha CETEBOM
nHTepdeiice, bridge,
TYHHene;

* 3HadeHus speed
CeTeBoro nHTepdeiica.

MpuHUMaeT 3HadeHue [1..100].

<BURST> - pa3mep
cAepXxumBatoLLero nopora B
K6aliT, npuH1MaeT 3HayeHne
[4..16000]. Mo ymonuaHuio 128
K6aliit.

<MODE> - pexum Knacca:

« fifo — pexxum FIFO (First
In, First Out);

+ gred — pexum GRED
(Generalized RED);

+ red - pexum RED
(Random Early
Detection);

+ sfq — pexum SFQ
(ouepenb SFQ
pacnpegenseT nepegady
nakeToB Ha 6ase
MOTOKOB).

3HaueHne Nno yMoyaHuio:
FIFO.
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OonucaHue

3apatb npuopuTet knacca B WRR-

npouecce (Npy Heo6XoANMOCTN).

MepeBecTn knacc B pexum StrictPriority

1 3afaTb NpuopuTeT Knacca (npu
HEeo6X0AMMOCTMW).

On peaenntb npenesibHoe Kom4ecTteso

BUPTYa/IbHbIX ouepeaeit (He
06513aTe/bHO).

OnpeaenuTb NpeaensHoe KoIMYecTBo
NakeToB A/19 BUPTyasibHOW ouepeam (He

06513aTe/1bHO).

KomaHpa

esr(config-class-policy-map)#
priority class <PRIORITY>

esr(config-class-policy-map)#
priority level <PRIORITY>

esr(config-class-policy-map)#
fair-queue <QUEUE-LIMIT>

esr(config-class-policy-map)#
queue-limit <QUEUE-LIMIT>

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

Knoun

<PRIORITY> — npuoputet
knacca B WRR-npouecce,
NnpUHUMaET 3HaueHus [1..8].

Knaccbl ¢ HanbosbLLIMM
npuopuTeToM obpabaTbiBaloTCA
B NepByto oyepesb.

<PRIORITY> - ypoBeHb
npuoputeta B StrictPriority-
npouecce, NpUHUMaeT
3HaueHus [1..8].

Knaccbl ¢ HanbonbLWmmM
npuopMTeETOM 0bpabaTbiBalOTCA
B NepByto oyepeb. 3HayeHne
MO YMOJTYaHUIO: KN1acc
paboTtaet B pexume WRR,
NPUOPUTET He 3ajaH.

<QUEUE-LIMIT> - npegensHoe
KONNYEeCTBO BUPTYasTbHbIX
ouepepei, npuHMmaeT
3HaueHusa B gnanasoHe
[16..4096].

3HaueHue no ymonyaHuio: 16.

<QUEUE-LIMIT> — npegenbsHoe
KOMIMYEeCTBO NaKeTOB B
BMPTYa/1bHOW ouepean,
NPUHMMAaET 3HAaYEeHUs B
JvanasoHe [2..4096].

3HayeHue no ymonyaxuio: 127.
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OonucaHue

Onpeaenutb napameTtpbl RED (Random
Early Detection) (npu Heo6xoaMmocTh).

KomaHpa

esr(config-class-policy-
map)# random-detect <LIMIT>

<MIN> <MAX> <APS> <APS-NUM>

<PROBABILITY>

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

Knoun

<LIMIT> — npegenbHbIii pasmep
oyepeam B baritax, nPUHNMaET
3HaueHus B gnanasoHe
[1..1000000];

<MIN> = MUHMMANbHbIN
pasmep oyepeam B bainTtax,
NPUHUMAET 3HAYEHUS B
JAnanasoHe [1..1000000];
<MAX> — MaKkcManbHbIi
pasmep oyepegm B banTtax,
NMPUHUMAET 3HAYEHUS B
JAmana3soHe [1..1000000];
<APS> — cpegHwii pasmep
naketa B 6aiTax, npMHUMaeT
3HaueHve B gnanasoHe
[1..10000000];

<APS-NUM> - konun4yecTtBo
nakeToB cCpefHero pasmepa
paspeLleHHbIX Ans
KpaTKoBPEMEHHOro
nponyckaHus,

NPUHMMAaET 3HAaYEHUs B
Anana3sone [0..10000000];
<PROBABILITY> — BepoAaTHOCTb
0oTOpacbiBaHNsI NAKETOB,
npuHuMaeT 3HauveHus [0..100].

Mpn ykasaHUn 3Ha4eHu
[OMKHBI BbINO/THATHLCSA
cnegyowue npasuna:

<MAX>> 2 * <MIN>
<LIMIT>> 3 * <MAX>
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24

OonucaHue

Onpepgennutb napameTtpbl GRED

(Generalized Random Early Detection)

(npn Heo6xoaUMOCTW).

BktounTb NPOTOKO KOMMpeccum tep-
3arofIoBKOB AJ1s1 Tpathuka OTAE/IbHOIo

knacca (npu Heo6xoauMocTw).

BkntounTb cepsBuc QoS Ha nHTepgoeiice

/TyHHene/ceTeBOM MOCTY.

KomaHpa

esr(config-class-policy-
map)# random-detect queue
<QUEUE-NUM>

[ dscp <DSCP> | precedence
<IPP> ] <LIMIT> <MIN> <MAX>
<APS> <APS-NUM>
<PROBABILITY>

esr(config-class-policy-map)#

compression header ip tcp

esr(config-if-gi)# qos enable

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

Knoun

<QUEUE-NUM> — HoMep
ovepeam [1..16];

<DSCP> - knaccudpumkarop
o6cnyxnBaHus B IP-3aronoske
nakeTa, MPUHMMAaET 3HAYEHNSA
[0..63];

<IPP> - 3HaueHuve koga IP
Precedence, npyHumaet
3HayeHus [0..7];
<PRECEDENCE> — 3HaueHue IP
Precendence [0..7];

<LIMIT> — npegenbHbIii pasmep
ouyepeau B 6aiiTax, npUHUMaeT
3HaYeHus B gnanasoHe
[1..1000000];

<MIN> — MUHMManbHbIN
pasmep oyepegm B bainTtax,
NMPUHUMAET 3HAYEHUS B
JAvanasoHe [1..1000000];
<MAX> — MakcMMasibHbIi
pasmep o4yepean B GanTax,
NPUHMMAaET 3HAaYEHUs B
JAvanasoHe [1..1000000];
<APS> — cpegHwii pasmep
nakeTa B 6aiitax, NpUHUMaEeT
3HaueHve B guanasoHe
[1..10000000];

<APS-NUM> - konunuyecTtso
NakeToB CpedHero pasmepa
paspeLlUeHHbIX Ans
KpaTKOBPEMEHHOr0
nponyckKaHus,

NPUHMMAET 3Ha4YeHNE B
AvanasoHe [0..10000000];
<PROBABILITY> — BepoAaTHOCTb
oT6pacbiBaHNsI NAKETOB,
npuHUMaeT 3HaueHus [0..100]

Mpwn ykasaHUn 3Ha4eHu
[OMKHBI BbINO/THATHLCSA
cnepyowpe npasuna:

<MAX>> 2 * <MIN>
<LIMIT>> 3 * <MAX>
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War OnucaHwue KomaHpa Kntoun

25 HasHaunTb nonntuky QoS Ha esr(config-if-gi)# service-policy <NAME> - nmsa QoS-nonutuku,
CKOHdhUrypupyemom nHtepdeiice/ {input | output } <NAME> 3agaétca cTpokoi ao 31
TYHHesne/ceTeBoM MOCTY /14 cumBoONa.

Knaccugmkauum Bxogsuiero (input) nnm
npuopuTu3aLmn ucxogsiero (output)
Tpadumka.

10.2.2 Mpumep HaACTPOIKN

3apava:

Knaccudgmumpoats npuxoaawmii Tpadmk no nogcetsm (10.0.11.0/24, 10.0.12.0/24), npon3BECTU MapPKUPOBKY
no DSCP (38 1 42) n npon3BecTy pasrpaHnyeHune no nogcetsiM (40 Mout/c n 60 M6UT/C), orpaHnunTb 06LLYH
nonocy Ao 250 M6ut/c, octanbHoi Tpadurk obpabaTbiBatb Yepes mexaHuam SFQ.

ESR
i1/0/20

gi 1/0/19
Switch

1

PewieHue:

HacTpoum cnucku goctyna ans ounstpayum no noAceTsiM, BbIXOAMM B r106as1bHbI peXmMm KOHUrypaumu:

esr(config)# ip access-list extended fl1

esr(config-acl)# rule 1

esr(config-acl-rule)# action permit

esr(config-acl-rule)# match protocol any

esr(config-acl-rule)# match source-address 10.0.11.0 255.255.255.0
esr(config-acl-rule)# match destination-address any
esr(config-acl-rule)# enable

esr(config-acl-rule)# exit

esr(config-acl)# exit

esr(config)# ip access-list extended fl2

esr(config-acl)# rule 1

esr(config-acl-rule)# action permit

esr(config-acl-rule)# match protocol any

esr(config-acl-rule)# match source-address 10.0.12.0 255.255.255.0
esr(config-acl-rule)# match destination-address any
esr(config-acl-rule)# enable

esr(config-acl-rule)# exit

esr(config-acl)# exit

268



ESR-Series. PyKoBOACTBO MO aKcniyaraunm

Co3pnaem knacchl fl1 n fl2, ykasbiBaeM cooTBETCTBYHOLME CNUCKU AOCTYNa, HACTPauBaeM MapKUPOBKY:

esr(config)# class-map fll
esr(config-class-map)# set dscp 38
esr(config-class-map)# match access-group fl1
esr(config-class-map)# exit

esr(config)# class-map f1l2
esr(config-class-map)# set dscp 42
esr(config-class-map)# match access-group fl2
esr(config-class-map)# exit

Co3gaém nonnTuKy 1 onpeaensieM orpaHuyeHve o6Lueit Noaockl NPonyckaHus:

esr(config)# policy-map fl
esr(config-policy-map)# shape average 250000

OcyuecTsndgemM NpuBA3KY Kacca K NoSIMTUKe, HacTpanmsaem orpaHmnyeHmne rnonockl NPonyckaHna u BbIXO4UM:

esr(config-policy-map)# class fll
esr(config-class-policy-map)# shape average 40000
esr(config-class-policy-map)# exit
esr(config-policy-map)# class fl2
esr(config-class-policy-map)# shape average 60000
esr(config-class-policy-map)# exit

[Nsi HACTPOIKN OrpaHMYeHNs NoMoCkl MPOMNYCKaHKs B NPOLEHTax HEOBXOAMMO MCMOMb30BaTh KOMaHAay shape
average percent.

Ans apyroro Tpadvka HacTpamBaeMm Kiacc ¢ pexumom SFQ:

esr(config-policy-map)# class class-default
esr(config-class-policy-map)# mode sfq
esr(config-class-policy-map)# fair-queue 800
esr(config-class-policy-map)# exit
esr(config-policy-map)# exit

Bkntoyaem QoS Ha nHTepdielicax, NoMTUKY Ha Bxogde nHTepdpelica gi 1/0/19 gnsa knaccudukauum n Ha
BbIxoge gi1/0/20 ans npyMeHeHus orpaHuyeHunin n pexvima SFQ ans knacca no ymonyaHuio:

esr(config)# interface gigabitethernet 1/0/19
esr(config-if-gi)# qos enable
esr(config-if-gi)# service-policy input fl
esr(config-if-gi)# exit

esr(config)# interface gigabitethernet 1/0/20
esr(config-if-gi)# qos enable
esr(config-if-gi)# service-policy output f1l
esr(config-if-gi)# exit

[nAa npocMoTpa CTaTUCTUKN UCNOob3yeTcsa KoMmaHaa:

esr# do show qos policy statistics gigabitethernet 1/0/20
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11 YnpaBneHvue MapLupyTusaumei

* [lonMTUKa aHOHCMPOBaHMA MapLUPYTHOWN MHopMauum
* [potokon RIP
* Mpotokon OSPF
* Mpotokon IS-IS
* lMpotokon iBGP
* lMpotokon eBGP
+ KoHhurypupoBaHue ctaTmyeckmx MapLupyToB
* AJITOPUTM HaCTPOWKM
* [pyMep HaCTPOWNKN CTaTUYECKNX MapLIPyTOB
+ Hactpoiika RIP
* AJITOPUTM HaCTPOWKM
* Mpumep HacTpoiikm RIP
+ HacTtpoiika OSPF
* AJITOPUTM HaCTPOWKM
* MNpumep HacTpoiikn OSPF
* MNpumep HacTpoitkn OSPF stub area
* MNpumep HacTpoiikm Virtual link
+ HacTtpoiika BGP
* AJITOPUTM HaCTPOWKM
* [prMep HacTPOKM
* Monuntrka BbibOpa Nyyllero mapwpyTa B npotokosne BGP
+ Hactpoiika BFD
+ HacTtpoiika Taimepos
* AJITOPUTM HaCTPOWKM
* Mpumep HacTpoiikn BFD ¢ BGP
+ HacTtpoiika nonutukm mapupytusauum PBR
+ AnropuTm HacTpoiikn Route-map ans BGP
* Mpumep HacTpolikn 1. Route-map ans BGP
* Mpumep HacTpolikn 2. Route-map ans BGP
« AnroputMm HacTpoliku Route-map Ha ocHoBe cnnckoB gocTyna (Policy-based routing)
+ lMpumep HacTpoiikn Route-map Ha ocHoBe cnuckoB gocTyna (Policy-based routing)
+ Hactpoiika VRF
* AJITOPUTM HaCTPOWKM
* [prMep HacTPOKM
* HacTtpoiika MultiwAN
* AJITOPUTM HaCTPOWKM
* [pyMep HaCTPOKM
* HacTtpoiika IS-IS
* AJITOPUTM HaCTPOWKM
* [pyMep HaCTPOKM
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11.1 NMonuTtuUKa aHOHCUPOBAHUA MapLUPYTHOI MH(hopMaLUn

11.1.1 NpoTtokon RIP

in/ Monutuka No ymosiyaHuio
out

Import TMonyyeHne mapLipyTHON

WMHhopmMaLnn He orpaHNYeHo.

Export bBe3 oTAe/bHbIX KOMaH[,
aHOHCHpOoBaHWsA
MapLLpyTU3aTop He
0TNpaB/iseT MapLUPYTHYHO
nHchopmauuio.

11.1.2 Mportokon OSPF

in/ MonuTtuka No ymonyaHuio
out

Import [lonyyeHne mapLUpyTHOI

MHhOPMaLIMK He OrpaHNYeHo.

Cnoco6bl
AHOHCUpOBaHuA

Network,
Redistribute

Cnoco6bl
AHOHCupoBaHuA

Network,
Redistribute

CnocoGbl hunbTpaymm YpoBHHU
npUMeHeHus
NosNTUK
cunerpauumn

Route-map — nocnegHee Mpouecc RIP

(HesBHOE) NpaBwIo 3anpeLlaer

BCE, YUTO SBHO He pa3peLleHo

npeaslayLwmmy npasuiamu.

Prefix-list — nocnegHee (HesiBHOE)

npaBw/Io 3anpelaeT BCE, YTO

SIBHO He paspeLleHo

npeasliayLmmy npaBuiamu.

Prefix-list — nocnegHee (HesiBHOE)

npaBw/I0 paspeluaer BCe, 4TO

SIBHO He 3anpeLleHo

npeablayLmmy npaBuiamu.

Prefix-list — nocnegHee (HesiBHOE)

npaBuo paspeLlaet Bce, YTOo

AIBHO He 3anpeLyeHo

npeaplayLmmy npaBuiamu.

Cnoco6bl hunbTpaymmn YpoBHU
NpUMeHeHUs
NosINTUK
chunsTpauun

Route-map — nocnegHee Mpouecc OSPF

(HesiBHOE) NpaBwno 3anpelLaer
BCE, YTO SIBHO HE pas3peLLeHo
npeabIayLwmMMmn npasuiamu.

Prefix-list — nocnegHee (HesiBHOE)
npaswo 3anpeLuaet BCe, HTO
SIBHO He paspeLueHo
npeablayLmmy npaBuiamu.
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in/ MonuTtnka no ymonyaHuio Cnoco6bl
out AHOHCUpOBaHUA
Export AHOHCKpyeTcst MHchopmaLus o
NHTEepgencax, Ha KOTopbIX
BKtoveH npotokost OSPF.
11.1.3 TMpotokon IS-IS
in/ Monutunka No ymonyaHuio Cnoco6bl
out AHOHCUpoOBaHuA
Import TMonyyeHne mapLipyTHO Network,

nHgopmaumm He orpaHmdeHo.  Redistribute

Export AHOHCHpyeTcs uHcopmauns o
NHTEepdencax, Ha KOTOpPbIX
BKJ/IOUEH MpoToKon IS-IS.

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

Cnoco6bI hunbTpaymm YpoBHU
npUMeHeHus
NOJINTUK
chunsTpauun

Route-map — nocnegHee

(HesiBHOE) NpaBu/Io paspellaeT

BCE, YTO SIBHO He 3anpeLleHo

npeablayLwmmMy npaBuiamu.

Prefix-list — nocnegHee (HesiBHOE)

npaBu/0 paspeLlaeT BCE, YTO

SIBHO He 3arnpeLleHo

npeablayLwmmy npaBuiamu.

dunbmpayusi aHoHcupyemol

mapwpymHoUl uHghopmayuu

BO3MOXKHa 0/151 C/1IEAYHOUWUX MUos

OSPF-mapwpymos: E2, ET.

CnocoGbl hunbTpaymm YpoBHHU
npuMeHeHus
NoONTUK
cdunbTpayun

Route-map — nocnegHee Mpouecc IS-IS

(HesBHOE) NpaBWIo 3anpeLlaer
BCe, YTO SIBHO He pa3peLLeHo
npeablayLmMmy npaBuiamu.

Prefix-list — nocnegHee (HesiBHOE)
npaBW/I0 3anpeLaeT Bee, YTo
SIBHO He paspeLleHo
NpeabIayLWMMI NpaBuIaMu.

Route-map — nocnegHee
(HesBHOE) NpaBWIoO paspellaet
BCE, UTO SIBHO He 3anpeLLeHo
npeablayLMmy npasuiamu.

Prefix-list — nocnegHee (HesiBHOE)
NpaBwI0 paspeLlaeT BCE, YTO
SIBHO He 3anpeLleHo
npe/blAyLmMMm npasmiamm.
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11.1.4 MNpotokon iBGP

in/ Monutuka Nno ymosiyaHuio
out

Import MonyyeHve mapLupyTHOIA

MHhOpPMaLMK He OrpaHNYEHo.

Export AHOHCUpylOTCS BCe
MapLUpyThl, nonaswwue B RIB
no npotokosny BGP.

11.1.5 Npotokon eBGP

in/ Monutuka No ymosiyaHuio
out

Import TMonyyeHne mapLipyTHO

WMHhopmMaLnn He orpaHNYeHo.

Cnoco6bl
AHOHCUpOBaHUA

Network,
Redistribute

Cnoco6bl
AHOHCUpOBaHuA

Network,
Redistribute

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

CnocoGbl hunbTpaymm

Route-map — nocnegHee
(HesiBHOE) NpaBwno 3anpeluaer
BCe, YTO SIBHO HE paspeLLeHo
npeabIayLW1MMmn npasuiamu.

Prefix-list — nocnegHee (HesiBHOE)
npaBw/Io 3anpeLLaeT BCe, YTO
SIBHO He paspeLueHo
npeablayLmmy npasuiamu.

Route-map — nocnegHee
(HesBHOE) NpaBuIo
paspeLlaeT BCE, YTO ABHO

He paspeLleHo NpeablayLMmn
npasunamu.

Prefix-list — nocnegHee (HesiBHOE)
npaBwIo paspeLlaeT BCE, YTO
SIBHO He paspeLueHo
npeablayLmMmMy npaBuiamu.

Cnoco6bl chunsTpauum

Route-map — nocnegHee
(HesBHOE) NpaBwIo 3anpeLlaer
BCE, UTO SIBHO HE paspeLLeHO
npeablayLmmy npasuiamu.

Prefix-list — nocnegHee (HesiBHOE)
npaBuW/I0 3anpeLaeT Bee, YTo
SIBHO He paspeLleHo
npeabIayLwmMMmn npasuiaMm.

YpoBHU
npUMeHeHus
NOINTUK
chuneTpayun

address-family,
peer-group,
neighbor

YpoBHU
npuMeHeHus
NoONTUK
cunerpauumn

address-family,
peer-group,
neighbor
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in/ Monutuka Nno ymosyaHuio Cnoco06bl Cnoco6bI hunbTpaymm YpoBHuU
out AHOHCUpOBaHUA npuMeHeHus
NoSINTUK
chunsTpauun
Export AHOHCUpOBaHMe MapLIpyTOB Route-map — nocnegHee
3anpeLeHo 0 NPUMEHEHUS (HesiBHOE) NpaBusIo 3anpeLlaeT
paspeLuatoLLero route-map BCE, YTO SIBHO HE paspeLleHo
nnu prefix-list. npeablayLwmMy npasmuiamu.

Prefix-list — nocnegHee (HesiBHOE)
MpaBwIo 3anpeLLaeT BCe, YTo
SIBHO HE paspeLleHo
npefblAyLWmMMm npasmiamm.

11.2 KoHdurypmnpoBaHume ctaTuueCKUxX MapLUpyToB

CraTnyeckas MapLipyTM3aumus — B MapLUpyTU3aLmm, Npu KOTOPOM MapLUpYThl YKa3blBalOTCS B IBHOM BUAe
npy KoHUrypauum mapLupytusaropa 6e3 ncnonb3oBaHus NPOTOKO/I0B AVHAMUYECKOW MapLUpyTU3aLmn.

11.2.1 ANroput™M HacTpOIiKu

[06aBnNTb CTaTMYECKNA MapLUPyT BO3MOXHO KOMaH/0l B peXume rn1o6anbHO KoHGurypauuu:

esr(config)# ip route [ vrf <VRF>] <SUBNET> { <NEXTHOP> | interface <IF> | tunnel <TUN> | wan load-
balance rule <RULE> [<METRIC>] | blackhole | unreachable | prohibit } [ <METRIC>] [ track <TRACK-ID> ]
[bfd]

+ <VRF> - nms ak3emnnspa VRF, 3agaetcs ctpokoit Ao 31 cumsona;

+ <SUBNET> - agpec Ha3HauyeHus, MOXET ObITb 3a4aH B criefyoLwemM dpopmare:

« AAA.BBB.CCC.DDD - IP-agpec x0cCTa, rae kaxaas 4acTb NpuHUMaeT 3HaueHus [0..255];
+ AAA.BBB.CCC.DDD/NN - IP-agpec nogceTtu ¢ Mackoi B Buge npecmkca, rae AAA-DDD
npuHUMatoT 3HaueHus [0..255] u NN npuHumaeT 3Hauexms [1..32].

+ <NEXTHOP> - IP-agpec wnto3a 3agaétca B suae AAA.BBB.CCC.DDD, rae kaxpas yacTb npuHMMaeT
3HaueHus [0..255];

+ <IF> - ums IP-uHTepdheiica, 3apaétcsa B BUAE, ONMCAHHOM B pasgene Turbl 1 Nopsfok MMeHoBaHns
NHTEPIECOB MapLLPYTU3aTOPa;

+ <TUN> - nms TyHHens, 3agaéTcs B BUAe, ONUCaHHOM B pasgene Turbi 1 Nopsaok MMEeHOBaHUs TYHHeNel
MapLupyTM3arTopa;

+ <RULE> — Homep npaBuna wan, 3aaaétcs B gnanasoHe [1..50];

+ blackhole — npu ykazaHun komaHAbl NakeTbl 40 AaHHOW NoAceTn 6yayT yaansATbCa yCTPoOMNCTBOM 6e3
OTNpaBky YBEAOM/IEHWUIA OTMPAaBUTESIO;

+ unreachable — npu ykazaHum KomaHpbl NakeTbl 40 AAaHHOM NoAceTV ByayT yAaNaTbCA YCTPOCTBOM,
oTnpasuTens nonyunt B oTBeT ICMP Destination unreachable (Host unreachable, code 1);

+ prohibit — npn ykasaHum komaHapl NakeTbl 40 AaHHOW noaceTn ByayT yoansiTbCs YCTPOMNCTBOM,
oTnpasuTens nonyunt B oTBeT ICMP Destination unreachable (Communication administratively
prohibited, code 13);

*+ bfd — npu ykazaHum gaHHOro koya aKTMBMPYETCS yAasleHe CTaTMyeckoro MapLupyTa B ciy4vae
HegocTynHocTh next-hop.
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ESR-Series. PyKoBOACTBO MO aKcniyaraunm

[ns no6aBneHns ctatuyeckoro IPv6-mapLipyTa K ykaszaHHol NoACeTH NCNob3yeTcsl KoMaHaa:

ipv6 route [ vrf <VRF>] <SUBNET> { <NEXTHOP> [ resolve ] | interface <IF> | wan load-balance rule <RULE>
| blackhole | unreachable | prohibit } [ <METRIC>] [ bfd ]

+ <VRF> - nwms aksemnnspa VRF, 3agaetcs ctpokoit Ao 31 cumona;
+ <SUBNET> - agpec Ha3zHauyeHus, MOXET ObITb 3aaH B C/iefyoLmx Bugax:
¢ XXXiX:X — IPvb-agpec XocTa, rae Kaxgas yactb NpUHUMAaEeT 3HaYeHWs B LecTHauarepuyHom
dopmare [0..FFFF];
« X:X:X:X::X/EE — IPv6-agpec noaceTu ¢ Mmackoi B Buae npedukca, rae kaxaas yactb X npuHMmaet
3HauYeHus B LecTHaguaTepuuyHom dpopmarte [0..FFFF] n EE npuHumMaeT 3HaueHus [1..128].

+ <NEXTHOP> — IPv6-agpec wnto3a, 3agaétca B Buae X:X:X:X::X, rae kaxgasa yactb NpUHUMaET 3Ha4YeHus
B LWecTHaguaTepuyHom doopmarte [0..FFFF];

* resolve — npu ykasaHum gaHHoro napametpa IPv6-agpec wo3a 6yaet pekypCcrMBHO BbIYMC/IEH Yepes
Tabmuy MapLupyTusauun. Ecnv npn pekypcrBHOM BbIYUCNIEHWUN HE YAACTCA HANTU LW/KO3 U3 HANpPAMYHO
NOAKMOYEHHOW NOACETU, TO AAHHbIV MapLUPYT He ByAeT YCTaHOB/IEH B CUCTEMY;

+ <IF> - nms IP-uHTepdeiica, 3agaétca B BUAE, ONUCAHHOM B pasgene Turbl 1 Nopsai0K MeHoBaH A
NHTepelicoB MapLLpyTU3aTopa,;

+ blackhole — npu ykasaHum komaHapbl NakeTbl 4O AaHHOW noaceTun ByayT yaansaTbCs yCTPocTBOM 6e3
OTNpaBKy YBEAOM/IEHWUI OTNPaBUTENIO;

+ unreachable — npu ykazaHuvn komaHabl NakeTbl 40 AAHHON NoaceTn 6yayT yaanAaTbCA YCTPONCTBOM,
oTnpasuTenb nonyunt B oTBeT ICMP Destination unreachable (Host unreachable, code 1);

+ prohibit — npn ykasaHum komaHapl NakeTbl 4O AaHHOW noAceTn 6yayT yaansiTbCsa YCTPOMNCTBOM,
oTnpasuTenb nonyunt B oTBeT ICMP Destination unreachable (Communication administratively
prohibited, code 13);

+ [METRIC] — meTpuka MapLupyTa, npuHuMaet 3HadeHust [0..255];

*+ bfd — npu ykazaHum gaHHOro ktoya aKTMBMPYETCS yaasleHe cTaTMyeckoro MapLupyTa B ciy4yae
HefoCTynHOCTK next-hop.

11.2.2 Mpumep HACTPOWKN CTAaTUHECKMX MapLLUPYyTOB

3apgava:

HacTtpoutb goctyn k cetu Internet ansa nonb3oBarenen nokasnbHbix ceteii 192.168.1.0/24 n 10.0.0.0/8,
NCNosb3ysa cTatnyeckyto mapLupytusaumio. Ha yctporictee R1 co3gath W3 gn1a goctyna kK cetu Internet.
Tpadvk BHYTpY I0Ka/TIbHOW CETU LO/MKEH MapLUpyTU3npoBaTbcs BHYTPU 30HbI LAN, Tpadink 13 cetu Internet
[O/MKEH OTHOCUTbLCA K 30He WAN.

R1 R2
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PelwweHue:

3agagym nms ycTpoicTea 419 maplipytmsartopa R1:
esr# hostname R1

Ona nHtepdperica gi1/0/1 ykakem agpec 192.168.1.1/24 v 30Hy «LAN». Uepes gaHHbI MHTepdeic R1 byaet
nodknto4eH kK cetn 192.168.1.0/24:

esr(config)# interface gil/0/1
esr(config-if-gi)# security-zone LAN
esr(config-if-gi)# ip address 192.168.1.1/24
esr(config-if-gi)# exit

[na nHtepdperica gi1/0/2 ykaxem agpec 192.168.100.1/30 n 30Hy «LAN». Uepes gaHHbI nHTepdenc R1
6yaeT NoAKIYEH K YCTPONCTBY R2 Ans nocnegyoLleli MapLupyTusauum Tpaduka:

esr(config)# interface gil/0/2
esr(config-if-gi)# security-zone LAN
esr(config-if-gi)# ip address 192.168.100.1/30
esr(config-if-gi)# exit

[ns nHtepdpeiica gi1/0/3 ykaxxem agpec 128.107.1.2/30 n 30Hy «WAN». Uepe3 aaHHbIli uHTepdpeiic R1 6yaet
NoAK/IOYEH K ceTu Internet:

esr(config)# interface gil/0/3
esr(config-if-gi)# security-zone WAN
esr(config-if-gi)# ip address 128.107.1.2/30
esr(config-if-gi)# exit

Cosgaamm mapupyT ansa Blanmogeinctaums ¢ cetbto 10.0.0.0/8, ncnonb3ys B Ka4ecTBe LW/K03a yCTPoncTeo R2
(192.168.100.2):

esr(config)# ip route 10.0.0.0/8 192.168.100.2

Co3pamm MapLipyT 411 B3aMMOZERCTBUS € ceTbto Internet, ucnonb3ys B kauecTse nexthop wnto3
nposaiigepa (128.107.1.1):

esr(config)# ip route 0.0.0.0/0 128.107.1.1
3agagym nms ycTpoicTea 419 mapLlipytmsartopa R2:

esr# hostname R2
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Onsa naTtepdpeiica gi1/0/1 ykaxem agpec 10.0.0.1/8 n 30Hy «LAN». YUepe3 aaHHbIi nHTepdelic R2 6yaert
nogkntoyeH K cetn 10.0.0.0/8:

esr(config)# interface gil/0/1
esr(config-if-gi)# security-zone LAN
esr(config-if-gi)# ip address 10.0.0.1/8
esr(config-if-gi)# exit

[nsa nHtepdpelica gi1/0/2 ykaxem agpec 192.168.100.2/30 n 30Hy «LAN». Yepes gaHHbIii nHTepgeinc R2
OyAeT NoAKIYEH K YCTPOCTBY R1 ANns nocnegyowein mapLupytmsauum Tpaduka:

esr(config)# interface gil/0/2
esr(config-if-gi)# security-zone LAN
esr(config-if-gi)# ip address 192.168.100.2/30
esr(config-if-gi)# exit

Cos3gaavm MapLupyT no yMoyaHuio, ykasas B kadecTse nexthop IP-agpec nHtepdeiica gi1/0/2
mapLupytusatopa R1 (192.168.100.1):

esr(config)# ip route 0.0.0.0/0 192.168.100.1
MpoBepuTb TabnnLy MapLpyTOB MOXHO KOMaHAOiA:

esr# show 1ip route

11.3 Hacrtpoiika RIP

RIP — AncTaHUMOHHO-BEKTOPHbIV NPOTOKO AHAMUYECKOW MapLUpyT13aLmnn, KOTOPbI NCNONb3yeT KOJIMYEeCTBO
TPaH3UTHBIX YH4ACTKOB B KaUeCcTBe MeTPUKN MapLupyTa. MakcuMasibHOe KOMIMYECTBO TPaH3UTHbIX Y4acTKOB
(hop), paspelueHnHoe B RIP, paBHo 15. Kaxapblii RIP-mapLupyT3atop no yMon4aHuio BeLaeT B CETb CBOK
nosiHyto Tabnuuy Mmaplipytusauun oguH pas B 30 cekyHA. RIP paboTaet Ha 3 yposHe cteka TCP/IP, ncnosnb3ys
UDP-nopt 520.

11.3.1 ANropuTm HaCTPOIKMN

War OnucaHue KomaHpa Knoun

1 HacTponTb npuoputeTHOCTb NpoTokona — esr(config)# ip protocols rip <VALUE> - npnopuTeTHOCTb
RIP-mapLipyT1saumm gisi OCHOBHOWA preference <VALUE> NnpoToKona, NpuHUMaeT
TabMULbI MapLpyTusauum (He 3HaueHus B auanasoHe [1..255].
0653aTe/bHO).

3Ha4veHune no ymosnyaHuio: RIP
(100).
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5

OonucaHue

HacTtpouTb emkocTb Tabnuy,
MapLupyTusaumm npotokona RIP (He
06513aTe/bHO).

Cospatb cnucku IP-nogceteid, koTopble
B AasibHelileM 6yayT UCMO/b30BaTbCS
ANnsa hmnsTpauumn aHoHCUpPYEMBbIX U
nonyyaemsbix |P-mapLipyTos.

PaspelunTb (permit) unm sanpetuTb
(deny) cnncku npedukcos.

MepeiTn B peXnm HaCTPOKM
napametpos RIP-npouecca.

Bkntountb RIP-npoTokon.

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpa

esr(config)# ip protocols rip max-
routes <VALUE>

esr(config)# ip prefix-list <NAME>

esr(config-pl)# permit {object-
group <OBJ-GROUP-NETWORK-
NAME > <ADDR/LEN> | <IPV6-
ADDR/LEN> } [{ eq <LEN> | le
<LEN> | ge <LEN> [ le <LEN>]}]

esr(config-pl)# deny {object-group
<0BJ-GROUP-NETWORK-NAME>
<ADDR/LEN> | <IPV6-ADDR/LEN> }
[{ eq <LEN> | le <LEN> | ge <LEN>
[le <LEN>]}

esr(config)# router rip

esr(config-rip)#

esr(config-rip)# enable

Knoun

<VALUE> - konunyectso
MapLupyTos npoTtokona RIP B
MapLLpYyTHOIT Tabnuue,
NPUHUMAET 3HAYEHUS B
JvanasoHe [1..10000];
3HayeHve no yMosi4aHuio:

10000.

<NAME> - nwms
KOHQIUIYpMPYEMOrO Crincka
noAceTeit, 3aaéTcsl CTPOKOIA
0o 31 cumBona.

<OBJ-GROUP-NETWORK-
NAME> - nmsa npocomns IP-
afpecos, 3aaéTca CTPOKON A0
31 cumBona;

<LEN> - nnvHa npedoukca,
NpUHUMaET 3HadeHuns [1..32] B
IP-cnuckax npedukcos;

* eq — Nnpu yKkasaHuu
KOMaHAbl AMHa
npedmkca AomKHa
COOTBETCTBOBATb
yKasaHHOI%;

+ le — npu ykazaHum
KOMaHabl ANnHa
npedmkca AomKHa 6bITb
MeHbLUe NIM60
COOTBETCTBOBATb
yKasaHHOI%;

* ge — Mpu yKasaHuu
KOMaHabl ANnHa
npedmkca AomKHa 6bITb
60/bLUe 60
COOTBETCTBOBATb
yKasaHHOi%;

+ default - route -
gnnsTpaums mapLupyTa
Mo YMOJTYaHNI0.
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12

OonucaHue

OnpepennTb anroputm
ayTeHTucmkauum npotokona RIP (He
06513aTe/bHO).

YcTtaHoBWUTL Naposib Ans
ayTeHTUdMKaLmm ¢ coceom (He
0653aTe/bHO).

Onpefenutb CNUCOK Naponei ans
ayTeHTUchMKaLuM Yepes airoputm
xewmpoBaHus md5 (He 06513aTesnbLHO).

BbIKNOUMTbL aHOHCKPOBaHWE
MapLUPyTOB Ha nHTepdeicax/
TyHHensx/bridge, rae aTo He HyXHo (He
06513aTe/bHO).

YCTaHOBWTb BPEMEHHOI UHTEPBAUI, MO
CTEYEHUN KOTOPOTo NPOM3BOANTCS
aHoHcupoBaHue (He 065a3aTeflbHO).

YCTaHOBWTb BPEMEHHOW UHTEPBAS
KOPPEKTHOCTU MapLLpPyTHOI 3anucu 6e3
06HOBMEeHMs (He 06513aTe/bHO).

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpa

esr(config-rip)# authentication
algorithm { cleartext | md5 }

esr(config-rip)# authentication key

ascii-text { <CLEAR-TEXT> |
encrypted <ENCRYPTED-TEXT> }

esr(config-rip)# authentication
key-chain <KEYCHAIN>

esr(config-rip)# passive-interface

{<IF>| <TUN>}

esr(config-rip)# timers update
<TIME>

esr(config-rip)# timers invalid
<TIME>

Knoun

+ cleartext — naposns,
nepesaeTcs OTKPbITbIM
TEKCTOM;

+ md5 - naponb
Xewpyercs no
anroputmy md>.

<CLEAR-TEXT> — naporsb,
3agaéTcsa cTpokoi oT 8 o 16
CUMBOJIOB;

<ENCRYPTED-TEXT> -
3aluntbpoBaHHbIi Naposb
pasmepowm oT 8 6anT o 16
6ainT (ot 16 g0 32 CMBOJIOB) B
LecTHaauaTepuyHoM dpopmare
(OXYYYY...) nm (YYYY...).

<KEYCHAIN> -
NAeHTUgMKaTOp cnucka
Knouen, 3afaétca CTPoKoi Ao
16 cmBo/IOB.

<IF> — nHTepgoeiic n
naeHTudmkaTop;

<TUN> — umsa 1 Homep
TYHHEnNs.

<TIME> - BpeMsa B cekyHpax,
NPUHUMAET 3HaYeHNs
[12..65535].

3Ha4veHune no ymonyaHuto: 180
CeKyHA,

<TIME> — BpemsA B CEKyHAax,
NPUHUMAET 3HaYeHus
[12..65535].

3HaueHue no ymonyaHuio: 180
CeKyHa.
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15
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ESR-Series. PyKoBOACTBO MO aKcniyaraunm

OnucaHue KomaHpa

esr(config-rip)# timers flush
<TIME>

YCTaHOBUTb BPEMEHHOW MHTepBarl, No
NCTEYEHIM KOTOPOro NPOV3BOANTLCS
yaaneHve maplipyta (He 06s13aTesibHO).

esr(config-rip)# network <ADDR/
LEN>

Bknountb aHOHCMnpoBaHne I'IO,EI,CETGVI.

esr(config-rip)# prefix-list
<PREFIX-LIST-NAME> {in | out }

[ob6aBuTb hnnbTpaumo noaceteli BO
BXOAALLMX NN UCXOASALLMX
06HOBNEHUSIX (He 06s3aTeNbHO).

esr(config-rip)# redistribute static
[ route-map <NAME> ]

BKOUNTb aHOHCMPOBaHMe MapLUIpPYTOB,
Moy4YeHHbIX aNbTepHaTUBHbLIM
Cnoco6oM (He 06s13aTeslbHO).

esr(config-rip)# redistribute
connected [ route-map <NAME> |

Knoun

<TIME> — BpemsA B CEKyHAaXx,
NPUHUMAET 3HaYeHNs
[12..65535].

Mpn ycTaHOBKe 3Ha4YeHNs
HY)XHO y4uTbIBaTb CnegytoLiee
npasuno: «timersinvalid + 60»

3HaueHue no ymonyaHuio: 240
CeKyHA,

<ADDR/LEN> — afpec noacetu,
yKasblBaeTCs B criefytoLemM
thopmarte:

AAA.BBB.CCC.DDD/EE - IP-
aZpec NoACceTy ¢ Mackoii B
thopme npecpukca, rae AAA-
DDD npuHumatoT 3HayeHus
[0..255] v EE npuHumaeT
3HayeHus [1..32].

<PREFIX-LIST-NAME> — nwms
CKOHChMIypmypoBaHHOIo Crnncka
noaceTei, 3a4aéTcsl CTPOKOIA
0o 31 cumBorna.

* in — counbrpayus
BXOAALLUMX MapLUPYTOB;

+ out — mnsTpauma
aHOHCUpyeMbIX
MapLUpyTOB.

<NAME> — umsi MapLupyTHOI
KapTbl, KOTOpasa byaet
1Cnonb30BaTbCs 4/
dunbTpaumnn n mogmndmkaummn
AHOHCHpPYEMbIX CTaTUYeCKNX
MapLUPYyTOB, 3a4aETCS CTPOKOIA
0o 31 cumBona.

<NAME> - nmsi MmapLupyTHoOW
KapTbl, KOTOpas byget
1cnosib30BaThCA A5
dmnnsTpaunm n mogudunkalmm
aHOHCUpYEeMbIX HanpPsiMyLo
MOAK/THOYEHHbIX NOACETEN,
3agaétcsa cTpokoi ao 31
cumBONa.
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17

OonucaHue

MNepeliT B peXNM KOH(UTYPUpPOBaHs
nHTepcpeiica/TyHHens/ceTeBoro mocTa.

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpa

esr(config-rip)# redistribute ospf
<ID><ROUTE-TYPE> [ route-map
<NAME> ]

esr(config-rip)# redistribute bgp
<AS> [ route-map <NAME> ]

esr(config)# interface <IF-
TYPE><IF-NUM>

Knoun

<ID> — HOMep npouecca, MOXeT
NPUHMMAaTb 3Ha4YeHne
[1..65535];

<ROUTE-TYPE> - T1n
MapLupyTa:

+ intra - area -
aHOHCUpoBaHNe
mappytos OSPF-
npouecca B npegenax
30HbI;

+ inter - area -
aHOHCcUpoBaHVe
mMapLpytoB OSPF-
npouecca mexay
30HamMu;

+ external 1 -
aHOHCUpoBaHVe
BHELLIHUX MapLUpPYTOB
OSPF-chopmata 1;

+ external 2 -
aHOHCKpOBaHue
BHELLHUX MapLUpPyTOB
OSPF-thopmara 2.

<NAME> — umsi MapLupyTHOI
KapTbl, KOTOpas byaet
MCNonb30BaTbCs 4/1A
domneTpaunmn n mogndmkaumnn
aHoHcupyeMbix OSPF-
MapLUPYyTOB, 3a4aETCS CTPOKOIA
no 31 cumona.

<AS> — HOMEp aBTOHOMHOIA
CUCTEMbI, MOXET MPUHUMATb
3HaueHun [1..4294967295];

<NAME> — umsi MapLupyTHOI
KapTbl, kKoTopas byaet
1cnosb3oBaTbCcs A1
duneTpauun n mogundukauum
aHoHcupyeMbix BGP-
MapLUpPYTOB, 3a4aETCS CTPOKOIA
0o 31 cumona.

<IF-TYPE> - Tun nHtepgeiica;

<IF-NUM> — F/S/P - F-thpelim
(1), S - cnort (0), P - noprt.
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OonucaHue

YcTtaHoBUTb BENMUNHY MeTpuku RIP-
MapLIpyTOB Ha UHTepdelice (He
0653aTe/bLHO).

YCTaHOBUTb PEXMM aHOHCUPOBAaHWS
MapLipyToB no npotokony RIP (He
06513aTe/bHO).

3apatb IP-agpec cocena ans
YCTaHOB/IEHMSA OTHOLLEHMS B unicast-
pexume aHOHCUPOBaHMA MapLLpPyTOB
(He o6si3aTeNbHO).

BK/OUMTL CyMMapu3aLmio nogcereit
(He o6s13aTENbHO).

KomaHpa

esr(config)# tunnel <TUN-
TYPE><TUN-NUM>

esr(config)# bridge <BR-NUM>

esr(config-if-gi)# ip rip metric
<VALUE>

esr(config-if-gi)# ip rip mode
<MODE>

esr(config-if-gi)# ip rip neighbor

<ADDR>

esr(config-if-gi)# ip rip summary-

address <ADDR/LEN>

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

Knoun

<TUN-TYPE> — Tun TyHHens;

<TUN-NUM> - HOomep TyHHens.

<BR-NUM> — Homep bridge.

<VALUE> — BenimunHa MeTpuky,
3a4aéTcsa B pasmepe
[0..32767].

3HaueHne Nno yMonyaHuio: 5.

<MODE> - pexum
aHOHCHPOBaHUA MapLUPYTOB:

+ multicast — mapwpyThbl
aHOHCMPYIOTCSA B
MHOroaZpecHoM
pexvime;

+ broadcast — mapLpyThbI
aHOHCUpYLOTCA B
LUIMPOKOBELLATENbHOM
pexvime;

* unicast — mapLUpyThl
aHOHCMPYHOTCSA B
unicast-pexumve
cocesam.

3HayeHne No yMon4YaHuio:
multicast.

<ADDR> - IP-agpec, 3agaéTtcs
B Buae AAA.BBB.CCC.DDD, rge
Kaxgas 4acTb NPUHUMaET
3HayeHus [0..255].

<ADDR/LEN> - IP-agpec un
Macka noaceTy, 3afaétcsa B
Bnae AAA.BBB.CCC.DDD/EE,
roe kaxxgasi yacte AAA — DDD
NpUHUMaEeT 3HadeHuns [0..255] n
EE npvHumaeT 3HaueHus
[1..32].
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11.3.2 Mpumep HacTpoiiku RIP

3apgava:

HacTpouTb Ha maplipyTusarope npoTtokon RIP ans obmeHa mapLupyTHOR nHdopMauueii ¢ cocegHumm
MapLupyTmsaTtopamu. MapLupyTusaTop A0/DKEH aHOHCMPOBATb CTaTUYeCKMe MapLIpyThbl 1 NOACETU
115.0.0.0/24,14.0.0.0/24, 10.0.0.0/24. AHOHCMpOBaHNe MapLUPYTOB AO/HKHO NPOUCXOANTL Kaxable 25 cekyHA,

Router T

Router

R2

PelweHune:

MpeaBapuTenbHO HY)KHO HAacTpouTb IP-agpeca Ha MHTepdieiicax Cor/lacHO CXeEMe CETY, MPUBEAEHHON Ha
PUCYHKeE.

Mepengém B pexmm KoHUrypmposaHmsa npoTtokona RIP:
esr(config)# router rip
Ykakem nogceTu, Kotopble 6yayT aHoHcupoBaTtbca npotokosiom: 115.0.0.0/24, 14.0.0.0/24 n 10.0.0.0/24:

esr(config-rip)# network 115.0.0.0/24
esr(config-rip)# network 14.0.0.0/24
esr(config-rip)# network 10.0.0.0/24

,ﬂ,ﬂﬂ aHOHCMpPOBaHNA NPOTOKO/IOM CTaTUYECKMX MapLUpPyTOB BbINO/THUM KOMaHAY:
esr(config-rip)# redistribute static

HacTtpoum Taiimep, oTBevaroLnii 3a 0TNpaBKy MapLLPYTHON nHopMauuu:
esr(config-rip)# timers update 25

Mocne ycTaHOBKM BCex TpebyeMbix HAaCTPOeK BKNKOYaeM NPOTOKO/:

esr(config-rip)# enable
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[lna Toro 4To6bl NPOCMOTPETL TabNMLYy MapwpyToB RIP, Bocnosib3yemcsi KOMaHa0iA:

esr# show 1ip rip

& TMomumo HacTpoliku npotokona RIP Heo6xogumo B firewall paspewuTts UDP-nopt 520.

11.4 Hactpoiika OSPF

OSPF — NpoTOKON AMHAMWYECKOI MapLLPYTU3aL, OCHOBaHHbIV Ha TEXHOMOTN OTCNIEXMBAHUS COCTOSIHUS
kaHana (link-state technology) 1 ucnonb3yoLWA AN HAXOXAEHUSA KpaTyaiiLLero Nyt anroputM AeikcTpsi.

11.4.1 ANropuTM HacTpOIiKn

War OnucaHue KomaHpga Kntoun
1 HacTpoutb npuoputeTHoCcTb NpoTtokona  esr(config)# ip protocols ospf <VALUE> - npnopuTteTHOCTb
OSPF-mapuwpyT1saumm ans 0CHOBHOW preference <VALUE> NPOTOKO/1a, NPUHUMaEeT
TabnMupbl MapLpyTusaumn (He 3Ha4YeHWs B guanasoHe
06513aTe/bHO). . . [1..255].
esr(config-vrf)# ip protocols ospf
preference <VALUE>

3HaueHue no ymonyaxuto: 150.
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OonucaHue

HacTpouTb eMKOCTb Ta6]'II/IU|

mapLipyTusauum npotokona OSPF (He

06513aTe/1bHO).

BKkNtounTb BbIBOA UHYOPMALMK O

COCTOSIHWMM OTHOLLEHWI C coceaamu Ans
npoTokona Mapupytusauum OSPF (He

0653aTe/bHO).

Cosgatb cnucku IP-nogceTeid, koTopble
B Aa/bHelileM 6yayT ncnonb3oBarbes

ANns unsTpaLmMm aHOHCMPYEMbIX U
nosy4yaembix IP-mapLupyToB (He
0653aTe/bHO).

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpga

esr(config)# ip protocols ospf max-

routes <VALUE>

esr(config)# ipv6 protocols ospf
max-routes <VALUE>

esr(config)# router ospf log-
adjacency-changes

esr(config)# ipv6 router ospf log-
adjacency-changes

esr(config)# ip prefix-list <NAME>

esr(config)# ipv6 prefix-list
<NAME>

Knoun

<VALUE> - konuyectBo
MapLupyToB npoTtokona OSPF B
MapLUpyTHOI Tabnuue,
NPVHUMAET 3HAYEHNS B
AnanasoHe:

* ana
ESR-1000/1200/1500
/
1511/1700/3100/3200/
3300 - [1..500000];
+ aona
ESR-20/21/30/100/200
- [1..300000];
+ ana ESR-10/12V(F)/
14VF/15(R) - [1..30000].
3HaueHve nNo ymonyaHuio s
rno6asibHOro pexnmMa:

.« ans
ESR-1000/1200/1500
/
1511/1700/3100/3200/
3300 - (500000);
.« ans
ESR-20/21/30/100/200
~ (300000);
+ ana ESR-10/12V(F)/
14VF/15(R) - (30000).
3HayeHVe Mo YMOUaH1Io Ass
VRF: 0.

<NAME> - nmsa
KOHUIYpMpyemoro cnmcka
noaceteri, 3a0aéTcsa CTPOKO
0o 31 cumBona.
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OonucaHue

PaspelwmnTb (permit) nav 3anpetutb

(deny) cnucku npedukcos (He
06513aTe/1bHO).

[o6aeuTtb OSPF-npouecc B cuctemy u

OCYLLLECTBUTb NEPEXOS B PEXUM
HacTpoiikmn napameTpoB OSPF-
npovecca.

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpga

esr(config-pl)# permit [ { object-
group <OBJ-GROUP-NETWORK-
NAME> | <ADDR/LEN> | <IPV6-
ADDR/LEN>}][{ eq <LEN> | le
<LEN> | ge <LEN> [le <LEN>] } ]

esr(config-pl)# deny [ { object-
group <OBJ-GROUP-NETWORK-
NAME> | <ADDR/LEN > | <IPV6-
ADDR/LEN> } ] [{ eq <LEN> | le
<LEN> | ge <LEN> [ le <LEN>] }]

esr(config)# router ospf <ID> [vrf
<VRF>]

esr(config)# ipv6 router ospf <ID>
[vrf <VRF>]

Knoun

<OBJ-GROUP-NETWORK-
NAME> — nwvs npodomns IPv4/
IPv6-agpecos, 3agaércs
CTpokoii go 31 cumBona;

<ADDR> - IP-agpec, 3agaéTtcs
B Buge AAA.BBB.CCC.DDD, rge
Kaxgast 4yacTb NpUHUMaeT
3HaueHus [0..255];

<LEN> - gnvHa npedchumkca,
NpYHUMAaET 3HadeHus [1..32] B
IP-cnnckax npedukcos;

+ eq — Npu yKasaHum
KOMaHzbl AnnHa
npecomkca gomkHa
COOTBETCTBOBATb
yKa3aHHOIA;

+ le — npu ykazaHuu
KOMaHZbl ANnHa
npecprikca AomnxHa obiTb
MeHbLLEe /6o
COOTBETCTBOBATh
yKasaHHOIA;

* ge — Mpu ykasaHum
KOMaHZbl ANnHa
npecprikca AomnxHa obiTb
60/bLUe 60
COOTBETCTBOBATh
yKa3aHHOIA.

<ID> — HOMep aBTOHOMHOIA
CUCTEMbI NpoLecca, NpUHMMaeT
3HayeHus [1..65535]

<VRF> - nmsa akzemnnspa VRF,
3a4aeTcs CTpoKoi Ao 31
CMMBO/13, B pamMKax KOTOpOoro
6yneTt paboTarb NPOTOKO/
MapLUpyTU3aLun.
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10

11

OonucaHue

YcTaHoBUTb naeHTUrKaTop
MapLupytmusaropa an1a gaHHoro OSPF-
npovecca.

Onpenenutb NPUOPUTETHOCTb
mMapLipyToB npotecca OSPF (He
06513aTe/bHO).

OnpefenvTb MakCMMasibHoe
KO/IMYECTBO PaBHO3HAYHbIX MapLUPYTOB
[0 uenu (He 06a3aTesibHO).

Bkntountb coBmectumocTb ¢ RFC 1583
(He o6s3aTENbHO).

[o6aBnTb hunsTpauno noaceTein Bo
BXOAALLMX NN NCXOAALLMNX
06HOBNEHNUSAX (HE 06si3aTeNbHO).

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpga
esr(config-ospf)# router-id {<ID> |

<IF>| <TUN>}

esr(config-ipv6-ospf)# router-id {<
ID> | <IF> | <TUN>}

esr(config-ospf)# preference
<VALUE>

esr(config-ipv6-ospf)# preference
<VALUE>

esr(config-ospf)# maximum-path
<PATHS>

esr(config-ipv6-ospf)# maximum-
path <PATHS>

esr(config-ospf)# compatible
rfc1583

esr(config-ipv6-ospf)# compatible
rfc1583

esr(config-ospf)# prefix-list
<PREFIX-LIST-NAME> {in | out }

esr(config-ipv6-ospf)# prefix-list
<PREFIX-LIST-NAME> { in | out }

Knoun

<ID> — ngeHTucpmkarop
MapLipyTmnsaTopa, 3a4aéTca B
snge AAA.BBB.CCC.DDD, rge
KaXgasa 4yacTb npuHMMaeT
3HaueHus [0..255].

<IF> — nHTepdeiic, 3a0aéTca B
BWAe, OnNMcaHHOM B pasgene Tu
Mbl M NOPSIAOK MMEHOBAHMS
nHTepdeincos
mMapLupyTu3arTopa.

<TUN> — uma TyHHens
YCTPOIiCTBAa, 3aaéTcH B BUAE,
onucaHHoOM B pa3gene Tunbsi u
NnopsiA0K MMEHOBaHUSA
TYHHEnNen mapLupyTmsaTopa.

<VALUE> — npvopuTETHOCTL
MapLipyToB npouecca OSPF,
NPVHUMAET 3HAYEHNS B
AnanasoHe [1..255].

<PATHS> - konnyecTBO
paBHOLIEHHbIX MapLLPYTOB A0
Lienn, NPUHUMAET 3HaYEeHUs B
AnanasoHe [1..32].

3HayeHue Mo ymonyaHuio: 16.

<PREFIX-LIST-NAME> — nms
CKOHChUTYpPMpPOBaHHOIO crmcka
nopaceTeli, 3a4a€Tca CTPOKONA
£o 31 cumBona.

+ in — uneTpaums
BXOAALLMX MapLUPYTOB;

+ out — dmneTpayma
aHOHCHpYEMBbIX
MapLUPYTOB.
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12

13

14

OonucaHue

BK/10UNTb aHOHCUPOBaHME MapLLpPYTOB,

MOJyYeHHbIX a/lbTEePHATUBHbIM
cnoco6om (He 06s13aTeNnbHO).

Aktnsmposatb OSPF-npouecc.

Cospgatb OSPF-06nacTb 1 nepeintn B
pexvM KoOH(UrypmpoBaHusi ob6nacTu.

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpga

esr(config-ospf)# redistribute
static [ route-map <NAME> ]

esr(config-ipv6-ospf)# redistribute

static [ route-map <NAME> ]

esr(config-ospf)# redistribute
connected [ route-map <NAME> |

esr(config-ipv6-ospf)# redistribute
connected [ route-map <NAME> ]

esr(config-ospf)# redistribute rip
[ route-map <NAME> ]

esr(config-ospf)# redistribute bgp
<AS> [ route-map <NAME> ]

esr(config-ipv6-ospf)# redistribute
bgp <AS> [ route-map <NAME> |

esr(config-ospf)# enable

esr(config-ipv6-ospf)# enable

esr(config-ospf)# area <AREA_ID>

esr(config-ipv6-ospf)# area
<AREA_ID>

Knoun

<NAME> — umsi MapLUpyTHOIA
KapThbl, KOTOpas byaet
NCMoMb30BaThCA AN
douneTpaunn nu moamndukauum
aHOHCUPYEeMbIX CTaTUYECKNX
MapLUpPYTOB, 3a4aETCS1 CTPOKOA
[0 31 cumona.

<NAME> - nms mapLupyTHOii
KapTbl, KOTOpas byaet
MCMnonb30BaThbCA AN
GouneTpaumn n mogndmkauun
aHOHCHpYEeMbIX HanpsiMyto
NOAK/HOUEHHbIX MOACETEN,
3apaéTca cTpokoit o 31
cMmBONa.

<NAME> - nms mapLupyTHOii
KapTbl, KOTOpas byaet
MCnonb30BaTbCs AN
dmnsTpaunm n mogudukaumm
aHoHcupyembix RIP-
MapLUpyTOB, 3a4aETCS CTPOKOIA
0o 31 cumBona.

<AS> — HOMep aBTOHOMHOIA
CUCTEMbI, MOXET NMPUHUMATH
3HaueHusa [1..4294967295];

<NAME> - nms mapLupyTHOii
KapThbl, KOTOpasa éyaet
MCcnonb3oBaTbCsa AN
GounbsTpaumn n mogudmkaumnn
aHoHcupyeMbix BGP-
MapLUpyTOB, 3a4aETCS CTPOKOIA
0o 31 cumBona.

<AREA_ID> - ngeHtudmkarop
obnacTty, 3a4aéTcA B BuAe
AAA.BBB.CCC.DDD, rge
Kaxgast 4acTb NpUHMMaeT
3HaueHus [0..255].
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15

16

17

OonucaHue

BKMOUMTb aHOHCMPOBaHWeE NoaceTeit

(He o6si3aTENbHO).

Onpeaenutb TMN o6nacTu (He
06513aTe/bHO).

BKOUMTb reHepaumio MapLupyTa no

ymosiHanunio anst NSSA-obnactu un

aHoHcupoBaHue ero B Kadectse NSSA-

LSA (He o6sa3aTenbHo).

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpga

esr(config-ospf-area)# network
<ADDR/LEN>

esr(config-ipv6-ospf-area)#
network <IPV6-ADDR/LEN>

esr(config-ospf-area)# area-type
<TYPE> [ no-summary ]

esr(config-ipv6-ospf-area)# area-
type <TYPE> [ no-summary |

esr(config-ospf-area)# default-
information-originate

Knoun

<ADDR/LEN> — agpec noacetu,
yKa3blBaeTCs B CrieyoLemM
dopmare:

AAA BBB.CCC.DDD/EE - IP-
agpec NoAceTy ¢ Mackoi B
hopme npedukca, rae AAA-
DDD npuHumatoT 3Ha4yeHus
[0..255] n EE npuHumaeT
3HaveHus [1..32].

<IPV6-ADDR/LEN> — IPv6-
afipec 1 macka noaceTu,
3agaétca B Buge X:X:X:X::X/EE,
rae Kaxgas 4acTb X npuHuMaet
3HaueHus B
LecTHaauaTep1uyHoOM dhopmare
[0..FFFF] n EE npuHumaet
3HaueHus [1..128].

<TYPE> - Tnn obnactu:

+ stub - yctaHaBnmBaet
3HaueHue stub
(TynukoBasi 061acThb);
no-summary — KomaHaa
B CBSI3KE C MapameTpoMm
«stub» o6pasyet
obnactb
«totallystubby» (gns
nepegayn nHgopmaumm
3a npegenbl obnactu
MCMO/b3YETCS TOMbKO
MapLUpyT Mo
YMO/THAHWIO).

* nssa — yCcTaHaB/MBaeT
3HaueHune nssa (o6nacTb
NSSA);
no-summary — B CBA3Ke
C NapamMeTpoM nssa
obpasyeT 0b6nacTb
totallynssa
(aBTOMaTUYECKN
reHepvpyeT MapLLpyT Mo
YMO/TYaHMIO KaK
MeX06/1aCTHOI).
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18

19

OonucaHue

BKIOUNTb CyMMapr3aLmio Uv ckpbiTne
nogceTei (He 06s13aTeNbHO).

AkTneupoBatb OSPF-061acThb.

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpga
esr(config-ipv6-ospf-area)#

default-information-originate

esr(config-ospf-area)# summary-
address <ADDR/LEN> { advertise |
not-advertise }

esr(config-ipv6-ospf-area)#
summary-address <IPV6-ADDR/
LEN> { advertise | not-advertise }

esr(config-ospf-area)# enable

esr(config-ipv6-ospf-area)# enable

Knoun

<ADDR/LEN> - IP-agpec u
Macka noaceTn, 3afaétcs B
snae AAA.BBB.CCC.DDD/EE,
rae kaxgas yacte AAA — DDD
npuHUMaEeT 3HadeHus [0..255] u
EE npuHumaeT 3HaueHus
[1..32];

+ advertise — npu
yKazaHn1 KOMaHzbl
BMECTO YKa3aHHbIX
nogcetei 6yaet
aHoHcUpoBaTbCs
CyMMapHasi NoACEeT;

*+ not - advertise — npu
yKazaHu1 KOMaHzbl
nopaceTH, BXoAsLWwme B
yKa3aHHY0 NoACETb,
aHOHcUpoBaTbCS He

oyAyT.

<IPV6-ADDR/LEN> - IPv6-
afpec 1 macka noacetu,
3apaétca B Buge X:X:X:X::X/EE,
rae Kaxaas yactb X npuHUMaeT
3HauUeHus B
LecTHaguarepuyHom copmare
[0..FFFF] n EE npuHumaet
3HaueHus [1..128];

+ advertise — npu
yKazaHu1 KOMaHgbl
BMECTO NoAceTei,
BXOASLLUMX B YKa3aHHY0
nogcets, byger
aHOHcUpoBaTbCs
CyMMapHas NoAceTb;

+ not-advertise — nogcetu
BXOASLLME B YKa3aHHYH
noaceTb
aHOHCUpoBaTbCS He

oyayT.
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21

22

23

24

25

OonucaHue

YcTaHOBUTL BUPTYaslbHOE coeAnNHeHne

MeXay OCHOBHOW U yaaneHHbIMU

06/1aCTIMW, UMEOLLVMU MEXAY HUMM
HecKonbKo o6nacTteil (He 0653aTesbHO).

YCTaHOBWTb UHTEPBA/T BPEMEHW B
CEKYyHAAX, MO UCTEUEHUN KOTOPOTO
MapLIpyTM3aTop NOBTOPHO OTNPAaBUT
MakeT, KOTOpbI HE NOyYNN
NOATBEPXAEHVS O MoyyYeHun (He
0653aTe/bHO).

YCcTaHoBUTb MHTEPBAS BPEMEHN B
CEeKyHAax, Mo UCTeYEHNN KOTOPOTo
MapLLpyTU3aTop oTrnpasnser
cnenytowmii hello-naket (He
0653aTe/bHO).

YCTaHOBUTb UHTEPBA/T BPEMEHU B
CeKyHAax, o NCTeYeHUn KOTOPOro
cocep, 6yaeT cunTaTbCsl HEaKTUBHbBIM
(He o6si3aTENBHO).

ATOT MHTEpBas A0/MKEH BbITb KPATHLIM

3HaueHuo «hello-interval».

Onpepensercs MHTepBa BPEMEHU B
CEeKyHAax, Mo UCTEUEHUN KOTOPOTO

mapLupyTusatop BbibepeT DR B ceTu (He

06513aTe/1bHO).

OnpegennTb anroputm
ayTeHTUdgvKauum (He 0653aTenbHO).

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpga

esr(config-ospf-area)# virtual-link
<ID>

esr(config-ipv6-ospf-area)#
virtual-link <ID>

esr(config-ospf- vlink)#
restransmit-interval <TIME>

esr(config-ipv6-ospf- vlink)#
restransmit-interval <TIME>

esr(config-ospf- vlink)# hello-
interval <TIME>

esr(config-ipv6-ospf- vlink)# hello-
interval <TIME>

esr(config-ospf- vlink)# dead-
interval <TIME>

esr(config-ipv6-ospf- vlink)# dead-
interval <TIME>

esr(config-ospf- vlink)# wait-
interval <TIME>

esr(config-ipv6-ospf- vlink)# wait-
interval <TIME>

esr(config-ospf- vlink)#
authentication algorithm
<ALGORITHM>

Knoun

<ID> — ngeHTucpmkarop
MapLIpyTU3aTopa, C KOTOPbIM
yCTaHaBnmMBaeTCcsa BUPTyasibHOE
coefinHeHue, 3a8aéTce B BUAe
AAA.BBB.CCC.DDD, rge
Kaxkas 4yacTb NpuHMMaeT
3HaueHus [0..255].

<TIME> — Bpems B cekyHax,
NPUHUMAET 3HaYeHNs
[1..65535].

3HayeHue Mo ymosiyaHuo: 5
CEKyHA.

<TIME> — Bpems B cekyHAax,
NPVHUMAET 3HaYEeHUS
[1..65535].

3HaueHue no ymonyaxuio: 10
CEKyHA,

<TIME> — Bpemsi B cekyHAax,
NPVHUMAET 3HAYEHUS
[1..65535].

3HauyeHue no ymonyaxutio: 40
CeKyH.

<TIME> — Bpems B cekyHaax,
NPUHUMAET 3HaYEeHUS
[1..65535].

3Ha4eHue no ymonyaHuto: 40
CEKyHA,

<ALGORITHM> - anroputm
ayTeHTUdmKaLmu:

+ cleartext — naposb,
nepefaeTcs OTKPbITbIM
TEKCTOM (LOCTYMNHO
Tonbko ana RIP n OSPF-
VLINK);

+ md 5 - naposnb
Xelumpyetcs no
anroputmy md>5.
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26

27

28

29

30

31

32

OonucaHue

YcTaHOBWTb Naposb A/1s
ayTeHTMdmKaumm ¢ cocefoM (He
06513aTe/1bHO).

OnpepennTb CNUCOK Naponeii ans
ayTeHTUMKaLMK Yepes alropuTMm
xelumpoBaHus md5 (He 06s3aTe/bHO).

AKTMBMPOBATb BUPTYaslbHOE
coeauHeHmne (He 065s3aTe/bHO).

MepeiTn B peXxxmm KoHUIrypupoBaHus

nHTepdeiica/TyHHeNns/ceTeBoro mocTa.

Onpegenutb NPUHAAIEXHOCTb
nHTeppeiica/TyHHens/ceTeBoro mocTa
K onpeneneHHomy OSPF-npoueccy.

Onpegenutb NPUHaAIEXHOCTb
uHTepdelica k onpeaeneHHon o6nactu
OSPF-npouecca.

BkniounTb MapLupyTu3aumo no
npotokony OSPF Ha nHTepdelice.

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpga

esr(config-ospf- vlink)#
authentication key ascii-text
{ <CLEAR-TEXT> | encrypted
<ENCRYPTED-TEXT>}

esr(config-ospf- vlink)#
authentication key chain
<KEYCHAIN>

esr(config-ospf- vlink)# enable

esr(config)# interface <IF-
TYPE><IF-NUM>

esr(config)# tunnel <TUN-
TYPE><TUN-NUM>

esr(config)# bridge <BR-NUM>

esr(config-if-gi)# ip ospf instance
<ID>

esr(config-if-gi)# ipv6 ospf
instance <ID>

esr(config-if-gi)# ip ospf area
<AREA_ID>

esr(config-if-gi)# ipvé6 ospf area
<AREA_ID>

esr(config-if-gi)# ip ospf

esr(config-if-gi)# ipv6 ospf

Knoun

<CLEAR-TEXT> — naporsb,
3afaéTcsa CTpoKow oT 8 Ao 16
C/MBOJIOB.

<ENCRYPTED-TEXT> -
3aWmMgIpoBaHHbIi Naposnb
pasmepom oT 8 6aiT go 16
6aiiT (0T 16 oo 32 cMMBO/OB) B
LecTHaguarepuyHom copmare
(OXYYYY...) v (YYYY...).

<KEYCHAIN> -
naeHTudurkaTop cnmncka
KNroYeid, 3a0aétcsa CTPOoKoi Ao
16 cnmBosIOB.

<IF-TYPE> - Tun nHTepgeiica;
<IF-NUM> - F/S/P — F-chpeiim
(1), S - cnot (0), P — nopr.
<TUN-TYPE> — T1n TyHHenNs;

<TUN-NUM> — Homep TyHHens.

<BR-NUM> - Homep bridge.

<ID> - Homep npouecca,
NPVHUMAET 3HAYEHUS
[1..65535].

<AREA_ID> — ngeHtudgukarop
obnactu, 3a4aéTca B BUAE
AAA.BBB.CCC.DDD, rae
Kaokas yacTb NpuHMMaeT
3HayeHus [0..255].
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33

34

35

36

37

38

OonucaHue

BknounTb pexum, B koTopom OSPF-
npouecc byaeT UrHopnposaTtb 3HaYeHne

MTU nHTepdeiica Bo BXOAALNX

Database Description-naketax (He

0653aTe/bHO).

Onpenenutb anropuT™

ayTeHTUdukauum npotokona OSPF (He

0653aTe/bHO).

YCcTaHOBUTL Naposib ANs

ayTeHTupmkaumm ¢ OSPF-cocepom npu
nepegaye naposis OTKPbITbIM TEKCTOM

(He o6si3aTENBHO).

OnpeaenuTb CNUCOK Naponeii ans

ayTeHTUMKaLMKM MO asiropuTMy

xewmpoBaHus md5 ¢ cocegom (He

0653aTe/bHO).

OnpenenuTb UHTEpBasl BPEMEHU B
CEKyHAAX, M0 UCTEUYEHUN KOTOPOTO
MapupyTusatop BbibepeT DR B ceTu (He

06513aTe/bHO).

YCTaHOBUTb MHTEpBaJ1 BpEMEHN B

ceKyHfax, No UCTEUEHUN KOTOPOro
MapLLpyTM3aTop NMOBTOPHO OTNPAaBUT

MakeT, Ha KOTOpPbIA He NoAyYnn
NOATBEPXAEHVS O MosyYeHun (He
0653aTe/bHO).

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpga

esr(config-if-gi)# ip ospf mtu-
ignore

esr(config-if-gi)# ipv6 ospf mtu-
ignore

esr(config-if-gi)# ip ospf
authentication algorithm
<ALGORITHM>

esr(config-if-gi)# ip ospf
authentication key ascii-text
{ <CLEAR-TEXT> | encrypted
<ENCRYPTED-TEXT> }

esr(config-if-gi)# ip ospf
authentication key-chain
<KEYCHAIN>

esr(config-if-gi)# ip ospf wait-
interval <TIME>

esr(config-if-gi)# ipv6 ospf wait-
interval <TIME>

esr(config-if-gi)# ip ospf
restransmit-interval <TIME>

esr(config-if-gi)# ipv6 ospf
restransmit-interval <TIME>

Knoun

<ALGORITHM> — anroputm
ayTeHTudmkaunm:

+ cleartext — naposb,
nepeAaeTcs OTKPbITbIM
TEKCTOM;

+ md 5 - naponb,
XeLmpyeTcs no
anroputmy md>.

<CLEAR-TEXT> — napornb,
3apaéTcsa cTpokoi oT 8 o 16
CMMBOJIOB;

<ENCRYPTED-TEXT> -
3alLMPOBaHHBIA Naposb
pasmepom oT 8 6aiiT 4o 16
6aiT (o1 16 A0 32 cMBOSIOB) B
LecTHaALaTepUYHOM hopmate
(OXYYYY...) v (YYYY..).

<KEYCHAIN> -
naeHTurkaTop cnucka
KNtoyeld, 3agaéTcs CTPoKoW 40
16 cumBOsIOB.

<TIME> — Bpems B cekyHax,
NPUHMMAET 3HaYEHUS
[1..65535].

3HaueHue no ymonuaxuto: 40
CEKYHI.

<TIME> — BpeMm#A B cekyHAax,
NPUHUMAET 3HaYeHUs
[1..65535].

3HayeHue rno ymonyaHuo: 5
CEKYHA,
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39

40

41

42

OonucaHue

YCTaHOBUTb MHTEPBA/T BPEMEHM B
ceKkyH/ax, Mo UCTeYeHUN KOTOPOro
MapLLpyTM3aTop OTNpaB/sieT
cnenytowmii hello-naket (He
0653aTe/bHO).

YCTaHOBWTb MHTEPBA/ BPEMEHW B
CeKyH/1ax, o UCTeYeHUN KOTOPOro
coceq, 6yaeT CUATATLCS HEAKTUBHbIM
(He 06sa3aTe/NLHO).

JTOT UHTEpBaN A0MKEH GbITh KPaTHbIM
3HayeHuto hello-interval.

YcTaHOBUTb UHTEPBA BPEMEHN, B
TeyeHune kotoporo NBMA-nHTepdeiic
XAET, npexae yem otnpasutb HELLO-
nakeT cocefy, faxe B criyyae, ecsiv
cocef, HeakTuBeH (He 06513aTe/bHO).

3agaTb cTatmyeckuin IP-agpec cocepa
Ana yctaHoBneHnsa otHoweHna B NMBA
n P2MP (Point-to-MultiPoint) ceTsix (He
06513aTe/bHO).

KomaHpga

esr(config-if-gi)# ip ospf hello-
interval <TIME>

esr(config-if-gi)# ipv6 ospf hello-
interval <TIME>

esr(config-if-gi)# ip dead-interval

<TIME>

esr(config-if-gi)# ipv6 dead-
interval <TIME>

esr(config-if-gi)# ip poll-interval

<TIME>

esr(config-if-gi)# ipv6 poll-interval

<TIME>

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

Knoun

<TIME> — Bpems B cekyHaax,
NPUHUMAET 3Ha4YeHNs
[1..65535].

3HaueHuve no ymonyaxuio: 10
CEKyHA,

<TIME> — Bpems B cekyHAax,
NPVHUMAET 3HAYEHUS
[1..65535].

3HadyeHue no ymonyaxuio: 40
CeKyH.

<TIME> — BpeMm#A B cekyHAax,
NPMHUMAET 3HadeHus [1 ..
65535].

3Ha4eHue no ymonyaHuto: 120
CEKYHA,

esr(config-if-gi)# ip ospf neighbor  <IP> — IP-agpec coceaa,

<IP> [ eligible ]

3a4aéT1cAa B BUAeE
AAA.BBB.CCC.DDD, rae
Kakaas 4yacTb NpuHUMaeT
3HaueHus [0..255].

eligible — onumoHanbHbIl
napameTp, N03BONSET
YCTPOICTBY y4acTBOBaTh B
npouecce Bbi6opa DR B NBMA-
ceTsx. MpuoputeT nHTepdeiica
[OMmKeH 6bITb 60o/bLUE HYNA.

esr(config-if-gi)# ip ospf neighbor  <IPV6-ADDR> - IPv6-agpec

<IP> [ eligible ]

cocepa, 3a4aétcA B Buae

XXX XX, rge kaxaas yacTb
NPUHUMAET 3HAYEHNS B
LwecTHaguarepuyHom chopmare
[0..FFFF];

eligible — onunoHanbHbI
napametp, No3Bo/seT
YCTPOICTBY y4acTBOBaTb B
npouecce Bbi6opa DR B NBMA-
ceTsx. MpuopuTeT nHTEpdelica
[OO/DKEH ObITb 60/1bLUE HYNS.
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43

44

45

46

OonucaHue

OnpeaennTb TN ceTu Ans
ycTaHoBneHusi OSPF-coceacTtsa (He
06513aTe/1bHO).

YcTaHOBUTL NMpUoOpUTET
MapLUpyT13aTopa, KOTOPbIi

ucnonblyetcsa a5 Bol6opa DR 1 BDR

(He 06s3aTENbHO).

YCTaHOBUTb BE/IMUNHY METPUKU Ha
uHTepdeiice Unmn TyHHene (He
06513aTe/bHO).

BkntounTb npotokon BFD ania
npoTtokona OSPF (He 06a3aTe/bHO).

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpga
esr(config-if-gi)# ip ospf network

<TYPE>

esr(config-if-gi)# ipv6 ospf
network <TYPE>

esr(config-if-gi)# ip ospf priority
<VALUE>

esr(config-if-gi)# ipvé6 ospf priority
<VALUE>

esr(config-if-gi)# ip ospf cost
<VALUE>

esr(config-if-gi)# ipv6 ospf cost
<VALUE>

esr(config-if-gi)# ip ospf bfd-
enable

esr(config-if-gi)# ipv6 ospf bfd-
enable

Knoun

<TYPE> - Tun cetu:

+ broadcast — Tun
coeVHeHUs!
LUMPOKOBELLATE/bHBbI;

* non - broadcast — Tvn
coeguHeHna NBMA;

+ point - to - multipoint -
TUN COEAMHEHUS TOUKa-
MHOIOTOUME;

+ point-to-multipoint non-
broadcast — Tvn
coeguHeHna NBMA
TOYKa-MHOrOTOUUE;

+ point - to - point — Tun
COoeVHEHMNS TOUKa-
TOuYKa.

3Ha4yeHune No ymMosIHaHmio:
broadcast.

<VALUE> - npuopuTtet
UHTepdeiica, npuHUMaeT
3HaueHus [1..65535].

3HauyeHne no ymonyaxuio: 120.

<VALUE> - BennunHa meTpuku,
3a4aétcAa B pasmepe
[0..32767].

3HaueHue no ymonyaruio: 10.
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11.4.2 Mpumep HacTpoiikn OSPF

3apgava:

HacTpouTb npotokon OSPF Ha mapLupyTu3aTope A5 o6MeHa MapLUpyTHO MHdopMaLmeli ¢ cocegHUMm
mMapLpyTu3aTopamu. MapLipyT13aTop J0/KEH HAXOAUTLCSA B 06/1acTi ¢ uaeHTudmkatopom 1.1.1.1 1
AaHOHCVPOBATb MapLLpPYThbl, NOMYYEHHbIE NO NPOTOKosy RIP.

OSPF |

Area 1.1.1.1

Riouler

R2

PelweHune:
MpeaBapuTeNbHO HYXXHO HAcTpouTb IP-agpeca Ha nHTepdhelicax cornacHo cxeme, NPUBEAEHHON Ha PUCYHKE.

Cosgaamm OSPF-npouecc ¢ ngeHtudmnkaropom 10 n nepeingém B pexmm KOHUrypmpoBaHms NpoToKoa
OSPF:

esr(config)# router ospf 10
Co3faaum 1 BKOUMM TpebyeMyto 061acThb:

esr(config-ospf)# area 1.1.1.1
esr(config-ospf-area)# enable
esr(config-ospf-area)# exit

Bkiounm aHOHCMpOBaHe MapLUpyTHONM MHpopMaumn 13 npotokona RIP:
esr(config-ospf)# redistribute rip
Bkntounm OSPF-npouecc:

esr(config-ospf)# enable
esr(config-ospf)# exit
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CocefHve mapLpyTmnsaTopbl NoAkIYeHb! K MHTepdericam gi1/0/5 n gi1/0/15. Ana ycTaHOBNEHUs coceacTsa
C ApyrMMuy mMmaplupyTusatopammn npmssxem nx k OSPF-npoueccy n obnactu. lanee BKIUMM Ha HTepdeiice
MapLupyTumsaumio no npotokony OSPF:

esr(config)# interface gigabitethernet 1/0/5
esr(config-if-gi)# ip ospf instance 10
esr(config-if-gi)# ip ospf area 1.1.1.1
esr(config-if-gi)# ip ospf
esr(config-if-gi)# exit

esr(config)# interface gigabitethernet 1/0/15
esr(config-if-gi)# ip ospf instance 10
esr(config-if-gi)# ip ospf area 1.1.1.1
esr(config-if-gi)# ip ospf

esr(config-if-gi)# exit

esr(config)# exit

11.4.3 Mpumep HacTpoiiku OSPF stub area

3apgaua:

N3meHuTb TMn obnacti 1.1.1.1, o6nactb Ao/MKHA ObITb TYNMKOBOIA.

AREA 0.0.0.0 AREA1.1.1.1

Router

(== > e
gi1/0/10 gi1/0/11

R1

Router ESR

T e 1 |
gi1/0/12 gi1/0/5

R3

R2

PewieHue:

MpeaBapuTesibHO HYXHO HacTpouTb npoTokon OSPF u IP-agpeca Ha nHTepdielicax coriacHo cxeme,
NPUBEAEHHON Ha PrCYHKE.

N3meHUM Tun 06/1acTy Ha TYMNMKOBBIA. Ha Kaxaom MapLupytusaTtope 13 obnacti 1.1.1.1 B pexumve
KOHDUIypUpoBaHns 061acTi BbINO/THUM KOMaHAY:

esr(config-ospf-area)# area-type stub

11.4.4 Mpumep HacTpoiiku Virtual link

3apaua:

O6beanHNTbL ABe MarncTpasibHble 0651acTy B 0gHY ¢ nomoubto virtual link.

AREA 0 AREA 1 AREA O
ESR Router ESR
Router ID: 0.0.0.1 .2 10.0.0.0/24 .1@ .1 10.0.1.0/24 > Router ID: 0.0.0.3
o 1: 192.168.10.0/24 gi1/0/12 gi1/0/10 i1/0/11 2i1/0/2 lo 1: 192.168.20.0/24
R1 R2 R3
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PelwweHue:

Virtual link — aTo cneunanbHoe coeayHeHne, KOTOPOE NO3BOMSIET COEANHSATL PA30PBAHHYIO HA YaCTV 30HY UK

NPUCOEANHUTb 30HY K MarucTpasibHol Yepes Apyryto 30Hy. HacTpamBaetca Mexay ABYMSi NOrpaHNYHbIMY

mapLupyTu3aTtopamu 3oHbl (Area Border Router, ABR).

MpengapuTenbHO HYXXHO HacTpouTb npoTtokon OSPF n IP-agpeca Ha nHTepdelicax cornacHo cxeme,
NPUBELEHHON Ha PrCYHKE.

Ha mapuwpyTtnsaTtope R1 nepeiigem B pexunm KoHgurypuposaHus oénactu 1.1.1.1:
esr(config-ospf)# area 1.1.1.1
Cospgaaum virtual link ¢ ngeHtTndgmkaropom 0.0.0.3 1 BKIOUUM €rO:

esr(config-ospf-area)# virtual-link 0.0.0.3
esr(config-ospf-vlink)# enable

Ha maplupytunsatope R3 nepeiigem B pexnm KoHpurypuposaHust obnactmn 1.1.1.1:
esr(config-ospf)# area 1.1.1.1
Cosgaaum virtual link ¢ ngeHtndgukaropom 0.0.0.7 1 BKAOUUM €rO:

esr(config-ospf-area)# virtual-link 0.0.0.1
esr(config-ospf-vlink)# enable

PaccmoTpymM Tabnuuy MapLipytusauum Ha mapupyTtusatope R1:

esr# show ip route

C x 10.0.0.0/24 [0/0] dev gil/0/12, [direct 00:49:34]
0 x 10.0.1.0/24 [150/20] via 10.0.0.1 on gil/0/12, [ospfl 00:49:53] (0.0.0.3)
0 x 192.168.20.0/24 [150/30] via 10.0.0.1 on gil/0/12, [ospfl 00:50:15] (0.0.0.3)
C x 192.168.10.0/24 [0/0] dev lol, [direct 21:32:01]

PaccmoTtpum Tabnuuy mapLupytmusaumm Ha maplipytusarope R3:

esr# show ip route

0 x 10.0.0.0/24 [150/20] via 10.0.1.1 on gil/0/12, [ospfl 14:38:35] (0.0.0.2)
C x 10.0.1.0/24 [0/0] dev gil/0/12, [direct 14:35:34]
C x 192.168.20.0/24 [0/0] dev lol, [direct 14:32:58]
0 x 192.168.10.0/24 [150/30] via 10.0.1.1 on gil/0/12, [ospfl 14:39:54] (0.0.0.1)

Tak kak OSPF cunTaeT BUpTYyasibHbI KaHa YacTbio 06n1acTu, B Tabnvue mapwpytmnsaumm R1 mapLupyThl,

noslyYeHHble OT R3, 0OTMEeYeHbI Kak BHYTPU30HOBbLIE 1 HA06OPOT.

[na npocmoTpa cocefeil MOXHO BOCMONb30BaTLCA CreayroLleli KoMaHAoiA:

esr# show ip ospf neighbors 10
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Tabnuuy mappyToB npoTokosia OSPF MOXHO NpOCMOTPETb KOMaHAOIA:

esr# show ip ospf 10

& B firewall Heo6xogumo paspewnTb npotokosn OSPF (89).

11.5 Hactpoiika BGP

MpoTtokon BGP npegHasHaueH gnsi obMeHa MHopMaumein 0 OCTUXXUMOCTY NOACETEN MeXAy aBTOHOMHbIMU
cuctemamu (ganee AC), To ecTb rpynnaMm MapLupyT13aTopoB Nog, e4NHLIM TEXHUYECKUM YNpaBieHNeM,
MCNOMb3YOLLMMI NPOTOKO/ BHYTPUAOMEHHOIN MapLIpyTM3aUmn ANa onpeaeneHns MapLupyToB BHYTPY cebsl 1
MPOTOKON MEXAOMEHHOI MapLipyTHU3auum s onpeaeneHns MapLipyToB AOCTaBKM NakeToB B gpyrue AC.
MepegaBaemas vHopmaLms BKtoYaeT B cebs cnncok AC, K KOTOPbIM MMEETCSA AOCTYN Yepes3 AaHHYHo
cuctemy. Bbibop HamnyuLwnx MapLLIpyTOB OCYLLECTB/ISIETCS UCXOAA U3 NPaBWI, NPUHATbIX B CETU.

11.5.1 ANropuTm HaCTpPOMKKN

& [Ans ycranoBneHun BGP-ceccumn Heo6xoaumo B firewall paspewnts TCP-nopt 179.

War OnucaHue KomaHpa Knoun

1 HacTpouTb NpuoputeTHOCTL NpoTokosa  esr(config)# ip protocols bgp <VALUE> — npnopuTeTHOCTb
BGP-mapLupyTusauum A8 OCHOBHO preference <VALUE> NnpoToKona, NpuHUMaeT
TabMULbI MapLpyTusauum (He 3HaueHus B auanasoHe [1..255].
06513aTe/bHO).

3Ha4veHne No yMO/IHaHuio:
BGP (170).
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OonucaHue

HacTpouTb eMKOCTb Ta6I'II/ILl|

MapLipyTusauum npotokona BGP (He

06s13aTeIbHO NPY UCMOMb30BaHUN
rno6anbHoi Tabnnubl
MapLUpyTU3aLmn).

Bk/tounTb BbIBOA, MHYOpPMaLUK O

COCTOSIHMM OTHOLLEHUIA C coceagamum ans

npoTokosia MapLupyTmsaumn BGP (He
0653aTe/LHO).

Bkntounte ECMP 1 onpegensietcs
MaKCc1masibHOE KO/IMYEeCTBO
PaBHOLIEHHbIX MapLUPYyTOB 40 LENN.

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpa

esr(config)# ip protocols bgp max-
routes <VALUE>

esr(config)# ipv6 protocols bgp
max-routes <VALUE>

esr(config-vrf)# ip protocols bgp
max-routes <VALUE>

esr(config-vrf)# ipv6 protocols bgp
max-routes <VALUE>

esr(config)# router bgp log-
neighbor-changes

esr(config)# ipv6 router bgp log-
neighbor-changes

esr(config)# router bgp maximum-
paths <VALUE>

Knoun

<VALUE> - konunyectso
MapLupyToB npoTtokona BGP B
MapLLpYyTHOIT Tabnuue,
NPUHUMAET 3HAYEHUS B

[manasoHe:

.« ans
ESR-1000/1200/1500
/
1511/1700/3100/3200/
3300 - [1..5000000];

.« ans
ESR-20/21/30/100/200

-[1..2500000];
 ana ESR-10/12V(F)/
14VF/15(R) -
[1..1000000].
3HaveHve No ymos14aHuio ans
rno6asbHON Tabnuubl
MapLupyTU3aunu:

* Oons
ESR-1000/1200/1500
/
1511/1700/3100/3200/
3300 - [5000000];
* Ana
ESR-20/21/30/100/200
- [2500000];
« ana ESR-10/12V/12VFE/
14VF/15(R) - [1000000].
3HayeHue no ymonyaHuo ans
VRF: 0.

<VALUE> - konunyectso
JIONYCTUMbIX PaBHOLLEHHbIX
MapLLUPYTOB A0 LIE/N,
NPUHUMAaET 3HadeHus [1..16].
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OonucaHue

Bbibpatb MeToa dounsTpauun ans
nepegasaemoin MHhopmaumm mexay
poyTepamu (06513aTe/1IbHO NpW
KoHtpurypuposaHum eBGP ans
AHOHCVPOBAHUS NOACETEN).

Mpun BbIGOPE MeToAAa hmnbTpauun Ha
OCHOBe route-map co3farb CNm1cokK
npasw/l, KOTOPLI B AasibHelleM ByaeT
MCNoNb30BaTbCA A8 huasTpaLmmn
aHoHCUpyeMbIX 1 nonyyvyaemsbix IP-
MapLUpyTOB.

Cosgartb npasuno.

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpa

esr(config)# route-map <NAME>

(config-route-map)# rule <ORDER>

Knoun

<NAME> - nms
KOHQUIYpMpYyeMbIX NpaBu
MapLupyTu3auun, 3agaéTtcs
cTpokoii go 31 cumsona.

<ORDER> — Homep npaBwuna,
NPUMHUMAET 3HaueHus [1 ..
10000].
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War OnucaHue KomaHpa Knoun
5.1.3 Onpenenutb CNUCOK NOACETEN, esr(config-route-map-rule)#match <ADDR/LEN> - IP-aapec u
KOTOpble 3aTparMBaroTCsi NpaBUIoM. ip address { <ADDR/LEN> | object- Macka nogcetu, 3agaercs B
group <OBJ-GRP-NETNAME> } BUE:
[{ eq <LEN> | le <LEN> | ge <LEN 1>
[le<LEN 2>]}1 + AAA.BBB.CCC.DDD/EE -

IP-appec noacetu ¢
mMackoii B chopme
npedwmkca, rae AAA-
DDD npuHumatot
3HayeHus [0..255] n
EE npvHumaeT 3HaueHus
[1..32];
<IPV6-ADDR/LEN> — IPv6-
aZipec 1 macka nofcetu,
3a/aeTca B BUAe:

* XIXIXXEX/EE, roe
Kaxgasa yactb X
NPUHUMAET 3Ha4YeHUs B
LecTHaauaTepnyHoMm
chopmare [0..FFFF] u EE
NPUHUMAET 3HaYeHNs
[1..128];

<OBJ-GRP-NETNAME> - nms
npocouns IP -agpecos,
3agaétca cTpokoit ao 31
cumBonax;

<LEN>, <LEN 1>, <LEN 2> -
J/IMHA NpedmKca, NpuHUMaeT
3HaueHus [1..32] B IP-cnnckax
npedpukcos ans IPv4 un [1..128]
onsa IPv6;

eq — Npu ykasaHu1 KomaHzbl
ONMHa npednkca AomMKHa
COOTBETCTBOBATH YKa3aHHOM;

le — npu ykazaHum KomaHgbl
ONuvHa npedmkca fomKHa 6bITh
MeHbLUEe 60
COOTBETCTBOBATb YKa3aHHOIA;

ge — npu yKasaHun KoMaHgbl
ANVHa npedomkca fosmkHa 6bITb
60/1bLUE IMB60 COOTBETCTBOBATH
yKasaHHOiA;

302



LWar

5.2.1

OonucaHue

PaspelunTtb (permit) unm sanpetuTb
(deny) peiictBue ANsi yKazaHHbIX
noaceTeli B npasune.

Mpwv BbIGOPE MeToAa hnnbTpaUmm Ha
OCHOBe MnpegmKc-IMCTOB CO34aTb
cnucku IP-noacetei, KoTopble B
JanbHeliweM 6yayT Ucnonb3oBaTbes
4na unsTpauum aHoHCUpyembIxX 1
nonyyaemsbix |P-mapLipyTos.

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpa

esr(config-route-map-rule)#match
ipv6 address { <IPV6-ADDR/LEN> |
object-group <OBJ-GRP-
NETNAME>} [{eq <LEN> | le
<LEN> | ge <LEN 1> [le <LEN 2>] }]

esr(config-route-map-rule)# action
{deny | permit}

esr(config)# ip prefix-list <NAME>

esr(config)# ipv6 prefix-list
<NAME>

Knoun

ge <LEN 1> le <LEN 2> - npu
yKasaHu1 KomaHabl onHa
npedmkca Ao/mKHa 6bITb
6onbLe nMbo COOTBETCTBOBATL
<LEN>, HO MeHbLLE nn

paBHa <LEN1>,

* Mpun ncnonb3oBaHnn
douneTpaumn no object-group
X Heo6XoAMMO Co34aTb
3apaHee.

<NAME> - nwms
KOHQIUIYPMPYEMOIO CrncKa
noAceTeit, 3a4aéTcsl CTPOKOIA
0o 31 cumona.
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5.2.2 PaspewuTb (permit) nnu 3anpetutb
(deny) cnnckn npedukcos.

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpa Knoun

esr(config-pl)# permit { <ADDR/ <ADDR/LEN> — IP-agpec u
LEN> | object-group <OBJ-GRP- Macka nofcetu, 3afaeTcs B
NETNAME>} [{eq <LEN> | le BUjE:
<LEN> | ge <LEN 1> [le <LEN 2>] } ]
+ AAA.BBB.CCC.DDD/EE -
IP-appec noacetu ¢
mMackoii B chopme
npedwmkca, rae AAA-
DDD npuHumatot
3HayeHus [0..255] n
EE npvHumaeT 3HaueHus
[1..32];
<IPV6-ADDR/LEN> - IPv6-
agpec 1 macka noaceTy,
3apaéTtcAa B BMAe:

* XIXIXXEX/EE, roe
Kaxgasa yactb X
NPUHUMAET 3Ha4YeHUs B
LecTHaauaTepnyHoMm
chopmare [0..FFFF] u EE
NPUHUMAET 3HaYeHNs
[1..128];

<OBJ-GRP-NETNAME> - nms
npocouns IP -agpecos,
3agaétca cTpokoit ao 31
cumBonax;

<LEN>, <LEN 1>, <LEN 2> -
J/IMHA NpedmKca, NpuHUMaeT
3HaueHus [1..32] B IP-cnnckax
npedpukcos ans IPv4 un [1..128]
onsa IPv6;

eq — Npu ykasaHu1 KomaHzbl
ONMHa npednkca AomMKHa
COOTBETCTBOBATH YKa3aHHOM;

le — npu ykazaHum KomaHgbl
ONuvHa npedmkca fomKHa 6bITh
MeHbLUEe 60
COOTBETCTBOBATb YKa3aHHOIA;

ge — npu yKasaHun KoMaHgbl
ANVHa npedomkca fosmkHa 6bITb
60/1bLUE IMB60 COOTBETCTBOBATH
yKasaHHOiA;
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[o6asuTtb BGP-npouecc B cucremy u
OCYLLECTBUTb NEPEXOL, B PEXUM

HacTpoiikn napameTpoB BGP-npouecca.

YcTaHOBUTb MAEHTUMKATOP
MapLipyTusartopa.

YctaHoBUTb naeHTudrkaTop Route-
Reflector knactepa, koTopomy
npuHagnexut BGP-npouecc
MapLipyTusatopa (npw
HeobXxoanMocCTw).

ESR-Series. PyKoBOACTBO MO aKcniyaraunm

KomaHpa

esr(config-pl)# deny {<ADDR/LEN>
| object-group <OBJ-GRP-
NETNAME>} [{eq <LEN> | le
<LEN> | ge <LEN 1> [le <LEN 2>] } ]

esr(config-ipv6-pl)# permit

{ <IPV6-ADDR/LEN> | object-group
<OBJ-GRP-NETNAME>} [{ eq
<LEN> | le <LEN> | ge <LEN 1> [ le
<LEN 2>]}]

esr(config-ipv6-pl)# deny {<IPV6-
ADDR/LEN> | object-group <OBJ-

GRP-NETNAME> } [{ eq <LEN> | le
<LEN> | ge <LEN 1> [le <LEN 2>]}]

esr(config)# router bgp <AS>

esr(config-bgp)# router-id { <ID> |
<IF>| <TUN>}

esr(config-bgp)# cluster-id <ID>

Knoun

ge <LEN 1> le <LEN 2> - npu
yKasaHu1 KomaHabl onHa
npedmkca Ao/mKHa 6bITb
6onbLe nMbo COOTBETCTBOBATL
<LEN>, HO MeHbLLE nn

paBHa <LEN1>,

* Mpun ncnonb3oBaHnn
douneTpaumn no object-group
X Heo6XoAMMO Co34aTb
3apaHee.

<AS> — HOMEp aBTOHOMHOIA
CMCTEeMbI MpoLecca, NpUHUMaeT
3HaueHus [1..4294967295).

<ID> - ngeHTudmkarop
MapLupyTusaTopa, 3a4aétcs B
Buae AAA.BBB.CCC.DDD, rge
Kaxkaas 4yacTb NpuHUMaeT
3HayeHus [0..255].

<IF> — nHTepdelic, 3agaétca B
BUAe, onncaHHoM B pasgene Tn
Mbl U NOPSLOK UMEHOBaHUSA
NHTepdencos
MapLupyTm3aTopa.

<TUN> = um4a TyHHensA
YCTPOWCTBa, 3afaéTc