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PykoBoacTtso no akcnnayatauum WEP-30L, WEP-30L-Z

1 BBeneHue

1.1 AHHOTauus

CoBpeMEHHbIE TEHAEHLMN Pa3BUTUS CBA3M AVKTYHOT oneparopam Heo6xoAMMOCTb Noucka Hambonee
ONTVYMasIbHbIX TEXHOMOTUIA, NO3BONSAIOLLMX YAOBNETBOPUTL CTPEMUTE/NBHO BO3pacTatoLLme NnoTpebHOCTH
abOHEHTOB, COXPaHssi NPU 3TOM NPEEMCTBEHHOCTb GU3HEC-NPOLIECCOB, TMOKOCTL Pa3BUTHSA U COKPALLEHME
3aTpart Ha nNpefocTaB/ieHre pas/INyHbIX CEPBUCOB. BecnpoBoAHbIE TEXHOMOMMK BCe 60/bLUE HAGUparoT
060pOThbI, U K JAHHOMY MOMEHTY OHM 3a KOPOTKOE BPEMSI MPOLL/IN OTPOMHbIV MyTh OT HECTAOUIbHBIX
HWU3KOCKOPOCTHbIX CETe CBS3M Masioro paguyca o ceteii LM/, conocTaByMbIX MO CKOPOCTW C MPOBOAHBIMU
CETSIMU 1 061a4a0LLMX BbICOKUMY KPUTEPUSIMU K KAYECTBY NPEAOCTaBEHNS YCAYT.

OcHoBHoe npegHasHavyeHne WEP-30L n WEP-30L-Z — ycTaHOBKa BHYTPW 34aHUi1 B Ka4ecTBe TOYeK AoCTyna K
pas/IMyHbIM pecypcam ¢ co3gaHnem 6ecLLIOBHOM 6eCrnpoBOAHON CETU U3 HECKONbKNX NOEHTUYHBLIX TOYEK
poctyna («PoyMUHI»), ecniv TeppUTOpUS NOKPbITUSE AOCTATOYHO BE/IMKA.

B HacToslLLeM pyKOBOACTBE MO 3KCM/iyaTaummn N3/I0KeHbl Ha3HauYeHNE, OCHOBHbIE TEXHUYECKME
XapaKTepUCTUKKN, KOHCTPYKTUBHOE UCMOJTHEHME, NpaBuia 6e30MacHoii aKkcnlyaTauuy yCTPoiCTBa, a Takke
pekoMeHAaLuUM No ero ycTaHOBKE U HACTPOIKe.

1.2 YcnoBHble 0603HaYeHUs

MNpumeuaHus n npegynpexaeHus

© nMpumedaHus cogepxart BaxkHYH UHIIOPMALMIO, COBETbI UM PEKOMEHAALM MO UCMOMb30BAHMIO 1
HaCTpoiike yCTPOWCTBA.

© nNpepynpexaeHns MHDOPMUPYIOT MO/L30BATENS O CUTyaLIMSX, KOTOPbIE MOTYT HAHECTN Bpe[
YCTPOWCTBY W/ Yes0BEKY, MPUBECTU K HEKOPPEKTHOM paboTe yCTpoincTBa Uav notepe faHHbIX.
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2 OnucaHne nsgenuvs

2.1 Ha3HaueHue

[na BO3MOXHOCTW NpefocTas/ieHns AoCTyna nosib3oBartesieil K BbICOKOCKOPOCTHON 1 6e3onacHol cetn
paspaboTaHbl 6ecnpoBogHble Toukn goctyna WEP-30L n WEP-30L-Z.

OCHOBHbIM Ha3Ha4YeHNeM YCTPONCTB AB/SAETCA co3faHe 6ecnpoBOAHON CeTU nepesayn AaHHbIX L2-ypoBHA Ha
CTbIKe ¢ npoBoaHoii ceTbto. WEP-30L n WEP-30L-Z nogxntoyaroTcs K NpOBOAHONM CETU vepes
10/100/1000/2500M Ethernet-nHtepdpeiic 1 ¢ NOMOLLbIO pagnonHTepdecoB co3faoT 6ecnpoBOAHOM
BbICOKOCKOPOCTHOW A0CTYN 419 YCTPOWUCTB, nogaepxmsatomx texHonorno Wi-Fi B gnanasore 2.4 n 51w,

YcTpoiicTBa cogepxart 2 paguonHtepderica ansa opraHnsaumm AyxX nsnyecknx 6ecnpoBoiHbIX CETEN.

WEP-30L-Z nmeet BcTpoeHHsbIli IoT Hub, coBmecTumblili ¢ Z-Wave ycTpoictBamu npoussogcTtsa Eltex, ans
B3aMMOAENCTBUSA C AaTyuvkaMu 1 YCTPOCTBamMmn akocuctemsl 10T u ynpasneHns nmm yepes nnarcopmy Eltex
Smart Cloud (Eltex SC).

WEP-30L n WEP-30L-Z noagaepxvBatoT COBpeMEHHble TpeboBaHUA K Ka4ecTBY CEPBMCOB M NO3BONSET
nepefasarb Hanbosiee BaxHbIn Tpauk B 60/1ee NPUOPUTETHBIX O4epeasix N0 CPaBHEHWUIO C 0ObIYHbLIM.
Mpuoputnsauma obecneunsaeTtcsl creayowmmm TexHonoruamm QoS: CoS (cneumanbHble MeTku B none VLAN-
naketa) n ToS (meTku B nosne IP-naketa). Moaaepxka qyHKUMOHaNa LenuHra Tpadguka Ha kaxaom VAP
No3BONSAET B NOJSIHOW Mepe ynpas/inaTb AOCTYNOM, KA4ECTBOM CEPBUCOB M OrpaHUYEHUAMN Kak A/151 BCeX
abOHEHTOB, TaK 1 A1 KaXA0ro B YaCTHOCTW.

YCTpOIACTBO OPMEHTMPOBAHO Ha YCTAHOBKY B Ohuchl (roCyiapCTBEHHbIE YUPEXAEHUS, KOH(PEPEHL-3au1bl,
nabopartopuu, FoCTUHNLbI 1 Ap.). BO3MOXHOCTb CO3/jaHMsi BUPTYasTbHbIX TOYEK AOCTYNa C pas/IMyHbIMU TNaMm
LWwndopoBaHus no3sosnset ycraHasnmsatbe WEP-30L n WEP-30L-Z B opraHusauusix, rae Tpebyercs
pasrpaHuyeHune npas AoCcTyna Mexay 06blYHbIMW NOSb30BaTENSAMU U BblAE/IEeHHbIMU FpynnamMu
nonb3oBaTenei.

2.2 XapakTepuCTUKM YCTPOCTBa
Nnmepabelicbi:

+ 1 nopt 10/100/1000/2500BASE-T (RJ-45) ¢ noaaepxkoii PoE;

* WIi-Fi 2.4 Ty IEEE 802.11b/g/n/ax;

« Wi-Fi 5Ty IEEE 802.11a/n/ac/ax;

* VHTepdelic Z-Wave — paguonHTepdeiic Ans ynpasneHus akocuctemoli loT!.

DyHKYyUU:
BosmoxHocmu WLAN:

* nopgaepxka ctaHaaptos IEEE 802.11a/b/g/n/ac/ax;

* noaJepxka ctaHaapTos poymuHra IEEE 802.11r/k/v?;

« arperauusi aaHHbIx, Bknovas A-MPDU (Tx/Rx) n A-MSDU (Rx);
* NPUOPUTETLI 1 N1IaHMPOBaHME NakeToB Ha ocHoBe WMM,;

* AMHaMuueckuii BbiI6op yactoTkl (DFS);

* nogaepxka ckpbitoro SSID;

* 14 BUpTYyaNnbHbIX TOYEK AOCTYNE,;

+ 0BHapyXeHne CTOPOHHMX TOYEK [OCTYNa;

* CneKkTpoaHanusarop;

+ nopaepxka APSD.

Cemesbie (hyHKYUU:

* aBTOMAaTMYECKOE COr/lacoBaHNe CKOPOCTK, yN/IEKCHOMO PEXUMa 1 NEePEKIIUEHNS MEXAY PeXumamMmm
MDI n MDI-X;
+ nopaepxka VLAN (Access, Trunk, General);
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* DHCP-knueHT;

* nogpepxka GRE;

* nepegaya aboOHEHTCKOro Tpadmka BHe TyHHene;
+ nogpepxka ACL,;

* nogaepxka NTP;

* nogaepxka Syslog;

* nopaepxka IPv6.

®dyHkyuu QoS:

* NpPUYOpUTET 1 NNaHMPOBaHNE NAKeTOB HA OCHOBE Npodunnel;
* OrpaHu4YeHue NpPonyckHoOW cnocobHocTM ansa kaxaoro SSID.

be3onacHocmb:

* UeHTpasim3oBaHHas aBTopusauust yepe3 RADIUS-cepeep (802.1X WPA/WPA2/WPA3 Enterprise);
* wudposaHne WPA/WPA2/WPA3/0OWE;
+ nopaepxka Captive Portal.

Tonbko ana WEP-30L-Z.

2MonHoLeHHas noaaepxka PyHKLMOHaA MAaHNPYETCS B CEYIOLWMX BEPCUSIX.

Ha pucyHke 1 npuBegeHa cxema npumeHeHus obopygosanma WEP-30L/WEP-30L-Z.

APM /

@ > ;l/j. onepatopa r Linio3

Mg

-
WEP-30L/
WEP-30L-Z

~

=" WEP-30L/
WEP-30L-Z

Cej
DHCP, RADIUS

PucyHok 1 — ®yHKLMOHaIbHaA cxema ucnosns3osaHusa WEP-30L/WEP-30L-Z
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2.3 TexHuyeckue napameTpbl yCTPOCTBa

Tabnmua 1 — OCHOBHbIE TEXHMYECKUEe napameTpbl

MapameTtpbl WAN-uHTeppelica Ethernet

KonmuecTtBo nopToB
DneKTpuYeckunii pasbem
CkopocTb nepegayn

MNopaepxka ctaH4apToB

MapameTpbl 6ecnpoBogHOro UHTepdeiica

CraHgapTsl
YacToTHbI gnanasoH
Mogynauua

Paboune kaHasbl

CKopocCTb nepefayun AaHHbIX

MakcumasibHOe KOM4ecTBo
OHOBPEMEHHbIX CECCUiA

MakcrMMasibHas MOLHOCTb nepegarynka
KoathpuumneHT ycuneHnsa BCTPOEHHbIX
aHTEHH

YyBCTBUTE/IbHOCTL NpUEeMHUKa

Be3onacHocTb

1

RJ-45

10/100/1000/2500 M6uT/c, aBTOONpPEAENEHNE
BASE-T

802.11a/b/g/n/ac/ax
2400-2483.5 MI'y; 5150-5350 MI'y, 5470-5850 MI'y,
BPSK, QPSK, 16QAM, 64QAM, 256QAM, 1024QAM

802.11b/g/n/ax: 1-13 (2402-2482 MI'u)
802.11a/n/ac/ax:

- 36-64 (5170-5330 MrL)
- 100-144 (5490-5730 My
- 149-165 (5735-5835 Mry

2.4T1Tuy, 802.11ax: 574 Méut/c
51Ty, 802.11ax: 1201 Méut/c

IMu: o -95 abm
ly: 8o -95 abm

LieHTpasiM3oBaHHas aBTopusaums yepes RADIUS-cepsep (802.1X WPA/
WPA2/WPA3 Enterprise)

wndpposaHve faHHbIXx WPA/WPA2/WPA3/OWE

nopnepxka Captive Portal

PagnouHTtepdpeiic ¢ nogaepxkoii OFDMA n MU-MIMO 2x2

loT Hub (Tonbko ana WEP-30L-Z)

YacTtoTa curHana Z-Wave mogyns

YnpaBsneHune
YpaneHHoe ynpasneHue
OrpaHunyeHve goctyna
O6wue napameTpbl

Flash-namsaTtb

869 Mry

web-nHTepdeiic, Telnet, SSH, CLI, SNMP, NETCONF

no naposnto, ayteHtudukaumnsa yepes RADIUS-cepsep

128 MB SPI-NAND Flash



RAM

MutaHne

MoTpebnsemast MOLLLHOCTb
Pabounin gnanasoH Temneparyp

OTHOCUTENbHAs BNXHOCTb Npu
Temneparype 25 °C

lFabapuTbl (arameTp x BbicoTa)
Macca

Cpok cnyx6bl

PykoBoacTtso no akcnnayatauum WEP-30L, WEP-30L-Z

256 Mb DDR3 RAM

PoE 48 B/56 B (IEEE 802.3af-2003)
He 6onee 12,95 Bt

oT +5 go +40 °C

0o 80 %

230 x 56 Mmm
0,5 kr

He meHee 15 net



2.4 [OuarpamMmbl HanpasneHHOCTU

PykoBoacTso no akcnnyatauun WEP-30L, WEP-30L-Z

Ha pucyHkax Hmxe npeacTaB/eHbl gnarpaMMbl HanpaBeHHOCTU YCTpolicTBa.

MonoxeHue npn nsmepeHnn

AZIMUTH (XY)

11 2.5GE (PoE)

240 300

255 70 ns

ELEVATION (XZ)

AnanasoH 2.4 Ty,

03 75
120 a0

150 a0

180

105

210 330

240

255

AnanasoH 51Ty,

105 75

150

165

180

195

210 Ezl)

240 bd 00
155 85
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PykoBoacTtso no akcnnayatauum WEP-30L, WEP-30L-Z

2.5 KOHCTPYKTUBHOE MCMNOJSIHEHNE

Yctporictea WEP-30L n WEP-30L-Z BbINosiHEHbI B N1aCTUKOBOM KOpnyce.

2.5.1 OcHoBHasi NaHesb yCTpolicTBa

BHeLLHWiA B OCHOBHOI NaHENN yCTPOCTBA NPUBEAEH HA PUCYHKE 2.

2{5GE (Po) =

T 244sé- I
[=1]
L] 17 =]

|
A

{ —
] ——

2 3 4

PucyHok 2 — BHeluHuin BuA, ocHoBHon naHenn WEP-30L n WEP-30L-Z

Ha ocHoBHoW naHenu yctpoiictes WEP-30L n WEP-30L-Z pacnonoxeHbl cieayoume CBETOBbIE UHAMKATOPSI,
pas3beMbl 1 OpraHbl ynpaeneHus (tabnuua 2).

Tabnuua 2 — OnncaHne MHAMKATOPOB, MOPTOB 1 OPraHoOB YNpaB/eHus

AnemMeHT naHenu

OnucaxHue
1 LAN CseToBasi MHAMKaUMsi cocTosHuA nopTa 2.5GE (PoE)
2 2.5GE (PoE) Mopt 2.5GE ans nogkntoyeHus Ethernet-kabens u nogaun nutaHmna PoE+
3 F KHonka cbpoca K 3aBOACKMM HacTpoikam
4

Wi-Fi MHAavKaTopbl akTMBHOCTM COOTBETCTBYOLMX Moaynein Wi-Fi

11



PykoBoacTso no akcnnyatauun WEP-30L, WEP-30L-Z

2.5.2 BepxHsasa naHenb yCTpoicTBa

BHelwHWin BUA, BepxHeli naHeny ycTponcTea npuBefeH Ha puUcyHke 3.

1

PucyHok 3 — BHewwHwuin Bua, BepxHei naHenn WEP-30L n WEP-30L-Z

Ta6nuua 3 — OnucaHve MHAYKATOPOB BEPXHEN NaHenu

AneMeHT naHenun OnucaHue

1 Power MHpukaTtop ctatyca paboTbl yCTpoiicTBa

12



PykoBozcTBo no akcnayartaunn WEP-30L, WEP-30L-Z

2.6 CpetoBas nHgukauus

Tekyllee coCcTosiHMe ycTpoicTBa oTobpaxaetca npu nomowum niamkatopos Wi-Fi, LAN, Power. NepeyeHb
COCTOSIHUIA MHAMKATOPOB NpuBeAeH B Tabnuue 4.

Tabnuua 4 — CeToBasi UHAUKALMSA COCTOSIHUA YCTPOCTBA

NHpukaTtop CocTosiHne nHgmkaropa CocTosiHMe ycTpoicTBa
Wi-Fi 3eneHblii, ropuT NOCTOSHHO Cetb Wi-Fi akTuBHa
3eneHblit, muraet lNpouecc nepegayn faHHbIX NO
6ecnpoBoAHON ceTn
LAN lopwuT 3eneHblii ceeTogmog (10, 100 MéuT/c), roput YCTaHOB/MEHO COEMHEHNE C
opaHxeBblin ceeToamog (1000, 2500 M6éuT/c) NOAKNIOYEHHbIM CETEBLIM YCTPOCTBOM
3eneHblii, Muraet Mpouecc nakeTHOW nepegayn faHHbIX MO

LAN-uHTepdoeiicy

Power 3eneHsblli, FopuUT NOCTOAHHO BktoueHo nuTaHvne yCcTponcTBa,
HOopMaUsibHas paboTa

OpaH)XeBblii, FTOPUT NOCTOSIHHO YCTPOICTBO 3arpyXeHo, HO He Noy4YeH
IP-appec no DHCP

KpacHbliA, rOpUT NOCTOSIHHO 3arpyska ycTpoiicTea

2.7 C6poc K 3aBOACKMM HacTpoiikam

[nsa cépoca K 3aBOACKMM HacTpoikam HEOBX0AMMO B 3arpy)XEHHOM COCTOSIHUWN YCTPONCTBA HaXKaTb U
yaepxmBaTtb KHOMNKy «F» B TeyeHne 10—15 cekyHg, noka nHamkatop «Power» He Ha4yHeT muraTb. MpounsoigeT
aBTOMaTnyeckas nepesarpyska yctpoicTtsa. Mpu 3aBOACKMX ycTaHOBKax 6yaeT 3anyuieH DHCP-knveHT. B
cny4ae, ecnv agpec He 6yaeT nony4veH no DHCP, To y ycTpoiicTBa 6yaeT 3aBogckoli IP-agpec — 192.168.1.10,
Macka nogcetn — 255.255.255.0.

2.8 KomnnekT nocTaBKu
B KkomMnekT nocTtaBku BXOOAT:

+ obopyposBaHue paguogoctyna WEP-30L/WEP-30L-Z;

* KOMMJIEKT Kpenexa,

* PYKOBOACTBO M0 3kcnayatauum Ha CD-aucke (OnuyoHasnbHo);
* cepTudpmkart cCooTBETCTBUS,

* namsTka o JOoKyMeHTauuu;

* nacnopr.

13



PykoBoacTtso no akcnnayatauum WEP-30L, WEP-30L-Z

3 lMpaBuna n pekoMmeHaaLmm no ycTaHoBKe yCTpPoncTBa

B gaHHOM pasgene onucaHbl MHCTPYKLUM N0 TEXHUKE 6e30MacHOCTU, PEKOMEHAALMI N0 YCTaHOBKE, Mpoueaypa
YCTaHOBKM 1 NOPSAA0K BKOYEHMS YCTPOACTBA.

3.1 VIHCTpYKUUM NO TeXHUKe 6€30MacHOCTK

1. He yctaHaBnmBalite yCTPOMNCTBO PALAOM C UCTOYHMKAMK TeMn1a U B MOMELLEHUSX C TEMMepaTypoi Huxe
5 °C wnn Bbiwe 40 °C.

2. He vcnonb3yiiTe yCTPONCTBO B NOMELLLEHMAX C BbICOKOM BNaXXKHOCTLIO. He nogsepraiite yCTPOMCTBO
BO34ENCTBUIO AbIMa, NbISIW, BOAbI, MEXQHWYECKMX KONebaHuii v yaapos.

3. He BckpbiBaiiTe Kopnyc ycTpoicTea. BHYTpM yCTPOICTBa HET 3/1EMEHTOB, NpeAHa3HauYeHHbIX A1
06CNyXNBaHUA NONb30BaTENEM.

© Bo unsbexaHune neperpesa KOMMNOHEHTOB YCTPOWCTBA 1 HAPYLLIEHUS €r0 paboThbl 3arnpeLLaeTcs
3aKpbiBaTb BEHTUNALMOHHbIE OTBEPCTUA MOCTOPOHHUMY NpeAMeTaMu 1 pasmMeLLatb npegmMeThbl Ha
NOBEPXHOCTN 060pyA0BaHMS.

3.2 PekomeHpaumun no yctaHoBke

1. PekomeHAyemoe ycTaHaB/IMBaeMoe MonoXeHne: ropu3oHTasIbHOe, Ha NOTOJIKe.

2. Mepep ycTaHOBKOM 1 BK/IIOYEHMEM YCTPOICTBA HEOOXOAMMO NPOBEPUTL €r0 Ha HaNInYnMe BUAUMbIX
MexXaHU4ecKnx noBpexaeHuii. B cnyyae o6HapyXeHnsi NoBpeXaeHnin cneayet npekpaTtuTb YCTaHOBKY
YCTPOWCTBA, COCTaB/Tb COOTBETCTBYHOLLMIA aKT N 06PaTUTLCH K MOCTaBLLUKY.

3. Ecnu ycTpoicTBO AnnTenbHOE BPEMSA HaxX04unoCh Npy HU3KON Temnepartype, nepes Had4anom paboTsbl
cnepyeT BblepXaTb ero B Te4eHne AByX YacoB Npy KOMHaTHOM TeMmnepartype. Nocne ganTensHoro
npebbiBaHNA YCTPONCTBA B YC/I0BUSIX NOBbILLIEHHON BNIAXHOCTU Nepes BKIIYEHEM BblepXaTb B
HOPMaJIbHbIX YC/IOBUAX HE MeHee 12 yacos.

4. Tpwn pa3meLleHnmn ycTpoiicTa ansa obecrneveHuns 30Hbl NokpbITua cetn Wi-Fi ¢ Hannyywmnmm
XapakTepucTMkamy yunTblBainTe cregyrolime npasunia:

* YcTaHaBnmBaiTe YCTPOWCTBO B LIEHTpPe 6eCnpoBOAHONM CET.

* MuHUMU3MpYiiTe yncno nperpag, (CTeHbl, NOTONKK, MeGENb 1 ApP.) MEXAY TOUKOIN AoCcTyna u
Apyrummn 6ecnpoBOAHbIMU CETEBLIMU YCTPOUCTBAMU.

*+ He ycTaHaBnvBaiite yCTpoiicTBO B6NM3M (NOpsigka 2 M) a/1IeKTPUYECKUX U PaanoyCTPOIACTB.

* He pekomeHpayeTcs ucnonb3oBaTb paguoTenedoHsl 1 gpyroe obopyaosaHue, paboTtatollee Ha
yactoTe 2.4 'y nnn 5Ty, B pagnyce geinctemsa 6ecnposogHoii cetn Wi-Fi.

+ [penAaATcTBuA B BUAE CTEKNSAHHbIX/METAIINYECKUX KOHCTPYKLUNIA, KUPNUYHBIX/GETOHHBIX CTEH, a
TaKke eMKOCTM C BOAOW 1 3epKasia MOryT 3Ha4YMTelbHO YMeHbLUNTb paguyc gericteua Wi-Fi ceTtn.
He pekomeHayeTcs pa3meLlleHne co BHYTPEHHe CTOPOHbI (asibLUMNOTOMKE, TakK Kak
MeTa/ININYecKnii Kapkac Bbl3blBaeT MHOIO/Tly4eBOE pacnpocTpaHeHne curHana u ero 3aryxaHue
NPy NPOXOXAEHUN Yepe3 peLleTKy kapkaca hasibLUNoTosIKa.

5. TMpu pa3meLleHnn HeCKObKNX TOYEK pagmnyc COTbl AO/KEH NepecekaTbCs C coceHel COTON Ha ypoBHe
0T -65 fo -70 gbm. [lonyckaeTca yMeHbLUeHNe YPOBHSA curHana fo -75 obm Ha rpaHuLax coT, ecfiv He
npegnonaraeTcs ucnosb3osaHne VolP, N0TOKOBOro BMAeOBELLaHNS U APYroro YyBCTBUTE/IbHOIO K
noTepsim Tpadinka B 6ecnpoBOAHON CETU.
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3.3 PacueT Heo6xoAMMOro 4ncnia Touek goctyna

Mpw BbIGOpE KONMYecTBa HEOOXOAMMbIX TOUEK A0CTYyNa A1 NOKPbITUA NOMELLEeHNss He06X0ANMO NPOU3BECTU
OUEHKY TpebyemMoii 30Hbl oxBaTa. 151 60n1ee TOYHOM OLEHKM Heo6X0AMMO NPOU3BECTM paguonccnesoBaHme
nomeLLeHuns. MpubnuanTenbHbIR pagnyc oxeara yBepeHHoro npunema todek goctyna WEP-30L n WEP-30L-Z
NpyY MOHTaXe Ha NOTOJIKE B TUNOBbLIX OPUCHLIX NnoMeLeHnax: 2.4 Iy, — 40-50 m, 5Ty — 20-30 m. MNpnu
NO/THOM OTCYTCTBUM NPensaTcTBuin pagunyc oxeata: 2.4 'y — o 100 m, 5Ty, — o 60 m.

B tabnvue 5 npuBeneHbl NpubM3nTeNbHble 3HaYEHUS 3aTyXaHus.

Tabnmua 5 — 3HayeHus 3artyxaHus

Martepuan N3meHeHNne ypoOBHA curHana, gb
24TTy 51Ty
OprcTekno -0,3 -0,9
Kupnnu -4,5 -14,6
Crekno -0,5 -1,7
'mncokapToH -0,5 -0,8
Jilely 1,6 1,9
PaHepa -1,9 -1,8
LLITykaTypka C MeTa/1/IN4eCKON CETKOW -14,8 -13,2
LLinako6n0ok -7 -11
MeTannnueckan pewleTka (suelika 13x6 M, -21 -13

MeTan1 2 Mm)

3.4 BblGOp KaHaOB COCEACTBYHOLLMX TOUEK

Bo n3bexaHne MexkaHasIbHOl MHTEPEPEHLIMI MEX 1Y COCECTBYIOLLMMM TOYKAMU A0CTyNa PEKOMEHAYETCS
YCTaHOBUTb HEMEPEKPbIBAIOLLMECS KaHasbl.

KaHanbi

2.402 Ty I‘i 22 MIy, H 2.483 Ty,

PucyHok 4 — O6las gyarpamma nepekpbITs YacTOTHbLIX KaHanoB B 2.4 T,
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PyKkoBOACTBO Mo akcnayatauum WEP-30L, WEP-30L-Z

Mpumep cxeMbl pacnpegeneHnsa KaHanoB Mexay cocefHMU ToukaMu B avanasoHe 2.4 Ty npu wuprHe
kaHana B 20 MI'y, npmBefEeH Ha pUCYHKe 5.

PucyHok 5 — Cxema pacrnpefesieHusi KaHasIoB MexXay cocefHMMM ToukamMu AoCcTyna B guanasoHe 2.4 'y npu
LMpuHe kaHauia B 20 MI'y,

AHa/I0TMYHO PEKOMEHYETCA COXPaHSATh AaHHbIVi MexaHU3M pacrnpeaesieHnsi KaHasloB Npy PacrosioKEeHUN
TOUEK MeXAay aTaxamu (PUCYHOK 6).

GE»
~ S =
D,

A

C 1 = A
PucyHok 6 — CxemMa pacnpefeneHns KaHa/oB Mexay COCeAHUMMN TOUKaMU JOCTyna, PacrofIOKEHHbIMU MeXay
aTaxkamu

Mpwn ncnonb3oBaHUK WMPKHBI KaHana 40 My, B agnanasoHe 2.4 ['TL, HeT HenepeKpbIBalLMXCA KaHasoB. B
Takux criyqasx CTOUT BblGUpaTb MakCUMaJIbHO OTAa/IEHHbIE APYr OT Apyra KaHaslbl.

5170 5330 5490 Weather 5730 5735 H835
MHz MHz MHz Radar MHz MHz MHz
1 | | I I |
EEEChannel # 182 3308y S28-CS3I88S8FF 23658
| I I

.'Z{]I"LIIHZIH\JU\)‘WVV\J‘!I VVVVVVVVVVVY SVVV VY
somiz VN LV VYV VY
80MHz:J \/ \ J \ \ \ J

160 mHz [N T
Examples of [T L\
non-contiguous
VHTB0+80 MHz 0\ [T

setup

PucyHok 7 — KaHaubl, ucnonb3yemble B gnanasoHe 5 'y npu wupuHe kaHana 20, 40, 80 MIy,
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4 YcTaHOBKa yCTpoOMcTBa

YCTPOICTBO MOXET ObITb YCTAHOB/IEHO HA M/IOCKOI NOBEPXHOCTM (CTEHA, NOTO0K) NpU cobBN0AEHUN
WHCTPYKLMIA NO TEXHUKE 6E30MaCHOCTU U PeKOMEHAALMN, NPUBEAEHHbIX BbILLE.
B KOMNNIEKT NOCTaBKM BXOAUT KPENEX A/15 YCTAHOBKM YCTPOICTBA Ha M/I0CKYH NOBEPXHOCTb.

4.1 TopAafoK KpenseHnsa Ha CTeHY

1. 3akpenuTte NIacTUKOBbIV KPOHLITENH (BXOAUT B KOMM/IEKT NOCTaBKM) HA CTEHE:

MNacTHKOBLIA KPOHLLTEAH

WEP-30L

PucyHok 8 — KpenneHue KpoHLUTeliHa Ha CTeHe

a. MpumMep pacnofoXeHns NIacTMKOBOTO KPOHLUTEMHA NoKa3aH Ha pUcyHke 8.

6. Mpu yCcTaHOBKE KPOHLLTEHA HY)XHO NPOMyCTUTb NPOBOAA B COOTBETCTBYIOLLME Nasbl HA
KPOHLLTENHE, PUCYHOK 8.

B. COBMeCTuUTe OTBEPCTMA 4J/19 BUHTOB Ha KpOHUJTef/'IHe C TakKnMu xe OTBepCTUAMUN Ha NMOBEPXHOCTW.
C NoMOLLbI0 OTBEPTKM NPUKpennTe KpOHUJTef/'IH BMHTaAMW K MOBEPXHOCTW.

1. YcTaHOBWTE YCTPOICTBO.

a. MoakniounTe Kabenm K COOTBETCTBYIOLLMM pa3bemam ycTpolicTea. OnncaHme pasbemMoB
npvBeaeHo B pasaene KoHCTPYKTYBHOE VCTO/THEHVE.

6. COBMECTUTE YCTPOICTBO C KPOHLITENHOM U 3aMKCUPYIATE NOSTOXEHWNE, NOTAHYB Ero BHI3.
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4.2 TopAagok kpensieHna Ha oanbLlUnoToNokK

© He pekomeHayeTcsi pasMellieHne C BHYTPEeHHel CTOPOHbI (PasibLUINOTO/IKA, TaK Kak METasI/INYeckuit

Kapkac Bbl3blBaeT MHOI0/ly4eBOE PacnpOCTPaHEHME CUTHasIa U ero 3aTyxaHue npu NPoXoXAeHUM
uepes peLLEeTKY Kapkaca habLUNoTo KA.

T — MeTa/INIMYECKNA KPOHLUTENH; 2 — naHeslb APMCTPOHT; 3 — MN1aCTUKOBbIN KPOHLUTENH; 4 — BUHTbI; 5 —

YCTPOWCTBO.

PucyHok 9 — MoHTax ycTpoincTea Ha hasibLunoTon0K

1. 3akpenute MeTasl/IMYyeckuii U NNacTUKOBbIA KPOHLLTEHbI HA NoTosKe (PUCYHOK 9):

a. CoeiHNTE NNACTMKOBbIV KPOHLLTENH (3) Ha (asbLUNOTOMKE C META/I/IMYECKUM KPOHLLTEiHOM (1) B
ciefyoWweM nopsiake: MET/IIMYECKUIA KDOHLUITENH -> naHeib APMCTPOHT -> N1ACTUKOBBI
KPOHLLTEH.

6. B naHenn ApMCTPOHT NpopexsTe 0TBEPCTVE Pa3MepoM C OTBEPCTUE META/I/INYECKOTO
KpOHLLUTeHa. Yepes JaHHOe OTBEPCTME 3aBOASATCA NPOBOAA.

B. COBMeCTUTE OTBEPCTMS HA META/I/IMYECKOM KPOHLUTEHE, NaHesIn APMCTPOHT 1 N/1acTUKOBOM
KpoHLWTEliHe. [lanee COBMeCTUTe OTBEPCTUS AJ/18 BUHTOB Ha M/1acTMKOBOM KPOHLUTENHE C TaKuMK xe
OTBEPCTUAMW HA META/I/IMYECKOM KPOHLUTEiHE. C MOMOLLbI0 OTBEPTKM COEANHUTE KPOHLUTENHbI
BUHTaMMW.

1. YcTaHoBWUTE YCTPOICTBO:

a. MoaknounTe Kabenu K COOTBETCTBYIOLLMM pasbemam ycTpoiicTBa. OnvcaHve pa3beMoB
npvBeAeHo B pazaene KOHCTPYKTUBHOE VCTNONHEHNE.

6. CoBMeCTUTE YCTPOIMCTBO C NAACTUKOBbLIM KPOHLUTENHOM M 3adOUKCUPYATE MOMOXEHNE,
noBopaynBasi yCTPOMCTBO MO YacOBOIi CTPEsIKe.

4.3 TopsiioK CHATUA YCTPOICTBA C KPOHLUTEHA

[Nsi CHATUA YCTPOIACTBA C KPOHLLTEHA:

1.

MoTAHUTE YCTPOICTBO BBEPX (PUCYHOK 8).

2. CHUMUTE YCTPOIACTBO.
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5 YnpaBneHue ycTpoicTBoM vepes web-uHtepdeic

5.1 Hauano pa6otsbl

[ns Hayana paboTbl HYXXHO MOAKYUTLCA K YyCTPoMCcTBY Nno nHTepdericy WAN yepes web-6paysep:

1. OTkpoiiTe web-6pay3ep, Hanpumep Firefox, Opera, Chrome.

2. BBegute B afipecHoli cTpoke 6pay3sepa IP-agpec ycTpoiicTsa.

© 3asopckoii IP-aapec yctpolictea: 192.168.1.10, macka nogcetut: 255.255.255.0. Mo ymonyaHuio
YCTPOWCTBO MOXET nonyuntb agpec no DHCP.

Mpwu ycnewHoM o6HapyXXeHnn yCTPoCcTBa B OKHe Bpay3epa 0Tob6pa3nTcs cTpaHuua ¢ 3anpocoM MMeHN
nonb3oBatens u napons. B kayectse npumepa B 4aHHOM PyKOBOACTBE npusefeH web-nHtepdelic
ycTporictea WEP-30L. EanHcTBeHHOE oTanyme web-untepgeincos WEP-30L n WEP-30L-Z 3akntouaeTcs B
Hannunmn Bknaakn Z-Wave, kotopas nmeetcs Tonbko y WEP-30L-Z. OnncaHvne gaHHo BKiagku byaet
npusegeHo B pasgene MeHio «Z-Wave».

WEP-30L

3. BBeauTe ums nonb3oBarens B CTPOKe «BBeAUTe NOrvH» 1 Naposib B CTPOKE «BBeaUTe Naposib».

© 3aBoackue ycTaHOBKU: NOrMH — admin, naponb — password.

4. HaxxmuTe KHOMKy «BonTn». B OkHE Gpay3epa OTKPOETCS MEHIHO MOHUTOPUHIa COCTOSIHMS YCTPOMCTBA.

eLrex

MoHHTOpUHT Radio VAP

Wi-Fi knuenTs!
CramcTuka no Tpadmiy
Cranvposanue acvpa
HypHan cobeimvi
Cetesan undopmalpma

WHehopmauma o
paauonHTEpdelicax

Wripopmauma of ycTpoiicTee »

WEP-30L

CeTeBsle HACTPOMKK BrelHue cepeucel Cucrema

Wapenue

AnnapaTHas sepcuA
3asonckoi MAC-agpec
CepyiHsIi HoMEp
Bepcua MO

PeaepeHan sepcyA MO
BepcuA sarpyaunka
CuctemHoe Bpema
BpewmAa paboTsl
3arpyzka LMY

Wenon b3yeman NamaTe

& OBHOBMTL

WEP-30L
2
68:13:E2:35:C7-10

WP52000401

17.11.2023 06:39:53
0 gn, 00:04:37

5%

4@ 100 Méaiir / 241 Maiir
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5. Mpun HEOBXOAMMOCTN MOXHO NEePEKTUNTL A3bIK 0TO6paKeHnsa nHopmauun. Ans yctpoincts WEP-30L
n WEP-30L-Z JOCTyMHbI pycckas v aHriminckas sepcun web-nHtepdeiica.

ELTEX

MoHuTopiHr Radio VAP

Wi-Fi knueHTel
CratucTika no Tpadwky
CranvpoBatue scmpa
HypHan cobsmai
CeTesan uHcbopmauua

Wrcpopmauma o
pagMokHTEpdelicax

Vikdboprauma of ycTpolicTee »

WEP-30L

CeTesele HacTpoiikn BHellHue cepeucel CucTema

WMagenue

AnnapatHan sepcua
3aeogckoi MAC-agpec
CepuitHeli HoMep
Bepcwa M0

PeaepeHan sepona N0
Bepcua sarpyaunka
CucTemtoe Bpema
Bpewma pabotl
3arpyaka LMY

Wen ONezyeman NamaTe

& O6HOBMTE

WEP-30L
w2 V4
68:13:E2:35:CT:10

WP52000401

17.11.2023 06:39:53
0 gn, 00:04:37

5%

4@ 100 Méaiir / 241 Mairr

5.2 TpumeHeHue KoHurypaumm n oTMeHa M3MeHEeHW

1. MNpumeHeHre KoHurypawmm

' [IpMMEHHTL
|_|pl/l HaXXaTn KHOMKA 3anyCKaeTcA npouecc coxpaHeHuns KOHCbI/IrypaLI,I/II/I Bo flash-namartb
yCTpoﬁCTBa N npuMeHeHne HOBbIX HaCTpPOEK. Bce HaCTp0I7IKI/I BCTYyNnakwT B CU1y oes3 nepesarpys3ku

yCTpolicTBa.

B web-nHtepdeiice WEP-30L n WEP-30L-Z peanu3oBaHa Bu3yasnibHas UHANKALUMS TEKYLLLEro COCTOAHMSA
npouecca npuMeHeHnst HacTpoek (Tabnuua 6).

Tabnuua 6 — BrsyanbHas VHAMKALMS TEKYLLLErO COCTOSIHUSA NpoLiecca NPMMEHEHMs] HacTPoeK

BHelHwWii BUpA,

2. OTMeHa U3MeHeHuM

OonucaHue cocTosiHUA

lNocne HaxkaTna Ha KHOMKY «an/IMeHI/ITb» npoucxognT npouecc nNnpuMeHeHNA n

3anvcy HacTpoek B NaMsiTb YCTPoiicTBa. O6 3TOM MHOPMUPYET 3HAUYOK Ll B
Ha3BaHUW BKMAKN U Ha KHOMKE «MPUMEHUTb.

06 i/CI'IeLIJHOM COXpaHeH 1 NPUMEHEHUN HACTPOEK MHPOPMIUPYET 3HAYOK

B Ha3BaHMN BKNaaKn.

© OrmveHa n3MeHeHwi NPON3BOANTCS TOMBKO 10 HAXKATUA Ha KHOMKY «[IPUMEHNTL». Mpn HaxkaTum Ha
KHOMKY «[pUMEHUTBL» N3MEHEHHbIE Ha CTpaHuLEe napameTpbl 6yayT 06HOBMEHbI HA TEKYyLLMEe 3HAYEHNS,
3anvcaHHble B NaMsATU yCTpoiicTga. ocne Haxatusa Ha KHOMKY «[puMeHnTbY» BO3BPAT K NpeablayLumnm
HacTpoikamM 6yaeT HEBO3MOXEH.

X OTmeHa

KHOoMKa OTMEHbI U3MEHEHNIA UMEET CrieayoLLNiA BUA;
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5.3 OcHoOBHbIe 3n1eMeHTbl web-nHTepdelica

Ha pucyHke Hmxe npeacTaB/eHbl 3/1IeMeHTbl HaBurauum web-nHtepdeliica.

ELTEX  WEP-30L-Z

MoHUTOPUHT Radio VAP Z-Wave CeTeBkle HACTpOMKM BHelHWe cepeMch Cuctema - (BLIXOD)

Wi-Fi knueHTs! HS,.'J,E“HE WEP-30L-Z
. AnnapaTHaA BEepcus 1v2
CramucTuka no Tpadgwiky
3aeogckon MAC-agpec 68:13:E2:35:D5:10
Cranvposanue sgupa
CepuitHeli Homep WP52000625
RypHan cobemui Bepcus 110
CeTesan MHopMaLmA Pezeperan sepcwa 10

Bepcua sarpyaunka
Wrchopmauma o pews sarpy

paguonHTepdeiicax CHMCTEMHOE EPEMA 19.01.2024 11:53:09
Achth_aau'Aﬂ ob }'CTpDIﬁCTEIe 3 Bpel"ﬂﬂ paﬁ{JTh 8 OH, 03:.45:17
Jarpyaka LMY 8%

Mcnonezyenman naMAT: 439 116 MboaiiT / 241 Moair

2 OBHOBMTL

OKHO nonb30oBaTebCKOro MHTepdieica pa3neneHo Ha NATb obnacTel:

1. Bknagku MeHio — Ans rpynnMpoBKM nogMeHo no kateropusim: MoHutopuHr, Radio, VAP, Z-Wave
(Tonbko y WEP-30L-Z), CeTeBble HacTpoiiku, BHelwHne cepBuchbl, Cuctema.

Bbi60p s3blka MHTepdpelica 1 KHomnka «(Bbixog)», NpegHasHauYeHHas A1 3aBepLUeHUsi ceaHca paboTbl B
web-nHTepdelice Nog gaHHbIM NONb30BaTENEM.

Bknagkn nogMeHto — AN ynpassieHns NonemM HacTpoex.

Mone HacCTpoeK yCcTponcTea — 419 NPOCMOTPA AaHHbIX Y KOHUrypaumm.

MHdopmaumnoHHoe nose, otobpaxatoulee sepcuto MO, ycTaHOBMEHHYIO Ha YCTPOICTBE.

N

arw

21



PykoBoacTtso no akcnnayatauum WEP-30L, WEP-30L-Z

5.4 MeH «MOHUTOPUHI»

B MeHI0 « MOHUTOPUHI» OTOBPAXKAETCS TEKYLLLEE COCTOSIHUE CUCTEMDI.

5.4.1 NoameHto «Wi-Fi KnneHTbI»
B nogmeHto «Wi-Fi KnueHTbI» 0TO6paxaeTcsa MHopmaLms o COCTOAHUN NoaktoveHHbIX Wi-Fi knneHToB.

NHdpopmaLmsa No NoAKAUYEHHbIM KNIMEHTAM HE OTOOpaXaeTcsl B peasibHOM BpeMeHW. 51l Toro YTo6bl
06HOBUTb UHPOPMALMIO HA CTPAHNLE, HEOBXOANMO HAXATb HA KHOMKY «O6HOBUTb.

==
"L TEX  WEP-30L
MOHUTOPHHT Radio VAP CeTesLIe HACTPOHKM BHELLIH1E CEPBUCh Cucrema -~ BbIXO[,
Wi-Fi KNHEHTbI > & OOHOBHTL
CTaTUCTUKA MO TPAUKY
Wmna Link Link Quality RSSI, SNR, TX BW, RX BW, Bpema
CraHupoBaHHe 3pupa Ne xocTa IP-agpec MAC-aapec WHTepepelic  Quality Common AEM ns TxRate RxRate My Mry pa6oTel
KypHan CogbITi ~ 1 WB-2P- 100.109.1.238 e8:28:.c1:db8ce0  wian0-vad 100 81 -48 8 HT MCS 14 CCK5_5 20 20 19:21:24
LR2 130 5.5
CeTeEan HHpopMaL MepenaHo / NPUHATO BCero, GaiiT 364 393 /31 196 MepenaHo ¢ OLMOKAMU, NakeTos 0
MHchopMaLmA o MepefaHo / NPUHATO BCEro, MAKETOB 6 764 / 292 TOBTOPLI NEPENAYM 33 NOCNEAHUI NEPHO, NakeTos 0
pafMOUHTEpDENCaX ) . .
TepenaHo / NPUHATO faHHLIX, GaiiT 336 665 / 30 720 OBLYee YUCNO NOBTOPOB NEPENAYM, NaKeToB 1586
WHaopuaLuA 06 ycTpolicTse MEpeaaHo / NPHHATO AAHHLIX, MAKETOB 5 617 /284 CKOPOCTL NEpefad / npuema, Kéutic  0/0
Moaynaunsa MepeaaHo nakeToE MpUHATO NakeToB
CCK1 0 0% 92 27%
CCK5 [ 0% 92 27%
MCso 0 0% 21 6%
MCS1 0 0% 30 9%
Mmcs2 1 0% 83 25%
MCSs3 56 1% 14 4%
MCs4 3 0% 1 0%
MCSs8 21 0% 0 0%
MCSs7 78 1% 0 0%
McCs® 23 0% 2 1%
MCs10 196 3% 1 0%
MCs11 439 8% 0 0%
Mcs12 3782 67% 0 0%
Mcs13 6837 M% 0 0%
MCs14 288 5% 0 0%

* Ne — HOMep NOAK/HOYEHHOTO YCTPOMCTBA B CMUCKE;

* VIMsi xocma — ceTeBOe Ms YCTPONCTBa;

* IP-adpec — |P-agpec NoOAKHYEHHOTO YCTPOICTBA;

* MAC-adpec — MAC-agpec noakI4YeHHOro YyCTPOCTBa;

* MlHmepgpelic — nHtepgoeinc B3anmopenctans WEP-30L ¢ noaknto4eHHbIM YCTPOIACTBOM;

* Link Quality — napameTp, KOTOpPbI/i 0TO6PaXaeT COCTOAHME NNHKA A0 K/IMEHTA, pacCUMTaHHbI Ha
OCHOBaHMKN KO/IMYeCcTBa PETPaHCMUTOB NakeToB, OTNPaBeHHbIX K/IMEHTY. MakCcMMasibHOe 3HavYeHne —
100% (BCe nepeaaHHble NakeTbl OTNPaBUINCH C NEPBO NONbITKK), MUHUMasIbHOE 3HadYeHne — 0% (Hu
OfIMH NakKeT A0 K/MeHTa He 6bl YCNeLIHO OTrnpaB/ieH). 3HaueHe napaMeTpa paccunTbiBaeTcs 3a
nocnegHue 10 c;

* Link Quality Common — napameTp, KOTOpbI/i 0TO6paXaeT COCTOAHME NINHKA A0 K/IMEHTA, pacCUUTaHHbI
Ha OCHOBaHWM KONNYeCcTBa peTPaHCMUTOB NakeToB, OTNPAaB/IEHHbIX KNEHTY. MakcumanbHoe 3HayeHne
— 100% (Bce nepefaHHble NakeTbl OTNPABUANCH C NEPBOIA NONbITKM), MUHUMa/IbHOE 3HaveHne — 0% (Hu
OfIMH NakeT A0 KNMeHTa He 6blN YCNeLHO oTnpaB/ieH). 3HaueHe napaMeTpa paccunTbiBaeTcs 3a Bce
BPEMS NOAK/TOUYEHUS KNTNEHTE,;

* RSSI/ — ypoBeHb NpvHMMaemoro curHana, abw;

+ SNR — oTHOLWEeHWe curHan/wym, ab;

+ TxRate — KaHa/nIbHaa CKOPOCTb Nepegayu, Mout/c;

* RxRate — kaHanbHaa cKOpocTb npuema, MéuT/c;
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Tx BW — nonoca nponyckaHus Ha nepegade, My,
Rx BW — nonoca nponyckaHusa Ha npueme, MI'y;
Bpems pabomsl — Bpemsa coeanHeHuns ¢ Wi-Fi kineHTom.

[ns BbiBoga 60/1ee pa3BepHYTOW MHGOPMaLMK Mo ONpeaeeHHOMY KIMEHTY BbIGEPUTE €ro B CMIUCKE.

Moapo6HOe onuncaHve BKKYAET B cebsl criefytolime napamerpsbl:

lNepedaHo/npuHsIMo Bce20, 6alim — KONMYECTBO NepefaHHbIX/NPUHATLIX Ha NOAK/IYEHHOE YCTPOCTBO
oaiT;

lNepedaHo/npuHsIMO Bce20, Nakemos — KOIMYECTBO NnepefaHHbIX/NPUHATLIX Ha NOAK/IIYEHHOe
YCTPOWCTBO NAKeTOB;

lNepedaHo/npuHsAmMo 0aHHbIX, 6alim — KONNYeCTBO NepefaHHbIX/MPUHATLIX Ha NOAK/THYEHHOe
YCTPOWMCTBO 6ailT AaHHbIX;

lNepedaHo/npuHsIMO OaHHbIX, Nakemos — KONIMYeCTBO NnepesaHHbIX/NPUHATBIX Ha NOAKNHYEHHOE
YCTPONCTBO NaKeTOB AaHHbIX;

lNepedaHo ¢ owubkamu, nakemos — KONNMYeCTBO NakeToB, NepefaHHbIX C OLWMOKaMy Ha NOAKIHUYEHHOe
YCTPOWCTBO;

lMosmopsbI nepedayu 3a rnocsaedHul nepuoo, nakemos — KOIMYeCTBO NOBTOPOB Nnepefayn Ha
NOAKNOYEHHOE YCTPONCTBO 3a nocnegHue 10 c;

O6wee 4uc/10 N0BMOPOB rnepedayu, nakemos — Kosim4ecTso NOBTOPOB Nepesayn Ha NoAKM0YEHHOe
YCTPOMCTBO 3a BCe BPEMS NOAK/THOYEHNS;

Ckopocmb rnepedadu/npuema, Kbum/c — akTyasibHas CKOPOCTb nepefayn Tpaduka B HacTOALWNIA
MOMEHT BPEMEHW.
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5.4.2 TMoameHto «CTatnUCTuKa no Tpaduky»

B nogmeHio «CTaTucTUKa No TpacdhmKy» oTo6paxaroTcs rpadimkm CKOpPOCTW NepeaaHHoro/noy4eHHoro
Tpadhuka 3a nocnegHne 3 MUHyTbI, @ TaKKe CTaTUCTMKA O KONMYecTBe nepeaaHHOro/nonyyeHHoro Tpadgmka ¢

MOMEHTa BK/TIOYEHUA TOYKM AO0CTYyna.

Mpadmk LAN Tx/Rx nokasbiBaeT CKOPOCTb NepegaHHoro/nony4yeHHoro tpagmka yepes Ethernet-unrepcpeiic

TOUKM AOCTyNa 3a nocnegHue 3 MyHyTbl. Mpadink aBTOMaTUYECKN 0OHOBNAETCSA Kavkable 6 CEKYHA,

Mpadomkn WLANO 1 WLANT Tx/Rx nokasbiBaloT CKOPOCTb NnepeaHHOro/nonyyeHHoro rpadouka
yepes nHTepelicol Radio 2.4 'y, n Radio 5 'y, 3a nocnegHne 3 MUHYTLI. padink aBToMaTn4ecku
06HOBNSAETCA KaxXable 6 CEeKyHA.

=LTEX

MOHWTOpUHT  Radio VAP

WILFi KHeHTSI
CTaTMCTUKE 1O TPagHKY >
CraHupoBaHHe aupa
KypHan coBbITHi
Ceresan nHopmana

HrpopmaLs o
panvomHTepeiicax

Wrdopuaums o8 ycTpoiicTae

WEP-30L
CeTestie HacTpoliku

WLANO Tx/Rx bps

Rx: 0 bps (max: 0 bps)
@ Tx 0bps (max 0 bps)

MAT27 11A7:39 11751 111803 114815 M827 830 101851 111903 MASNS 114927 111939 11951 11:20:03 112015 M:2027 ts
WLAN1 TURx bps

R 0 bps (max: 0 bps)
@ T 0bps (max: 0 bps)

AT27 11739 MA751 1101803 1101815 1191827 111839 111851 111903 1S5 111927 111939 1111951 112003 1120115 112027 ts
LAN Tx/Rx Kbps

R 15.7 Kbps (max: 33.8 kbps)
@ T 165 Kbps (max 17.3 kbps)

1803 111815 1111827 111839 111851 1111903 111845 111927 111939 111851 112003 1120115 112027 112039 112051 112103 ts

Mepeparo v

TPUHATO v

BHelHHe cepBicsl  CucTema -
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* Bcezo nakemos — KONIMYeCcTBO YCNELIHO OTrpaB/ieHHbIX NakeToB;
* Bceao 6alim — Ko/IM4ecTBO YCMeLHO OTNpaB/eHHbIX 6aiT;

+ Om6powWeEHO Nakemos — KOIMYECTBO NaKeTOB, OTOPOLLEHHbLIX NPV OTMPAaBKE;
* OWUbKU — KONMYeCTBO OLUNOOK.

MepepaHo v
WHTepdeilc BCero NakeTos Beero 6aiiT OTGPOLUEHO NAKETOE OWuEKN
LAN 4822 5618468 0 o]
WLANO 0 0 0 0
WLAN1 0 0 0 o]
€th0.200 3223 3776891 0 o]
wlan0-va0 0 0 0 0
wlan0-va1l 0 0 0 0
wlanQ-va2 0 0 0 0
wlan0-va3 0 0 0 0
wilan0-vad 0 0 0 0
wlan0-vas 0 0 0 0
wilanQ-vae 0 0 0 0
wilan1-va0 0 0 0 0
wlani-val 0 0 0 o]
wlan1-va2 0 0 0 o]
wlan1-va3 0 0 0 o]
wlan1-va4 0 0 0 0
wlan1-vas 0 0 0 0
wlan1-va6 0 0 0 0
OnucaHne Tabnuubl «[TpUHAMO»:

* MlHmepcpelic — nmsa nHTepdelica;

* Bcea2o nakemos — KO/IM4YecTBO YCNeLIHO NPUHATLIX NaKeTos;

* Bcezo 6alim — KO/IM4eCcTBO YCMeLHO NPUHATBIX 6aiT,;

* Om6powWeHo nakemos — KO/IMYeCTBO NakeToB, OTOPOLLEHHbIX NPY NOSTyYEHUY;

* OWUbKU — KONNYeCTBO OLUNBOK.
MpuHATO v
WHTeptpeiic BCero NakeTos Beero 6aiT OTEPOLEHO NaKETOR QWKNEKH
LAN 33547 3650608 o 0
WLANO 0 0 [} 0
WLAN1 0 0 0 0
eth0.200 13243 1337547 0 0
wian0-va0 o] 0 1] 0
wian0-val 0 0 o 0
wian0-vaz 0 0 0 0
wian0-va3 0 0 0 0
wilan0-vad o] 1] 0 0
wian0-vas 0 0 o 0
wian0-va6 0 0 [} 0
wian1-va0 0 0 0 0
wilani-val o] 1] 0 0
wian1-va2 o] 0 1] 0
wian1-va3 0 0 o 0
wiani-vad 0 0 0 0
wlan1-vas 0 0 0 0
wlani-vaé ] 0 0 0
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5.4.3 ToameHio «CkaHupoBaHue admnpa»

B noameHio «CKaHMpoBaHue 3achupar OCyLLECTBNSAETCA CKaHUPOBaHWE OKPYXXatoLLEero paanoadupa v
o6HapyXeHne coceiHUX ToUek AocTyna.

_f‘\
clLTEX  WEP-30L
IMOHUTOPHHT Radio VAP CeTeBble HAaCTPOMKN BHelwHWe cepeunch! Cucrema - (BblxOg,
Wi-Fi KNTHEHTBI MocnegHee ckaHupoBaHne Owino 31.07.2023 10:56:06
CTaTUCTWKa No Tpaguky
241y 51Ty,
CkaHupoBaHue adupa »
e PP Pexum
i OunanazoH SSID GesonacHoCcTH MAC-agpec KaHan / LUuMpuHa RSSI, ABM
ypHan coOblTHA
2.4T1Ty Open EQ:D9:E3:49:D5:00 1/20 -6
CeTesan MHpOpMaLuA
24Ty Open 6513 E2:1B:6B:40 1/20 -24
WHgropmauma o
pagMouHTEpheicax 24TTy Open 68:13:E2:1B:6B:41 1/20 -25
_ . 241y WPRAZ_1X 6613 E2:20:A3:01 1/20 -35
MHpopMayua o0 yCTpoRCTBe -
2.4TTy WPAZ_1X 68:13:E2:0F:D1:F1 6/20 -38
2.4T1Ty Open CCO9D:AZ:DE:4D:BO 6/20 -39
2.4T1Ty WPAS CCO9D:AZ:DE4DB1 6/20 -39
24Ty WPRAZ_1X CCOD:AZFFB2:03 11/20 -39
2401y Open 6813 E2:20:A2:D1 6/20 -41
241y WPRAZ_1X 6813 E2200A2:72 6/20 -41
2.4TTy Open 68:13:.E2:20:A2:73 6/20 -41
2.4T1Ty Open 68:13:E2:20:A2:02 6/20 -42
2.4T1Ty WPAZ 6813 E2:20.A2:41 6/20 -42
241y WPRAZ_1X 6813 E2:200A2:74 6/20 -42
2.4TTy WPA2 AB:F9:4B:1F.FC.00 6/20 -43
2.4T1Ty WPAZ 6813 E2:02:4D:61 1/20 -44
2.4T1Ty Open EQ:D9E34F2D:51 6/20 -43

[lna 3anycka npolecca ckaH1poBaHus adnpa HaXXMUTe Ha KHomnky «CkaHMpoBaTb». Mocne 3aBepLieHns
npoLecca Ha CTpaHuLe NoSIBUTCS CNINCOK 0GHAPYXEHHbIX B paanoadmpe ToUuek A0CTyna U MHpopMaLust 0 HUX:

* [locnedHee ckaHuposaHue 6b1/10... — fata v BPeMs Moc/eHero CKaHMpoBaHus;

+ [luana3oH — yKa3biBaeTcsa guanasoH 2.4 'y wnm 5 I'Tu, B KOTOPOM 6blia 06HapyXeHa Toyka AOoCTyna,
+ SSID — SSID 06HapyXeHHOI TO4KM JOCTYNa,;

* Pexum 6e3onacHocmu — pexmnm 6e30nacHOCT! 06HapYXXEHHOWN TOUKM AOCTYNa;

* MAC-adpec — MAC-agpec o6HapyXeHHOI TOUKM A0CTYyna;

* Kanasi/lLlupuHa — paguokaHasl, Ha KOTOpoM paboTaeT 06Hapy)XeHHas Touka JOCTyna;

* RSSI — ypoBeHb, C KOTOPbIM YCTPOWCTBO NPUHMMAET CUTHaUT 0GHAPYXXEHHOM TOUKM A0CTyna, ABM.

© Bo Bpems OCYLLECTB/IEHNS CKAHMPOBaHWA 3dmpa paaronHTepdeiic ycTpolicTea 6y4eT OTK/IHOUEH, UTO
npuBeaeT K HEBO3MOXHOCTN nepefayun gaHHbix 8o Wi-Fi KnneHToB BO BpeMs CKaHMpPOBaHUS.
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5.4.4 TMoameHto «KypHasn cobbITU»

B naHHOM pasgene MOXHO NPOCMOTPETL CMUCOK MHPOPMALMOHHBIX COOOLLEHNI B peasibHOM BPEMEHW,
cofepxaluii cnegyoLLyo NHhopMaLmio:

-~
“LTEX  WEP-30L
MOHMTODMHT ~ Radio VAP CeTesble HACTROFKM  BHeWHHe CepBcel  CHCTeMa - (8sixon
WI-Fi KneHTs! T O4MCTHTE
CTaTHeTHka no Tpadmky
RaTa v BpeMA TMn Mpouece CoobueHne
Cratuposanie xpnpa May 15 07:08:03 daemon.info scanwian[2243] scan on interface 'wian* finished
KypHan coobITH > May 15 07:08:03 daemon info scanwlan[2243] scan on interface ‘wlan0' finished
CeTesan HHOPMALUSA Way 15 07:07:38 daemon.info scanwian[2243] start scan on interface ‘wiant'
Mipopuiatn o May 15 07-07:38 daemoninfo scanwlan[2243] start scan on interface 'wian0'
prAOTEpBEEa Way 15 06:41:32 daemon.info netconf[840] NETCONF disconnected from 100.110.1.159
Vikghophauis o0 yerpoficae May 15 06:41:32 auth.info 55hd[1282] Timeout, client not responding.
Way 15 06:41:30 daemon.info netconf[840] NETCONF disconnected from 100.110.1.159
May 15 06:41:30 auth.info ssha[1266] Timeout, client not responding.
Way 15 06:40:47 auth.info login[1718] root login on ‘console’
May 15 06:40:38 daemon.info networkd[560] DHCP-client: Interface €th0.200 obtained lease on 10.24.80.54.
May 15 06:40:35 daemon.info configd[183] The AP startup configuration was updated successfully by admin
May 15 06:40:35 daemon.info configd[183] The AP running configuration was updated successfully by admin
May 15 06:40:00 daemon.info netconf[840] NETCONF established connection with 100.110.1.159
May 15 06:40.00 auth.info ssha[1282] Accepted password for netconf from 100.110.1.159 port 47376 ssh2
May 15 06:40:00 daemon.info netconf[840] NETCONF established connection with 100.110.1.159
May 15 06:40:00 auth.info ssna[1266] Accepted password for netconf from 100.110.1.159 port 47374 ssh2
Jan103:10:45 daemon info networkd[560] DHCP-client: Interface br0 obtained lease on 100.109.0.167.
Jan 1 03:05:22 daemon.err networka[560] DHCP-client: Interface brd lease fail.
Jan 1 03:00:17 daemon info networkd[560] Networkd started
Jan 1 03:00:14 auth.info ssha[39] Server listening on 0.0.0.0 port 22

+ [lama u spemMsi — pata n Bpems, Korga cobbiTre 6b1s10 CreHepypoBaHo;
+ Tun — KaTeropvs 1 ypoBeHb BaXXHOCTUN COOLITUS;

+ [Npoyecc — vmsA npoLecca, creHepupoBaBLLIEro COO6LLEHME,;

+ CoobuwjeHue — onucaHne coobITus.

Tabnuua 7 — OnuncaHne KkaTeropuin BaXXHOCTU COObITUI

YpoBeHb Trn BaXXHOCTW COOGLLEHUIH OnwucaHue

0 UpesBblualiHble (emergency) B cucTeme npomsoLuna KputTuyeckas oLmoka,
cucTemMa MOXET paboTaTb HenpaBuIbHO

1 CurHans! Tpesoru (alert) Heobxoammo Hemea/1leHHOe BMeLlaTelbCTBO B
cuctemy

2 Kputnueckue (critical) B cucteme npousoLunia Kputuyeckas owmnoka

3 Owwn6ouHbIe (error) B cucteme npou3zoluna ownéka

4 MpeaynpexaeHns (warning) MpeaynpexaeHue, HeaBapuiiHoe COObLLEHNE

5 YBepomneHnus (notice) YBeloM/IEHNE CUCTEMbI, HeaBapuitHoe coobLLeHne

6 MHdhopmaumoHHble (informational) VHdopMaLuoHHble CO0BLEHNSA CUCTEMBI

7 OTtnagouHble (debug) OTnafo4Hble COO6LLEHVS NPeAOCTaB/IAIT

Monb30BaTeNto MHAOPMALMIO 4151 KOPPEKTHON
HaCTPOIKN CUCTEMBI

[ns nonyyYeHnsa HOBbIX COOBLLEHNIA B XXypHaUsie COObITUIA HEOOXOAUMO HaxaTb Ha KHOMKY «OGHOBUTb.

Mpy HEOGXOAMMOCTM BCE CTapble COOBLLEHNS U3 XXypHa/Ia MOXHO YAa/IUTb, HAXKaB Ha KHOMKY «OUNCTUTb».

27



PykoBoacTtso no akcnnayatauum WEP-30L, WEP-30L-Z

5.4.5 lMogmeHto «CeTeBas MHGopMaLns»

B noameHo «CeTeBasA MHhopmaLusi» OCYLLECTB/ISETCA NPOCMOTP OCHOBHBIX CETEBbIX HACTPOEK YCTPOICTBA.

= TeX

MoHWTOpUHT  Radic VAP

Wi-Fi KnneHTbI
CTaTucTUKa M0 TPaguKy
CraHupoBaHie apnpa
YypHan coobimnit
CeTesan uHbopMaLA >

Wrchopmauus o
pasHoMHTEpCelicax

VHEOPM2 1A 06 YCTpOfiCTEe

WEP-30L

CeTeBble HACTPOWKH  BHElWHHE CepBuCE  CiHCTeMa

Cratyc WAN
UnTepgeiic
MpoTokon
1P-anpec
MpHHATO
Mepeaaxo

Ethernet

CocTosHme nopra
CropocTs

Aynnexc

Ne IP-anpec
0 10.24.80.26

1 1024801

MapLpyTbl v
Ne MhTepdeiic
0 €th0.200

1 €th0.200

ethn.200

DHCP

1024 80 54

5.8 MGaiT (6 120 996 GaiiT)

5.7 MOaT (5 997 679 OaiT)

up
1000

Full

MAC-aapec
DE:5ED360:ADF4

EODYE3E8E140

HazHavenne W3 Macka ®narn
0.0.0.0 10.24.80.1 0.00.0 uG

10.24.80.0 0.0.0.0 255.255.255.0 u

Cratyc WAN:

* VIhmepgbelic — nms bridge-nHtepdeliica;

+ [pomokos1 — NPOTOKO/, MCNonb3yeMblii ansa agoctyna k cetn WAN;
+ IP-adpec — IP-aapec yCTpoiicTBa BO BHELLHEN CETY;

+ lNpuHssMo — KonuyecTBo NpuHATBLIX Ha WAN 6aiT;

+ lNepedaHo — KoNn4ecTBO nepeaaHHbIx ¢ WAN 6alirt.

Ethernet:

+ CocmosiHue nopma — cocTosiHue Ethernet-nopta;
+ CKopoCcmb — CKOPOCTb NOAK/IYEHUS No nopty Ethernet;
« dynnekc — pexum nepegaqn faHHbIX:
* Full — nonHbIi aynnekc;
+ Half — nonyaynnekc.

ARP:

B ARP-Tabnuue cogepxntca nipopmanms o cootrsetctamm IP- 1 MAC-aapecoB coceiHNX CETEBbIX YCTPOWCTB:

+ IP-adpec — IP-agpec yCTpoicTBa;

+ MAC-adpec — MAC-aapec ycTpoiicTBa.

MapLupyThbl:

* Mihmepgpelic — nms bridge-nHtepdeiica;

* HasHaueHue — IP-agpec xocTa Uiy NoACeTV Ha3HaYeHWs, A0 KOTOPbIX YCTAHOB/IEH MapLUPYT,
* Lmo3 — IP-agpec Wwno3a, Yepes KOTOPbI OCYLLECTBSIETCS BbIXOA HA agpecaTta;

* Macka — macka nogcetu;
+ ¢s1a2u — onpefeneHHble XapakTepUCTUKN AAaHHOTO MapLupyTa.
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CyLLEeCTBYIOT ClieaytolLMe 3HaueHns goaros:

U — yKkasbIBaeT, UTO MapLUpyT CO34aH ¥ AB/SAETCA NPOXOAMMbIM.

H — yka3biBaeT Ha MapLupyT K onpeaeneHHOM y3iy.

G — ykasbIBaeT, YTO MapLUpyT nNposieraet Yepes BHeLWHW W3, CeTeBoW MHTepdelic cucTembl
npefocTaBnseT MapLUpyTbl B CETU C NPAMbIM NOAKNIOYEHEM. Bce npoyre mapLupyTbl NPOXOASaT
yepes BHeLWHWe Wwo3bl. Pnarom G oTMeyaroTcs BCe MapLUpyThbl, KOOME MapLIpyTOB B CETU C
NPAMbIM NOAK/THOYEHNEM.

R — ykasbIBaeT, UTO MapLLpyT, CKopee Bcero, bbl1 co34aH ANHAMUYECKUM MPOTOKO/IOM
MapLupyTM3aumm, paboTaroLmmM Ha NIOKasTbHOM cucTeme, nocpeacTBOM napameTpa reinstate.

D — ykasbIiBaeT, UTO MapLUpyT 6bls1 fO6aBNEH B pe3y/ibTaTe NoslyvyeHns coobLLeHNs
nepeHanpasneHus ICMP (ICMP Redirect Message). Koraa cuctema y3Haet o MapLipyTe 13
coobuweHnst ICMP Redirect, mapLipyT Bko4aeTcsa B Tabavuy MapLupyTm3aunn, YTobbl UCKIHOYNTL
nepeHanpasneHve a8 nocnefyowmnx NakeTos, NpegHasHauYeHHbIX TOMY Xe agpecary.

M — ykasbIBaeT, UTO MapLUpyT NOABEPrCs U3MEHEHMIO, BEPOSTHO, B pe3ysibTare paboThl
AVHaMNYeCKOro NpoToKo/1a MapLUpyTM3aLmm Ha IOKaslbHON cucTeMe 1 NpUMeHeHUs napamerpa
mod.

A — yKka3blBaeT Ha 6ydepun3oBaHHbIli MapLUpyT, KOTOPOMY COOTBETCTBYET 3anuch B Tabnuue ARP.
C — yKasbIBaeT, UTO UCTOYHMKOM MapLupyTa fABnseTcsa 6ydep mapLupyTusauum agpa.

L — ykasbIBaeT, YTO NyHKTOM Ha3HayeHus MapLupyTa sBSeTcs OAuH U3 aapecoB AaHHOro
KomnbloTepa. Takue «10KasibHble MapLUpyThbi» CYLLECTBYIOT TO/IbKO B Bydiepe mMapLupyTUsaumm.

B — ykasbIBaeT, YTO KOHEYHbIM NMYHKTOM MapLupyTa SBMSEeTCA LWMPOKOoBeLaTebHbll agpec. Takue
«LLUMpPOKOBeLLaTeNbHblE MapLLUPYTbI» CYLLECTBYIOT TONIbKO B Bydhepe MapLupyTM3auuun.

| — yKasbIBa€eT, UTO MapLUpyT cBA3aH ¢ KonbLeBbiM (loopback) nHtepdpelicom ¢ Lenbio MHOWA,
HeXxenn obpalleHne K KosbLEBOW CETU. Takne «BHYTPEHHME MapLUPYTbI» CYLECTBYHOT TO/IbKO B
6yhepe mapLupyTm3aLmn.

I — ykasbIBaeT, UTO AeTarpammbl, HanpasnsemMble Mo 3TOMy agpecy, 6yayT oTBeprarbes
CUCTEMOM.
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5.4.6 TMoameHto «MHGopmauusa o pagmonHTepgencax»

B nogmeHto «<MHpopmauusa o paguonHtepdeiicax» 0TO6paXKeHO Tekyllee COCTosIHMe paanonHTepdelicoB
WEP-30L.

=L TEX  WEP-30L

-

MOHWTOPHHT Radio VAP CeTeBble HACcTPOHKN BHelLHWE CepBUCH Cucrema - (BbIX0O)

Wi-Fi KnKeHTsl Radio 2.4 Ty

CTaTUCTHKA NO TpadhuKy CTatyc  BBIKMHYEHD

CKAHUPOBaHIE 3BUPE IMAC-agpec 68 13:E2:35:.CT:10
Pexum IEEE 802.11b/g/nfax
HypHan cofbiTMi
Radio 5Ty
CeTeBan WHpopMaUmMa
Craryc BrIKMHYEHO
MHdhopmaLna o

PAIMOMKTEPMDENCAX 5 MAC-agpec 68.13.E2:35.C7.18

PerumM IEEE 802.11a/n/ac/ax
MHdopMayws od ycTpoiAcTee

PaavonHTepdenchbl TOUKM AOCTYyNa MOryT HaXOAUTLCS B ABYX COCTOAHUAX: «BK/IHOYEHO» N «BbIKHOYEHOY.
Craryc Kaxaoro n3 pagvonHTepgencos oTpaxaeTcs B OAHOMMEHHOM napameTpe «CTaryc».

Crartyc Radio 3aBMCUT OT TOr0, €CTb /M Ha JaHHOM paguovHTepdIelice BKIHOYEHHbIE BUPTYasIbHbIE TOUKM
poctyna (VAP). B cnyyae ecnu Ha paanouHTepdelice nmeetcs XxoTs 6bl ogHa akTueHasi VAP, Radio 6yaet
HaxoAuTbCs B cTatyce «BknoyeHo», tHaye — «BbIKNOUYEeHO».

B 3aBucmMmMocTu oT cTatyca Radio ans MOHUTOpPUHra A0CTyNHa cneayollas nHhopmMaums:
«BbIKNIOYEHOY:

+ Cmamyc — COCTOsiHUe pagnonHTepdelica;
+ MAC-adpec — MAC-aapec pagnounHTepdeiica;
+ Pexum — pexum paboTtbl paanonHtepdelica cornacHo ctaHgaptam IEEE 802.11.

«BK1HOYEHO:

+ Cmamyc — COCTOsiHUe pagnonHTepdelica;

+ MAC-adpec — MAC-aapec pagnouHTepdeiica;

+ Pexum — pexum paboTbl pagnonHtepdelica cornacHo ctaHgaptam IEEE 802.11;

+ KaHas — Homep 6ecnpoBOAHOrO KaHana, Ha KOTopoM paboTaeT paanonHTepdeiic;

* LllupuHa KaHa/sia — WnprHa NoJiIoCbl YacToT KaHas1a, Ha KOTOPOM paboTaeT paanonHTepdeic.
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5.4.7 MoameHto «MHGopmauusa 06 ycTporicTee»

B nogmeHto «<MIHpopmauusa 06 ycTpoicTBe» 0TOOpaxeHbl OCHOBHbIe xapaktepuctukn WEP-30L.

= TEX  WEP-30L

MoruTopiHr Radio VAP CeteBele HacTpoiik Brewrue cepence! Cuctema - (eexxog)

Wi-Fi knueHTs! Wapenue WEP-30L
. AnnapatHan espcuA w2
CraticTika no Tpadmey
3asoackod MAC-agpec 68:13:E2:35:CT:10

CraHupoeanie acupa
CepuiHLIA Homep WP52000401

HypHan coDsimai

Bepcur MO
CeTesan MHpopMauma Pezeperasn sepena M0
Wnchopiaun o Bepcua zarpyaunka
paanonHTepdeiicax CuctemHoe epema  17.11.2023 06:39:53
Muchopmaupa of ycTpolicTee > Bpema padoTsl 0 g4, 00:04:37
Jarpysaka LMY 5o

Menoneayeman namMaTe 41:,) 100 MGair / 241 Maiir

£ 06HoBHTL

* MI30esiue — HaMMeHoBaHMe MOLENN YCTPOCTBA;

+ Annapamm-asi Bepcusi — BepCus annaparHoro o6ecneyeHnst yCTpoicTBa;

+ 3asodckoli MAC-adpec — MAC-agpec WAN-nHTepcpeiica ycTpolicTBa, yCTaHOB/IEHHbIN 3aBOA0M-
n3rotoBuTENeEMm;

+ CepuliHbili HOMEP — CEepPUIiHbIA HOMEp YCTPOICTBA, YCTaHOB/IEHHbI 3aBOA0M-U3rOTOBUTENEM,;

* Bepcusi MO — Bepcus nporpamMHOro obecrnevyeHns yCTponcTea;

* PesepsHas sepcus O — npefbigyuias yctaHoBsieHHasa sepcud MO;

* Bepcusi 3a2py3yuka — Bepcusi NporpammHoro obecneyeHuns 3arpysyvka ycTpoincTsa;

+ CucmeMHoe speMs — TekyluMe BpeMs 1 Aarta, yCTaHOB/IEHHbIE B CUCTEME;

* Bpewmsi pabombi — BpeMsi paboTbl C MOMEHTAa NOCNEAHEr0 BK/IOUEHMSA NN Nepe3arpy3kn yCTPONCTea;

+ 3aepy3ska L[1Y — cpefHuin NpoLeHT 3arpy3kun npoueccopa 3a nocnegHune 5 cekyHa;

* Yicrnonb3yemasi naMmsimb — NPOLEHT UCNONb30BaHMA onepaTMBHON NaMsATh YCTPOCTBA.
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5.5 MeHw «Radio»

B meHto «Radio» npon3BoaMTCca HacCTpolika paguonHTepdelicoB yCTpolicTea.

5.5.1 MoameHto «Radio 2.4 I'u»

B noameHto «Radio 2.4 I'u» ocyLLeCTBAAOTCS HACTPOIKM OCHOBHbIX NapaMeTpoB paavonHTepdeiica
yCTpOIiCTBa, paboTatolLero B AnanasoHe 2.4 I,

LTEX  WEP-30L

MOHHTOPHHT Radio VAP CeTeBble HaCTpOAKKn BHelH1e CEPBUCHI Cuctema - (BbixOA,

Radio 2.4 TTy » Qblune
Radio 5 'y PEHKMM |IEEE 802.11b/g/nfax v
JlononHuTenbHe ABTOMATHYECKHA BLIGOD Kakana

OrpaHn4uTh CNUCOK KaHANOB

WupuHa kaHana, My 20 i

IMOWHOCTE CUrHaNa, ABM 16 v

* Pexum — pexum paboTbl MHTepdelica cornacHo cregyrolwmmM cTaHaapTam:

IEEE 802.11ax

IEEE 802.11n/ax

IEEE 802.11b/g

IEEE 802.11b/g/n

IEEE 802.11b/g/n/ax

* ABmomamuyeckul B8bI60p KaHasia — Npu yCTaHOBNEHHOM ch/iare Touka 6yaeT aBToMaTtuyeckm
BblOMpaTb HaMeHee 3arpy)eHHblii pagnokaHan ans pa6otbl Wi-Fi-uHtepdpeiica. MNpu cHaTom donare
OTKpbIBaAETCA AO0CTYN A1 YCTaHOBKM CTaTUYeCcKoro paboyero kaHana;

* KaHas1 — BbI6Op KaHana nepefayvn faHHbIXx;

+ O2paHuyumsb CrucoK KaHasi08 — Npu yCTaHOBNIEHHOM ch/iare Touka focTyna 6yaeT UCnosib30BaThb
OrpaHNYeHHbI Nob30BaTeNeM CMUCOK KaHa/10B A1 paboTbl B aBTOMaTUYECKOM pexrmMe Bbibopa
kaHana. Ecnu donar HanpoTtue «OrpaHnYnTb CNUCOK KaHa10B» HE YCTAHOB/EH WX B CMIUCKE OTCYTCTBYIOT
KaHasbl, TO TOYKa gocTyna 6yaet BbiompaTtb pabounii KaHan U3 BCeX JOCTYMHbIX KaHa10B JaHHOro
AmanasoHa yacToT. KaHanbl gnanasoHa 2.4 'y: 1-13;

* llupuHa kaHasna, My — WwnpmnHa Nonockl YacToT KaHas1a, Ha KOTOPOM paboTaeT Touka A0CTyna,
npuH1UMaeT 3HaveHusa 20 n 40 My,

* OCHOBHOU KaHa/1 — napameTp MOXET ObITb M3MEHEH TO/IbKO NPY NPOMYCKHOM CNOCOBGHOCTN CTaTUYECKN
3a/laHHOro kaHana, pasHoii 40 MI'y. KaHan 40 MI'y, MOXHO cyMTaTb COCTOSILLMM U3 ABYX KaHanos no 20
MT U, KOTOpbIE rpaHnyaT B YaCTOTHOM 06nacTu. ITK ABa KaHana
20 MI'y Ha3bIBaAKOT NEPBUYHLIM U BTOPUYHBLIM KaHanamu. MepBrYyHbIA KaHan UCNosb3yeTCcs KIMeHTamu,
KOTOpble NoAAEePXMBAIOT TOMIbKO NOJIOCY nponyckaHua kaHana 20 Mry;

« Upper — nepBnYHbIM KaHanoMm ByaeT BepxHuii kaHan 20 My, B nonoce 40 Mlu;
* Lower — nepBUYHbIM KaHa/I0M 6yAeT HMWKHUIA kaHan 20 MI'y, B nonoce 40 Mru,

* MowHocmb cu2Hana, 0bm — perynvposka MowHocTu curHana nepegaryunka Wi-Fi 8 gbm. NpuHnvaet

3HadeHne ot 0 go 16 abwm.
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© B cnyuae, ecriv B cnivcke «OrpaHnUnNTb CYCOK KAHAI0B» YKa3aH HeloCTYMHbIV 415 BbIGopa KaHau, TO

OH OyfeT OTMeYeH cepbiM LBETOM. [1118 TOro 4ToObl HOBasi KOHMUrypauus obls1a NnpUMeHeHa Ha ToUke
[ocTyna, B cnucke «OrpaHnynTb CNMCOK KaHa0B» AO/MKHbI ObITb YKa3aHbl TO/IbKO AOCTYMHbIE
(BblAeNeHHbIe CUHUM LIBETOM) KaHaslbl.
Mpumep. Ha Touke gocTyna elle He NPoM3BOANIIOCH HUKAKMX HAaCTPoek, No yMonyaHuio Ha Radio 2.4
My yctaHoBneHa «LlWupnHa kaHana» 20 MI'y, a B cnncke «OrpaHnynTb CNUCOK KaHa/10B» yKasaHbl
KaHanbl: 1,6, 11.
Jonyctnm, Heo6XxoANMO YCTaHOBUTL napameTp «LUnprHa kaHanax, paBHbii 40 MIU,. Mpn M3MEHeHUN
paHHoro napametpa ¢ 20 My, Ha 40 MI'y npoucxoguT cneayroulee:

« ONS pefakTupoBaHnst OTKpbiBaeTcsl napameTtp «OCHOBHOM KaHa», NPUHUMAaOLLIMIA 3HAYeHne no

yMosnyaHuio «Lower»,
+ kaHas1 11 B cnucke «OrpaHnYmTb CMUCOK KaHaU10B» MEHSIET CBOW LIBET C CUHETO Ha Cepblii.

Ecnun namenntb napametp «LnpuHa kaHana» Ha 40 MI'y, 1 He yaannTb cepble KaHaslbl U3 CNUCKa, TO
NPy HaXXaTun Ha KHONKy «MpuMeHuTb» B 6pay3epe nosasuTcs olunbka «BBefeHHble faHHble cogepxar
OLWKNOKKN. N3MEHeHNS He OblIv NpUMEHeHbI». COOTBETCTBEHHO, KOH(UIypauusa ToUkn gocTyna
N3MeHeHa He GyAeT. 3TO MPOUCXOAMT MO NPUYMHE TOro, YTO KaHasibl, Bbl4e/IEHHbIE CEPbIM LIBETOM B
cnucke «OrpaHnynTb CNMCOK KaHasI0B», HEe NOAXOAAT nof onpegeneHme «OCHOBHOM KaHasn» = Lower.

B pasgene «[ononHNTENbHO» OCYLECTBASETCA HACTPOKa AOMNO/THUTE/bHbLIX NapaMeTpoB paanovHTepdelica
YyCTpOWCTBA.

LOononHUTENBHO v

OBSS Coexistence
KaHansHas CKOpoCTe Nepenaqu Auto v
HOPOTKWIA 33LUMTHEIA MHTEpEan
STBC O
Nepuon oTNPasKK Cy#eGHbIX COOBIUEHHA, MC 100
Mopor dparMesTaLuu 2346
Mopor RTS 2347

Arperauua

a

a8

KopoTkan npeamdyna

LeAnep Broadcast/Multicast, nakic

Wi-Fi Multimedia (WM}

<]

Pesxum pabotel DHCP Snooping gnore v

BKMo4UTL QOS O

* OBSS Coexistence — pexvuM aBTOMaTUYECKOro yMeHbLUEHUS LUMPUHBI KaHasia Npw 3arpy>XeHHom
pagnoachmpe. MNpun yctaHOBNEHHOM ¢h/iare peXxxum BK/THOUEH,;

+ KaHa/lbHasi CKopocmb riepedaqu — (PUKCMpoBaHHas CKOPOCTb 6eCNPOBOAHON nepeaayn AaHHbIX,
onpegensemas cneyngukaumamu ctaHgaptos IEEE 802.11;

+ Kopomkul 3awyumHbIl uHmMepsass — NoAAePXKKa YKOPOUYEHHOro 3alMTHOrO HTepBasia. Touka gocTyna
nepefaeT AaHHbIe, UICNO/b3ys 3alnTHbI nHTepBas B 400 He (BMecTo 800 HC) Npu 06LEHUN C
K/IMeHTaMu, KOTopble Takke NoAAepXMBatOT KOPOTKUIA 3alLMTHbIN NHTepBaUT,

+ STBC — meTof, NpOCTPaHCTBEHHO-BPEMEHHOMO 6/104HOI0 KOAMPOBaHUSA, HanNpPaB/IeHHbIM Ha NOBbILLEHNE
HaeXHOCTU nepesayn AaHHbIX. MNpu ycTaHOBNEHHOM dhyiare yCTPOMCTBO nepefaet O4UH NOTOK AaHHbIX
yepes HeCKO/IbKO aHTeHH. Ecnin donar He ycTaHOB/EH, yCTPOMCTBO He NepefaeT O4WH U TOT Xe NOTOK
[laHHbIX Yepe3 HECKO/IbKO aHTEHH;
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lMepuod omnpasku c/y»xebHbiX coobweHUl — Nnepuog nocbinku Beacon-gopeiimoB. ®pelimbl
nepegaroTcs O/ 06HapyXeHnsa ToUKM gocTtyna B acpupe. MNapameTp npuHumaet 3HadeHnsa 20—-2000 mc,
no ymonyaHuo — 100 mc;
lNopoa chpaemeHmayuu — nopor parmeHTauun periva B 6antax. NpuHMMaeT 3HadeHus 256-2346, no
yMoO/4aHuio — 2346;
lMopoe RTS — ykasblBaeT 4ynC/o GaiiT, Yepes KOTOpPOe NocklnaeTcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAHHOTO 3HAUYEHMS MOXET Y/YULINTL PaboTy TOYKM fOCTyna Npu 60/1bWoM
KO/iM4ecTBe NOAKNHOYEHHbIX K/IMEHTOB, O4HAKO 3TO YMEHbLUaEeT 06LLYH0 NPOMYCKHYI0 CNOCOBHOCTb
6ecnpoBogHoli ceTu. MNprHumaeT 3HavyeHns 0—2347, no ymonyaHuwo — 2347;
Aepezayusi — BK/todeHne nogaepxkn AMPDU/AMSDU;
Kopomkasi npeambysia — Ncnonb3oBaHWe KOPOTKON npeambysibl NakeTa,
Llledinep Broadcast/Multicast, nak/c — npu ycTaHOB/IEHHOM (hnare BbINOHAETCS OrpaHnyeHne
nepegayv LMpOKoBELWaTe/IbHOro/MynbTUKACTOBOro Tpadmka no 6ecnpoBoAHON ceTu. JIumMnt ans
LUMPOKOBELLLATE/IbHOTO TPadhmka MOXHO yKa3aTb B NOSBUBLLEMCS OKHe (nak/c);
Wi-Fi Multimedia (WMM) — BkntoueHune nogaepxkn WMM (Wi-Fi Multimedia);
Pexum pabomsi DHCP Snooping’ — Bbi6op nonuTuku 06pa6otku DHCP onuum 82. [J0CTyNHbIE 3HaYeHus
Ans Bblbopa:
ignore — o06paboTka onuun 82 oTk/Io4eHa. 3HaYEHME Mo YMOTYaHUIO;
remove — To4ka [OCTyMa yaanser 3HadyeHune onuun 82;
replace — Touka focTyna NoAcCTaB/IsAeT Uan 3aMeHseT 3HaYeHre onuun 82. Mpu BbIGope AaHHOTO
3HaYeHNs ANs pefakTMpoBaHMsa OTKPbIBAOTCS creaytoume napameTpsbl:

+ Onyus 82 popmam CID — 3ameHa 3HaveHusa napameTpa CID, MOXeT NpuHMMaTh 3HAYEeHUS:

APMAC-SSID — 3ameHa 3HauyeHus napametpa CID Ha <MAC-agpec Touku goctyna>-
<nmsa SSID>. 3HavyeHne No yMON4YaHuIo;
SSID — 3ameHa 3Ha4YeHusa napamerpa Ha nmsa SSID, K KOTOPOMY NOAKNHOYEH K/TUEHT;
custom — 3aMeHa 3HavyeHusa napametpa CID Ha 3HayeHue, ykazaHHOe B
napameTpe «Onumsa 82 yHukasbHblin CID»;
* Onyus 82 yHukasibHbIlU CID — npon3BosibHasA CTpoka A0 52 CMMBOJIOB, KOTOpas
oypet nepepasatbcs B CID. Ecniv 3HaueHne napameTtpa He 3a4aHo, Touka byaet
n3meHaTb CID Ha 3HaveHue no ymonyaHuio — APMAC-SSID;

* Onyus 82 popmam RID — 3ameHa 3HauyeHnsa napametpa RID, moxeT npuHumartb
crefyroLme 3HavYeHns:

ClientMAC — n3meHATb cogepxumoe RID Ha MAC-agpec KMEHTCKOro yCTpOiCTBa.
3Ha4veHune No ymosniyaHuio;
APMAC — nameHsaTb cogepxumoe RID Ha MAC-agpec Toukn AocTyna,;
APdomain — n3ameHATb cogepxxumoe RID Ha fJOMEH, B KOTOPOM Haxo4uUTCS ToUkKa
[ocTyna;
custom — n3mMeHsaTb cogepxnmoe RID Ha 3HaveHune, ykaszaHHoe B napameTtpe «Onuns
82 yHuKanbHbIn RID»;
* Onyus 82 yHukasibHbIU RID — Nnpon3BosibHast cTpoka Ao 63 cMMBO/I0B, KOTopas
6yaet nepepasatbcs B RID. Ecnn 3HayeHre napameTpa He 3afaHo, Touka byaet
n3meHsTb RID Ha 3HayeHue no ymonyaHuto — ClientMAC;

+ ®opmam MAC-adpeca — Bbl6op pasgenutenein oktetoB MAC-agpeca, KoTopblli nepegaeTcs
B CID n RID:

AA:BB:CC:DD:EE:FF — B kayecTBe pa3feniMrens BbICTynaeT 3HaK ABOETOUUS.
3Ha4veHune Nno ymosniyaHuio;
AA-BB-CC-DD-EE-FF — B KayecTBe pasfenurens BbiCTynaeT 3HaK Tupe.

* Brsmoyumsb QoS — npu yCTaHOBNEHHOM donare A4OoCTynHa HacTpoika oyHKUNin obecrnevyeHuns kauecTsa
o6cnyxusaHusa (Quality of Service).

"MonHoueHHas noaaepxka yHKLMOHANA NNaHUPYETCA B CNEeAYIOLLX BEPCHSX.
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[N HaCTPOIikM o6ecneyveHnst KayecTsa 06CNYXMBaHUS AOCTYMHbI Cneayrowme yHKUNK:

AP EDCA Parameters
Ouepeds AIFS cwMin cwMax TXOP Limit

Data 3 (©oH) 7 15 . 1023 v 0

Data 2 (Best Effort) .

Data 1 (Buneo) 1 7 v

Data 0 (fonoc) 1

)
-
~
-

47

Station EDCA Parameters
Ouyepedk AIFS cwMin cwMax TXOP Limit

Data 3 (©oH) -

Data 2 (Best Effort)

&)
o
-
o
]
1)
-
o

Data 1 (Buneo) 2 7 v

Data 0 (fonoc) 2 3 v 7 v A7

« AP EDCA parameters — Tabnuua HacTpoek napaMeTpoB Touku AocTyna (Tpadvk nepeaaeTcs oT TOUKM
[0CTYNa K KNUEeHTY):

+ Ouepedb — nNpeponpeseneHHsblie ovepean 418 pasfiMyHoro poga Tpaduka:

« Data 3 (®oH) — HU3KOMPUOPUTETHASA OYepe/ib, BbiCOKasi NPOMyCkHasi CNOCO6HOCTb
(npuoputeTsbl 802.1p: cs1, cs2);

« Data 2 (Best Effort) — cpefHenpropuTeTHas! o4epe/lb, CPeAHss NPoMnyckHas Croco6HOCTb U
3agepxka. B gaHHyt0 ovepeb oTrnpasnseTcs 60/bWMHCTBO TPaAMLMOHHbIX IP-AaHHbIX
(npuoputeTsbl 802.1p: cs0, cs3);

« Data 1 (Budeo) — BbICOKONPUOPUTETHAS oUYepepb, MUHMMasIbHbIE 3a4epXKn. B AaHHO
ouyepean aBTomaTnyeckn obpabarbiBalTCA BUAEOLAHHbIE, HYBCTBUTE/IbHbIE K BPEMEHN
(npuoputeTbl 802.1p: cs4, csb);

« Data 0 (lF'osoc) — BbICOKONPUOPUTETHASA oYepeib, MUHUMa/IbHbIE 3aePXKN. B faHHOl
ouepean aBTomaTMyeckn obpabarbiBalTCA AaHHbIe, HyBCTBUTE/IbHbIE K BDEMEHW, TakMe Kak
VolIP, notokoBoe Buaeo (npvoputetsl 802.1p: cs6, cs7).

+ AIFS — Arbitration Inter-Frame Spacing, onpegensiet Bpems oxugaHusi Kaapos (dppeliMoB)
AaHHbIX, U3MepseTcs B cnoTax, NPUHUMAaET 3HaveHns 1-255;

* cwMin — Hayas/IbHOE 3Ha4YeHne BpeMeHN oXngaHus nepes noBTOPHOM OTNpaBKoW Kaapa,
3afjaetcsa B MUIINCEKYHAAX, NpUHUMaeT 3HaveHdna 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3Ha4veHne cwMin He MOXeT NpeBbIWarsL 3HadeHne cwMax;

* cwMax — MakcMMasibHOe 3HavYeHne BpeMeHN OXngaHus nepes noBTOPHOW OTNPaBKo kaapa,
3afjaetca B MUIINCEKYHAAX, NpUHUMaeT 3HadveHlna 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HauyeHne cwMax Ao/MKHO ObITb 60/bLUe 3HaYeHMs cwMin;

+ TXOP Limit — napameTp UCMosb3yeTcsa TONbKO A9 AaHHbIX, NepefaBaeMbIX OT CTaHUUM K/IMeHTa
[10 TOYKMN aocTyna. Bo3MOXHOCTb nepefayn — nHTepsasl BPEMEHM, B MUIIMCEKYHAAX, Korga
knneHtckasa WME-CcTaHUMs MMeeT npaBa MHMLMUMPOoBaTh Nepeaady AaHHbIX No 6ecnpoBogHOM
cpefe K To4ke A0CTyna, MakcMmasibHOe 3HaveHne 65535 munnncekyHa.

« Station EDCA parameters — Tabnmua HacTpOeK NapamMeTpoB CTaHLUMM KnneHTa (Tpadvk nepeaaercst ot
CTaHUMW KNMeHTa Ao Touku AocTtyna). OnucaHve noneli Tabnuibl NPUBEAEHO BbilLE.

[na BCTynneHns B cUly HOBOW KOHCOUIypaLumn 1 3aHECEHNSI HACTPOEK B 3HEProHe3aBrCHMMYH0 NamMsiTb
HaXXMUTE KHOMKY «MPUMeHNUTb». [119 OTMEHbI MU3MEHEHWUIA HAXKMUTE KHOMKY «OTMeHa.
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5.5.2 MoameHto «Radio 5 My

B nogmeHto «Radio 5 MMy» ocyLLecTBASATCA HACTPOMKU OCHOBHbIX NapaMeTpoB pajmouHTepgeinca
YCTPOWCTBa, paboTatoLlero B AgnanasoHe 5 Ty,

MOHUTOPHHT Radio VAP CeTeBbIE HACTPOMKM BHELLIHWE CEPBUCH! Cuctema - BbIXO[,

LTEX  WEP-30L

Radio 24Ty QbWwue
Radio 5 My > PeskIM IEEE 802.11a/n/aclax v
[ononHuTensHE ABTOMATM{ECKHA BBIGOP KaKana

OrpaHnyuTh CIUCOK KAHANOB

upuHa kanana, My 20 ~

MowHOCTL curHana, Abm 19 v

Pexxum — pexum paboTbl MHTepdelica cornacHo cTaHgapTam:

+ |IEEE 802.11ax

+ |IEEE 802.11a/n/ac

+ IEEE 802.11a/n/ac/ax
Asmomamuyeckuli 8b160p KaHa/1a — MpPW YCTaHOB/IEHHOM dp/iare Touka OyeT aBTomMmaTtuyecku
BblGMpaTb HaMeHee 3arpy>eHHblii pagnokaHan ans pabotbl Wi-Fi nutepdpelica. Mpu cHaTom chnare
OTKpbIBaAETCA AOCTYN A/19 YCTaHOBKMN CTaTUYeCKOoro paboyero kaHana;
Kanasn — BbI6Op KaHana nepefayun gaHHblx;
OepaHuyums CrnucoK KaHas108 — Mpu YCTaHOB/IEHHOM dp/iare Touka goctyna 6yaeT nucnosb3oBarb
OrpaHMYeHHbIN NO/Ib30BaTeNIeM CMUCOK KaHa/0B 47151 paboTbl B aBTOMATM4eCcKoM pexunme Bbibopa
kaHana. Ecnn donar HanpoTtue «OrpaHnYnTb CNMCOK KAHaI0B» HE YCTAHOB/IEH WX B CMIUCKE OTCYTCTBYIOT
KaHasibl, TO ToYka AocTyna 6yaeT BblbpaTb paboumnii KaHan 13 BCeX AOCTYMHbIX KAHA/1I0B AaHHOro
AnanasoHa 4YacTtoT. KaHanbl agnanasoHa 5 'u; 36—64, 132-144, 149-165;
LupuHa kaHasna, MINy — wmvprHa Nnonockl YacToT KaHaa, Ha KOToOpoM paboTaeT Touka 4oCTyna,
npuH1UmaeT 3HaveHuns 20, 40 n 80 My,
OcCHOBHOU KaHa/1 — NapaMeTp MOXET OblTb M3MEHEH TO/IbKO NPV MPONYCKHOW CMOCOGHOCTU CTaTUYeCKM
3afjaHHoro kaHana, pasHoii 40 MI'y,. Kanan 40 MI'y, MOXHO cuMTaTb COCTOALLMM U3 ABYX kaHanos no 20
MI L, KOTOpble rpaHnyaT B 4aCTOTHOW o06nacTtu. 3Tn ABa kaHana 20 MI'y, Ha3bIiBatOT NEPBUYHBIM U
BTOPWUYHbIM KaHasiaMu. MepBUYHbIA KaHa UCNOb3YETCH KIIMeHTaMu, KOTOpble NOAAEPXMBAIOT TO/TbKO
nosiocy nponyckaHusa kaHana 20 My,

* Upper — nepBnYHbIM KaHa1oM ByaeT BepxHuii kaHan 20 My, B nonoce 40 Mly;

+ Lower — nepBuWYHbIM KaHas1oM 6yAeT HWXHUIA kaHan 20 MMy B nonoce 40 Mru,.
MowHocmb cuzHasia, 0bM — perynuposka MoLHOCTM curHana nepegaryuka Wi-Fi 8 gbm. MpuHnumaet
3HadeHue ot 0 go 19 gbwm.
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© B cnyuae, ecriv B cnivcke «OrpaHnUnNTb CYCOK KAHAI0B» YKa3aH HeloCTYMHbIV 415 BbIGopa KaHau, TO

OH OyfeT OTMeYeH cepbiM LBETOM. [1118 TOro 4ToObl HOBasi KOHMUrypauus obls1a NnpUMeHeHa Ha ToUke
[ocTyna, B cnucke «OrpaHnynTb CNMCOK KaHa0B» AO/MKHbI ObITb YKa3aHbl TO/IbKO AOCTYMHbIE
(BblAeNeHHbIe CUHUM LIBETOM) KaHaslbl.
Mpumep. Ha Touke gocTyna elle He NPOoM3BOANIOCh HUKAKMX HACTpoek, No yMmonyaHuio Ha Radio 5
My yctaHoBneHa «LlWupnHa kaHana» 20 MI'y, a B cnncke «OrpaHnynTb CNUCOK KaHa/10B» yKasaHbl
KaHanbl: 36, 40, 44, 48.
Jonyctnm, Heo6XxoANMO YCTaHOBUTL napameTp «LUnprHa kaHanax, paBHbii 40 MIU,. Mpn M3MEHeHUN
paHHoro napametpa ¢ 20 My, Ha 40 MI'y npoucxoguT cneayroulee:

« ONS pefakTupoBaHnst OTKpbiBaeTcsl napameTtp «OCHOBHOM KaHa», NPUHUMAaOLLIMIA 3HAYeHne no

ymorndaHuto «Upper»,
+ KaHanbl 36 1 44 B cnncke «OrpaHNYmMTb CMUCOK KaHa/TI0B» MEHSIKOT CBOW LIBET C CMHETO Ha CEepblil.

Ecnun namenntb napametp «LnpuHa kaHana» Ha 40 MI'y, 1 He yaannTb cepble KaHaslbl U3 CNUCKa, TO
NPy HaXXaTun Ha KHONKy «MpuMeHuTb» B 6pay3epe nosasuTcs olunbka «BBefeHHble faHHble cogepxar
OLWKNOKKN. N3MEHeHNS He OblIv NpUMEHeHbI». COOTBETCTBEHHO, KOH(UIypauusa ToUkn gocTyna
N3MeHeHa He GyAeT. 3TO MPOUCXOAMT MO NPUYMHE TOro, YTO KaHasibl, Bbl4e/IEHHbIE CEPbIM LIBETOM B
cnucke «OrpaHnMYnTb CNMCOK KaHaI0B», He NOAXOAAT nofg onpegenexHme «OCHOBHOM kaHas» = Upper.

B pasgene «[ononHNTENbHO» OCYLECTBASETCA HACTPOKa AOMNO/THUTE/bHbLIX NapaMeTpoB paanovHTepdelica
YyCTpOWCTBA.

OononHUTEensHo

OBSS Coexistence

KaHanbHaA CKOpoCTh Nepefadqu Auto hd

Moanepxka DFS BKIMHOYEHO v
KopoTkMiA 3alWMTHBIA WHTEPBAN
STBC O
MepWoz, 0TNPasKkK CNYHESHLIX COOBLUERMIA, MC 100
Mopor MparMeHTaymum 2346
Mopor RTS 2347
Arperayua

KopoTkas npeamGyna
Weanep Broadcast/Multicast. nax/c (]
Wi-Fi Multimedia (WMM)

Pexum patoTel DHCP Snooping gnore v

BKMio4HTE QOS O

* OBSS Coexistence — pexum aBTOMaTUYECKOIO YMEHbLUEHWSA LWVPUHbI KaHana npu 3arpy>eHHom
pagnoachmpe. MNpun yctaHOBNEHHOM ¢h/iare peXxum BK/THOUEH,;

+ KaHa/lbHasi CKopocmb riepedaqu — (PUKCMpoBaHHas CKOPOCTb 6eCNpPOBOAHON nepeaayn AaHHbIX,
onpegensemas cneyndgukaumamu ctaHgaptos IEEE 802.11;

* [Moddeprxka DFS — mexaHn3M AMHaMnyeckoro Bblbopa YacToTbl. TpebyeT OT 6eCrnpoBOAHbIX YCTPOWCTB
CKaHupoBaTtb pagnoadunp 1 nsberartb UCMosIb30BaHNA KaHa10B, COBNaAatoLwWwmx ¢ KaHanamu, Ha KOTOPbIX
paboTatoT pagnonokKaunoHHble cuctemsl B 5 L, AnanasoHe:

* BbIK/Il04EHO — MeXaHn3M Bblk/toueH. DFS-kaHasibl He JOCTynHbI 415 BbIO6OPa;
* BK/1l04EHO — MexXaHn3M BK/HOYEH;
* puHydumesibHO — MexaHu3M BblK/toueH. DFS-kaHasbl AOCTYNHbI AN Bblbopa.
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Kopomkul 3awyumHbIli uHmMepsas1 — NOAAEPXKKA YKOPOYEHHOIo 3allMTHOIO MHTepBasia. Touka gocTyna
nepeaaeT AaHHble, UCNOsb3ys 3aluTHbI nHTepBas B 400 He (BMecTo 800 HC) Npu 06LWEHUN C
KNIMeHTaMu, KOTopble Takke NoAAePXKMBatOT KOPOTKMUIA 3alLMTHBIN NHTepBaUT,
STBC — meToZ NpOCTPaHCTBEHHO-BPEMEHHOTO 6/104HOTO KOAMPOBAaHNS, HanpaB/iEHHbIV HA MNOBbILEHE
HaeXHOCTM nepegayn AaHHbiX. MNpu ycTaHOBNEHHOM dhiare yCTPOMCTBO nepefaet O4UH NOTOK AaHHbIX
yepes HeCKO/bKO aHTeHH. Ecnin dpnar He ycTaHOB/EH, YCTPONCTBO He NepefaeT O4WH U TOT Xe NOTOK
[aHHbIX Yepe3 HECKO/IbKO aHTEHH;
lMepuod omnpasku c/yxebHbiXx coobweHUl — Nnepuog Nocbinkn Beacon-gopeiimoB. ®pelimbl
nepegaroTcs /18 o6HapyXeHnsa ToUKM gocTtyna B achupe, npuHumMaet 3HavyeHms 20—2000 mc, no
ymonyaHuo — 100 mc;
lNopoa chpaemeHmayuu — nopor parmeHTauun periva B 6antax. NpuHuMaeT 3HadeHus 256—2346, no
yMoO4aHuio — 2346;
lMopoe RTS — ykasblBaeT 4y1C/0 GaiiT, Yepes KOTOpPOe NocklnaeTcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAHHOTO 3HAUYEHMA MOXET Y/YULINTL PaboTy TOYKM foCTyna Npu 60/1bWoM
KO/IMYeCTBE NOAK/THOYEHHBIX K/TMEHTOB, OAHAKO 3TO YMEeHbLUAeT 06LLYH MPONYCKHYK CMNOCOBHOCTbL
6ecnpoBogHoli ceTu. MNprHumaeT 3HavyeHns 0—2347, no ymonyaHuwo — 2347;
Aecpezayus — BK/todeHne nogaepxkn AMPDU/AMSDU;
Kopomkasi npeambysia — Ncnonb3oBaHWe KOPOTKON npeambysibl NakeTa,
Llledinep Broadcast/Multicast, nak/c — npu ycTaHOB/IEHHOM (hnare BbINOHAETCS OrpaHnyeHne
nepefayv LWMpOoKoBeLLaTeIbHOro/My/IsTUKacTOBOrO Tpadgnka no 6ecnpoBOAHON CETU. YKaxknTe NUMAUT
AN LULMPOKOBELLATENBHOTO Tpadgvka B NOsSIBUBLLEMCS OKHe (nak/c);
Wi-Fi Multimedia (WMM) — BkntoueHune nogaepxkun WMM (Wi-Fi Multimedia);
Pexum pabomsi DHCP Snooping’ — Bbi6op nonuTuku 06pa6otkn DHCP onuum 82. [J0CTyNHbIE 3HaYeHus
Ans Bblbopa:
* ignore — obpaboTka onuun 82 oTkNOYEeHa. 3Ha4YeHne No YMOTHaHNIO,
* remove — ToYKa [ocTyna ygasnser 3HadyeHue onuun 82,
* replace — Touka focTyna NoACTaBIsAeT UM 3aMeHsieT 3HadeHne onuun 82. Mpu BbIGope faHHOro
3HauYeHus 4118 pefakTMpPoBaHNA OTKPbIBAKOTCS CriedytoLLme napameTpsbi:
+ Onyus 82 popmam CID — 3ameHa 3HaveHusa napameTpa CID, MOXeT NpuHMMaTh 3HAYEeHUS:
+ APMAC-SSID — 3ameHa 3HaueHuns napametpa CID Ha <MAC-agpec Toukn goctyna>-
<nmsa SSID>. 3HavyeHne No yMONYaHuIo;
+ SSID — 3ameHa 3HavyeHus napamMeTpa Ha umsa SSID, K KOTOPOMY NOAK/THOUEH K/TNEHT;
+ custom — 3amMeHa 3HadyeHus napametpa CID Ha 3HaueHue, ykazaHHOe B
napameTpe «Onumsa 82 yHukasbHblin CID»;

* Onyus 82 yHukasibHbIlU CID — npon3BosibHasA CTpoka A0 52 CMMBOJIOB, KOTOpas
6yaet nepepasatbcs B CID. Ecnv 3HaveHne napameTtpa He 3aaHo, Touka byaet
n3meHaTb CID Ha 3HaveHune no ymonyaHuio — APMAC-SSID;

* Onyus 82 popmam RID — 3ameHa 3HauyeHnsa napametpa RID, moxeT npuHumartb
crefyroLme 3HavYeHns:

*+ ClientMAC — n3ameHsiTb cogepxunmoe RID Ha MAC-agpec K/IMEeHTCKOro yCTpOcTBa.
3Ha4yeHune No ymosnyaHuio;

+ APMAC — n3meHaTb cogepxumoe RID Ha MAC-agpec Touku J0CTyna,;

+ APdomain — nameHsitb cogepxunmoe RID Ha JOMEH, B KOTOPOM HaxoAMTCS Touka
[ocTyna;

+ custom — n3meHATbL cogepxmmoe RID Ha 3HaueHue, ykazaHHoOe B napametpe «Onuums
82 yHuKanbHbIn RID»;

* Onyus 82 yHukasibHbIU RID — Nnpon3BosibHast cTpoka Ao 63 cMMBO/I0B, KoTopas
6yaet nepepasatbca B RID. Ecnn 3HayeHre napameTpa He 3afaHo, Touka byaet
n3meHsTb RID Ha 3HauyeHne no ymonyaHuio — ClientMAC;

+ ®@opmam MAC-adpeca — BbIbop pasgenutenein oktetoB MAC-agpeca, KOTopblli nepegaeTcs
B CID n RID:
* AA:BB:CC:DD:EE:FF — B KayecTBe pa3fenimtens BbICTynaeT 3HaK ABOETOUUS.
3Ha4veHune Nno ymosniyaHuio;
+ AA-BB-CC-DD-EE-FF — B KayecTBe pasfenuTens BbiCTynaeT 3HaK Tupe.
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* Brksroyumb QoS — npv yCTaHOBNEHHOM donare A0oCTyrnHa HacTpoika doyHKUNMiA obecnevyeHunss kauecTsa
o6cnyxusaHua (Quality of Service).

1nOJ'IHOLI|EHHaFI noagepxka q.)yHKLI,VIOHaI'Ia nIaHNpyeTca B c/iegyrownx sepcusx.

[Nsi HACTPOIKKN 06ecneyeHns KauecTBa 06C/TyXMBaHUS AOCTYMNHbI CeayoLye YHKLMN:

AP EDCA Parameters
Ouepege AIFS cwMin cwMax TXOP Limit

Data 3 (QoH) 7 15 v 1023 v 0

Data 2 (Best Effort)

Data 1 (Buaeo) 1 7 v 15 v 94

Data 0 (Tonoc) 1

Station EDCA Parameters

QOvyepeas AIFS cwMin cwMax TXOP Limit
Data 3 (QoH) 7 15 . 1023 v 0
Data 2 (Best Effort) a 15 v 1023 v a

Data 1 (Buaeo) 2 - .

Data 0 (Tonoc) 2 3 v 7 v 47

« AP EDCA parameters — Tabnuua HacTpOeK napaMeTpoB Touku goctyna (Tpaduk nepefaetcs OT TOUKU
[0CTYyNa K KNMEHTY):

* Ouepedb — NpeponpeseneHHble ovepean 418 pas/IMyHoro poga Tpaduka:

+ Data 3 (®oH) — HU3KONpPUOPUTETHAA OYepesb, BbicOKasi NPOMNYyCKHasi CNOCOBHOCTb
(npuoputeTsbl 802.1p: cs1, cs2);

« Data 2 (Best Effort) — cpeiHENPMOPUTETHASA OYEPELb, CPEAHSA NPOMNYCKHas CNOCOBHOCTb U
3afepxka. B gaHHyto oyepeb OTNpaBisgeTca 60/bWNHCTBO TPaAULMOHHBIX IP-g4aHHbIX
(npuoputeTsbl 802.1p: cs0, cs3);

+ Data 1 (Budeo) — BbICOKONPMOPUTETHAS 04EPEAb, MUHMMasTbHbIE 3aePXKN. B AaHHO
oyepean aBToMaTuyeckn obpabartbiBaloTCA BUAEOAAHHbIE, YYBCTBUTESIbHbIE K BPEMEHN
(npuoputeTsbl 802.1p: cs4, cs5);

+ Data 0 (l'os10c) — BbICOKONPUOPUTETHAA ouepeb, MUHUMa/IbHbIE 3afePXKN. B faHHO
oyepean aBToMaTuyeckn obpabdartbiBaloTCA faHHble, YYBCTBUTE/IbHLIE K BDEMEHMU, TaKMe Kak
VolIP, notokoBoe Buaeo (npnoputetsl 802.1p: cs6, cs7).

* AIFS — Arbitration Inter-Frame Spacing, onpegensier Bpems oxugaHusi Kagpos (dhpeliMoB)
OaHHbIX, U3MepPAETCS B c/ioTax, NpuHUMaeT 3HadeHns 1-255.

* cwMin — Haya/lbHOE 3Ha4YeHne BpeEMEHN OXnaaHus nepes NoBTOPHOM OTNpPaBKoW Kaapa,
3afaeTcs B MUNUCEKYHAAX, NPUHUMaET 3HadveHua 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHne cwMin He MOXET npeBbIwaTh 3HadueHne cwMax;

* cwMax — MakCcMMasibHOE 3HavYeHne BpeMEHN OXnaaHus nepes noBTOPHOW OTNPaBKoOW Kaapa,
3afaeTcs B MUINIMCEKYHAAX, NPUHUMAET 3HadveHua 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHne cwMax [o/MKHO BbITb 60/bLLEe 3HaYeHUs cwMin;

+ TXOP Limit — napameTp UCnosb3yeTcsa TONbKO ANA faHHbIX, NepefaBaeMbiX OT CTaHUUN KneHTa
[0 TOYKM aocTyna. Bo3MOXHOCTb nepefadun — nHTepBasl BpeMeHU, B MUIIMCEKYHAAX, Korga
knneHtckasa WME-CTaHUMst MMeeT npaBa MHMLMMPOBaTh Nnepeaady AaHHbIX No 6ecnpoBoAHON
cpefe K Touke A0CTyna, MakcumMasibHoe 3HavyeHne 65535 MunnncekyHa,

« Station EDCA parameters — Tabnmua HacTpoek napamMeTpoB CTaHUMKN KineHTa (Tpaduk nepeaaercs ot
CTaHUMW KNMeHTa Ao ToukM gocTyna). OnucaHve noneli Tabnuubl NPUBELEHO BbILLE.

,ﬂ.ﬂﬂ BCTYMJ/1ieEHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».
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PykoBoacTtso no akcnnayatauum WEP-30L, WEP-30L-Z

B noameHo «J,0NoNHUTENbHO» OCYLLECTB/IAETCA HACTPOIKA AONONHUTE/bHLIX NapaMeTPOB

pagnovHTepelicoB ycTpoincTBea.

WEP-30L

=(TEX

MOHMTOPWHT Radio VAP CeTeBble HACTPORKK BHELLHWE CEpBUCH Cuctema

Radio 2.4 Ty HononuutensHo

Radio

4]

[onoNHUTENBHD >

rry CTpaHa

rnobanbHaA U3onauns

Poccua v O Pasbnokuposars

+ CmpaHa — Ha3BaHue CTpaHbl, B KOTOPOW paboTaeT Touka goctyna. 11 Bbibopa CTpaHbl HY)XXHO
BbICTaBUTb (piar «PasbnoknpoBarby. B 3aBUCMMOCTU OT yKa3aHHOIO 3HaYeHus 6yayT NpYMeHeHbI
OrpaHMyeHnst K MOSI0CE YacTOT U MOLLHOCTY Nepeaartynka, Kotopble AeCTBYHOT B JaHHOW cTpaHe. OT
YCTaHOB/EHHON CTPaHbl 3aBUCUT CMNCOK AOCTYMHbIX YACTOTHbIX KAHA/10B, YTO B/IMSIET Ha
aBTOMaTU4YeCKUin BbIGop KaHaa B pexnme Channel = Auto. Ecnv knneHTckoe o6opyaoBaHue
NNLEH3MPOBAHO AJ19 UCNO/b30BaHUA B APYroM pPernoHe, BO3MOXHO, YCTaHOBUTL CBSA3b C TOUKON AOCTyna

B TaKOM CJ/iydae He yaacTCA.

© Hacrtpolika nokanbHbIX (PEMMOHAbHBIX) OTPAHUYEHNIA, BKOYas paboTy Ha paspeLleHHbIX
YaCTOTHbIX KaHanax v BbIXOAHOM MOLLHOCTW, IBNSIETCA OTBETCTBEHHOCTbIO MHCTaIISITOPOB.

© BbI60p HENPABU/ILHOTO PErOHa MOXET NPUBECTU K NPOGIEMaM COBMECTUMOCTU C PasHbIMY

K/TMEHTCKMMU YCTPOCTBaMM.

* [7106as1bHasi U30/14usi — NPV YCTAHOB/IEHHOM (p/1are BK/OYAETCA M30M1sLMs Tpadmka Mexay

KnmeHTamu pasHbix VAP 1 pasHbix pagnonHTepdelicos.

,ﬂ.ﬂﬂ BCTYMJ/ieHNA B CUNy HOBOWA KOHCbI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIOHE3aBUCMYIO NMaMATb
HaXXMNTE KHOIMKY «|_|pVIMeHI/ITb». ﬂ,}'lﬂ OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».
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5.6 MeHo «VAP»

B paszaene «VAP» BbINOMHAETCS HACTPolika BUPTYyasibHbIX Touek gocTtyna Wi-Fi (VAP).

5.6.1 MNMoameHto «CymmapHO»

B nogmeHto «CymmapHO» oTobpaxatoTcs HacTpolikn Bcex VAP Ha pagnonHTepdeiicax Radio 2.4 'y, 1 Radio
5 Ty. MOXHO NOCMOTPETb HACTPOWKM KaxkAoin BUPTyasibHOW ToUKM B pasgenax VAPO-VAPG.

\TE WEP-30L

MoHWTOpUHT  Radic VAP CeTeBble HACTpOiikM  BHEWIHME CEPBACH  CHCTeMa -

CyumapHo > 24y | 5Ty
24Ty VAP BknwdeHo  Pexnm Gesomacwoctn  VLANID ssio Tpancnmposars SSID  Pexnm Band Steer  VLAN Trunk  GeneralMode  General VLANID  Msonauws aGomenTos

5y vaPo O Beiiniosero 1702 auto_wep30l_local_swilch2 1

VAPt O BhIKIIOHEHO WEP-30L 2.4GHz-1
vapz O Bhiknio4eHo WEP-30L 2 4GHz2
Va3 0O BLIKIOUEHO

WEP-30L_2.4GHz3

Mokasarb Bee

+ VAPO-VAP6 — nopsiikoBbIii HOMEP BUPTYasibHOM TOUYKM AOCTYNa;

* Bk/1104eHO — Npy yCTaHOB/IEHHOM (hiare BUPTyasibHasi TOUKa A0CTyna BK/IKOYEHA, MHAaYe — BbIK/TIOYEH3,

* Pexum 6e3ornacHocmu — TUN WNpoBaHNS AaHHbIX, UCMOb3yeMbIii Ha BUPTYa/lbHOW TOUYKe J0CTyna;

+ VLAN ID — Homep VLAN, ¢ koToporo 6yaeT cHumMaTbesl MeTka npu nepegadve tpadguka Wi-Fi kineHnTtam,
NOAK/THYEHHbIM K AaHHOoi VAP. Tpu npoxoxaeHnn Tpadinuka B 06paTHy0 CTOPOHY Ha HETErMPOBaHHbIN
TpadhvK OT KNMeHToB ByaeT HaBelumBaTbcst MeTka VLAN ID (npu oTkntoueHHom pexiume VLAN Trunk);

+ SSID — nmsa BMpTyanbHOI 6ecnpoBOLHON CETY;

* TpaHcnuposams SSID — npu ycTaHOB/IEHHOM doniare BK/IOYEHO BelaHue B acpup SSID, nHave —
BbIK/THOYEHO;

* Pexxum Band Steer — npv ycTaHOBNEHHOM ¢onare akTMBHO NPUOPUTETHOE NOAK/IOUEHMEe KNneHTa K 5 Ty,
cetn. Ans paboTbl PyHKLMM HYXXHO co3gaTb VAP ¢ ognHakoBbiM SSID Ha kaxaom pagnonHTepdeiice n
aKTMBMPOBATb Ha HIX napameTp «Pexxum Band Steer»’;

« VLAN Trunk — npu ycTaHoBNeHHOM chnare aboHeHTy nepeaaeTcs TermpoBaHHbIli Tpaduk;

*+ General Mode — npu ycTaHOB/IeHHOM chniare paspeLuaercs nepegaya HeTermpoBaHHoro Tpaguka
COBMECTHO C TErMpoBaHHbIM (A0CTYNHO Npu BKAtoueHHoM pexumve VLAN Trunk);

« General VLAN ID — c ykazaHHoro VLAN ID 6yaeTt cHumatbcs MmeTka 1 Tpadmk atoro VLAN npoiiget Ha
knveHTa 6e3 Tera. MNpu NpoxoxaeHun Tpadnka B 06paTHyt0 CTOPOHY Ha HeTerpoBaHHbIn Tpaduk byaet
HaBelwmBaTbca meTka General VLAN ID;

* U3on154yus aboHeHmMos — Npwv yCTaHOB/IEHHOM chnare BKIKYeHa 1301aums Tpadinka Mexay KaveHTamu
B npegenax ogHoli VAP.

"MonHoueHHas noaaepx)ka yHKLMOHANA NNaHUPYETCS B CeayIOLLNX BEPCHSX.

[nsa BCTynneHms B CUy HOBOWM KOHGIUIypaumum 1 3aHeCEHNSA HACTPOEK B AHEProHe3aBMCUMYI0 NaMATb
HaXKMUTE KHOMKY «[MpUMeHUTb». 1151 OTMEHbI UBMEHEHUIA HAXKMUTE KHOMKY «OTMEHa».
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5.6.2 lMoameHto «VAP»

"L TEX  WEP-30L

MoHUTOpMHT Radio VAP CeTeBele HACTPOMHKM BHeluHmMe cepenckl Cuctema - (eeixom)

CymmapHo VAPD VAP1 VAP2 VAP3 VAP4 VAPS VAPG
24TTy> OBLyne HACTPOIKN
5Ty Brrioueno
VLAN ID O
SSiD WEP-30L_2.4GHz

TpaHcnupoeats SSID
Pesxuma Band Steer O
VLAN Trunk
General Mode
MaonAuuA aboHeHToR O
Mogaepxxa 802.11kiv
Pennurawma Multicast
Mpwoputer DSCP v
Pexaana Minimal Signal

MakcumansHos
KOMWYECTBO FNWEHTOB

=}

Pexum GezonacHocTi BriknroueHo b

Pexan OWE Transition none ¥

O6LIMe HaCTPOKK:

* BK/1l04eHO — Mpu yCTaHOB/IEHHOM do/iare BUpPTyaUibHasi TouKa JOCTyna BK/IOYEHa, MHayYe — BbIK/THYEHa;

* VLAN ID — Homep VLAN, c koToporo 6yaet cHumaTbca MeTka npu nepegade tpadmka Wi-Fi knneHTtam,
NOAK/TOYEHHbIM K AaHHo VAP. Tpu npoxoxaeHnn Tpadinka B 06paTHy0 CTOPOHY Ha HETErMpOBaHHbIN
Tpaduk oT KNneHToB 6yaeT HaBelumBaTbest MeTka VLAN ID (npu otkntoueHHom pexume VLAN Trunk);

+ SSID — nms BUPTYasibHOIN 6eCNPOBOAHON CETY;

+ TpaHcauposams SSID — npu ycTaHOBMEHHOM chriare BKKYEHO BellaHne B adnp SSID, nHave —
BbIK/TIOYEHO;

* Pexum Band Steer — npn ycTaHOBNEHHOM ¢hlare akTMBHO MPUOPUTETHOE NOAK/HOYEHME KNneHTa Kk 5 Ty,
ceTun. na paboTbl PyHKUMN HYyXXHO co3aatb VAP ¢ oanHakoBbiM SSID Ha Kaxxaom paguovHTepdeince n
aKTUBMPOBAThL Ha HUX napameTp «Pexxum Band Steer»’;

* VLAN Trunk — npu ycTaHOBNEHHOM dhriare aboHeHTY nepefaeTcs TerMpoBaHHbIn Tpaduk;

* General Mode — npwv ycTaHOBNEHHOM chnare paspeLuaeTcs nepefada HeTerMpoBaHHOro Tpadmka
COBMECTHO C TErMpPOBaHHbIM (AOCTYNHO Npu BKAtoueHHOM pexume VLAN Trunk);

*+ General VLAN ID — c ykazaHHoro VLAN ID 6ygeT cHumaTbea meTka, u Tpadmk atoro VLAN npoiiget Ha
KnveHTa 6e3 Tera. [Npu npoxoxaeHun Tpadrka B 06paTHyt0 CTOPOHY Ha HETErMpoBaHHbI Tpaduk byaet
HaBewwmBaTbcs meTka General VLAN ID;

* U3onsyus aboHEHMOB — NPW YCTaHOBNEHHOM ch/iare BK/IHOYEHA N301AuUA Tpadouka Mexay KnneHtamu
B npegenax ogHoi VAP;

* Moddepsxka 802.11k/v — BKMOUATL noaaepxky ctaHaaptos 802.11k/v Ha BUPTYasibHOI Touke gocTyna’;
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* Pennukayusi Multicast — npu yctaHoBneHHoMm chnare Multicast-Tpacomk B CTOPOHY K/IMeHTOB ByaeT
npeobpasoBbiBaTbCA B Unicast 40 KaX4oro kveHTa, Npu OTK/IIOYEHHOM — NMPOXOAuTh 6e3
MoandnKaLmnii;

* [Mpuopumem — BbIGOP cnocoba npuopuTrsaunn. Onpesenser nosne, Ha OCHOBaHMN KOTOPOTO Tpaguk,
nepeparowmiica B pagnonHtepdelic, byget pacnpegensatbcsa no oyepegam WMM:

+ DSCP — 6ypet aHanunsnposatbcsa npuoputeT 13 nona DSCP 3aronoeka IP-nakeTa;

+ 802.1p — 6yaeTt aHanuanpoBaTbcsi npuopuTeT u3 nonsi CoS (Class of Service) TermpoBaHHbIX
MakeToB.

+ Pexum Minimal Signal — npy ycTaHOBNeHHOM hnare doyHKUUSA OTKIo4eHNs knneHnTckoro Wi-Fi
060pyaoBaHMA Npu HU3KOM ypoBHe curHana (Minimal Signal) BkntoueHa. [nsi paboTbl oyHKUMOHaNa
HeobX04MMO HaCTPOUTb CrieaytoLme napaMmeTpsbl:

* MuHuMasIbHbIU YPOBEHb CU2HA/IA — YPOBEHb CUrHaU1a B ABM, H/Xe KOTOPOro NPOUCXOANT
OTK/IHOYEHVE KIMEHTCKOro 060pyA0BaHNsA OT BUPTYasIbHON CeTu;

* [lopoe yposHs cueHasia npu poyMuHa2e — YPOBEHb YyBCTBUTE/IbHOCTU POYMUHIa B ABM, HUXe
KOTOPOro NPOVCXOANT NepektoyeHe K/IMEHTCKOro 060pyA0BaHNA Ha APYTYHO TOUKY AOCTyna.
MapameTp JO/MKEH ObITb Bbile, YeM «MUHUMa/IbHbIU YPOBEHb cu2Hasa». ecnv «MuHuUMasibHbIl
YpOoBeHb cu2Hasia» paseH -75 abwm, To «[lopoe yposHS cugHasa npu poymuHae» OOMKEH ObiTb
paseH, Hanpumep, -70 gbwm;

* WiHmepsas Minimal Signal — nepunog BpeMeHn, No NCTeYEHNN KOTOPOro NPYHUMAETCA peLleHne 06
OTK/THOUEHUM KNIMEHTCKOro 060pyA0BaHnsA OT BUPTYasIbHON CeTu.

* Makcuma/ibHoe KO/lu4ecmso K/IUEHMOB — MakKCUMa/IbHO AOMYyCTMMOE YMC/0 NMOAK/THYaEMbIX K
BMPTYas1bHOW CEeTU KIIMEHTOB;

* MFP — 3awuta management-kagpos (gocTynHo npu pexmme 6esonacHoctn WPA2, WPA3, WPA2/
WPA3, WPA2-Enterprise, WPA2/WPA3-Enterprise n WPA3-Enterprise, npu Bbibope opyrnx pexrimos
6e3onacHocTn MFP nepesoautca B coctosiHue OmkJ/1io4eHo, Npuy Bbibope pexnma 6e30nacHocTu
WPA3, WPA3-Enterprise, MFP nepeBoguTcsi B COCTOSIHVE BK/IHOHYEHO):

* Omk/iro4eHOo — 3awWwmTa management-kaZpoB OTK/IIOUYEHS;

+ OnyuoHa/lbHO — 3aluTa paboTaeT, ecnn KNueHT nogaepxmsaet MFP. KnueHTbl 63 nognepxku
MFP moryT nogkniountbcs K gaHHon VAP;

* BksioyeHO — 3amTa BKIKYEHa, K/IMEHThI, He nogaepxusatowwme MFP, nogknountbca He MoryT.

* Pexum 6e3onacHocmu — pexum 6e3onacHoCcTy gocTyna Kk 6ecnpoBogHOl ceTu:

* BbIK/IlO4EHO — HEe UCMNOMb30BaTh WNpoBaHve 418 nepefadn AaHHbIX. Touka JocTynHa ans
NOAKN0YEHMA NOOro KNneHTa. 1A ceTell OTKPbITOr0 TMMNa MOXHO AOMOMHUTENIbHO HACTPOUTL
«Pexum OWE Transition?». B 3TOM rojie He06X0A1MO yKasaTk MHTEPEEC C TUMOM WN(POBaHMSA
OWE, ¢ koTopbIM 6yAeT ycTaHOB/IEHA CBA3b;

« OWE (Opportunistic Wireless Encryption) — meTop, LUMpOBaHKs, 06ecneyrBaroLLmii 6e30nacHOCTb
[AaHHbIX, NepegaBaeMbliX N0 HesalMLLEeHHOW ceTu. MNpun 3TOM OT nosb3oBaTesieil He TpebyeTcs
KaKnX-TO JONOHUTENbHbIX AENCTBUIA U BBOAA NAPO/IA 418 NOAK/IUEHMS K CETU.

Mpw BbIGOPE AAHHOTO pexvma oTobpaxaeTcs HepeaakTupyemoe none «Pexum OWE Transition?»,
yKasblBarLee NHTepdenc ¢ OTKPbITbIM TUMOM LWMGPOBAHUS, C KOTOPbIM HACTPOEHA CBA3HOCTb B
TEKYLLMIA MOMEHT;

« WPA, WPA2, WPA/WPA2, WPA2/WPA3, WPA3 — cnocobbl lundypoBaHus, Npun BbiI6ope 04HOro 13
cnoco6oB 6yaeT AOCTyMHa cneayowas HacTpoka:

* Koy WPA — knto4/naposib, Heo6xoanmbIii o1 NOAKIYEHUS K BUPTYaslbHON TOUKe
foctyna. /ivHa kntoya coctasnser oT 8 40 63 CMMBOJIOB.

+ WPA-Enterprise, WPA2-Enterprise, WPA/WPAZ2-Enterprise, WPA2/WPA3-Enterprise, WPAS3-
Enterprise — pexum WndpoBaHnA kaHana 6ecnpoBOAHONM CBSA3M, MPU KOTOPOM K/IUEHT
aBTOPU3YyeTCA Ha LeHTpanusoBaHHOM RADIUS-cepBepe. 15 HACTPOWKM AaHHOIo pexmnma
6e3onacHoCcTK TpebyeTcs ykazaTb napameTpbl RADIUS-cepBepa. Takxke TpebyeTcs ykasaTb K/itou
ans RADIUS-cepsepa. Mpu BbIGOpe 04HOM0 13 CNoco60B OyAeT AOCTYMNHA criegyroLias HacTpolika:
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RADIUS
Domen root
IP-agpec RADIUS cepeepa 192.168.0.1
Mopr RADIUS cepeepa 1812
Mapone RADIUS cepeepa Ll &

HMCcnones0eaTh akkayHTHHN Yepes
RADIUS

MCnonb30BaTE ADYTWE HACTPORKKM
ANA aKKEYHTHHA

IP-agpec RADIUS cepaepa gnA 192 165.0.1
AEKAYHTHHIA
Mopr RADIUS cepeepa gna 1813
AKKAYHTHHIA
Maponb RADIUS cepaepa gnA e =

dEEEYHTHHIA

Mepwogu4eckan oTNpaEKa
AEKAYHTHHIA

MHTEpEan OTNPABKM AEKAYHTHHA 00

+ [JomeH — nomMeH nosib3oBarens;
+ IP-adpec RADIUS cepsepa — agpec RADIUS-cepBepa;
+ MNopm RADIUS cepsepa — nopT RADIUS-cepBepa, KOTOPbIA MICNONb3YETCH ANA ayTeEHTU(UKaLNN 1
asTopusauuu;
* Maposib RADIUS cepsepa — napornb ana RADIUS-cepBepa, Mcnonb3yemoro ans ayteHtudmkaumm u
asTopusauuu;
* Vlcnonb3oBamb akkayHmuHe 4yepe3 RADIUS — npu ycTaHOBNEHHOM dhnare 6yayT oTnpaBnsiTbCs
coobleHns «Accounting» Ha RADIUS-cepBep;
* Vlcnonb3oB8amb opyaue Hacmpolku 0711 akkayHmuHaa:
+ IP-adpec RADIUS cepsepa 0s151 akkayHmuHzaa — agpec RADIUS-cepBepa, Ncnosib3yemoro ans
aKKayHTUHra,;
* [Maposib RADIUS cepsepa 07151 akkayHmuH2a — naponb ana RADIUS-cepsepa, ncnosnb3yemoro asisi
aKKayHTUHra;
« lNopm RADIUS cepsepa 07151 akkayHmuHaa — NopT, KOTOPbIA ByAeT UCnofb30BaH A1 c6opa akKkayHTUHra
Ha RADIUS-cepsepe;
* [Mepuoduyeckasi omrpaska akkayHmuHaa — BK/IIOUNTb NEePUOAMYECKYIO OTNPaBKy COOBLLEHNIA
«Accounting» Ha RADIUS-cepBep. 3agaTb MHTEpPBaUT OTNPaBKM COOBLLIEHNIA MOXHO B Nose «HTepBan
OTMPaBKM akKayHTUHIa».

"MonHoueHHas noaaepx)ka yHKLMOHANA NNaHNPYETCS B CIEAYIOLLNX BEPCHSIX.

2 «Pexum OWE transition» o6ecrneunsaet obpatHyto coBmecTumocTb ¢ WiFi-knneHTamu, Henogaep>xusaroLwmmm
ayTeHTudunkaumo OWE. Mpun nonbITKe NOAKIYEHNS K OTKPbITON CeTn, rae HacTpoeH «Pexum OWE transition»,
KNueHT, nogaepxusatowwmin OWE, nogkioumnTcs K WnpoBaHHOM CeTH, HACTPOEHHOW Ha yKaszaHHOM
nHTepdeiice, a KNMeHT, HenogaepxmeatoLwmii OWE, NOAKNUNTCA K TEKYLLE OTKPLITOM ceTu 6e3 wndpoBaHus.
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MopTaneHas aBTopU3auus

BrnioumnTs

HazeaHne BWpTyansHore default
noprana

Anpec gns nepeHanpasnexqus http-F192_168.0.1:3080/eltex_portal/
RADIUS
Mcnones0EaTe aKkayHTHHT
yepes RADIUS
Homen root
IP-agpec RADIUS cepeepa gna 192.168.0.1
AKKAYHTHHIA
Mopt RADIUS cepeepa gnA 1813

ARKayHTHHMA

®

Mapons RADIUS cepeepa gna | wweeee
ARKAYHTHHIa

Mepuogu4eckan oTnpaska
AKKaYHTWHTE

WuTepsan oTnpaesM 600
AKK3YHTHHIA

OrpaHM4EHHA CKOPOCTH

BENoUMTE

VAP Limit Down O o KOuTiC
WAP Limit Up O o KOUT/C
STA Limit Down o) o KGuTIC
STA Limit Up O o KOMTIC

" [pUMEHNTL ® OTmeHa

[NopTanibHaa aBTopU3aLInA:

Mpun pexnmax 6esonacHocTu: BeikntoueHo, WPA, WPA2, WPA/WPA2, WPA3, WPA2/WPA3 Ha VAP pocTynHa
HacTpolika NopTasibHOM aBTOpPU3aLnN.

Bk/1o4ums — Npy yCTaHOB/IEHHOM do/iare aBTopu3auus nonb3oBareneii B ceTv 6yaeT Npon3BoanThLCs
NnoCcpeAcTBOM BUPTYyaslbHOMoO NopTana;

HasgaHue supmya/sibHo20 nopmasa — UMsi BUPTyaslbHOTO nopTasna, Ha KoTopblii ByAeT nepeHanpasneH
no/sib30BaTe b NPU NOAK/IOUEHUN K CETY;

Adpec 0719 nepeHanpas/ieHusl — afpec BHELLIHEro BUPTyaslbHOTO NopTasna, Ha KoTopblii 6yaeTt
nepeHanpae/ieH No/b30BaTe b NPY NOAK/THOUYEHUN K CETK.

RADIUS:

Wcnonb3osame akkayHmMuHa 4epes RADIUS — npu ycTaHOBNEHHOM donare 6yayT OTNpaBnATbCs
coobueHns «Accounting» Ha RADIUS-cepBep;

JloMeH — floMeH nosnb3oBaTtesns;

IP-adpec RADIUS-cepsepa 07151 akkayHmuHea — agpec RADIUS-cepBepa, Mcnosb3yemoro ans
aKKayHTUHra;

Mopm RADIUS-cepsepa 07151 akkayHmuHaa — NopT, KOTOPbI 6yAeT NCNoNb30BaH 4151 cOopa akkayHTUHra
Ha RADIUS-cepBepe;

Maposib RADIUS-cepsepa 0151 akkayHmuHaa — naponb ans RADIUS-cepBepa, ucnosnb3yemoro ans
aKKayHTUHra;
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* [Mepuoduyeckasi omrnpaska akkayHmuHaa — BK/TIOUNTb NEPUOLANYECKYIO OTNPaBKy COOOLLEHNI
«Accounting» Ha RADIUS-cepBep. 3agaTb nHTEpBas1 OTNPaBKN COOOLLEHWIT MOXHO B nose «HTepsan

OTNpaBKN akKkayHTUHIa».

OrpaHnyeHne cCKopocTu:
* Bk/1l04UMb — aKTMBMPOBATL MOJ1e HACTPOEK;

+ VAP Limit Down — orpaHuyeHne NponyckHO CnoCOBHOCTM B HaNpaB/IeHUN OT TOYKM A0CTyna Ao

K/TMEHTOB (B CYMME), NOAK/THUEHHbIX K faHHoli VAP, K6nT/c;

+ VAP Limit Up — orpaHuyeHve NponyckHOW CNoCOBHOCTM B HANpaB/IEHUN OT K/IMEHTOB (B CyMME),

NOAK/MOYEHHbIX K gaHHon VAP, 0o Toukn goctyna, K6ut/c;

+ STA Limit Down — orpaHu4yeHne nNponyckHOW CNOCOGHOCTM B HanpaBfeHn OT TOUKM AOCTyna Ao
KIMEHTOB (KaXA0ro B OTAE/bHOCTM), NOAKMOUEHHbIX K AaHHON VAP, Kout/c;

+ STA Limit Up — orpaHuyeHune nponyckHoi cnoco6HOCTM B HanpaBieHUN OT KIMEHTOB (KaXaoro B
OTAENbHOCTM), NOAKMOYEHHbIX K AaHHO VAP, 1o Toukn goctyna, K6ut/c.

KoHTponb goctyna no MAC

B gaHHOM noapasaene BbINosHseTCst HacTpoiika cnuckoB MAC-apecoB K/IMEHTOB, KOTOPbIM, B 3aBUCUMOCTY
OT BbIGPAHHOW NONNTYKM AOCTYNa, pa3peLleHo UK 3anpeLLeHo NoakIyaTbes K gaHHol VAP.

KoHTtpone goctyna no MAC
BrnwoyeHo

MonuTHka 3anpeTHTe

Cnucok MAC-agpecoe

+ [puMeHnTL X OTmena

* Bk/104EHO — NpW yCTaHOB/MIEHHOM conare 6yaeT paboTaTb BblbpaHHasi NONNTUKA AOCTYNa;

* [MNonumuka — nonuTrka goctyna. Bo3amoxHble 3HaYeHus:

+ 3anpemums — K gaHHoi VAP GyaeT 3anpeLleHo nogknoyarbes kameHtam, MAC-agpeca KoTopbIxX
cofepxartcs B cnucke. Bcem ocTtasibHbIM JOCTYN 6yAeT paspeLlen;
+ Paspewums — K gaHHoin VAP 6yaeTt paspeLleHo Nnogknvarbes ToNbKo TeM kaneHtam, MAC-
ajZipeca KoTopbIX cogepXarcs B cnucke. BceM octasibHbIM AOCTYN OGyAeT 3anpeLleH.
* Cnucok MAC-adpecos — cnucok MAC-agpecoB KNMEHTOB, KOTOPbIM pa3peLUeH uan 3anpeweH AocTyn K

naHHon VAP. MoxeT cogepxaTb A0 128 aapecos.

[nsi Toro YTo6bI 106aBUTL AAPEC B CNIUCOK, HAXKMUTE KHOMKY n 1 B nosiBMBLLEMCS nose BeeanTe MAC-

x

aapec. YTob6bl yaanmTb aapec 13 Crmcka, HOKMUTE KHOMKY

B COOTBETCTBYHOLLEN CTPOKE.

Ecnv Bo3HUKIa He06X0AMMOCTb A06aBUTL B cnMcok MAC-afpec KIMEHTa, KOTOPbIA B AaHHbIA MOMEHT

noAKtoyeH K 6a30B0N CTaHLMKW, HXKMUTE B KOHLLE CTPOKM KHOMKY
OH aBTOMaTM4ecku fob6aBuTCS B nose.

1 BblGepUTE HYXHbIA afpec U3 CNncka,

Mo ymonuaHuto B cnncke otobpaxaertcs Ao 10 agpecos. [ Toro 4to6bl yBUAETb NOJHbIV CIUCOK B Cyvae,
€C/n OH coaepxmnT 6onee 10 aapecoB, HAXKMUTE KHOMKY «IokazaTb BCE».

10 EO:D9:E3:VABECO

MokasaTtb BCE

[N BCTYNNeHWs1 B CUY HOBOI KOHCOUIypaLmmn 1 3aHECEHUSI HACTPOEK B SHEPTOHE3ABNCUMYIO NaMsiTh
HaXXMUTE KHOMKY «[pUMEHUTb». N5 OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMEeHay.
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5.7 MeHo «Z-Wave»

5.7.1 NMoameHto «Z-Wave»

© Tonbko ansa ycrpoiictea WEP-30L-Z.

eLTeXx WEP-30L-Z

MoruTopuHr Radio VAP Z-\Wave CeTegkle HAacTpoliku BHelH1e cepeuch Cuctema - (eepxom)

Z-Wave » Brniounte
Appec nnatdiopue smart.eltex-co.ru
ynpaeneHuA
MepT nnatgopms 8072

ynpaeneHuA
BezonacHoe
COBAUHEHHE

CEpoc koHbUrypaLmm

mogyna Z-\Wave

* Bk/1o4umb — Npu BbiCTaB/IEHHOM dhniare oyHKLMA BKIOYeHa. Mo yMOIYaHuio PYyHKLUMA BbIKHOYEHa;

+ Adpec nnamghopMbl yrpasseHusi — none Beoga agpeca cepsepa «Eltex Smart Control (Eltex SC)».
3HadeHune no ymonuyaHuto: smart.eltex-co.ry;

+ Mopm nnamahopmbl ynpas/ieHusi — nose Beoga nopra Anas ceasn ¢ naaropmoii YMHoro goma «Eltex
Smart Control». Mpw BbiktOYeHHOM dhnare «besonacHoe coeanHeHne» omKeH 6bITb ykaszaH nopt 8070.
3Ha4yeHne no ymosniyanuto: nopt 8072;

+ be3ornacHoe coeduHeHuUe — NpW BbICTaB/IEHHOM do1are NCnosib3yeTcs NPoToKos wudgposaHusa SSL. Mo
YMOTHaHMIO (OYHKUNS BKIIOYEHS,

+ C6poc KoHgpuzypayuu mooyns Z-Wave — nepesanyck Z-Wave Hub n yganeHune Bcex nogxntoHeHHbIX No
npotokony Z-Wave ycTpOoIiCTB.

[Nsi BCTYN/IeHUSI B CU/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNSI HACTPOEK B SHEPTOHE3aBICUMYIO NaMSTh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHMIA HAXXMUTE KHOMKY «OTMEHA».
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5.8 MeHo «CeTeBble HACTPONKN»

5.8.1 MoameHo «CnucTemMHas KoHdurypaums»

“LTEX  WEP-30L

IMOHWTOPHHT Radio VAP CeTeBble HacTPOHKKH BHelUH1e CepBUCH Cucrema - (BbIxXOO)

CHCTEMHAA KOHPUrypaLma » Mms xocta WEP-30L

foctyn MecrpadpM4eCKMin QOMEH root

VLAN ynpasneHus Terminating v
WVLANID 200
MpoTokon DHCP v

MepBUYHBIA DNS

BropuuyHbiin DNS

* VImMsi Xxocma — ceTeBoe UMS YCTPONCTBa, 3afaeTcs cTpoka 1—-63 CMMBO/IOB: /TAaTUHCKME 3arnaBHble U
CTPOUHbIe BYKBbI, LMPbI, 3HAK AedInC «-» (Aedmc He MOXET GbiTb NOC/IeAHUM CUMBO/IOM B UMEHM);

+ [eocpacpudeckuli 0oMeH — [OMEH y3Nna AepeBa yCTPONCTB cucTemsl yrnpasneHus EMS, B koTopom
pacnonaraeTcs Touka JOCTyna;

* VLAN ynpas/neHus:.

* Bbik/moyeHo — VLAN ynpaBneHusi He NCnosib3yeTcs;

« Terminating — pexwum, npu koTopoM VLAN ynpaBneHus TepMUHMPYETCst Ha Touke aocTyna (B 3Tom
C/lyyae y K/IMeHTOB, NMOAK/HYEHHbIX Yepe3 paavonHTepdienc, HeT goctyna o gaHHoro VLAN. Mpu
HacTpoeHHOM Ha Touke aoctyna WDS gaHHbIn pexxum VLAN ynpasneHusa He AOCTYNeH Ans
BblGOpa);

* Forwarding — pexwum, npu kotopom VLAN ynpaBneHus nepegaeTtcs Takke B paanonHTepdeliic
(npu cooTBeTcTBYtOLLEN HacTpoiike VAP).

« VLAN ID — ngentudonkarop VLAN, ncnonb3syemsbiii Ana goctyna K yCTPONCTBY, NPUHUMAET 3HAYEHUS
1-4094;

+ [Mpomokos1 — BbIGOP NPOTOKONA, N0 KOTOPOMY ByAET OCyLLeCcTBAATLCA nogkntodeHune no Ethernet-
NHTEepdIecy yCTPOINCTBa K CeTV NpefocTaB/IeHns yCyr nposangepa:

+ DHCP — pexum pab6oTbl, npu KoTopom IP-agpec, macka noacetu, aapec DNS-cepsepa, w3 no
YMOJIHaHWIo U Apyrve napameTpbl, Heoo6xoanMble 15 paboTbl B ceTu, 6yayT nosyyeHsl oT DHCP-
cepBepa aBToMaTn4eckuy;

+ Static — pexum paboTbl, Npu KoTopom IP-aapec n Bce HeobxoauMble napameTpbl HA WAN-
NHTEpdenc HazHavarTcA cTatuyecku. Mpu Bolbope Tuna «Static» ANs pegakTMpoBaHusa CTaHyT
[OCTYNHbI cneayoLme napameTpsbl:

+ Cmamuvyeckuli IP — IP-agpec WAN-nHTepdeiica ycTpoiicTBa B CeTu nposaiiaepa;
+ Cemesasi Macka — Macka BHeLLHel noaceTy;
* Ll/103 — afpec, Ha KOTopbI OTNpaBseTca NakeT, ec/iv A5 Hero He HalgeH MapLupyT B
Tabnuue mappyTmnsaumm.
+ lNepsu4dHbili DNS, BmopuuHbili DNS — IP-agpeca DNS-cepBepos. Ecnu agpeca DNS-cepBepoB He
Ha3Ha4arTCca aBTOMaTMyeckn no npotokony DHCP, 3agaiiTe nx Bpy4yHylo.

[Nsi BCTYN/IEHUSI B WYy HOBOM KOHQOUIypaLumn 1 3aHECEHNS! HACTPOEK B SHEPTOHE3aBNCUMYIO NaMSTh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMEHa».
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5.8.2 TMoameHto «JocTyn»

B nogmeHto «LocTyn» NpoM3BOAMTCA HACTPOViKa AOCTyna K yCTPONCTBY NOCPeACcTBOM web-uHtepdeiica,
Telnet, SSH, NETCONF n SNMP.

« [nAa BkNoYeHUsa gocTyna K yCTpoicTBy Yepes web-uHtepderic no npotokony HTTP yctaHoBuTe chnar
HanpotmB «WEB». B nosiBuBLLEMCSI OKHE €CTb BO3MOXHOCTb nomMeHaTb HTTP-nopT (no ymonyaxuto —
80). [lmanasoH A0MNYyCTUMbIX 3HAYEHWIA MOPTOB, MOMUMO YCTAHOB/IEHHOTO MO YMo/YaHuio, ¢ 1025 no
65535 BKNHOYNTENBHO;

+ [nAa BKNOYeHUA aocTyna K ycTpoicTBy vyepes web-nHtepdelic no npotokony HTTPS yctaHoBuTe dhnar
Hanpotme «WEB-HTTPS». B nosiBMBLLEMCS OKHE eCTb BO3MOXHOCTb NomeHsATb HTTPS-nopT (no
yMonyaHuio — 443). inanasoH JonyCTUMbIX 3HAYEHWUIA MOPTOB, MOMUMO YCTAHOB/IEHHOTO MO YMOJ/TYaHWIO,
¢ 1025 no 65535 BKNHOYNTESBHO;

© nMoptbl ans npotokonos HTTP 1 HTTPS He J0/KHbI UMETb O1HAKOBOE 3HAYEHMe.

+ [ina BKIOYEHMA focTyna K ycTpoicTy Yepes Telnet yctaHoBuTe dhnar Hanpotus «Telnety,
+ [lnsa BkNOYeHUs gocTyna K ycTpolicTBy yepes SSH yctaHoBuTe thnar HanpoTus «SSH»;
+ [nsa BkoveHns goctyna K yctpoiictey Yepe3 NETCONF yctaHosute dpnar Hanpotus «NETCONF».

\TE WEP-30L

MOHUTOPHHT Radio VAP CeTeBble HAaCTPORKH BHelUHWe CepBHCH! Cuctema -~ (BbIXO

CUCTEMHAR KORDHTypaLmMa WEB
Loctyn > HTTP-nopt 80
WEB-HTTPS
HTTPS-nopt 443

Telnet

<]

SSH

a

NETCONF

<]

SNMP

a

Mapornk Ha YTeHue public
Mapone Ha 3annce private
AIpec AnA NpUEMa Tpanos vi
AJpeC ANA NpUEMa TPanos v2
Agpec AnA npuéma coodLyeHnit Inform
CMCTEMHOE MMA YCTPORCTBA WEP-30L
KoHTakTHas nhgopmauna Contact
MpoU3BOAMTENS

IMecTononoxeHne ycTpoiicTea Russia

Mapons B Tpanax trap

MporpammHoe obecneveHne WEP-30L no3BonSeT M3MEHATb KOHGMrypauuio yCTPONCTBa, NPOBOANTb
MOHWUTOPUWHI COCTOSIHWSI TOYKM AO0CTyna 1 eé AaT4yMKoB, a Takke ynpas/isaTb YCTPOWCTBOM, UCNO/b3YS MPOTOKON
SNMP.

[na nameHeHns Hactpoek SNMP yctaHoBuTe chnar HanpoTue «SNMP», nocne Yero ansa pegaktmpoBaHms
CTaHyT JOCTYnNHbI cnegyowme napametpbl SNMP-areHTa:

+ lMaposib Ha YmeHue — Naposib Ha YTeHre napameTpoB (06LLENPUHSATBI: public);

+ [Maposib Ha 3anuck — Naposb Ha 3anuck napameTpoB (06LLENPUHSTLIN: private);

« Adpec 0515 npuéma mparos vl — IP-agpec nnn goOMeHHoe UMsi NpUemMHnKa coobuieHnin SNMPv1-trap B
topmate HOST [COMMUNITY [PORT]];
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+ Adpec 0719 npuéma mparios v2 — IP-agpec nnm fOMeHHOe NMs npuemMHuka coobuieHnin SNMPv2-trap B
thopmate HOST [COMMUNITY [PORT]];

« Aodpec 0515 npuéma coobwjeHul Inform — IP-agpec nnn AOMeHHOe MMS NMpUeMHMKa coobueHunii Inform B
topmate HOST [COMMUNITY [PORT]];

« CucmemHoe umsi ycmpoticmsa — UMSl YCTPOWCTBa;

+ KoHmakmHasi uHghopmayusi npou3sooumesisi — KOHTakTHas nHdopmMaumns NnponM3BoAMTENS YCTPOICTBE,

* MecmononoxeHue ycmpoticmsa — UHopMaLmsa 0 MeCcTONO/IOKEHNN YCTPOICTBE;

+ lMaposib 8 mpanax — Naposb, CoaepXxallmiics B Tpanax (no ymonyaHuto — trap).

Hwxe npuBeaeH CNMCOK 06bLEKTOB, NOAAEPXMBAEMbIX A/ UTEHUSA U KOH(PUTYPMPOBaHWA NOCPeACTBOM
npotokosa SNMP:

+ eltexLtd.1.127.1 — MOHUTOPWUHT NapamMeTPOB TOYKM AOCTYNa M NOAKIOYEHHbIX KNTIMEHTCKMX YCTPOICTB;
+ eltexLtd.1.127.3 — ynpaBneHne TO4KO AOCTYNa;
+ eltexLtd.1.127.5 — koHUrypmpoBaHme To4YKn AocTyna.

eltexLtd — 1.3.6.1.4.1.35265 — ngeHtudmkarop npegnpusatnsa «NTTEKC».
Mogpo6Hoe onucaHune OID WEP-30L goctynHo no cneaytouleii ceoinke: Onvcadmne OID Ha WEP/WOP-xL.

,ﬂ.flﬂ BCTYMJ/ieHNA B CUNy HOBOW KOHCpI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B AHEPIOHE3aBNCMYIO NMaMATb
HaXXMNTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

5.9 MeHo «BHellHMe cepBUCHI»

5.9.1 NMoameHto «[opTasibHas aBTopm3auuns»

MoameHto «MopTanbHas aBTopu3ayus» NpeaHasHaueHo A/1s BKOUEHUS U HACTPoiiku cepeuca APB Ha Touke
aocTyna.

Cepsuc APB ucnonb3ayetcs Ans o6ecneyeHnst NopTasibHOro poyMUHTa KNMEHTOB MeX Iy TOYKaMm [0CTyna,
MOAK/HOUYEHHbIMU K CEPBUCY.

“LTEX  WEP-30L

MoHUTOpWHE Radio VAP CeTeBkle HACTPOHKN BHelkue cepeucel Cuctema - (BbIXOA)
MopTantHas aETopH3aLmMA » BrnkoumTs
AirTune Appec cepeuca APB ws://192.168.1.1:8090/apb/broad
s =

+" [NpumMeHHT: *® OTmeHa

* Bksmo4umb — Npu ycTaHOBNEHHOM hriare Touka Oyaet nogxnioyarscs K cepsucy APB, agpec KoToporo
ykasaH B none «Agpec cepsuca APB», onsa obecrnevyeHus nopTasibHOro poOyMyHra K/IMeHToB;

+ Adpec cepsuca APB — aapec cepsuca APB ans nogaepxkm poymMmuHra B pexmme noptasibHoM
aBTopu3auuun. 3agaertcs B oopmare: «ws://<host>:<port>/apb/broadcast».

[Nsi BCTYN/IeHUSI B /Ty HOBOI KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B 9HEPTOHE3aBICUMYIO NaMsITh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMEHA».
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5.9.2 lMoameHto «AirTune»
MoameHto «AirTune» NnpegHa3HaYeHo A/19 BKIIOYEHUSA U HACTPOMKK cepsurca AirTune Ha Touke goctyna.

Cepsuc AirTune ncnonb3yeTtcs g/1a onTummnsauum paamo-pecypcos (Radio Resource Management) u
aBTOMaTn4ecKol HacTpoiiku 6ecloBHoro poymudra 802.11 k/r.

cLTEX WEP-30L

AirTune »

MOHWTOPHHT Radio VAR CeTeBkIe HACTPOKK BHELUHWE CEpBUCHI Cucrema - (BbIXOA)
MopTansHas asTopu3auma BrAOYNTE
Adpec cepsuca AirTune ws://192.168.1.1:8099/apb/mm

* Bk/1ro4umb — npu yCcTaHOB/IEHHOM ¢hnare Touka byzet nogkatodarbes K cepsucy AirTune, agpec
KOTOpOro ykasaH B nosne «Agpec cepsuca AirTune», s obecneyeHns yHkumin Radio Resource
Management n/wnun poymuHra 802.11 k/r;

+ Adpec cepsuca AirTune — agpec cepsuca AirTune. 3agaetcsa B popmare: «ws://<host>:<port>/apb/
rrmo.

[N BCTYNNeHWs1 B CUNYy HOBOI KOHCOUIypaummn 1 3aHECEHUSI HACTPOEK B SHEPTOHE3ABNCUMYIO NaMsITh
HaXKMUTE KHOMKY «[pUMEHUTL». N5 OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMEeHay.

51



PykoBoacTtso no akcnnayatauum WEP-30L, WEP-30L-Z

5.10 MeHto «Cucrtema»

B MeHi0 «CucTteMa» BbINOHAKTCS HACTPOVKM CUCTEMbI, BPEMEHM, OCTYNA K YCTPOWCTBY NO pas/INYHbIM
NpOTOKOMaM, MPOM3BOANTCS CMEHA Napoist U 0GHOB/IEHNE NPOrPaMMHOr0 06ecneyeHunst yCcTpoiicTaa.

5.10.1 MoameHo «O6HOBNEHME MO ycTpolicTBar

MoameHo «O6HOBNeHMe MO ycTpoiicTBa» NpefHasHavYeHo 415 06HOBNEHUS NPOrpamMmmMHOro obecneyeHuns
yCTpOWCTBa.

ELTEX  WEP-30L

MoHuTopudr  Radio VAP CeTeBbie HAacTpoiikM  BHellHWe CepBuCh CucTema u~  (Bbixod)
(OBHoBnerue MO ycTpoiicTea » AKTWBHasA Bepcus Mo
KoHdurypauma

AxkmyansHas eepcus M0 docmyn+a no adpecy: hitp./eltex-co.ru/support/downioads/
Mepesarpyska
@ain oGHOBAEHKA MO | BbiOepuTe (ainn |-J:aﬁn He BrIGpaH
Mapone

HypHan

Narta u spems

« AKmusHasi sepcusi [10 — Bepcusi NporpaMmMHOro o6ecneyeHmns, ycTaHOB/IEHHOTO Ha YCTPOMCTBE,
pa6oTatoLlas B AaHHbIi MOMEHT;
+ PesepsHas sepcusi 10 — Bepcusa NPOrpaMMHOro 06ecneyveHunsi, yCTaHOB/IEHHOIO Ha YCTPOICTBE, Ha
KOTOPYH MOXHO nepekntountbesa 6e3 3arpysku caina Mo.
+ Codesnnamb akmusHoU — KHOMKa, N03BONAOLWANA caenaTb pe3epBHyto Bepcuto MO akTUBHOMN, ANs
3TOro nNoTpebyeTtcsa nepesarpyska ycTporictea. AKTuBHas Bepcus MO B 3TOM Ciyyae cTaHeT
pe3epBHOIA.

O6HoBNEHKE nporpaMmmMmHoro obecneyeHus

3arpysuTte aiin MO c cawnTa http://eltex-co.ru/support/downloads/, Bbiopas WEP-30L B cnncke yCTPOWCTB U
COXpaHuTe ero Ha KomnbtoTepe. [locne aToro HaxXMnTe KHoMKy «BbibepuTe daiin» B none dalis1 06Hos/neHUsI
10 v ykaxunTte nyTb K dpanny MO B hopmare .tar.gz.

[ns 3anycka npouecca 06HOBMEHNST HEOBXOAMMO HaxKaTb KHOMKY «3anycTutb 06HOBEHME. [pouecc
06HOBNEHMs 3aliMET HECKO/IbKO MUHYT (0 ero TekylleM crtatyce 6yAeT ykasaHo Ha CTpaHuLIe), Noc/e Yero
YCTPOMCTBO aBTOMATUUYECKM Nepesarpy3nTcs.

© He otkniovaiite nuTaHMe yCTPOICTBA 1 He BLINOMHANTE ero nepesarpy3ky B npolecce 06HOBNEHUA
Mno.
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5.10.2 MogmeHto «KoHburypaymns»

B noameHo «KoHurypauusa» BbINOMHAETCS COXPAHEHUE U OOHOB/IEHNE TEKYLLEW KOH(UrypaLumm.

=TE WEP-30L

MOHWTOPUHT Radio VAP CETEBbIE HACTPOIKHM BHELIHWE CepBHChI Cuctema - (BbIXOA,

ObHoenexwe MO ycTpoiicTsa Mony4uTL apXve KOHMUIYpaLwuKn C yCTPOUCTEa 7 Cra4aTb

KoHdurypauua > P TR o | i
pHryPELY 3arpy3uTe apXus KOHMMIYPauMKM Ha yCTPOMCTBO \ BuiBepute (ann |¢ann He BoiOpaH

Nepe3arpyska

Mapone
COpOC Ha 33BOACKUE HACTPOMKM B CoxpatuTs napameTpel focTyna

Wypran % COpoc

[ata u Bpema

[Nony4yeHmne KoHMUrypaumm

UT06bI COXPaHUTL TEKYLLYH KOH(MIypauuio yCTPOCTBA Ha /IOKasIbHbI KOMMbLIOTEP, HXKMUTE KHOMKY
«CKauaTtb».

OG6HoBNeHMEe KOHdMIypaumm

[ns 3arpy3ky cOXpaHeHHOro Ha JI0KaJlbHOM KOMMbloTepe dhaina KoHUrypauum UCnonb3yeTcsa MyHKT
«3azgpy3ums apxus KOHgu2ypayuu Ha ycmpolicmso». Ans 06HOBNEHNS KOHhMrypaummn ycTpoincTea HaxXMmTe
KHOMKY «BblGepuTe chaiin», ykakute daiin (B hopmarte .tar.gz) n HOXMUTE KHOMKY «3arpy3unTb chaiin».
3arpyxeHHas KoH(Urypauusa npuMmeHseTca aBToMaTnyeckn 6e3 nepesarpysku ycTpoicTsa.

C6poc ycTpoiicTBa Ha 3aBOACKNE HACTPONKN

UT0o6bI caenaTth COPOC BCeEX HACTPOEK YCTPOICTBA HA CTaHAAPTHbIE 3aBOACKME YCTAHOBKM, HXKMUTE KHOMKY
«C6poc». Ecnu akTBMpoBaH chnar «CoxpaHnTb NnapameTpbl 40CTynar, TO 6y4yT COXPaHeHbI Te napameTpsbl
KOHGpMIypaLmm, KoTopble 0TBEYAKT 3a A0CTYN K YCTPOCTBY (HacTpoiika IP-agpeca, HacTpoiiku foctyna no
Telnet/SSH/SNMP/NETCONF/Web).

5.10.3 MoameHto «epe3arpy3kar

[lnsi nepesarpysku yCTpoincTBa HaXKMUTE Ha KHOMKY «[epesarpyskar. [Mpouecc nepesanycka ycTpoiicTea
3aHVMaeT NPUMEPHO 1 MUHYTY.

S TEX WEP-30L

MOHHTOPHHT Radio VA CeTeBble HACTPOHKN BHeLUHWE CEPBHCH Cuctema - (BbIX0M)

O0HoBNeHWe MO yCTpoACTBa Mepesarpyska ycTpoicTsa < Mepesarpy3ka
KoHgurypayua
Mepesarpyska »
Maponk
HypHan

Nata W BpeMa
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5.10.4 TogmeHto «[Maposb»

Mpu Bxofe yepes web-nHTepdeiic agMmmHmcTpaTop (Naposib No yMosiyaHuto: password) MMeeT MosHbIA JoCTyn
K YCTPOWCTBY: UTEHME N 3anunChb JI06bIX HACTPOEK, NOJTHBIA MOHUTOPUHT COCTOAAHMSA YCTPOCTBA.

[na cmeHbl Nnaponsa BBeAMTE HOBbLIV Naposb cHavana B nose «lMaponby, 3aTem B none «MoaresepxaeHne
napons» N HaXXMUTe KHOMKY «IMpUMeHUTb» 19 COXpaHeHUA HOBOIO Naposis.

eLTeXx WEP-30L

MOHMTOPUHT Radio VAP CeTeBble HACTPORKK BHELUHWE CEPBMCh Cuctema - (BbIXOM)
(OBHoBNeHue MO ycTpoAcTEa MNapone @
KoHgurypayua MoaTeepxasHue napona @

Mepe3arpy3ka

Maponk »

JKypHan

Narta u BpeMa

5.10.5 TlogmeHo «KypHan»

MogMeHio «XKypHan» npegHasHayeHo 4151 HACTPOWKK BbiBOAA PasHOro poga OT/1af0uHbIX CO0OLEHNIA
CUCTEMbI B LIeNsAX 06HapyXeHus npuynH npobnem B paboTe yCTponcTaa.

MOHUTOPHHT Radio VAP CeTeBble HACTPORKK BHELUHWE CEPBMCH Cucrema - (BbIXOA)
OBHoBneHue MO yeTpoiicTea Pesim Cepeep u daiin v
KoHUrypawmsa Anpec Syslog-cepeepa syslog.server
Mepesarpyska MopT Syslog-cepeepa 514
Maponk Pasmep daitna, kb 1000
yphan »
Narta u Bpema

* Pexxum — pexum pabotbl Syslog-areHTa:
* Jloka/ibHbIU chalil — HhopMaLUs XypHasia COXpaHAeTcs B JIOKa/IbHOM oaiinie n AoCTynHa B
web-nHTepdelice ycTpoiictea Ha BKnagke «MoruTopuHr/XKypHas cobbITnii,
+ Cepsep u ¢halin — nHgopmauus XypHana oTnpaBnseTca Ha yaaneHHblin Syslog-cepeep n
COXpaHseTcs B JIOKa/IbHOM cpaiine.
+ Adpec Syslog-cepsepa — IP-agpec nnv gomeHHoe nms Syslog-cepsepa;
« Mopm Syslog-cepsepa — NopT Ansi BXoAAWmx cooblieHnin Syslog-cepeepa (no ymonuaxuio — 514,
[loNyCTUMble 3HaYeHust 1-65535);
« Pasmep ¢halina, kb — MakcuMasbHbIi pasmep goaiina xypHana (aonyctumMble 3HadeHus 1-1000 kB).

[N BCTYNNeHWs1 B CUy HOBO KOHCOUIypaLmMmn 1 3aHECEHUST HACTPOEK B SHEPTOHE3ABMCUMYIO NaMsiTh
HaXXMUTE KHOMKY «[pUMeEHUTb». [INs OTMEHbI M3MEHEHWI HAXKMUTE KHOMKY «OTMEeHay.
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5.10.6 MogmeHto «[ata n Bpems»

B noameHto «Jata u BpeMsi» MOXHO HACTPOWTbL BPEMS BPYUHYO UM C MOMOLLLbKO MPOTOKOA CUHXPOHMU3ALMN
BpemeHn (NTP).

5.10.6.1 BpyuHyro

=L TEX  WEP-30L

MOHMTOPHHT Radio VAP CeTeBble HACTPOMKN BHeWwHWe cepeBnch Cucrema - BbIXOQ,

OBHoBNeHHe MO yCTpoilcTea Peum @ Bpyudyw (O NTP cepeep

KoHdurypawus Nara u Bpema ycTpoiicTea 18.05.2023 07:38°32 | # PenakTnposate.

“acosoil noac Mocksa, Poccua v
Mepesarpyska

BinioyuTe Nepexod Ha NeTHee BpemMa
Mapont

" Mepexon Ha NeTHee BpemMA (HE 80/0paH0) | (HE eni0patHo) | (He esi0paHo) B --
ypHan

nata w spena Mepexod Ha 3HMHee BpeMa (He 8biOpaHo) || (He évifipaHo) | (He eniOpaHo) B - | --
0 M

CBMI EDEMEHH (MUH.) 60

+ [ama u spemsi ycmpolicmsa — fata v BpeMs Ha YCTPOCTBE B AaHHbIA MOMeHT. Ecnun TpebyeTcs
KOPPEKLMS, HOKMUTE KHOMKY «PefakTnpoBaTb».
+ [ama, spemsi — 3afainTe TEKyLLY0 AaTy 1 BPEMS UM HaXXMUTE KHOMKY «TekyLlas gata u Bpems»
AN ycTaHOBKM BpemeHu MK Ha ycTpolicTBO.
+ Yacosol rosic — N03BONSIET YCTAHOBUTL YaCOBO NOSC B COOTBETCTBUM C GAMXKaALLIMM roOpoLoM B
BalLEeM pervoHe 13 3afaHHOro Crmcka;
* BK/1o4UMb repexoo Ha siemHee speMsi — Npu yCTaHOB/IEHHOM dhare nepexop, Ha fieTHee/3MHee
Bpems OyaeT BbINO/HATLCA aBTOMATUYECKN B 3a4aHHbIli NepUos BPEMEHMU:
+ [Nepexod Ha iemHee BpeMsi — AeHb U BpeMs, Korga 6yaeT BbINOHATLCA NePexXoq, Ha neTHee
Bpems;
+ [Mepexod Ha 3uMHee BpeMsi — LeHb N BpeMs, Korga OyaeT BbINO/HATLCA Nepexos Ha 3uMHee
Bpems;
+ CoBue BpemeHu (MUH.) — nepuog, BpeMeHN B MUHYTaXx, Ha KOTOPbIi BbINOMHAETCA CABUT BPEMEHM.
MoxeT npuHMMmaTthb 3HavyeHme oT 0 4o 720 MuH.
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5.10.6.2 NTP-cepsep

=L TEX  WEP-30L

IMOHMTOPHHT Radit

o

VAP CeTeBble HACTPOHKH BHELHHE CEPBHCHI Cucrema n - (BbIXOA,

OGHoBnenue MO ycTpoRcTsa Pesum (O Bpyuryio @ NTP cepeep
Vi i 5 -9g-
KoHdHrypaLs [1ata w Bpemna ycTpoiicTea 18.05.2023 07:39:37

NTP cepeep pool.ntp.org -
Mepesarpyska

4acosoil nosc Mockea, Poccua v
Maponk

A BKMKOYMTE NEPEXOA HA NETHEE BPEMA
JypHan

MEepexo Ha NeTHee Bpema (He 8s10paHo) (He 85/60aH0) (4e 8siGpako) B —
[lata v Bpems >
Mepexoq Ha 3UMHEE BpemMA (He 8s10paHo) (He 85/60aH0) (4e 8siGpako) B —

C/BMI BPEMEHK (MHH.) 60

m X OTvexa

+ Jama u spemsi ycmpolicmsa — gata  BpeMs Ha YCTPOICTBE B AAaHHbIA MOMEHT;
* NTP cepsep — IP-agpec/noMeHHOe nMA cepBepa CUHXPOHM3aLUM BpeMeHn. Bo3aMoxHO 3aaartb agpec
NN BblIGpaTb U3 CYLLECTBYIOLLENO CMNUCKa,;
+ Yacosol nosic — no3BOASIET YCTAHOBUTb YaCOBOW MOSIC B COOTBETCTBUM C GAMXaiLLMM ropoaom B
BalleM pervoHe u3 3alaHHoro Crmcka;
* Br/1o4umsb rnepexod Ha /iemdee speMsi — Npu yCTaHOB/IEHHOM dhfiare nepexop, Ha neTHee/3nMHee
BpeMs OyAeT BbINO/HATLCA aBTOMAaTUYECKN B 3ajaHHbI NepuoL, BpEMEHN:
* [Nepexod Ha siemHee BpeMsi — AeHb 1 BpeMs, koraa 6yaeT BbINO/HATLCA Nepexos Ha fieTHee
Bpewms;
* [Nepexod Ha 3uMHee BpeMsi — [eHb U BPeMS, Korga OyaeT BbINO/HATLCA Nepexos Ha 3uMHee
Bpewms;
+ CoBue BpemeHu (MUH.) — nepuog, BpeMeHN B MUHYTAX, Ha KOTOPbII BbINOMHAETCA CABUT BPEMEHM.
MoxeT npuHmaTb 3HaveHune oT 0 o 720 MUH.

[na BCTynneHns B cuUly HOBOW KOHCOUIypaLun 1 3aHECEHNSI HACTPOEK B 3HEProHe3aBrCMMYH0 NamMsiTb
HaXXMUTE KHOMKY «[TpuMeHUMb». NS OTMEHbl U3MEHEHWI HaXXMUTE KHOMKY «OmmeHar.
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6 YnpaBneHue yCcTPOMCTBOM C MOMOLLbIO KOMaHAHOW CTPOKK

© [ns 0TO6paKEHUS MEIOLLIMXCS HACTPOEK OMNpPeaeNeHHOTo pasAena KOH(UIypaumm BBeauTe KoMaHay
show-config.
[ns nonyyeHusa nogckaskn 0 TOM, Kakoe 3HaYeHre MOXET NPUHUMATbL TOT WU MHOWN napameTp
KOHDUIypaLumm ycTpoiicTBa, HaxkMiTe codeTaHue knasui (B aHrnuiickoin packnagke) [Shift + ?].
[na nonyyeHns cnmcka napameTpoB, 4OCTYMHLIX A1 peAakTMpoBaHUA B JaHHOM pasferne
KOHpurypaumm, HaxmuTe knasuwy Tab.
[na coxpaHeHua HACTPOeK BBEAUTE KOMaHAYy save.
[ns nepexoga B npeablayLunii pasgen KoHurypaumm BeeguTe kKomaHay exit.
[na nepexosa B KOPHEBOI pasfen seeauTe KomaHay end.

6.1 TMoakyeHne K yCTponCcTBy

Mo ymonyanuto yctpoiicteBo WEP-30L/WEP-30L-Z HacTpoeHo Ha nony4yeHue agpeca no DHCP. Ecnu aToro He
MPOM30LLII0, NOAKIOUNTLCS K YCTPOMCTBY MOXHO MO 3aBoackomy IP-agpecy.

© 3asopckoii IP-agpec yctpolictea WEP-30L: 192.168.1.10, macka nogcetu: 255.255.255.0.
MoaxnYeHne K yCTPOICTBY ocyLlecTBAsieTcs ¢ nomoubio SSH/Telnet:

ssh admin@<IP-aapec ycTpoiicTBa>, Aanee BBOAUM Napo/ib

telnet <IP-agpec ycTpoiicTBa>, BBOAVM JIOTMH U Naposib
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6.2 HacTpolika ceTeBbIX NapamMeTpoB

HacTpoiika cTaTM4ecKux ceTeBbIX MapamMeTpoB TOUKU AocTyna

WEP-30L(root):/# configure

WEP-30L(config):/# interface

WEP-30L(config):/interface# br0

WEP-30L(config):/interface/br0# common

WEP-30L(config):/interface/br0/commont static-ip X.X.X.X (rge X.X.X.X — |P-agpec WEP-30L)
WEP-30L(config):/interface/br0/common# netmask X.X.X.X (rge X.X.X.X — macka nogcetu)
WEP-30L(config):/interface/br0/common# dns-server-1 X.X.X.X (rae X.X.X.X — IP-agpec dns-cepsepa Neol)
WEP-30L(config):/interface/br0/common# dns-server-2 X.X.X.X (rae X.X.X.X — I[P-agpec dns-cepsepa No2)
WEP-30L(config):/interface/br0/commont# protocol static-ip (13vieHeHne pexvma paboTsl ¢ DHCP Ha Static-
IP)

WEP-30L(config):/interface/br0/commont# save (coxpaHeHne HacTpoek)

AOG&BNEHMG CTaTn4yecKoro MapuipyTra.

WEP-30L
WEP-30L
WEP-30L
WEP-30L
WEP-30L(config):/route# add default (rae default — HassaHne mapLupyTa)

WEP-30L(config):/route# default

WEP-30L(config):/route/default# destination X.X.X.X (rae X.X.X.X — IP-agpec cetv uiv y3/fa HasHaqyeHus,
ons gedpontHoro mapupyta — 0.0.0.0)

WEP-30L(config):/route/default# netmask X.X.X.X (rge X.X.X.X — macka cetv HazHauyeHus, o158 AedonTHoro
mMapLpyTta — 0.0.0.0)

WEP-30L(config):/route/default# gateway X.X.X.X (rae X.X.X.X — IP-agpec Lwno3a)
WEP-30L(config):/route/default# save (coxpaHeHve HacTpoek)

:/interface/br0/commont exit
:/interface/brO# exit
:/interface# exit

:/# route

config
config
config
config

—_ e~ e~~~
—_— = o = ==

HacTpolika nonyyeHus ceTeBbIX NapameTpoB no DHCP

WEP-30L
WEP-30L
WEP-30L
WEP-30L
WEP-30L
WEP-30L

root):/# configure

config):/# interface

config):/interface# bro

config):/interface/br0# common
config):/interface/br0/commont# protocol dhcp
config):/interface/br0/common# save (coxpaHeHne HacTpoek)

—_ e~~~ —~
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HacTtpoiika napameTpoB gocTyna no npoTtokony IPv4

WEP-30L(root):/# configure

WEP-30L(config):/# interface

WEP-30L(config):/interface# br0

WEP-30L(config):/interface/br0# common

WEP-30L(config):/interface/br0/common# access-rules (nepexo/ B paszes HacTpoek A0CTyna rno npoToKosy
IPv4)

WEP-30L(config):/interface/br0/common/access-rules# telnet false (rze false — orpaHnyeHve gocrtyna no
npotokony TELNET K yCTpOICTBY No ero IPv4-agpecy. JaHHasa HacTpoiKa pacnpocTpaHseTcs TO/IbKO Ha
MOAKMHOYEHNE K YCTPOWCTBY NO IPv4, #OCTYN MO IPv6 OCTaHeTCcs, ec/iv He 6bl10 NPon3BeAeHO
COOTBETCTBYIOLLIEV HACTPOWKM MO 3anpeTy B pasgene s IPve. na cHATUA orpaHnYeHns BBeanTe true)
WEP-30L(config):/interface/br0/common/access-rules# save (coxpaHeHne HacTpoek)

© HauuHas ¢ Bepcum MO 2.2.0 ecTb BO3MOXHOCTb 3aaasate MTU uepes DHCP (option 26).
3HayeHve MTU, nonyyeHHoe no DHCP, nvmeet 60nbLunii NpUOpUTET, YeM napameTp, 3aZlaHHbIn B
KOHoUrypaumu.

© Pasvep MTU ans bridge fonmkeH 6biTb He 60/1bLIE, YeM HauMeHbLnl pasmep MTU Ha uHTepdelicax,
KOTOpble HaxoAATcsl B 3ToM bridge.

HacTtpoiika pasmepa MTU Ha uHTepdeiice

WEP-30L(root):/# configure

WEP-30L(config):/# interface

WEP-30L(config):/interface# br0

WEP-30L(config):/interface/br0# common

WEP-30L(config):/interface/br0/common# mtu X (rge X — pa3mvep MTU B 6aiiTax. Bo3aMoxHble 3Ha4eHns: 1-
2490)

WEP-30L(config):/interface/br0/commont# save (coxpaHeHve HacTpoek)

6.2.1 HacTpolika ceTeBbIX NapameTpoB C NOMOLLbIO YyTUINUTLI Set-management-vlan-mode

HeTernpoBaHHbIN gocTyn

MonyyeHne ceTeBbix HACTPOEK No DHCP:
WEP-30L(root):/# set-management-vlan-mode off protocol dhcp

Cratnyeckme HacTpOWiKK:

WEP-30L(root):/# set-management-vlan-mode off protocol static-ip ip-addr X.X.X.X netmask Y.Y.Y.Y
gateway Z2.Z.Z.Z (rge X.X.X.X — cTtatnyeckuii IP-agpec, Y.Y.Y.Y — macka nogcetn, Z.Z.Z.Z — Lu/03)
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Aoctyn yepes VLAN ynpaBneHus B pexume Terminating

[MonyyeHne ceTeBbIX HACTPOeK Mo DHCP:

WEP-30L(root):/# set-management-vlan-mode terminating vlan-id X protocol dhcp (rae X — VLAN ID,
MCNONb3YEMbIA 47151 A0CTyMNa K YCTPOMUCTBY. BO3MOXHblE 3HAUeHUS: 1-4094)

Cratn4yeckue HaCTQOVIKM:

WEP-30L(root):/# set-management-vlan-mode terminating vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (rze X — VLAN ID, nucnosns3syemslii 415 JOCTyNa K yCTPONCTBY,
BO3MOXHbIE 3HaueHust: 1-4094; X.X.X.X — cTartmnyeckuii IP-agpec; Y.Y.Y.Y — macka noacetu; Z.Z.Z.Z — LuH3)

Aoctyn uepes VLAN ynpaBneHus B pexume Forwarding

MNonyyeHne ceTeBbIX HACTPOeK Mo DHCP:

WEP-30L(root):/# set-management-vlan-mode forwarding vlan-id X protocol dhcp (rae X — VLAN ID,
MCNOMb3yeMbIi NS AOCTYNA K YCTPOCTBY. BO3MOXHbIe 3HaueHus: 1-4094)

Cratnyeckme HacTpOWKK:

WEP-30L(root):/# set-management-vlan-mode forwarding vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (rze X — VLAN ID, ucnosns3syemslii 415 AOCTyNa K yCTPONCTBY,
BO3MOXHbIE 3HaueHust: 1-4094; X.X.X.X — cTatmyeckuii IP-agpec; Y.Y.Y.Y — macka noacetw; Z.Z.Z.Z — Lu103)

3aBeplueHue U coxpaHeHue HaCTpPoeK

WEP-30L(root):/# save (coxpaHeH/e HacTpoek)

6.2.2 HacTpoiika ceTeBbIx NnapameTpoB IPv6

© Mo ymonuaHuio JOCTYN K YCTPOICTBY MO NPOTOKOY IPV6 Ha TOuKe A0CTyna OTK/IOUEH.

Bk/itoueHne AocTyna K yCTPOCTBY No NpoToKosy IPvé

WEP-30L
WEP-30L
WEP-30L
WEP-30L
WEP-30L
WEP-30L
DHCP)
WEP-30L(config):/interface/br0/common/ipv6# enabled true (Bx/10ueHVIe 4OCTYNa K YCTPOUCTBY MO
npotokony IPv6. Ans BbikNoveHns BeeauTe false)

WEP-30L(config):/interface/br0/common/ipv6# save (CoxpaHeHVe HacTpoek)

root):/# configure

config):/# interface

config):/interfacet# bro

config):/interface/br0# common

config):/interface/br0/commont ipvé

config):/interface/br0/common/ipv6# protocol dhcp (nonyueHvie ceteBbix napameTpos IPv6 no

—~ o~~~ —~ —

60



PykoBoacTso no akcnnyatauun WEP-30L, WEP-30L-Z

HacTpoiika cTaTMuecKux ceTeBbIX NapameTpoB IPV6 TOUKU focTyna

WEP-30L(root):/# configure

WEP-30L(config):/# interface

WEP-30L(config):/interface# br0

WEP-30L(config):/interface/br0# common

WEP-30L(config):/interface/br0/commont# ipv6

WEP-30L(config):/interface/br0/common/ipv6# address XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX (rae
XXXXXXXXXXXXXXXKXXXX XXX XXXXXXXX — cTaTuuecknia IPve-aapec ycTpoinctea WEP-30L)
WEP-30L(config):/interface/br0/common/ipv6# address-prefix-length X (rne X — npechuke cratnyeckoro IPv6-
agpeca. lNMpnHnmMaeT 3HadveHne o1 0 Ao 128. 1o ymon4aHuio: 64)
WEP-30L(config):/interface/br0/common/ipv6# gateway XXXX:XXXX:XXXX:XXXX::/64 (yka3biBaercs |Pv6-
npedorkc, Hanpumep, 3211:0:0:1234::/64)

WEP-30L(config):/interface/br0/common/ipv6# dns-server-1 XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX/Y
(rge XXXX:XXXXXXXX:XXXKXXXXXXXXXXXX:XXXX/Y — IPv6-agpec DNS-cepBepa Nel ¢ npedimkcom)
WEP-30L(config):/interface/br0/common/ipv6# dns-server-2 XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX/Y
(rge XXXX:XXXXXXXXXXXXKXXXXXXXXXXXX:XXXX/Y — IPv6-agpec DNS-cepBepa No2 ¢ npedikcom)
WEP-30L(config):/interface/br0/common/ipv6# protocol static-ip (Bk/1t04eHVIE NCMONL30BaHNSA CTATUYECKNX
ceTeBbIX IPv6 napameTpoB. [/15 noslydeHus ceTeBbix napaMeTpoB IPve no DHCP BeeauTe dhep)
WEP-30L(config):/interface/br0/common/ipv6# enabled true (Bk/10ueHVIe 10CTYNa K YCTPOUCTBY MO
npotokony IPv6. s Bbiko4eHUs BeeaunTe false)

WEP-30L(config):/interface/br0/common/ipv6# save (CoxpaHeHve HacTpoek)

—_ ===

HacTtpoiika napameTpoB AocTyna no npoTtokony IPvé

WEP-30L
WEP-30L
WEP-30L
WEP-30L

root):/# configure

config):/# interface

config):/interfacet# bro

config):/interface/br0# common

WEP-30L(config):/interface/br0/common# ipv6

WEP-30L(config):/interface/br0/common/ipv6# access-rules (nepexos B pasjes HacTpoek A0cTyna)
WEP-30L(config):/interface/br0/common/ipv6/access-rulest telnet false (rze false — orpatnyenve goctyna
no npotokony TELNET K ycTpoiAcTBY No ero IPv6-aapecy. laHHas HacTpolika pacnpoCcTpaHseTcs TONIbKO Ha
NOAK/IYEHME K YCTPOMCTBY No IPv6, 4OCTYN No IPv4 ocTaHeTcs, ecnn He Obl/1o NPOon3BeAEHO
COOTBETCTBYHOLLEN HACTPOIKK NO 3anpeTy B pasaene ans IPv4. AN CHATMA orpaHMyeHns BeBeauTe true)
WEP-30L(config):/interface/br0/common/ipv6/access-rules# save (coxpaHeHVie HaCcTPOeK)

—_ e~~~ —~

AHaNOrMYHO OrpaHNYEeHnIo A0CTyna K YCTPoUCTBY No npoTokony TELNET MOXHO orpaHnynMTb BO3MOXHOCTb
NOAK/YEHMS K YCTpolicTBY no ero IPvé-agpecy no npotokonam: SSH, SNMP, NETCONF, web, web-HTTPS.
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6.3 HacTpolika BupTyanbHbix Touek goctyna Wi-Fi (VAP)

Mpun HacTpolike VAP cnegyet NOMHUTb, YTO Ha3BaHWe MHTepdpelicoB B AnanasoHe 2.4 Ty HaunHaeTcs ¢

wlan0, B gnanasoHe 5 'y — wlan1.

Tabnuua 8 — KomaHgp! 4N HACTPoikn pexmnma 6e3onacHoctn Ha VAP

Pexxum 6e3onacHocTun
Be3 napons

WPA

WPA2

WPA/WPA2

WPA3

WPA2/WPA3

OWE

WPA-Enterprise
WPA2-Enterprise
WPA/WPA2-Enterprise
WPA2/WPA3-Enterprise
WPAS3-Enterprise

KomaHpga pns HacTpovikn pexuma 6e30nacHoCTu
mode off

mode WPA

mode WPA2

mode WPA_WPA2
mode WPA3

mode WPA2_WPA3
mode OWE

mode WPA_1X

mode WPA2_1X

mode WPA_WPA2_1X
mode WPA2_WPA3_1X
mode WPA3_1X

Hwxe npeactasneHbl Npumepbl HAacTpoikn VAP ¢ pasnnyHbiMn pexnMamu 6esonacHocty anst Radio 51Ty,

(wlan1).
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6.3.1 HacTtpoliika VAP 6e3 wndposaHus

Co3spaHune VAP 6e3 wncpoBaHus ¢ Nepmoguyeckoinn oTrnpaBKoii akkayHTUHra Ha RADIUS-cepBep

WEP-30L(root):/# configure

WEP-30L(config):/# interface

WEP-30L(config):/interface# wlan1-va0

WEP-30L(config):/interface/wlan1-va0# vap

WEP-30L(config):/interface/wlanl-va0/vap# ssid 'SSID_WEP-30L_open' (13vieHeHve nveHn SSID)
WEP-30L(config):/interface/wlanl-va0/vap# ap-security
WEP-30L(config):/interface/wlanl-va0/vap/ap-security# mode off (pexxum LwndposaHmns off — 6e3 napons)
WEP-30L(config):/interface/wlanl-va0/vap/ap-security# exit

WEP-30L(config):/interface/wlan1-va0/vap# radius

WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/1t04eHVE OTNPaBK/ COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)
WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-
cepBepa, UCrnosb3yemMoro 4J/151 akkayHTUHra)

WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-password secret (/e secret — naposs 4715 RADIUS-
cepBepa, UCMnosb3yeMoro 4/ akkayHTUHra)

WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-periodic true (Bk/10ueHVIE NEPUOANYECKON OTNPaBK/
coobueHuii «Accounting» Ha RADIUS-cepBep. No ymonyaHnuio: false)
WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (HTEpBasT OTNIPaBKM COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WEP-30L(config):/interface/wlanl-va0/vap/radius# exit

WEP-30L(config):/interface/wlanl-va0/vap# exit

WEP-30L(config):/interface/wlanl-va0# common

WEP-30L(config):/interface/wlanl-va0/common# enabled true (BKk/1t04eHNE BUPTYa/IbHOW TOYKM A0OCTYNa)
WEP-30L(config):/interface/wlanl-va0/common# save (COxpaHeHne HacTpoek)

—_ e~~~
—_ ===
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6.3.2 HacTtpoliika VAP c wndgposaHvem OWE

CospgaHue VAP c wuncpposaHuem OWE

WEP-30L
WEP-30L
WEP-30L

root):/# configure

config):/# interface

config):/interface# wlan1-va0

WEP-30L(config):/interface/wlan1-va0# vap

WEP-30L(config):/interface/wlan1-va0/vap# ssid 'SSID_WEP-30L_owe' (13vieHeHne nmenn SSID)
)
)

—_ e~ e~~~

WEP-30L(config):/interface/wlanl-va0/vap# ap-security
WEP-30L(config):/interface/wlanl-va0/vap/ap-security# mode OWE (pexvimv wndposaHns OWE —
LndhpoBaHHoe coeanHeHe 6e3 BBoAA Naponisi. B Takom pexnme cMOoryT NoaKkIHUUTLCS TONbKO KAUEHTbI
Wi-Fi 6)

WEP-30L(config):/interface/wlanl-va0/vap/ap-security# exit

WEP-30L(config):/interface/wlan1-va0/vap# radius

WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/1t04eHVE OTNPaBKM COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)

WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-password secret (/e secret — naposis 4715 RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-periodic true (Bk/10ueHVIE NEPUOANYECKON OTNPaBK/
coobueHui «Accounting» Ha RADIUS-cepBep. No ymonyaHnuio: false)
WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (HTEpBasT OTNPaBKY COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WEP-30L(config):/interface/wlanl-va0/vap/radius# exit

WEP-30L(config):/interface/wlanl-va0/vap# exit

WEP-30L(config):/interface/wlanl-va0# common

WEP-30L(config):/interface/wlanl-va0/common# enabled true (BKk/1t04eHNE BUPTYa/IbHOW TOYKM A0OCTYNa)
WEP-30L(config):/interface/wlanl-va0/common# save (COxpaHeHne HacTpoek)

—_ e~~~
_ ===
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6.3.3 HacTtpoliika VAP c wndposaHvem OWE n OWE Transition Mode

© K VAP c pexxumom 6e3onacHocTn OWE cMOryT NogxmiounTLCS TOMBKO KnneHTbl Wi-Fi 6. UToOb
OCTa/1bHbl€ K/IMEeHTbI MMe/IN BO3MOXHOCTb NOAKNHUNTLCA K Takomy VAP, Heobxoanmo HacTpouTs OWE
Transition Mode. B Takom pexume kneHTbl Wi-Fi 6 6yayT nogkitodeHsl B pexunme 6esonacHoctn OWE,
a BCe OCTaUIbHblE K/IMEHTbI B OTKPLITOM peXunme.

CospgaHue VAP c wunpposaHnem OWE 1 OWE Transition Mode

WEP-30L(root):/# configure
WEP-30L(config):/# interface
WEP-30L(config):/interface# wlan1-va0 (HacTpolika ckpbIToro VAP ¢ wndpposaHem OWE. K Hemy 6yayT
HEesABHO noaxntoyarbes KveHTbl Wi-Fi 6)
WEP-30L(config):/interface/wlan1-va0# vap
WEP-30L(config):/interface/wlanl-va0/vap# ssid 'SSID_WEP-30L_owe' (13veHeHve nveHn SSID)
WEP-30L(config):/interface/wlanl-va0/vap# hidden true (ckpbiTh VAP)
WEP-30L(config):/interface/wlanl-va0/vap# ap-security
WEP-30L(config):/interface/wlanl-va0/vap/ap-security# mode OWE (pexvimv wnposanns OWE —
LUMdOpoBaHHOE coeAMHeHMe 6e3 BBoAa Naposis. B Takom pexumme CMOryT NOAKAUUTLCSA TOIbKO K/TUEHTDI
Wi-Fi 6)
WEP-30L(config):/interface/wlanl-va0/vap/ap-security# owe-transition-interface wlani-val (ykazaHue
OTKpbITOro VAP, K KOTOpPOMY ByAeT npoucxoantb nogkatodeHve. Knventol Wi-Fi 6 6yayT HesiBHO paboTartb C
Tekywwmm VAP ¢ uncpposaHmem OWE, a npoyne KimeHTbl ByayT pabotaTb C OTKPbITbIM VAP)
WEP-30L(config):/interface/wlanl-va0/vap/ap-security# exit
WEP-30L(config):/interface/wlanl-va0/vap# exit
WEP-30L(config):/interface/wlanl-va0# common
WEP-30L(config):/interface/wlanl-va0/common# enabled true (BKk/1t04eHNE BUPTYa/IbHOW TOYKM A0CTYNa)
WEP-30L(config):/interface/wlanl-va0/common#exit
WEP-30L(config):/interface/wlan1-va0# exit
WEP-30L(config):/interface# wlanl-val (HacTporika VAP 6e3 lunigpoBaHuns)
WEP-30L(config):/interface/wlanl-val# vap
WEP-30L(config):/interface/wlanl-val/vap# ssid 'SSID_WEP-30L_open' (n3vieHeHve nmveHn SSID)
WEP-30L(config):/interface/wlanl-val/vap# ap-security (nepexo/ B 6710k HACTPOEK pexxnma 6e30nacHoCTI
Ha VAP)
WEP-30L(config):/interface/wlanl-val/vap/ap-security# mode off (pexxum LwncposaHuns off — 6e3 napons)
WEP-30L(config):/interface/wlanl-val/vap/ap-security# owe-transition-interface wlani-va0 (ykazaHune VAP ¢
pexxumom wndposaHne OWE, K KOTOPOMY HEABHO ByAyT nofk/itodeHbl knveHTbl Wi-Fi 6, ocTasibHble
KNMeHTbI 6yayT NOAK/IoYeHb! K VAP 6e3 wudpoBaHus)
WEP-30L(config):/interface/wlanl-val/vap/ap-security# exit
WEP-30L(config):/interface/wlanl-val/vap# exit
WEP-30L(config):/interface/wlanl-val# common
WEP-30L(config):/interface/wlanl-val/common# enabled true (BKk/1t04eHNE BUPTYa/IbHOW TOYKM A0OCTYNa)

( )

( )

—_— -

WEP-30L(config):/interface/wlanl-val/common#exit
WEP-30L(config):/interface/wlanl-val# save (coxpaHeHvie HACTPOeK)
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6.3.4 Hactpoliika VAP c pexumom 6e3onacHoct WPA-Personal

Co3spaHue VAP ¢ pexumom 6e3onacHocTtu WPA-Personal c nepnoanyeckoii oTnpaBKOW akKKayHTUHra
Ha Radius-cepBep

WEP-30L(root):/# configure

WEP-30L(config):/# interface

WEP-30L(config):/interface# wlan1-va0

WEP-30L(config):/interface/wlan1-va0# vap

WEP-30L(config):/interface/wlanl-va0/vap# ssid 'SSID_WEP-30L_Wpa2' (n3meHeHve nveHn SSID)
WEP-30L(config):/interface/wlanl-va0/vap# ap-security
WEP-30L(config):/interface/wlanl-va0/vap/ap-security# mode WPA_WPA2 (pexxum LwngposaHmns — WPA/
WPA2)

WEP-30L(config):/interface/wlanl-va0/vap/ap-security# key-wpa password123 (k/1t04/naposib, He0OXoANMbIN
0N NOAKNIYEHMS K BUPTYaslbHOM TOUKe AocTyna. AnnHa Knva Ao/MKHa COCTaBAsATb OT 8 10 63
CVMBO/0B)

WEP-30L(config):/interface/wlanl-va0/vap/ap-security# exit

WEP-30L(config):/interface/wlan1-va0/vap# radius

WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/1t04eHVE OTNPaBK/ COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)

WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rge X.X.X.X — IP-agpec RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-password secret (/e secret — naposs 4715 RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-periodic true (Bk/10ueHVIE NEPUOANYECKON OTNPaBKM
coobueHuii «Accounting» Ha RADIUS-cepBep. No ymonyaHnuio: false)
WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (HTEpBasT OTNIPaBKY COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WEP-30L(config):/interface/wlanl-va0/vap/radius# exit

WEP-30L(config):/interface/wlanl-va0/vap# exit

WEP-30L(config):/interface/wlanl-va0# common

WEP-30L(config):/interface/wlanl-va0/common# enabled true (BKk/1t04eHNE BUPTYa/IbHOW TOYKM A0OCTYNa)
WEP-30L(config):/interface/wlanl-va0/common# save (COxpaHeHne HacTpoek)

—_ e~~~
—_ ===
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6.3.5 HacTtpoiika VAP c Enterprise-aBTopunsauueli

Co3spgaHune VAP c pexumom 6e3onacHoctu WPA2-Enterprise c nepMoguyeckoin oTrnpasKoii
aKKkayHTuHra Ha Radius-cepBep

WEP-30L
WEP-30L
WEP-30L

root):/# configure

config):/# interface

config):/interface# wlan1-va0

WEP-30L(config):/interface/wlan1-va0# vap

WEP-30L(config):/interface/wlanl-va0/vap# ssid 'SSID_WEP-30L_enterprise' (n3veHeHve nveHn SSID)
)
)

—_ e~ e~~~

WEP-30L(config):/interface/wlanl-va0/vap# ap-security
WEP-30L(config):/interface/wlanl-va0/vap/ap-security # mode WPA_WPA2_1X (pexwvm wudposaHns — WPA/
WPA2-Enterprise)

WEP-30L(config):/interface/wlanl-va0/vap/ap-security# exit

WEP-30L(config):/interface/wlan1-va0/vap# radius

WEP-30L(config):/interface/wlanl-va0/vap/radius# domain root (rje root — fJ0MeH rnosib3oBaresns)
WEP-30L(config):/interface/wlanl-va0/vap/radius# auth-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-
cepsepa)

WEP-30L(config):/interface/wlanl-va0/vap/radius# auth-port X (r1e X — nopt RADIUS-cepsepa, KOoTopbIii
NCMosb3yeTcs A/is ayTeHTudmkaumm n aBtopmsaumn. Mo ymonyaxmio: 1812)
WEP-30L(config):/interface/wlanl-va0/vap/radius# auth-password secret (/e secret — naposns a715 RADIUS-
cepBepa, UCnosiblyeMoro Ansa ayTeHTudmkaumm n asTopusanmnm)
WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/1t04eHVE OTNPaBK/ COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)

WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rge X.X.X.X — IP-agpec RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-password secret (/e secret — naposs 4715 RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-periodic true (Bk/10ueHVIE NEPUOANYECKON OTNPaBKM
coobueHuii «Accounting» Ha RADIUS-cepBep. No ymonyaHnuio: false)
WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (HTEpBasT OTNPaBKY COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WEP-30L(config):/interface/wlanl-va0/vap# exit

WEP-30L(config):/interface/wlanl-va0# common

WEP-30L(config):/interface/wlanl-va0/common# enabled true (BKk/1t04eHNE BUPTYa/IbHOW TOYKM A0OCTYNa)
WEP-30L(config):/interface/wlanl-va0/common# save (COxpaHeHne HacTpoek)
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6.3.6 HacTtpoliika VAP c nopTtanbHoil aBTopusaumeii

KomaHAb! ANA HACTPOIiKM NOPTasIbHOW aBTOpPM3aLMKn C OTNPaBKOi akkayHTUHra Ha RADIUS-cepBep

WEP-30L
WEP-30L
WEP-30L
WEP-30L
WEP-30L
WEP-30L
WEP-30L
WEP-30L
WEP-30L
WEP-30L

root):/# configure

config):/# interface

config):/interface# wlan1-va0

config):/interface/wlanl-vaO# vap

config):/interface/wlan1-va0/vap# vlan-id X (rae X — VLAN-ID Ha VAP)

config):/interface/wlanl-va0/vap# ap-security

config):/interface/wlanl-va0/vap/ap-security# mode off (pexxum wnposaHus off — 6e3 napons)

config):/interface/wlanl-va0/vap/ap-security# exit

config):/interface/wlanl-va0/vap# ssid 'Portal_WEP-30L' (n3meHeHve nveHn SSID)

config):/interface/wlanl-va0/vap# captive-portal

WEP-30L(config):/interface/wlanl-va0/vap/captive-portal# scenarios

WEP-30L(config):/interface/wlanl-va0/vap/captive-portal/scenarios# scenario-redirect

WEP-30L(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirect# redirect-url http://

<IP>:<PORT>/eltex_portal/ (ykazartb URL BUpTyasibHOro noprasna)

WEP-30L(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirect# index 1

WEP-30L(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirect# virtual-portal-name

default (ykasatb nmsa noptana. o ymonyaHuio: default)

WEP-30L(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirect# exit

WEP-30L(config):/interface/wlanl-va0/vap/captive-portal/scenarios# exit

WEP-30L(config):/interface/wlanl-va0/vap/captive-portal# enabled true

WEP-30L(config):/interface/wlanl-va0/vap/captive-portal# exit
( )
( )

~ N~ N~~~ o~~~ —
—_— -

WEP-30L(config):/interface/wlan1-va0/vap# radius

WEP-30L(config):/interface/wlanl-va0/vap/radius# domain root (rge root — fJ0MeH rnosib3oBaresns)
WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/1t04eHVE OTNPaBK/ COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)

WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rae X. X.X.X — |P-agpec RADIUS-
cepBepa, UCMnosb3yeMoro 4/ akkayHTUHra)

WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-password secret (/e secret — naposs 715 RADIUS-
cepBepa, UCrnosb3yeMoro 4/ akkayHTUHra)

WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-periodic true (Bk/104ueHVIE NEPUOANYECKON OTNPaBKM
coobueHuit «Accounting» Ha RADIUS-cepBep. No ymonyaHnuio: false)
WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (HTEpBasT OTNPaBKY COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WEP-30L(config):/interface/wlanl-va0/vap# exit

WEP-30L(config):/interface/wlanl-va0# common

WEP-30L(config):/interface/wlanl-va0/common# enabled true (Bk/1l04eHnE BUPTYA/ILHOM TOUKM [0OCTYNa)
WEP-30L(config):/interface/wlanl-va0/common# save (COxpaHeHne HacTpoek)
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6.3.7 [ononHutenbHble HacTpoiiku VAP

Ha3HaueHue VLAN-ID Ha VAP

WEP-30L(config):/interface/wlan1-va0/vap# vlan-id X (rae X — Homep VLAN-ID Ha VAP)

© nMonHoueHHas noaaepxka dyHkUMoHana Band Steer nnaHupyeTcs B CeayoLmx BepCUsx.

BknioueHue pexxuma Band Steer

WEP-30L(config):/interface/wlanl-va0/vap# band-steer-mode true (Bi/1t0ueHne pexurmva Band Steer. 19
oTK/o4YeHns BeeauTe false)

BkntoueHue VLAN trunk Ha VAP

WEP-30L(config):/interface/wlanl-va0/vap# vlan-trunk true (Bx/itoueHvie VLAN Trunk Ha VAP. [ns
oTKNtoveHns seeaute false)

BkntoueHune General VLAN Ha VAP

WEP-30L(config):/interface/wlanl-va0/vap# general-vlan-mode true (Bk/it0ueHne General VLAN Ha SSID. [1ns
oTKNtoveHus seeaute false)
WEP-30L(config):/interface/wlanl-va0/vap# general-vlan-id X (rze X — Homep General VLAN)

Bbi60op cnocoba npuopuTusaum

WEP-30L(config):/interface/wlanl-va0/vap# priority-by-dscp false (aHann3 npnoputera 13 nons CoS (Class of
Service) TerMpoBaHHbIX NAKETOB. 3HAYEHME NO YMOYaHUIo: true. B 3TOM criyvyae aHa/IM3npyeTcs
npuopuTeT u3 nosia DSCP 3aronoBka IP-naketa)

BkntoueHue pexuma MFP (802.11W)

WEP-30L(config):/interface/wlanl-va0/vap# mfp required (Bk/1104nTL 32Ty management-kapoB
(dpeimoB). required — TpebyeTca nogaepxka MFP OT KIMeHTa, KMeHTbl 6e3 MFP He cmoryT
noAxkNI4YnTLCS. capable — coBMecTMO ¢ MFP, KMeHTbl 6e3 nogaepxkn MFP MoryT nogkatounteca. Ans
oTKNtoueHusi seeanTe off)

BkoueHue Ucnosb3oBaHus TLS npy aBTopusauum

WEP-30L(config):/interface/wlanl-va0/vap/radius# tls-enable true (1crnonb3oBars TLS npu asTopusaumn. 115
oTK/o4YeHns BeeauTe false)
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BktoueHue ckpbIToro SSID

WEP-30L(config):/interface/wlanl-va0/vap# hidden true (Bx/itoueHne ckpbIToro SSID. /15 OTK/IYeHnsA
BBeauTe false)

BK/1lOU€HME U30NALUN KITMEHTOB Ha VAP

WEP-30L(config):/interface/wlanl-va0/vap# station-isolation true (Bk/1t0ueHvie n3ongumm Tpadrka mexay
KnneHTamu B npegenax ogHou VAP. nsa oTknoveHns seegute false)

OrpaHuyeHne KonmMyecTBa KJIMEHTOB Ha VAP

WEP-30L(config):/interface/wlan1-va0/vap# sta-limit X (rge X — mMakcumasibHO A0nyCcTUMOe YNCTI0
NoAKNOYAEMbIX K BUPTYasIbHOW CETU K/TMEHTOB)

Bk/iloueHne penimkauumn MybTMKacToBOro Tpadgomka Ha VAP

WEP-30L(config):/interface/wlanl-va0/vap# wmf-bss-enable true (Bx/1t0ueHve pennukaumm
MY/bTUKACTOBOrO Tpadouka Ha VAP. 1A oTktoueHmns BeeauTe false)

BknrouyeHue Minimal Signal u Roaming Signal

WEP-30L(config):/interface/wlanl-va0/vap# check-signal-enable true (Bx/10ueHVIe NCNONBL30BaHMA
doyHKumoHana Minimal Signal. 19 oTkntoveHus BeeauTe false)
WEP-30L(config):/interface/wlanl-va0/vap# min-signal X (rze X — noporosoe 3HaveHune RSSI, npu
[OOCTUXXEHMM KOTOPOro Touka byaeT OTK/ouaTh KnneHTa ot VAP. MNapameTp MOXEeT NpuHUMaTh 3HauYeHnst
0T -100 A0 -1)

WEP-30L(config):/interface/wlanl-va0/vap# check-signal-timeout X (r1e X — nepvog BpemeHu B cekyHaax,
Mo UCTEYEHMM KOTOPOro NPUHMMAETCS peLleHne 06 OTKIIYEHMM KITMEHTCKOrO 060pyA0BaHUsA OT
BUPTYyaJ/IbHOM CEeTN)

WEP-30L(config):/interface/wlanl-va0/vap# roaming-signal X (re X — noporosoe 3HaueHve RSSI, npn
[OOCTUXKEHMM KOTOPOrO MPOMCXOAUT NEPEKIOYEHME KITMEHTCKOro 060pyA0BaHUA Ha APYTY0 TOUKY
focrtyna. NapameTp MOXeT NpUHMMaTh 3HadeHus ot -100 Ao -1. MapameTp roaming-signal fo/mKeH ObITb
BblLLe, YeM min-signal: ecnu min-signal =-75 gbMm, TO roaming-signal JO/MXeH 6bITb paBeH, Hanpumep, -70
ABm)

WEP-30L(config):/interface/wlanl-va0/vap# save (coxpaHeHve HacTpoek)

BkntoyeHue nepegayum aboHeHcKoro Tpadmka BHe GRE-TyHHens

WEP-30L(config):/interface/wlanl-va0/vap# local-switching true (Bx/itoueHne nepegadm aboHEHTCKOro
Tpaduka BHe GRE-TyHHens. Ans oTkaoveHnsa seeaunte false. 1o ymosiyaHuio BbIK/IHOYEHO)
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HacTtpoiika orpaHuYeHnsi CKOPOCTH

HaCTpOﬁKa Luel‘/'lnepa B HanpaB/1€HUU OT KJINEHTOB ‘KMAOFO B OTAEﬂbHOCTM), NOoAKNHOYEHHbIX K
AaHHOﬁ VAP, A0 TOYKM gocTyna:

WEP-30L(config):/interface/wlanl-va0/vap# shaper-per-sta-rx
WEP-30L(config):/interface/wlanl-va0/vap/shaper-per-sta-rx# value X (rge X — makcrumasibHas CKOpoCTb
B Kbut/c)

WEP-30L(config):/interface/wlanl-va0/vap/shaper-per-sta-rx# mode kbps (Bx/1t0ueHve werinepa. [Ans
oTK/Io4YeHns BeeauTe off)

WEP-30L(config):/interface/wlanl-va0/vap/shaper-per-sta-rx# exit
WEP-30L(config):/interface/wlanl-va0/vap# save (coxpaHeHve HacTpoek)

Hactpoiika weiinepa B HanpaB/eHUU OT TOYKU A0CTYNAa A0 KJINEHTOB (K Oro B OoTA€/1IbHOCTUN
NoAKNHOYEeHHbIX K IQa.HHOI‘III VAP:

WEP-30L(config):/interface/wlanl-va0/vap# shaper-per-sta-tx
WEP-30L(config):/interface/wlanl-va0/vap/shaper-per-sta-tx# value X (rge X — mMakcumasibHasi CKOpoCTh
B Kbut/c)

WEP-30L(config):/interface/wlanl-va0/vap/shaper-per-sta-tx# mode kbps (Bx/1t0ueHve wernepa. [Ans
oTK/Io4YeHns seeauTe off)

WEP-30L(config):/interface/wlanl-va0/vap/shaper-per-sta-tx# exit
WEP-30L(config):/interface/wlanl-va0/vap# save (coxpaHeHve HacTpoek)

HaCTpOﬁKa Luel‘/'lnepa B HarnpaB/1€HUU OT KJINEHTOB (B cymme), NoAKNHOYEHHbIX K IQaHHOI‘/'I VAP, oo
TOYKHMN AocCcTyna:

WEP-30L(config):/interface/wlanl-va0/vap# shaper-per-vap-rx
WEP-30L(config):/interface/wlanl-va0/vap/shaper-per-vap-rx# value X (r4e X — MakcumasibHasi CKOpoCTb
B Kbut/c)

WEP-30L(config):/interface/wlanl-va0/vap/shaper-per-vap-rx# mode kbps (Bx/itoueHve wennepa. [Ans
oTK/Io4YeHns BeeauTe off)

WEP-30L(config):/interface/wlanl-va0/vap/shaper-per-vap-rx# exit
WEP-30L(config):/interface/wlanl-va0/vap# save (coxpaHeHve HacTpoek)

HacTtpoiika wWeilinepa B HanpaB/AeHUN OT TOUYKU AOCTyNa A0 KJIUEHTOB (B cyMMe), NOAKTHYEHHbIX K
[aHHOoA VAP:

WEP-30L(config):/interface/wlanl-va0/vap# shaper-per-vap-tx
WEP-30L(config):/interface/wlanl-va0/vap/shaper-per-vap-tx# value X (rge X — mMakcumasibHast CKOpoCTh
B Kbut/c)

WEP-30L(config):/interface/wlanl-va0/vap/shaper-per-vap-tx# mode kbps (Bx/itoueHmne wennepa. 115
oTK/Io4YeHns BeeauTe off)

WEP-30L(config):/interface/wlanl-va0/vap/shaper-per-vap-tx# exit
WEP-30L(config):/interface/wlanl-va0/vap# save (coxpaHeHve HacTpoek)
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HacTpolika KoHTpona goctyna no MAC

WEP-30L(config):/interface/wlan1-va0/vap# acl

WEP-30L(config):/interface/wlan1-va0/vap/acl# mac

WEP-30L(config):/interface/wlanl-va0/vap/acl/mac# add XX:XX:XX:XX:XX:XX (rae XXOOCXXOEXKXX — MAC-
ajpec yCcTpoiicTBa, KOTOPOMY HEOBX0AMMO paspeLunTb/3anpeTuTb A0CTyN. ANsa yaaneHus agpeca us
crnucka ncnonb3yinte komaHay del)

WEP-30L(config):/interface/wlanl-va0/vap/acl/mac# exit

WEP-30L(config):/interface/wlanl-va0/vap/acl# policy allow (Bbi60p nonmtvkn. Bo3MoxHbIE 3HAYEHNA:
allow — paspeluaTb NoAkIOHEHNE TONBKO TEM KneHTam, MAC-aapeca KOTOpbIX CoAepXaTcs B CMMCKE;
deny — 3anpellatb NoakueHme KnneHtTam, MAC-agpeca KOTOpbIX coAepXarcs B cnucke. 3HavyeHune no
yMo/14aHuio: deny)

WEP-30L(config):/interface/wlanl-va0/vap/acl# enable true (Bk/1t04eHne KoHTpoOns goctyna rno MAC. [ns
oTK/Io4YeHns Beeaute false)

HacTtpoiika 6nNOKMpoOBKU NOAK/IOHEHUSA NOMb3oBaTesnieil, nogmMmeHaoWmux MAC-agpec ycTpoiicTBa
NPOBOAHON ceTu

B cnyuae ecnm Heo6xoaMmo no TpeboBaHMaAM 6e30NacHOCTY peasin3oBaTb 3alMTy OT NOAKIOHEHWNIA
nonb3oBartenen gybnupyrowmx MAC-agpec NpoBOAHOro ycTpoincTaa (w3, MK 1 npoyee), TO HEO6X0ANMO
Bocnonb3oBatbcsa HacTpolikoit fdb-filtering, koTopas MeeT cnepyrowme pexmmMbl paboThbl:

on-connect — peXum 6/10KMpyeT BCe NONbITKA NOAKIIOYEHNS YCTPOCTB Yepes Wi-Fi, B ciydae ecniv MAC-
aZpec yxe nsyyeH Ha Ethernet-nopTy To4kn [OCTYNa;

by-eth-event — pexum oTk/l04aeT noakI4YeHHoro knueHTta no Wi-Fl, B ciyyae ecnu ero MAC-agpec crtasi
n3y4yeH Ha Ethernet-nopTy TOUkM AoOCTyna (PeXrMM NOMOoraeT oumLaTb CTapyto 3anucb O K/IMEHTE Mpu
poyMUHre);

full — pexum coBmeLLaeT B cebe Bce npeablayLime, To eCTb 6/10KMpyeT NoAKNHYEeHNne HOBOrO
nonb3oBartesis no Wi-Fi, a Takke OTK/IloHaeT paHee NoAKII0YEHHOro B c/lydae coBnageHuns ero MAC-
ajzpeca c ycTpoiicTBom 3a Ethernet-uHtepcpericom.

© Npu BbicTaBneHnn pexumos full 1 on-connect PoyMUHT Wi-Fi KTMEHTOB MOXET YXYAWUTLCA. Tak B
xofe paboTbl BCe broadcast-nakeTbl OT K/IMEHTa NoNagatoT Ha OCTaslbHble TOYKM JOCTYNa CeTu U
ero MAC n3yvyaeTcs Ha BCex ToUkax 4OCTyna CeTu, Mo3ToMy Mpu POyMUHIE KSIMEeHTa, B Clyvae ecsu
ero MAC-agpec HaxoguTcs B cnucke Ha Ethernet-nopty, nepenoak/toueHne MOXeT NPOUCXOANTb
L/INTENbHOE BpeMS.

WEP-30L(config):/interface/wlan1-va0/vap# fdb-filtering
WEP-30L(config):/interface/wlan1-va0/vap/fdb-filtering # enabled true (skt0ueHne yHkunoHana. s
oTkNtoveHns seeauTe false. 3HaueHne no ymonyaHutio: false)
WEP-30L(config):/interface/wlanl-va0/vap/fdb-filtering #mode full (8ci60p pexvima paboTkl. 3HauveHre no
ymonuyaHuio: by-eth-event)
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HacTtpoliika 802.11r

© MonHoueHHas nogaepxKa PYHKLYMOHAA NNAHUPYETCS B CIeYIOLLIMX BEPCUSAX.

[JaHHbI BUA, pOyMUHIra AOCTYMNEH TOMbKO AN TEX KIIMEHTCKUX YCTPOWCTB, KOTopble nogaepxunsatot 802.11r.

PoymuHr 802.11r Bo3MoxeH Tonbko mexay VAP ¢ pexumom 6e3onacHocTn WPA2-Personal n WPA2-
Enterprise.

C nHcTpyKumen no HacTpoiike VAP ¢ pexumom 6e3onacHoctn WPA2-Personal n apyrumm

MOXHO 03HaKOMUTLCS B pasgene Hactpoiika VAP ¢ pexvivom 6ezonacHoctn WPA-Personal.

Kaxayto VAP Ha Toukax AoCTyna Hy)XXHO HacTpavBaTb MHAMBUAYanbHO, Hanpumep, TA41(wlan1) - TA2(wlan1),
TA1(wlan0) - TA2(wlan0), TA41(wlan1) - TA3(wlan1) n T. 4.

Hwxe npeactasneH npumep HacTpolikn 802.11r Ha AByX Toukax goctyna: TA41 n TA2.

HacTpoliika 802.11r Ha TA1

WEP-30L(config):/interface/wlanl-va0/vap/ft-config# enabled false
WEP-30L(config):/interface/wlan1-va0/vap/ft-config# r1-key-holder-id E8:28:C1:FC:D6:80 (MAC-anpec VAP.
MOXHO nocMOTpeThb B BbiBOAEe KoMaHAb! ifconfig)

WEP-30L(config):/interface/wlanl-va0/vap/ft-config# r0-key-holder-id 12345 (yHviKka/ibHbLINA KNHOY 415 AAHHOA
VAP)

WEP-30L(config):/interface/wlan1-va0/vap/ft-config# mobility-domain 100 (1omeH fo/mxkeH coBnagarb Ha
BCTpeYHbIX VAP)

WEP-30L(config):/interface/wlanl-va0/vap/ft-config# mac
WEP-30L(config):/interface/wlan1-va0/vap/ft-config/mac# add E4:5A:D4:E2:C4:B0 (MAC-apec VAP
nHTeperica BCTPEYHOM ToUkn goctyna — T_2)

WEP-30L(config):/interface/wlanl-va0/vap/ft-config/mac# E4:5A:D4:E2:C4:B0
WEP-30L(config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r0-kh-id 23456 (yH/Ka/IbHbINA
KNtoY BCTPeyHow VAP Toukn aoctyna TA2 — r0-key-holder-id)
WEP-30L(config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r1-kh-id E4:5A:D4:E2:C4:B0
(MAC-azpec BCTpeuHoi VAP Ha T/[2)
WEP-30L(config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r0-kh-key 0102030405060708
(cnyyaiHbIi kaod. He gomkeH coBnaaarth c rl-kh-key T11, HO 0653aTeNbHO AO/MKEH coBnaaath C r1-kh-key
BCTpeuHon T[2)

WEP-30L(config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r1-kh-key 0001020304050607
(cnyyaiHbIi kaod. He gomkeH coBnaaarth ¢ r0-kh-key T[11, HO 0653aTeNbHO AO/MKEH coBnaaath C r0-kh-key
BCTpeuHon T[2)

WEP-30L(config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:BO# exit
WEP-30L(config):/interface/wlan1-va0/vap/ft-config/mac# exit
WEP-30L(config):/interface/wlanl-va0/vap/ft-config# enabled true (BktoueHve paboThbl TOUKM fOCTYNa Mo
NPOTOKO/Yy 802.11r)

WEP-30L(config):/interface/wlan1-va0/vap/ft-config# save (coxpaHeHvie HacTpoek)
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HacTtpoiika 802.11r Ha T2

WEP-30L(config):/interface/wlanl-va0/vap/ft-config# enabled false
WEP-30L(config):/interface/wlan1-va0/vap/ft-config# r1-key-holder-id E4:5A:D4:E2:C4:B0 (MAC-azpec VAP.
MOXHO NMOCMOTPETL B BbiBOAE KOMaHAb! ifconfig)

WEP-30L(config):/interface/wlanl-va0/vap/ft-config# r0-key-holder-id 23456 (yHViKa/IbHBIN K1Y /15
AaHHoro VAP)

WEP-30L(config):/interface/wlan1-va0/vap/ft-config# mobility-domain 100 (fomeH fo/mkeH coBnagars Ha
BCTPEeYHbIX VAP)

WEP-30L(config):/interface/wlanl-va0/vap/ft-config# mac
WEP-30L(config):/interface/wlan1-va0/vap/ft-config/mac# add E8:28:C1:FC:D6:80 (MAC-azpec VAP-
NHTepdelica BCTPEYHOM Toukn goctyna — TA1)

WEP-30L(config):/interface/wlan1-va0/vap/ft-config/mac# E8:28:C1:FC:D6:80
WEP-30L(config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r0-kh-id 12345 (yH/Ka IbHbIN
KN4y BCTpeyHoi VAP Toukn goctyna TA1 — r0-key-holder-id)
WEP-30L(config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r1-kh-id E8:28:C1:FC:D6:80 (MAC-
agpec BcTpeyHoro VAP Ha T/[11)

WEP-30L(config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r0-kh-key 0001020304050607
(cnyyaiHbIi knod. He gomkeH coBnagarthb c rl-kh-key T2, HO 0653aTeNbHO AO/MKEH coBnaaarth ¢ r1-kh-key
BCTpeyHon TA1)

WEP-30L(config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r1-kh-key 0102030405060708
(cnyyainHbIi knod. He gomkeH coBnagarthb ¢ r0-kh-key T2, HO 0653aTeNbHO AO/MKEH coBnaaarth ¢ r0-kh-key
BCTpeyHon TA1)

WEP-30L(config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# exit
WEP-30L(config):/interface/wlanl-va0/vap/ft-config/mac# exit
WEP-30L(config):/interface/wlanl-va0/vap/ft-config# enabled true (Bk/1t0ueHVe pabOTLI TOUKM AOCTYNa no
npoTokosny 802.11r)

WEP-30L(config):/interface/wlanl-va0/vap/ft-config# save (coxpaHeHve HacTpoek)
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HacTpoliika 802.11k

© MonHoueHHas nogaepxka PyHKLUMOHANA NNAHUPYETCS B CIeAYIOLLIMX BEPCUAX.

PoyMuHr no npotokony 802.11k MOXeT 6bITb OpraH13oBaH Mexay Nto6biIMu ceTsaimu (OTKpbITble/
LMgppoBaHHbIe). EC/in Ha Touke AocTyna HacTpoeHa pa6oTa no npotokosny 802.11k, To npu noakoueHun
KNMeHTa Touka AocTyna nepesaet eMy CrCOK «A4pYyXeCTBEHHbIX» TOYEK A0CTYNa, Ha KOTOPbIE KIIMEHT MOXET
NepekIlYmTLCA B NpoLecce poymuHra. Cnncok cogepxnt nidopmaumio o MAC-agpecax Touek goctyna u
KaHasax, Ha KOTopbIX OHM paboTatoT.

Mcnonb3oBaHue 802.11k No3BONSIET COKPATUTL BPEMS HA MOWCK APYroi CETV NPV POYMUHTE, Tak Kak K/TMEHTY
HE HY)XHO NMPOM3BOANTL CKAHNPOBAHWE KAHA/IOB, HA KOTOPbIX HET AOCTYMHbIX A/151 NEPEK/IOYEHNS LIENEBbIX
Touek JocTyna.

[JaHHbIli BUA, pOyMUHTa OCTYNEH TOMbKO A5 TEX KTMEHTCKUX YCTPOICTB, KoTopble nogaepxmsatot 802.11k.

Hwxe npeactaeneH npumep HacTpoiikvm 802.11k Ha TOuKe A0CTyna — COCTaB/IEHNE CMUCKA «APY>XECTBEHHbIX»
Touek JocTyna.

HacTpoliika 802.11k

WEP-30L(config):/interface/wlanl-va0/vap/w80211kv-config# enabled false
WEP-30L(config):/interface/wlanl-va0/vap/w80211kv-config# mac
WEP-30L(config):/interface/wlanl-va0/vap/w80211kv-config/mac# add E8:28:C1:FC:D6:90 (r/ie
E8:28:C1:FC:D6:90 — MAC-aapec «Apy>XeCTBEHHOI» TOUKM A0CTYyna)
WEP-30L(config):/interface/wlanl-va0/vap/w80211kv-config/mac# E8:28:C1:FC:D6:90
WEP-30L(config):/interface/wlanl-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:90# channel 132 (rae 132 —
KaHas, Ha KOTOpoMm paboTaeT Touka gocTyna ¢ MAC-agpecom E8:28:C1:FC:D6:90)
WEP-30L(config):/interface/wlan1-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:90# exit
WEP-30L(config):/interface/wlanl-va0/vap/w80211kv-config/mac# add E8:28:C1:FC:D6:70 (r/ e
E8:28:C1:FC:D6:70 — MAC-aapec «Apy>XeCTBEHHON» TOUKM A0CTYyna)
WEP-30L(config):/interface/wlanl-va0/vap/w80211kv-config/mac# E8:28:C1:FC:D6:70
WEP-30L(config):/interface/wlanl-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:70# channel 36 (rze 36 —
KaHas, Ha KOTopom paboTaeT Touka gocTtyna ¢ MAC-agpecom E8:28:C1:FC:D6:70)
WEP-30L(config):/interface/wlan1-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:70# exit
WEP-30L(config):/interface/wlanl-va0/vap/w80211kv-config/mac# exit
WEP-30L(config):/interface/wlanl-va0/vap/w80211kv-config# enabled true (Bk/1t04eHe paboTbl TOYUKN
AocTyna no npotokony 802.11Kk)

WEP-30L(config):/interface/wlanl-va0/vap/w80211kv-config# save (COxpaHeHne HacTpoek)
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6.4 HacTpoliiku Radio

Ha Radio no ymonyaHuto ncnonb3yeTca aBToMaTuyeckunin Bbibop paboyero kaHana. [ins 1oro 4toobsl
YCTaHOBUTb KaHaus1 BPYUYHYIO U/IM CMEHUTb MOLLHOCTb, UCNOJb3YyiTe criefytoLme KoMaHabl:

CmMeHa pabouyero KaHana u MOLWHOCTY pagnouHTepderica

WEP-30L(root):/# configure

WEP-30L(config):/# interface

WEP-30L(config):/interface# wlan0

WEP-30L(config):/interface/wlan0# wlan

WEP-30L(config):/interface/wlan0/wlan# radio

WEP-30L(config):/interface/wlan0/wlan/radio# channel X (rae X — HOMep cTaTtnyeckoro kaHasna, Ha KOTOPoOM
6yaeT pabotarb TOUKa)

WEP-30L(config):/interface/wlan0/wlan/radio# auto-channel false (oTk/1t04eHne asToBLIOOPa KaHana. [ns
BK/IIOUYEHNA BBeAUTE true)

WEP-30L(config):/interface/wlan0/wlan/radio# use-limit-channels false (OTk/1l04eHVIE CMONBL30BAHMSA
orpaHMYeHHOro cnucka kaHasnos. [Ans BKNYeHUs BBeanTe true)
WEP-30L(config):/interface/wlan0/wlan/radio# bandwidth X (rze X — wmnpunHa kaHana. lNapameTp MoxeT
npuHUMaTh 3HadveHune: ans Radio 1: 20, 40; Radio 2: 20, 40, 80)
WEP-30L(config):/interface/wlan0/wlan/radio# tx-power X (rae X — ypoBeHb MOLLHOCTY B ABM. [NapaveTp
MOXET MpUHUMaTh 3HadyeHue: ana Radio 1: 0-16 gbm; ona Radio 2: 0-19 nbm)
WEP-30L(config):/interface/wlan0/wlan/radio# save (coxpaHeHve HacTpoek)

© Cnucku AOCTYNHbIX KAHANIOB
Ana Radio 2.4 [Ty ansa BbIGOpA AOCTYMHbI CQIeAYIOUMNE KaHAJIbI:
* npu wupuHe kaHana 20 Mruy;: 1,2, 3,4,5,6,7,8,9,10,11,12,13.
* Mpu wupuHe kaHana 40 MIu;
+ ecnu «control-sideband» = lower: 1,2, 3,4, 5,6, 7, 8, 9.
+ ecnu «control-sideband» = upper: 5,6,7,8,9,10,11, 12, 13.

Ana Radio 5 'y, anAa BbIGOpa AOCTYNHbI CAeAYIOWNE KaHa/bI:
* npv wnpuHe kaHana 20 MIry;: 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153,157, 161,
165.
* Mpu wupuHe kaHana 40 Mlu;
« ecnun «control-sideband» = lower: 36, 44, 52, 60, 132, 140, 149, 157.
+ ecnum «control-sideband» = upper: 40, 48, 56, 64, 136, 144, 153, 161.
* npv wnpuHe kaHana 80 MI'y;: 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153, 157, 161.
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6.4.1 [JononHutesnbHble HacTpoiikn Radio

HacTtpoiika orpaHMYeHHOro CNuUcKa KaHaJ10B

WEP-30L(config):/interface/wlan0/wlan/radio# use-limit-channels true (Bk/1104eHVE NCNO/L30BaHNSA
OorpaHMYeHHOro cnmncka kaHasioB B paboTe aBTOBbIGOpa KaHanoB. 1 BbikNtoveHus Beeante false)
WEP-30L(config):/interface/wlan0/wlan/radio# limit-channels '1 6 11' (r1e 1,6, 11 — kaHasibl AvanasoHa, B
KOTOPOM MOXET paboTaTb HacTpanBaeMbIil pagnonHTepdenc)

N3meHeHne OCHOBHOIO KaHasa

WEP-30L(config):/interface/wlan0/wlan/radio# control-sideband lower (napavierp MOXeT NpuHYMaTh
3HayeHue: lower, upper. Mo ymonyaHuo: anda Radio 1: lower; anda Radio 2: upper)

BknioyeHue ncnosib3oBaHUA KOPOTKOro 3alWMTHOro UHTepBana

WEP-30L(config):/interface/wlan0/wlan/radio# sgi true (Bk/10ueHVe NCNONL30BaHNSA YKOPOUYEHHOIO
3alUUTHOrO MHTEpBasia ANd nepeaayn gaHHbIX — 400 HC, BMecTo 800 He. [Ans oTkAoueHus BBeauTe false)

BkntoueHune STBC

WEP-30L(config):/interface/wlan0/wlan/radio# stbc true (Bk/1t04eHVe MeToAa NPOCTPAHCTBEHHO-BPEMEHHOTO
6104HOro KoaMpoBaHus (STBC), HanpaBNEHHOIO Ha NOBbILLEHME HAAEXHOCTY Nepeaayn gaHHbIX. As
OTK/IoYeHNs BBeaunTe false)

Bk/iloueHue arperauum

WEP-30L(config):/interface/wlan0/wlan/radio# aggregation true (Bk/1touerHne arperauym Ha Radio —
nogaepxkn AMPDU/AMSDU. ina oTkaoveHns seeguTe false)

BkntoueHue MCnonb30BaHNA KOPOTKOW npeamMoy bl

WEP-30L(config):/interface/wlan0/wlan/radio# short-preamble true (Bk/110ueHVEe NCNOB30BAHNSA KOPOTKOM
npeamoybl naketa. [nsa oTkaoyeHns seeauTe false)

BkntoueHue Wi-Fi Multimedia (WMM)

WEP-30L(config):/interface/wlan0/wlan/radio# wmm true (Bx/1t0ueHvie nogaepxkki WMM (Wi-Fi Multimedia)
[na otknoveHus seeaute false)
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HacTtpoiika mexaHusma DFS

HacTpoiika npon3BoanTca To/bKO Ha Radio 5 Tl (wlanl)

WEP-30L(config):/interface/wlanl/wlan/radio# dfs X (rae X — pexum pabotsl mexaHvusma DFS. MoxeT
npvHMMaTh 3HavyeHus: forced — MexaHU3M BbIK/HOYEH, DFS-kaHasbl AOCTYNHbI 4151 Bblbopa; auto —
MexaHn3M Bk/oYeH; disabled — mexaHn3Mm BbIkNOYEH, DFS-KaHas bl HeAOCTYMHbI A5 BbiGopa)

BknroueHue pexnva aBTOMaTUUYECKOI CMEHbI LMPUHBbI KaHaa

WEP-30L(config):/interface/wlan0/wlan/radio# obss-coex true (Bk/1l0ueHVIE peXMMA aBTOMATUYECKON CMEHbI
LWMPWHBI KaHana ¢ 40 MMy, Ha 20 MIMy, npy 3arpy>keHHoM paganoadoupe. s oTknoveHns seegute false)

BkntoueHue welinepa Broadcast/Multicast

WEP-30L(config):/interface/wlan0/wlan/radio# tx-broadcast-limit X (rge X — orpaHvnueHve nepegayn
LLIMPOKOBELLLATENIbHOIO/MY/NILTUKACTOBOIO Tpadimka no 6ecnpoBOAHON CETU, yKa3bIBAETCA NUMUT A/1s
LLIMPOKOBELLLATENBLHOIO Tpadnka B nak/c)

BkntoueHne QoS 1 M3MeHeHue napaMeTpoB

WEP-30L(config):/interface/wlan0/wlan/radio# qos

WEP-30L(config):/interface/wlan0/wlan/radio/qos# enable true (Bi/1l0HeHNE UCMONBL30BaHNA (DYHKLNN,
obecneunBaroLLMx Ka4yecTBo o6¢cnyxmBaHuaA (Quality of Service). ns oTkntoueHns seeguTe false)
WEP-30L(config):/interface/wlan0/wlan/radio/qos# edca-ap (HacTpoiika napameTpos QoS TOUKM AOCTYNA,
Tpadhvk nepegaeTcs OT TOUKM A0CTyNna K KNINEHTY)
WEP-30L(config):/interface/wlan0/wlan/radio/qos/edca-ap# bk (HacTpolika napameTpos QoS A/
HN3KONPMOPUTETHOI oYepean C BbICOKON MPONYCKHOW CMOCOGHOCTLI0, MPMOpPUTETLI 802.1p: csl, ¢s2)
WEP-30L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# aifs X (rae X — Bpems oxugaHnsa kaapos
(bpelimoB) AaHHbIX, U3MepsieMoe B cnotax. MNpnHMMaeT 3HadeHums 1-255)
WEP-30L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# cwmin X (X — Hayas/ibHOe 3Ha4eHne BpemMeHn
OXugaHus nepes NOBTOPHOW OTNPABKON Kaapa, 3afaeTcs B MUnancekyHaax. lNpuHumaeTt 3HadeHms: 1, 3,
7,15,31,63, 127,255,511, 1023. 3Ha4yeHne cwMin HE MOXET NpeBbILLAaTh 3HaYeHNe cwMax)
WEP-30L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# cwmax X (rae X — makcumasibHoe 3HavyeHne
BPEMEHM OXNaaHns nepes NOBTOPHOW OTNPAaBKON Kaapa, 3afaeTcs B MunncekyHgax. MpuHuvaet
3HayeHus: 1, 3,7, 15, 31, 63, 127, 255, 511, 1023. 3HayeHMe cwMax A0/DKHO ObITb 60/IbLLE 3HAYEHNSA cwMin)
WEP-30L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# txop X (rae X — nHtepsan BpemeHn B
MUI/IMCEKYHAAX, KOoraa KnmeHTckasd WME-cTaHuma MMEeET npasa UHULMMPOBATb nepegady AaHHbIX No
6ecnpoBoAHON cpese K ToUke AocTyna. MakcumasibHoe 3HaYeHne 65535 MUANCEKYHA)
WEP-30L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# exit
WEP-30L(config):/interface/wlan0/wlan/radio/qos/edca-ap# exit
WEP-30L(config):/interface/wlan0/wlan/radio/qos# edca-sta (HacTpoiika napameTpos QoS CTaHL N KIVeHTa:
Tpadhvk nepegaeTcs OT CTaHUMM KIMeHTa A0 TOUKM A0CTyna)

MeTtoauka HacTpoiikv edca-sta aHanormyHa meToavike HacTpoliku edca-ap.
HacTpoiika napameTpoB 4/1s ouepeaeii be, vi, vo aHanornyHa HacTporike napameTpoB ans ovepegn bk.
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6.5 Hactporika DHCP onuwnn 82

© MonHoueHHas nogaepxKa PYHKLMOHAA NNAHUPYETCS B CIeAYIOLLIMX BEPCUSAX.

© Hacrpoiika DHCP onuumn 82 Nnpon3BoauTCs OTAENLHO A1 KaXKAoro paguonHTepdeiica. B gaHHoOM
pasgene NpMBOASATCS NpPUMepbl HACTPoWkK onuun 82 ansa Radio 2.4 'y, — wlan0.

Pexumbl pabotbl DHCP snooping:

* ignore — o6paboTka onuun 82 oTkNOYEHa. 3Ha4YeHMe N0 YMOYAHNIO,
+ replace — Touka gocTtyna noAcTaBAsieT UM 3aMEHSET 3HaYeHne onuumn 82;
* remove — TOo4YKa [0CTyrna yaasifaeT 3HavyeHne onuumn 82.

N3MmeHeHMe pexuma pa6oTbl DHCP onuuu 82

WEP-30L(root):/# configure

WEP-30L(config):/# interface

WEP-30L(config):/interface# wlan0 (HacTpolika 6yaeTt nponssoanTbecsa A1 Radio 2.4 I'Tu. Ecnn Heobxoanmo
HacTpouTb 82 onumto Ha Radio 5 'y, — BBeanTe wlanl)

WEP-30L(config):/interface/wlan0# common

WEP-30L(config):/interface/wlan0/common# dhcp-snooping
WEP-30L(config):/interface/wlan0/common/dhcp-snooping# dhcp-snooping-mode replace (B5160p paboThl
DHCP snooping B pexvme 3aMeHbl U NOACTaBNEHUS ONunKn 82)
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Ecnu Ha pagnonHTepdeiice HacTpoeHa nonnTka obpaboTku onumm 82 replace, To ANA KOHUIYpUpPOBaHUS
CTaAHOBATCA AOCTYMHbI CAeayoLe napaMmeTpbl:

HacTtpoiika napameTpoB onuuu 82

WEP-30L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-CID-format custom (1€ custom
— 3aMeHa cogepxummoro CID Ha 3HauyeHne, ykazaHHoe B napameTpe dhcp-option-82-custom-

CID. MapameTp MOXET NpuHMMaThb 3HavyeHus: APMAC-SSID — 3ameHa cogepxumoro CID Ha <MAC-agpec
TOYKM gocTyna>-<ums SSID>. SSID — 3ameHa cogepxmmoro CID Ha ums SSID, K KOTOPOMY NOAK/HOYEH
KNueHT. Mo ymonyaHuo: APMAC-SSID)

WEP-30L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-RID-format custom (1 custom
— 3amMeHa cogepumoro RID Ha 3HaveHune, ykasaHHoe B napameTtpe dhcp-option-82-custom-RID.
MapameTp MOXET npuMHMMaTh 3HavyeHus: ClientMAC — 3ameHa cogepXxunmoro RID Ha MAC-agpec
KNMeHTcKoro yctporictea. APMAC — 3aMeHa cogepxmmoro RID Ha MAC-agpec Touku goctyna. APdomain —
3amMeHa cogepXxmmoro RID Ha IOMeH, B KOTOPOM HaxoAMUTCA Touka gocTtyna. Mo ymonyaHuio: ClientMAC)

WEP-30L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-CID longstring (rz1e
longstring — 3HaueHne oT 1 40 52 CMMBO/10B, KOTOpoe byaeT nepegasatbes B CID. Ecv 3HavyeHune
napameTpa dhcp-option-82-custom-CID He 3aaH0, Touka 6yaeT n3MeHsATb CID Ha 3HaYeHne no
ymMo4aHuto: <MAC-agpec TouYkun AocTyna>-<ums SSID>)

WEP-30L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-RID longstring (11e
longstring — 3HaueHne oT 1 40 63 CMMBO/I10B, KOTOPOe OyaeT nepegasaTtbcs B RID. Ecv 3HavyeHue
napaveTpa dhcp-option-82-custom-RID He 3a1aH0, TOUKa ByaeT n3meHATb RID Ha 3HaveHre no
ymoyaHuto: MAC-agpec KNIMEHTCKOro YyCTPOCTBA)

WEP-30L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-MAC-format radius (B-160p
pasgenutens oktetoB MAC-agpeca, KoTopblii nepegaetca B RID u CID. radius — B kauecTBe pasgenutesns
BbICTyNnaeT 3Hak Tupe: AA-BB-CC-DD-EE-FF; default — B kauecTBe pasgennTenst BbICTynaeT 3HaK ABOETOUUS:
AA:BB:CC:DD:EE:FF)
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6.6 HacTtpolika Z-Wave

© Tonbko ana yctpoiictea WEP-30L-Z.

HacTtpoiika Z-Wave

WEP-30L-Z(root):/# configure

WEP-30L-Z(config):/# z-wave

WEP-30L-Z(config):/z-wavei enabled true (rge true — Bk/It0ueHe yHKUMOHaa Z-Wave Hub. 3HaueHne no
ymosnyaHuto: false)

WEP-30L-Z(config):/z-wave# platform-address smart.eltex-co.ru (rae smart.eltex-co.ru — agpec nnaropmel
«Eltex Smart Control». 3HaueHne No ymonyaHuto: smart.eltex-co.ru)

WEP-30L-Z(config):/z-wave# platform-port 8072 (rge 8072 — nopT A/19 cBA3KM ¢ niaropmoin «Eltex Smart
Control». Mpwn BblkNtOYEHHOM hriare «be3onacHoe coeguHeHre» fomKeH ObITb ykasaH nopt 8070.
3Ha4yeHne No ymosiyaHuto: 8072)

WEP-30L-Z(config):/z-wavei secure true (rge true — Bk/t04eHe 6€30MacHOro pexuma. /15 oTK/Il4YeHns
BBeauTe false)

WEP-30L-Z(config):/z-wave# syslog true (rae true — BKto4YeHUe NormposaHns. 19 OTK/I04YeHUA BBeAUTe
false)

WEP-30L-Z(config):/z-wave# manage-config zway-reconfigure (npviveHeHve HacTpoek a5 Z-Wave Hub)
WEP-30L-Z(config):/z-wave# save (cOxpaHeHne HacTpoek)

C6poc Z-Wave Hub

WEP-30L-Z(root):/# manage-config zway-reset (cOpoc koHpurypaumm Z-Wave Hub v yaanexve
NOAK/THOYEHHbIX YCTPONCTB)
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6.7 CuUCTeMHble HaCTPOMKK

6.7.1 OG6HoBneHune MO ycTpoicTea

OG6HoBneHue MO Touku goctyna no tftp

WEP-30L(root):/# firmware upload tftp <ip-agpec tftp-cepBepa> <HasBaHue dpaiina MO> (npuvep:
firmware upload tftp 192.168.1.15 WEP-30L-2.3.1_build_X.tar.gz)
WEP-30L(root):/# firmware upgrade

OGHoBneHue MO Touku goctyna no http

WEP-30L(root):/# firmware upload http <URL agnsa ckaumBaHus cpaina NO> (npumvep: firmware upload http
http://192.168.1.100:8080/files/WEP-30L-2.3.1_build_X.tar.gz)
WEP-30L(root):/# firmware upgrade

MepeknioyeHne Ha pe3epBHYIO0 Bepcuio MO Toukn gocTtyna

WEP-30L(root):/# firmware switch

6.7.2 YnpasneHue KoHdurypaumein ycTporicTea

C6poc KoHurypauyum yctpoiictea B AeonTHoe cocTossHUe 6e3 CoXxpaHeHUs napaMmeTpoB
poctyna

WEP-30L(root):/# manage-config reset-to-default

C6poc KOHhurypauyum ycTpoiicTea B AepO/ITHOE COCTOSIHME C COXPaHEHUEM NapaMeTpoB AoCcTyna

WEP-30L(root):/# manage-config reset-to-default-without-management

CkauaTtb KOH(hUrypauMoHHbIii haiin ycTpoiicTea Ha tftp-cepeep

WEP-30L(root):/# manage-config download tftp <ip-agpec tftp-cepBepa> (nprmvep: manage-config
download tftp 192.168.1.15)

3arpy3ntb KOHhUrypaunoHHbIiii dpainn Ha YCTPOUCTBO c tftp-cepBepa

WEP-30L(root):/# manage-config upload tftp <ip-agpec tftp-cepBepa> <Ha3BaHue haiina
KOHdurypauyumn> (npumep: manage-config upload tftp 192.168.1.15 config.json)
WEP-30L(root):/# manage-config apply (npruveHeHre KoHUrypaLmy Ha TOUKy A0CTyna)
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6.7.3 Tlepesarpyska ycTpolicTea

KomaHga ansa nepesarpysku ycTpoiicTea

WEP-30L(root):/# reboot

6.7.4 HacTpoiika pexuma ayTeHTudunkaumm

YCTpONCTBO MMEET 3aBOACKYH YUYETHYHO 3anncb admin ¢ naponem password. YoannTb AaHHYH YYETHYIO
3anncb Henb3s. VI3MeHUTb Naposib MOXHO C MOMOLLbHO YKa3aHHbIX HUXE KOMaHA,

N3meHeHue napons Ansa yvyetHoii 3anucu admin

WEP-30L(root):/# configure

WEP-30L(config):/# authentication

WEP-30L(config):/authentication# admin-password <HOBbIi1 Naponb ANA yyeTHoi 3anucu admin> (071 1
[0 64 CUMBOJI0B, BK/1HO4AA NTaTUHCKME BYKBbI U LNpbI)

WEP-30L(config):/authentication# save

B0O3MOXHO co3gaTb AONOMHUTENbHbIX NO/Ib30BaTesein 411 NOKaIbHOM ayTEHTU(IMKALMNY, a Takke
ayTeHTudgukauymm yepes RADIUS.

© HosbiM Nonb3oBaTENAM A0MKHA ObITh HA3HAYEHA OfHA U3 ABYX PONeil:
admin — nosnb3oBartesnb C TakoW ponblo 6yAeT MMETb NOMHbIN JOCTYN K KOHOUIYPUPOBaHUIO U
MOHWUTOPUHIY 6a30BOW CTaHLUW;
viewer — nosb3oBaresnb C Takol posibio byaeT MMeTb AOCTYN TObKO K MOHUTOPUHTY 6a30BOW CTaHLMW.

AOGaBHEHMe HOBbIX Nosib3oBarenei

WEP-30L(root):/# configure

WEP-30L(config):/# authentication

WEP-30L(config):/authentication# user

WEP-30L(config):/authentication/user# add userX (rge userX — M HOBOI YYeTHOW 3anucu. 18 yaaneHns
ncnonb3ynte komaHay del)

WEP-30L(config):/authentication/user# userX

WEP-30L(config):/authentication/user/userX# login userX (rge userX — 1Ms HOBOW YYETHO 3armncu)
WEP-30L(config):/authentication/user/userX# password <Maponb Ansa yyeTHoI 3anucu userX> (0T 1 10 64
CVMIMBOJ10B, BK/1t0Yas NnaTtuHcKne BykBbl U LMIPbI)

WEP-30L(config):/authentication/user/userX# role admin (no/sib30BaTeNto BbIAAKTCA Npasa Ha
KOH(oUrypupoBaHue. Bo3MoXHOe 3HavyeHne viewer — y4eTHOM 3anncun 6yaeT AOCTYMNeH TO/IbKO
MOHWTOPWHT)

WEP-30L(config):/authentication/user/userX# save

[nsa ayteHTudonkaumm yepes RADIUS-cepBep He06Xx0AMMO HACTPOUTb NapaMeTpbl AOCTyna K Hemy.
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HacTtpoiika napameTpoB gocTtyna K RADIUS-cepBepy

WEP-30L
WEP-30L

root):/# configure

config):/# authentication

WEP-30L(config):/authentication# radius

WEP-30L(config):/authentication/radius# auth-address X.X.X.X (rge X.X.X.X — |P-agpec RADIUS-cepBepa)
WEP-30L(config):/authentication/radius# auth-port X (rge X — nopt RADIUS-cepsepa, KOTOPbLIA NCMNO/b3YEeTCA
ANs ayTeHTudmkauumn n astopmsayun. Mo ymonyaxumio: 1812)

WEP-30L(config):/authentication/radius# auth-password secret (/e secret — ko4 ans RADIUS-cepsepa,
NCMosb3yeMOro ansa ayteHTudnkaumm n aBtopusawnmm)

WEP-30L(config):/authentication/radius# exit

WEP-30L(config):/authentication# radius-auth true (Bx/1t0ueHVe pexxnma ayTeHTudnkaumm yepes RADIUS-
cepsep. Ana oTkntodeHns seeguTte false)

WEP-30L(config):/authentication# save

—_ e~~~

© nNpu ayteHTudpmkaumm yepes RADIUS-cepBep HEO6XOAMMO 06A3aTe/bHO CO3/aTh JIOKA/IbHYIO YUETHYHO
3anuce, Kotopas byaeT aHasiormyHa yvyeTHol 3anncu Ha RADIUS-cepsepe.
Mpwn 3TOM B /IOK&/IbHOW YYETHOI 3anncu obs3atesibHO A0/MKHA O6bITb YKazaHa posb, onpegenstoLas
npasa goctyna (admin unm viewer).
B cnyuyae ecnn RADIUS-cepBep okaxXeTca HeAOoCTYNeH, ayTEHTUdINKaLMS NPOAAET NO SIOKasIbHOW
YUYETHOM 3anuncu.

6.7.5 HacTpoiika gatbl 1 BpeMeEHU

KomMaHAabl ANA HACTPOIKM CUXPOHU3aL MU BPEMEHMU € cepBepoM NTP

WEP-30L
WEP-30L
WEP-30L
WEP-30L
WEP-30L
WEP-30L
WEP-30L
WEP-30L
30Hbl)

WEP-30L(config):/date-time/common# save (coxpaHeHne HacTpoek)

root):/# configure

config):/# date-time

config):/date-time# mode ntp (Bk/toueHVe pexurma paboTel ¢ NTP)

config):/date-time# ntp

config):/date-time/ntp# server <IP-agpec NTP-cepBepa> (ycTaHOBKa NTP-cepsepa)
config):/date-time/ntp# exit

config):/date-time# common

config):/date-time/common# timezone 'Asia/Novosibirsk (Novosibirsk)' (ycTaHOBKa BpemeHHO

—_—~ e~~~ o~~~
—_— = = ==

6.7.6 [ononHuTtenbHble HACTPONKN CUCTEMBI

BkntoueHue rnoGasibHOW n3onaumuu

WEP-30L(root):/# configure

WEP-30L(config):/# system

WEP-30L(config):/system# global-station-isolation true (Bx/toueHvie r106an16H0I N301ALMsA Tpaduka
MeXay K/imeHTamu pasHbix VAP 1 pasHbix paguovHTepdericos. [ns otknoveHns seeauTe false)
WEP-30Lconfig):/system# save (COxpaHeHne HacTpoek)
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M3meHeHue nMeHn yCTpoucTBa

WEP-30L(root):/# configure

WEP-30L(config):/# system

WEP-30L(config):/system# hostname WEP-30L_room2 (re WEP-30L_room2 — HOBOE VMs YCTPOMCTBA.
MapameTp MOXEeT cogepXartb OT 1 40 63 CUMBOJIOB: NIATUHCKUE 3ar/iaBHble U CTPOYHbIE BYKBbI, LNpbI,
3HaK gednc «-» (oeduc He MOXET BbITb NOCNEeAHUM CUMBOIOM B MMeHW). Mo ymonuaHuo: WEP-30L)
WEP-30L(config):/system# save (coxpaHeH/e HacTpoek)

N3meHeHue reorpamuyeckoro gomeHa

WEP-30L(root):/# configure

WEP-30L(config):/# system

WEP-30L(config):/system# ap-location ap.test.root (1/e ap.test.root — goMeH y3/1a gepesa yCTponcTB
CMCTEMbI ynpasneHus EMS, B KOTOPOM pacnonaraeTcs Touka goctyna. Mo ymonyaHuio: root)
WEP-30L(config):/system# save (coxpaHeHne HacTpoek)

N3meHeHue Radius NAS-ID

WEP-30L(root):/# configure

WEP-30L(config):/# system

WEP-30L(config):/system# nas-id Lenina_1.Novovsibirsk.root (r7e Lenina_1.Novovsibirsk.root —
naeHTudmkarop gaHHol T, MapameTp npeaHa3HayveH ansa naeHtTudmkaumm yctpoiictea Ha RADIUS-
cepBepe, B cnyyae ecnm RADIUS oxuaaeT 3HauyeHue, oTinyHoe ot MAC-aapeca. Mo ymonyaHuto: MAC-

appec T/)
WEP-30L(config):/system# save (coxpaHeHVe HacTpoek)

HacTpoliika LLDP

WEP-30L(root):/# configure

WEP-30L(config):/# Wldp

WEP-30L(config):/lldp# enabled true (Bk/toueHve pyHkumoHana LLDP. nsa oTknoveHns seegute false. Mo
yMosi4YaHuto: true)

WEP-30L(config):/lldp# tx-interval 60 (n3mMeHeHVe neproga oTrnpasku LLDP-coo6LweHunid. Mo ymonyaHuto: 30)
WEP-30L(config):/lldp# system-name WEP-30L_reserv (re WEP-30L_reserv — HOBOe UMs ycTpoicTea. o
ymonyaHuto: WEP-30L)

WEP-30L(config):/lldp# save (coxpaHeHne HacTpoek)

N3meHeHue napona

WEP-30L(root):/# configure

WEP-30L(config):/# authentication

WEP-30L(config):/authentication# admin-password newpassword (/e newpassword — HOBLI Naposib 415
BXOa B CUCTeMY TOYKM AocTtyna. o ymosiyaHuio: password)

WEP-30L(config):/authentication# save (coxpaHeHve HacTpoek)
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6.8 HacTtpolika cepsuca APB

Cepsuc APB ncnonb3yeTcsi g1 06ecneyeHmnst NopTasibHOr0 POyMUHIa KIMEHTOB MEXAY TOYKaMu J0CTyna,
MOAK/OYEHHBIMU K CEPBUCY.

KomaHAbl Ans HacTpoiiku cepuca APB

WEP-30L
WEP-30L

root):/# configure

config):/# captive-portal

WEP-30L(config):/captive-portal# apbd

WEP-30L(config):/captive-portal/apbd# roam_service_url <Agpec cepsuca APB>

(npumep: roam_service_url ws://192.168.1.100:8090/apb/broadcast)

WEP-30L(config):/captive-portal/apbd# enabled true (BxioueHve cepsrca APB. [In15 OTK/IIO4EeHNs BBEAUTE
false)

WEP-30L(config):captive-portal/apbd# save (coxpaHeHve HacTpoek)

—_ e~~~
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6.9 MOHUTOPUHT

6.9.1 Wi-Fi knneHTbI

WEP-30L(root):/# monitoring associated-clients

index | ©

interface | wlanl-va0@

state | ASSOC SLEEP AUTH_SUCCESS
hw-addr | 02:03:42:63:73:f5

ssid | Enterprise

ip-addr | 10.24.80.78

username | user

domain | enterprise.service.root
authorized | true

captive-portal-vap | false

enterprise-vap | true

rx-retry-count | 903

tx-fails | 2

tx-period-retry | 1887

tx-retry-count | 13063

rssi-1 | -28

rssi-2 | -44

rssi-3 | -28

rssi-4 | -25

snr-1 | 13

snr-2 | 12

snr-3 | 12

snr-4 | 15

tx-rate | VHT NSS2-MCS8 SGI 173.3
rx-rate | VHT NSS2-MCS8 NO SGI 156
rx—bw | 26M

rx-bw-all | 26M

tx-bw | 20M

uptime | 00:01:04
multicast-groups-count | 1

wireless-mode | ac

perftest-capable | false

link-capacity | 90

link-quality | 97

link-quality-common | 96

actual-tx-rate | 1736

actual-rx-rate | 1014

shaped-rx-rate | 70075

actual-tx-pps | 2625

actual-rx-pps | 89

shaped-rx-pps | 6020

name | ©

Rate Transmitted Received
Total Packets: 174133 136050

| |
TX success: | 99

Total Bytes: | 211056771 | 113905486
Data Packets: | 174126 | 2857
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Data Bytes: | 211055846 | 1689787 |
Mgmt Packets: | 7 | 133193 |
Mgmt Bytes: | 353 | 112652138 |
Rate Transmitted Received

ofdmé | 26 | 0% 33 | 0%
ofdm24 | © | 0% 324 | 0%
nss2-mcs4 | © | 0% 1| 0%
nss2-mcs5 | © | 0% 44 | 0%
nss2-mcsé6 | © | 0% 1205 | 0%
nss2-mcs8 | 174107 | 99% 134442 | 98%

MAC IP

6.9.2 NHpopmaumsa 06 ycTpoictee

WEP-30L(root):/# monitoring information

12:50:37 27.09.2023
00:04:25

WEP-30L

2.3.1 build X

2.3.1 build X

2.1.0 build X

system-time

uptime

hostname

software-version
secondary-software-version
boot-version

memory-usage 43
memory-free 137
memory-used 104
memory-total 241
cpu-load 9.5
cpu—-average 6.70
is-default-config false
board-type WEP-30L
hw-platform WEP-30L

68:13:E2:35:C3:90
68:13:E2:35:C3:90

factory-wan-mac
factory-lan-mac

factory-serial-number WP52000345
hw-revision 1v2
session-password-initialized false

ott-mode false
last-reboot-reason firmware update
test-changes—-mode false
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6.9.3 WHpopmauma o ceptudomkarax

WEP-30L(root):/# monitoring certificate

ott:
status: not present
wlc:
status: present
url: https://192.168.1.1:8044

PykoBoacTtso no akcnnayatauum WEP-30L, WEP-30L-Z
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6.9.4 CeteBas UHpopmaums

WEP-30L(root):/# monitoring wan-status

Common 1information:

interface | bro

mac | cc:9d:a2:€9:14:70
rx-bytes | 456875
rx-packets | 5835

tx-bytes | 24328
tx-packets | 241
IPv4 information:

protocol | dhcp
ip-address | 100.111.66.29
netmask | 255.255.255.0
gateway | 100.111.66.1
DNS-1 | 100.111.66.15
DNS-2 | 8.8.8.8

IPv6 information:

addresses | 2002::8/128 Global

| fe80::ce9d:a2ff:fee9:1470/64 Link
dns-servers | 2002::4144

| 2002::8844

| 2222::4144

WEP-30L(root):/# monitoring ethernet

link: up

speed: 2500
duplex: enabled
rx-bytes: 4872597
rx-packets: 13844
tx-bytes: 2477091
tx-packets: 20923

WEP-30L(root):/# monitoring arp

# ip mac
0 192.168.1.1 02:00:48:XX:XX1XX
1 192.168.1.151 2c:fd:ral:xx:xx:xx
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WEP-30L(root):/# monitoring route

Destination Gateway Mask
0.0.0.0 192.168.1.1 0.0.0.0
192.168.1.0 0.0.0.0

WEP-30L(root):/# monitoring lldp

WEP-30L(root) :/# monitoring 1lldp

Port Device ID Port ID

etho e0:d9:e3:eb:66:80 gil/0/16

6.9.5 becnpoBofHble nHTEpdeiichl

WEP-30L(root):/# monitoring radio-interface

wlan@:
name: wlan@
band: 2.4

hwaddr: CC:9D:A2:E9:14:70
status: on

noise-1: -100

noise-2: -100
utilization: 3

channel: 2

tx-power: 16

thermal: 39

bandwidth: 20

frequency: 2417

wlanl:
name: wlanl
band: 5

hwaddr: CC:9D:A2:E9:14:75
status: on

noise-1: -100

noise-2: -100
utilization: 2

channel: 48

tx-power: 19

thermal: 30

bandwidth: 20

frequency: 5240

255.255.255.0

PykoBoacTtso no akcnnayatauum WEP-30L, WEP-30L-Z

Flags Interface
UG bro
u bro
System Name Capabilities TTL

120
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6.9.6 >KypHan cobbITuii

WEP-30L(root):/# monitoring events

Jan 23 00:00:07 WEP-30L daemon.info syslogd[925]: started: BusyBox v1.21.1

Jan 23 00:00:09 WEP-30L daemon.info configd[955]: The AP startup configuration was loaded
successfully.

Jan 1 03:00:14 WEP-30L daemon.info networkd[987]: Networkd started

Jan 1 03:01:17 WEP-30L daemon.info networkd[987]: DHCP-client: Interface br0O obtained
lease on 192.168.1.15.

Jan 23 07:17:14 WEP-30L daemon.info monitord[1055]: event: 'associated' mac:
E4:0E:EE:BD:AE:6B ssid: 'WEP-30L_2.4GHz' int0

6.9.7 CkaHunpoBaHue achupa

© Bo Bpems OCYLLECTB/IEHNS CKAHMPOBaHWSA 3dmpa paaronHTepdeiic yCTpoicTBa 6yAeT OTK/IHOUEH, UTO
npvBeaEeT K HEBO3MOXHOCTM Nepeaaun gaHHbIx Ao Wi-Fi KNMeHToB BO BpEMSI CKaHUPOBaHNS.

WEP-30L(root):/# monitoring scan-wifi

SSID |Mode |Security]|MAC |Channel|RSSI, dBm|Bandwidth, MHz
——————————————————————— R o N A B N
ESRAP1_of30_smart |AP  |off |A8:F9:4B:B0:2C:C7 |6 |-65 |20
litv_hots_2 |AP  |off |EQ:D9:E3:8A:38:52 |1 |-65 |20
test_001 |AP  |off |EQ:D9:E3:4B:FB:30 |11 |-67 |20
2G-COVID_TOWER |AP  |off |E@:D9:E3:98:12:72 |11 |-71 |20
Tam2.4G |[AP |wpa |EQ:D9:E3:98:1F:7A |1 |-73 |20
litv_hots_1 |AP  |off |EQ:D9:E3:8A:38:51 |1 |-77 |20
WEP-30L_ZN_Personal |[AP |wpa |EQ:D9:E3:49:79:06 |44 |-16 |20
WEP-30L_ZN_Open |AP  |off |EQ:D9:E3:49:79:07 |44 |-17 |20
WEP-30L_ZN_OWE |[AP |owe |EQ:D9:E3:49:79:08 |44 |-17 |20
Eltex-Guest |AP  |off |CC:9D:A2:C7:D9:21 |36 |-38 |20
Eltex-Local | AP |wpa |CC:9D:A2:C7:D9:22 |36 |-38 |20
BRAS-Guest |AP  |off |CC:9D:A2:C7:D9:20 |36 |-38 |20
2L_301_nsk |AP  |off |E8:28:C1:DA:C8:16 |56 |-41 |20
chudo_waffly | AP |wpa |EO:D9:E3:70:94:00 |60 | -44 |20
Eltex VAP |AP  |off |A8:F9:4B:B0:40:70 |48 | -46 |20
VK_enterprise | AP |wpa |E8:28:C1:DA:C8:99 |56 | -47 |20
VK_portal |AP  |off |E8:28:C1:DA:C8:98 |56 | -49 |20
WOP-2ac |AP  |off |E8:28:C1:00:FC:Al |36 |-50 |80
Open_VK_switch | AP |off |E8:28:C1:DA:C8:96 |56 |-50 |20
testSSID10 |AP  |off |A8:F9:4B:B0:05:54 |40 |-51 |20
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6.9.8 CnektpoaHanunsartop

© MonHoueHHas nogaepxKa PYHKLMOHAA NNAHUPYETCS B CEYIOLLIMX BEPCUAX.

CnekTpoaHanunsaTop NpeaocTaBnsieT MHGoPMaLMIo O 3arpy>XeHHOCTV KaHas10B B AvanasoHax 2.4 u 5wy,
Pe3ynsTaT BbIBOAMTCS B MPOLEHTAX.

© Bo Bpemst paboTbl CekTpoaHam3aTopa nPOVCXOANT OTK/THUEHNE BCEX K/IMEHTOB OT TOUYKM AOCTYyna.
KnneHTbl nogxitouaTcsi CHoBa TOJIbKO TOrAa, Korga CnekTpoaHa/im3aTop 3akOHUMT CBOK paboTy.
Bpems aHann3a Bcex paAnoKaHaIoB [ABYX AMana3oHOoB COCTaB/SET NPUMEPHO 5 MUHYT.
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© CnektpoaHanusartop paboTaeT TOMLKO Ha Tex KaHasax, KoTopble ykasaHbl B napametpe limit-channels
B HacTpoikax pagnovnHTepdelicoB. Hanpumep, ecnu B limit-channels Ha wlan0 yka3aHbl kaHasnbl '1 6
11', a Ha wlan1 yka3aHbl kaHanbl '36 40 44 48', To aHanM3 cnekTpa 6yaeT nponsBeAeH TONbKO A4S
kaHanoB 1, 6, 11, 36, 40, 44, 48.
[nsa Toro 4To6b! 6611 NPOU3BEAEH aHa/IN3 BCEX KaHANOB AMana3oHa, Ha KOTOpPoM paboTaeT
pagnovHTepdelic, 1aMeHnTe 3HavyeHne napamertpa use-limit-channels B HacTpolikax Kaxaoro
pagnounHTepcpeiica Ha false. Mocne nonyyeHns pesynbTaTtoB paboTbl CNEKTpOaHaM3aTopa BepHUTe
3Ha4yeHune use-limit-channels o6paTHO K UCXoQHOMY 3HaYEHMO true.
C 6o0nee noapo6HOI MHdhopMaLmeil 0 HacTpoike pagnonHTepdeiica yepes CLI MOXHO 03HaKOMUTLCS
B pasgene «Hactpolikn Radio».

WEP-30L(root):/# monitoring spectrum-analyzer

Channel| CCA

1| 81%

2| 40%

3] 14%

4] 10%

5| 36%

6| 60%

7| 40%

8| 8%

9| 14%
10| 38%
11| 75%
12| 37%
13| 18%
36| 14%
40|  12%
44| 10%
48| 18%
52| 3%
56| 5%
60 | 8%
64| 6%
132 0%
136| 0%
140 | 0%
144 1%
149| 30%
153 1%
157 3%
161 2%
165| 1%
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7 CnncoK M3MeHeHUI

Bepcusa gokymeHTa

Bepcua 1.3

JAata
Bbinycka

01.2024

PykoBoacTtso no akcnnayatauum WEP-30L, WEP-30L-Z

CopepXaHue N3MEeHEHU

CuiHxpoHusauus ¢ Bepcumein MO 2.3.1
[o6aBneHo:

2. MopaepxaHo HoBoe ycTpolicTteo WEP-30L-Z
5.7 MeHio «Z-Wave»

5.7.1 NoameHto «Z-Wave»

6.6 HacTpoiika Z-Wave

M3meHeHo:
2.1 HasHa4yeHue
2.2 XapaKTepucTuKn yCTpOicTBa

2.3 TexHUYeCKMe napameTpbl yCTpoicTBa
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Bepcus gokymeHTa

Bepcusa 1.2

Aara
BbiMyckKa

12.2023

PykoBoacTtso no akcnnayatauum WEP-30L, WEP-30L-Z

CopaepxaHne nsmeHeHui

CwuHxpoHusaums ¢ sepcueli MO 2.3.0

[ob6asneHo:

6.3.2 Hactpoiika VAP c wudposaHnem OWE

6.3.3 Hactpoiika VAP c wudposaHmem OWE n OWE Transition Mode

6.8.3 VMHhbopmaums o cepTudmkaTax

3meHeHo:

2.2 XapakTepucTuKn yCcTpoiicTea

2.3 TexHU4eckne napameTpbl ycTpolicTBa

5.4.7 NogmeHto «NHbopmauns 06 ycTpoiicTBe»

5.5.1 NoameHto «Radio 2.4 [y

5.6.2 NMogmeHio «VAP»

6.3 HacTpoiika BupTyasibHbIx Touek gocTtyna Wi-Fi (VAP)
6.3.1 HacTpoiika VAP 6e3 wimdgpoBaHus

6.3.4 HacTpoiika VAP c pexumom 6e3zonacHocTtn WPA-Personal
6.3.5 Hactpoiika VAP c Enterprise-aBTopusayuei

6.3.6 HacTpoiika VAP c noptasibHOi aBTOpM3aumeri
6.3.7 [JononHuTenbHble HacTpoikn VAP

6.8.2 NHhbopmauust 06 ycTpoiicTee
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Bepcus gokymeHTa Aara
BblMycKa

Bepcusa 1.1 09.2023

Bepcusa 1.0 05.2023

Bepcus nporpammHoro obecnevexns 2.3.1

PykoBoacTtso no akcnnayatauum WEP-30L, WEP-30L-Z

CopaepxaHne nsmeHeHui

CwuHxpoHusaums ¢ sepcueli MO 2.2.0
[ob6asneHo:
5.8.2 NMogmeHio «AirTune»

6.6.4 HacTpoiika pexuma ayTeHTudukaumm

i3meHeHo:

2.3 TexHnyeckne napameTpbl yCTpoiicTBa

5.4.2 MogmeHrto «CtartucTmka no Tpadanky»

5.5 MeHto «Radio»

5.6.2 NMoameHto «VAP»

6.2 HacTpoiika ceTeBbIX NapaMeTpoB

6.3 HacTpoiika BUpTYyasbHbIX Touek goctyna Wi-Fi (VAP)
6.3.5 [lononHnTenbHble HAacTpoikn VAP

6.6.6 [1oNoNHUTE/bHbIE HACTPOMKN CUCTEMBI

6.8.1 Wi-Fi knneHTbl

6.8.3 CeTteBas UHpopmauus

MepBas ny6nvkauus
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TEXHNYECKAA NMOAAEP>XKA

[nsa nonyyeHns TEXHNYECKON KOHCYNbTauMmn no Bonpocam akcnayaraumm obopygosaHus OO0
«Mpeanpusatue «/ITEKC» Bbl MOXeTe 06patuTbCs B CEPBUCHBIN LLEHTP KOMNaHUN:

dopma obparHoin cBA3Mn Ha caiTe: htips://eltex-co.ru/support/
Servicedesk: hitps://servicedesk.eltex-co.ru

Ha ochuumanbHOM caliTe KOMNaHUn Bbl MOXETE HalTN TEXHUYECKYIO JOKYMEHTALMIO 1
nporpamMmmHoe obecneyeHne ans npoaykuum OO0 «[IMpeanpusatue «ANITEKC», 06patutbes k 6ase
3HaHWI NN OCTaBUTb UHTEPAKTUBHYIO 3a5BKY:

OdomuymanbHbIin cant komnaHun: hitps://eltex-co.ru/
Basa 3HaHuiA: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base

LleHTp 3arpy3ok: hitps://eltex-co.ru/support/downloads


https://eltex-co.ru/support/
https://servicedesk.eltex-co.ru/
https://eltex-co.ru/
https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
https://eltex-co.ru/support/downloads/
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