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NTU-RG-14xx. PykoBoACTBO NO 3aKcnyaTaumm (user)

1 BBeaeHwue

CeTtb GPON oTHOCUTCS K OQHOW 13 pa3HOBUAHOCTEN NacCMBHbIX onTuyecknx ceteit PON. 3To 0gHO U3 cambIx
COBPEMEHHbIX 1 3OPEKTUBHBIX PeLLeHN 3a[a4 «nocsiegHelt MUIn», N03BO/IAOLLEE CYLLIECTBEHHO 3KOHOMUTb
Ha kabenbHOoI NHppacTpykType n obecneyrBatoLLee CKOPOCTb Nepedayn nHgpopmauum o 2.5 Gbps B
HanpasneHun downlink n 1.25 Gbps B HanpasneHun uplink. Vicnonb3oBaHne B ceTsx 4OCTyna peLleHunii Ha
6a3e TexHosormn GPON gaet BO3MOXHOCTL NPefocTaB/IATb KOHEYHOMY NOJb30BaTE/O AOCTYN K HOBbIM
ycnyram Ha 6a3se npoTtokosna IP coBMecTHO ¢ TpaanuMOHHBIMU CepBrCaMM.

OcHoBHbIM npeumyectBom GPON siBnsieTcss MCNo/b30BaHWe 0AHOT0 CTaHUMOHHOro TepMuHana (OLT) ans
HeCcKOosIbKMX aboHeHTCKMX ycTpoiicTB (ONT). OLT siBnsieTcst KOHBEPTOPOM MHTepdheiicoB Gigabit Ethernet n
GPON, cnyxatmm ans ceasu cetn PON ¢ ceTamm nepefayumn gaHHbIX 6051ee BbICOKOTO YPOBHS. YCTPOCTBO
ONT npepHasHayeHo A/18 MOAKIOYEHUSA K YCIyram LLMPOKOMOMO0CHOIO AOCTYNa OKOHEYHOro 060pyAoBaHus
KNMEHTOB. MOXET NPUMEHSATBLCA B XW/IbIX KOMIIEKCAX N BU3HEC-LeHTpax.

JNnHeiika o6opyaosaHnss ONT NTU npounssogctea «3/ITEKC» npeAcTaBieHa TepMUHaIaMu:
* NTU-RG-1421G-Wac, NTU-RG-1431G-Wac, NTU-RG-1421GC-Wac, NTU-RG-1421G-WZ, koTopble
paccunTaHbl Ha YeTblpe UNI nHTepdeiica 10/100/1000Base-T 1 nogaepxky nitepdeiicos FXS, Wi-Fi,
USB, CaTV', Z-Wave?
B HacTosLwweM pykoBOACTBE N0 3KCnayaraumm N3noxeHbl Ha3HaueHne, OCHOBHble TEXHUYECKMe

XapakTepucTrKK, Npasuia KOHPUrypupoBaHus, MOHUTOPUHTA U CMEHbI NPOorpaMMHOro obecneyeHus
onTunyecknx TepmuHanos cepun NTU-RG.

a [na yctponictea NTU-RG-1421GC-Wac.
2 Nns yetpoiictea NTU-RG-1421G-WZ.
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2 OnucaHue nsgenus

2.1 Ha3HaueHue

Yctpoiictea NTU-RG GPON ONT (Gigabit Ethernet Passive Optical Network) — Bbicokonpov3BoauTesibHble
aboHEeHTCKMe TepMUHasTbl, NpefHa3HavYeHHble 415 CBA3U C BbILLECTOALMM 060pyA0BaHNEM MACCUBHbIX
ONTUYECKUX CETe U NpefoCcTaBNeHNs YCNYr LWNMPOKOMNO0CHOIo AOCTyNa KOHeYHOMY nosib3oBaTento. CBsA3b C
cetammn GPON peanusyetcs nocpenctsom PON-uHTepdelica, Ans NoAKIHYEHNsT OKOHEYHOro 060pyA0BaHus
KNMEeHTOB cnyxart uHtepdpeiicel Ethernet.

Mpenmyectsom TexHonornm GPON aBnseTcs onTuMasibHOe UCMNo/1b30BaHue MoJsiockl NPonyckaHus. 3T1a
TEXHOMOMNA ABNAETCA CeAYLWNM LWarom a1 o6ecnevyeHnss HoBbIX BbICOKOCKOPOCTHbIX MHTEPHET-
NPUIoXeHnin goma n B odpuce. PaspaboTaHHble A1 pa3BepTbiBaHUA CETU BHYTPY AoMa WY 30aHUSA, aHHble
ycTpoiictBa ONT o6ecneunBaloT HaZeXHoe coeAnHEHME C BbICOKOM NPOMYCKHOM CNOCOBHOCTbLIO Ha fasibHue
paccTosHWA 415 Nosib30BaTesel, XMBYLLMX 1 paboTaloLmxX B yaaleHHbIX MHOTOKBapPTUPHbIX 30aHUAX U
OGU3Hec-LeHTpax.

Bnarogaps BCTpOEHHOMY MapLupyTU3aTopy, yCTpPorcTBa 06ecneqmsaroT BO3MOXHOCTb MOAK/TOUYEHUS
060pyA0BaHNS /TOKa/IbHOM CETU K CETU LUMPOKOMOMOCHOIO A0CTyna. TepMunHasibl 06ecneymBatoT 3alumTy
MeXCeTEBbIM 3KpaHOM [/151 KOMIMbIOTEPOB B CETU OT atak DoS v BUpPYCHbIX atak, OCyLeCcTBASIT (UILTPaLmIo
nakeToB /19 OCYLLEeCTB/IEHMSA yNpaBieHns 4OCTynom Ha ocHose noptoB u MAC/IP-agpecoB UCTOYHUKE/
HasHa4yeHus. MNonb3oBaTesin MOryT HAaCTPOUTL AOMaLLHWIA Un oducHbli Web-caiit, fo6asms oanH 13 LAN-
nopToB B 30HY DMZ. ®yHKumMA «PoauTesnbCkuili KOHTPOsb» obecneunsaet unstpauunio Web-caitos ¢
HexxenaresibHbIM COAEePXMMbIM, 6/TOKMPOBKY LOMEHOB M NO3BOJIAET 3a/aBaTb pacnMcaHne Ucnosib3oBaHus
NHTepHeTa. BupTtyanbHas yactHas ceTb (VPN) npegoctaBnsieT MoGW/IbHbIM No/Ib30BaTeNsm v punvanam
3allMLLEHHBIN KaHan CBA3W 4715 NOAKMI0YEHMSA K KOPNopaTUBHOM CeTu.

MopT FXS no3sonsieTt nonb3oBaTbes ycnyramu IP-TenedoHny, npefocTaBnsast MHOXECTBO MOME3HbIX (OYHKLNNA,
TakMX Kak 0TO6paxeHne naeHTUdmnkaTopa 3BOHALLErO, TPEXCTOPOHHIOK KOH(EPEHUMIO, TENEOHHYIO KHUTY,
YCKOPEHHbI Habop. Bce 310 o6ecneunsaeT yao6CcTBO Nosb30BaTesisa Npyu Habope HoMepa 1 npueme
TenedOHHbIX 3BOHKOB.

MopTbl USB MoryT ucnonb3oBatbes Ansa noaknodeHunst USB-yctpolicts (USB-chnelu-Hakonute b, BHELLHNI
HDD).

AboHeHTcKmne mapwpyTtunsaropbl NTU-RG-1421G-Wac, NTU-RG-1431G-Wac, NTU-RG-1421GC-Wac, NTU-
RG-1421G-WZ nosBonstoT nogkntoyatb knameHtoB Wi-Fi no ctaHgapty IEEE 802.11a/b/g/n/ac. Nogaepxka
ctaHgapta 802.11ac obecneunBaet CKOPOCTb Nepefayn gaHHbix 4o 1,3 FéuT/c 1 No3BONSET AOCTABNATb
COBpPEMEHHbIE BbICOKOCKOPOCTHbIE CEPBUCHI K/TMEHTCKOMY 060py/0BaHM0 No 6ecnpoBoHON ceTu. [ga
BCTPOEHHbIX KoHTponnepa Wi-Fi cetn no3BonsoT o6ecneunTb paboTy yCTpoincTBa O4HOBPEMEHHO B ABYX
YacTOTHbIX AnMana3oHax — 24Ty un 5Ty,

YctpoiictBo NTU-RG-1421GC-Wac nmeet BCTpoeHHbI RF-BbIX0A, K KOTOPOMY NOAK/HOYaeTCsA TeneBm3op ans
NMPOCMOTPa aHas1I0roBOro W LMPOBOro kabenbHOro TeneBuaeHns (Npu ycrnoBumn NpefocTaBIeHNs yCayru
onepaTopom).

YctpoiictBo NTU-RG-1421G-WZ B cBO€l KOMNEKTaumMm nmeet cyomopysib Z-Wave, KoTopblii UCMO/b3yeTcs
ANS npefocTaBneHns ycnyrn "YMHbIn gom”.

Z-Wave — 3710 6ecnpoBogHas paano TEXHOMOMNS C HU3KMM 3HepronoTpebneHrem, paspaboTaHHas
crneumansHo ANa guctaHUMoHHOro yrnpasneHus. B otivuune ot Wi-Fi n gpyrux IEEE 802.11 ctaHgapTos
nepefayv faHHblX, npegHa3HaueHHbIX B OCHOBHOM /7151 60/1bLUNX NOTOKOB MHpopmauwuu, Z-Wave paboTtaeT B
AvanasoHe yactot o 1 'y n onTuMmnsmpoBaHa A/11 nepefayv npocTbiX YyNpasisoLwmx KOMaHz, ¢ MasibiMy
3a4epXkkamu (HanprMep, BKIOUNTL/BbIK/OUNATL, UBMEHWUTL FPOMKOCTb, SIPKOCTb U T. A.). BbI6Op HU3KOTO
paavo4YacToTHOro guanasoHa ans Z-Wave o6ycnosneH MasibiM KOSIMY4eCTBOM NOTEHLMa/IbHbIX UICTOYHUKOB
nomex (B OT/INYME OT 3arpy>XeHHOro AvanasoHa 2,4 'L, B KOTOPOM NPUXOAMTCA NpMberaTb K MeponpusTUsMm,
YMEHbLUAKLLMM BO3MOXHbIE MOMEXM OT paboTaloLmX pasimyHbIX ObITOBbIX 6€CNPOBOAHbLIX YyCTpocTB — Wi-Fi,
ZigBee, Bluetooth).



TOM umc/ie YCTPOICTB Ha 6aTapelikax, Takux Kak nynbTbl AUCTAaHLUMOHHOTO yNpaBneHus, AaTumki abima,
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Z-Wave npegHa3HayeH Ans co3gaHus Hegoporol 1 aHeproadphekTMBHON NOTPEOUTENLCKOW 9N1EKTPOHNKM, B

TeMneparypsbl, BTAXHOCTHU, ABWXEHNA N APYTUX OaTHNKOB 6e30nacHOCTMW.

2.2 BapuaHTbl ucnosiHeHunsA

Yctporictea cepuint NTU-RG oTnnyatoTc HabopoM MHTepPencoB 1 oyHKLNOHAIbHBIMI BO3MOXHOCTAMM,

Tabnuua 1.

Tabnuua 1 — BapuaHTbl UICNONHEHUA

HaumeHoBaHune WAN
Moaenu

NTU-RG-1421G-W  1xGPON
ac

NTU-RG-1431G- TxGPON
Wac

NTU-RG-1421GC-W 1xGPON
ac

NTU-RG-1421G- 1xGPON
wz

LAN

4x1Gigabit

4x1Gigabit

4x1Gigabit

4x1Gigabit

2.3 XapaktepucTtuka ycTponcTea

Ycmpolilicmso umeem cnedyrowue uHmepghelicbl:

Z-Wave

FXS

m X

Wi-Fi

802.11 b/g/n

* Mopt RJ-11 g/19 NOAK/IHOYEHMA aHAsI0TOBbIX TeNeOHHbIX annaparos:

+ 1 nopt RJ-11;

+ 1 nopt PON SC/APC gna nogknioveHus K CeTU oneparopa,;

* Moptbl Ethernet RJ-45 LAN ans nogkntoyeHnsi CETEBbIX YCTPONCTB:
* 4 noprta RJ-4510/100/1000Base-T;

+ MNpuemonepeparumk Wi-Fil1a/b/g/n/ac;

+ 2! nopra USBO 15 nofko4eHns BHeLWHMX HakonuTeneli USB wnu HDD;

+ KoHTponnep "YMHbI gom"s;
+ TMopT Ans nogkntoueHns kabenbHoro TenesuaeHus (CaTV):

ny,

« Ona NTU-RG-1421GC-Wac: 1 nopt RF.

Wi-Fi

802.11 b/g/n/ac

802.11n, 2*2
-300Mbps -2,4GHz

802.11ac, 3*3
-1.3Gbps — 5 GHz+

802.11n, 3*3
-450Mbps - 2,4GHz

802.11ac, 3*3
-1.3Gbps - 5 GHz

802.11n, 2*2
-300Mbps -2,4GHz

802.11ac, 3*3
-1.3Gbps — 5 GHz+

802.11n, 2*2
-300Mbps -2,4GHz

802.11ac, 3*3
-1.3Gbps - 5 GHz+

usB
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MuTaHne TepMmnHasia OCyLLeCTBSAETCA Yepes BHELLHWUIA aganTtep oT cetn 220B/12B.

& 7 ycrpoiictea NTU-RG-1421GC-Wac umeet 1 nopt USB 2.0.
2 Ins ycTpoiictea NTU-RG-1421G-WZ.

Ycmpolicmso noddepxusaem criedyroujue chyHKyuu:

* cemesble (hyHKyuU:
* paboTta B pexume «MocTa» Uin «MapLipyTtmsaTopa,
* nopaepxka PPPoE (PAP, CHAP, MSCHAP-aBTopur3auus);
* nogaepxka crtatuyeckoro agpeca v DHCP (DHCP-knueHT Ha ctopoHe WAN, DHCP-cepBep Ha
ctopoHe LAN);
+ nogaepxka UPNP;
* nogpepxka IPSec;
* nogaepxka NAT;
+ nopaepxka Firewall;
* nogaepxka NTP;
* MOAAEepXKa MexaHN3MOB KayecTsa 06cnyxmsaHmsa QosS;
+ nogaepxka IGMP snooping;
+ nopaepxka IGMP proxy;
* nogaepxka gyHkummn Parental Control;
* noggepxka doyHkumm Storage service;
* Mopaepxka UPNP, SMB, FTP, DLNA, Print Server;
* VLAN B cootBetcTBum ¢ IEEE 802.1Q.

* nogaepxka ctaHaaptos 802.11a/b/g/n/ac;
* 0HOBpeMeHHas paboTa B AByx gnanasoHax: 2.4 Ty n 5.
* IP-menegpoHus:
* noggpepxka npotokona SIP;
+ ayauokogeku: G.729 (A), G.711(A/U), G.723.1;
+ ToS ansa naketoB RTP;
+ ToS ansa naketos SIP;
* axokomneHcauus (pekomeHgaumm G.164, G.165);
+ netekTop TuwwwMHbI (VAD);
* reHeparop KOMOPTHOrO LWyMma;
* 0BHapyxeHue n reHepuposaHune curHasios DTMF;
+ nepegaya DTMF (INBAND, RFC2833, SIP INFO);
* nepepava pakca: upspeed/pass-through. G.711, T.38.
* ¢pyHKkyuu ABO:
* yaepxaHue Bbi3osa — Call Hold;
* nepepgava BbizoBa — Call Transfer;
* yBeAOM/IEHME O NOCTYMNAeHNM HOBOro BbidoBa — Call Waiting;
+ 6e3ycnoBHas nepeagpecauus - Forward unconditionally;
* nepeajgpecauus no HeotseTy - Forward on «no answery;
* nepeagpecauus no 3aHaToctn — Forward on «busy»;
+ onpegenutens Homepa Caller ID no ETSI FSK;
+ 3anpert Bblgauu Caller ID (aHOHUMHBI 3BOHOK) - Anonymous calling;
+ Tennas nnHua - Warmline;
* TMOKMIN NNaH Hymepauuuy,
* MHOMKaLMA 0 Ha/IMYMK COOBLLLEHUNIA HA TON0COBOI noyTe - MWI;
*+ 6N10KMpOBKa aHOHMMHbIX 3BOHKOB - Anonymous call blocking;
* 3anpeT Ha ucxogsume Bbi3osbl - Call Barring;
+ "He 6ecnokouTb" — DND.
+ 06HosneHue O yepes Web-unmepdpetic, TR-069, OMCI;
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* yOa/leHHbIlU MOHUMOPUH2, KOHU2ypupoBaHUe U Hacmpoulka:
+ TR-069;
+ Web-nHTepdeiic;
+ OMCI;
+ Telnet.

Ha pucyHke 1 npuBegeHa cxema npumeHeHus obopygosaHna NTU-RG.

(omm B CAUTTED

5GHz

":: ‘iifoiz ‘E’

Wi-Fi IEEE 802.11

Wi-Fi IEEE 802.11
NTU-RG-1421GC-Wac

NTU-RG-1421G-Wac
NTU-RG-1431G-Wac

— — USB flash,
MNK Tenedonuwit  USB flash, HDD nK HDD
annapar TenedoHHbINA

annapar Tenesuzop

PucyHok 1 — Cxema npumeHeHmna NTU-RG-1421G-Wac, NTU-RG-1431G-Wac, NTU-RG-1421GC-Wac
yon

o
<

HKX

1GE
FXS
USB2.0

06nauHblin
cepsep

.,))

H NTU-RG-1421G-W2Z

/\

A6OHEHT N o

P
f ((‘ ﬁ ) [

NTU-RG-1421G-WZ
PucyHok 2 - Cxema npumeHenunsa NTU-RG-1421G-WZ

b\ CeTb oneparopa
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2.4 OCHOBHble TeEXHMYECKMe napameTpbl
OCHOBHble TEXHMYECKNE napaMeTpbl TEPMUHAIOB NpuBeAeHbI B Tabnuue 2:
Tabnmua 2 — OCHOBHble TEXHUYECKNE NapameTpbl

MpoTtokonbi VolP

MopnepxvBaemMble NPOTOKO/bI SIP
Ayanokogeku
Kogekun G.729, annex A
G.711(A/p)

G.723.1 (5,3 Kbps)

Mepepava chakca: G.711, T.38

MapameTpbl uHTepcpeiicoB Ethernet LAN

KonnuectBo nHtepdeicos 4
DneKTpuyeckuii pasbem RJ-45
CkopocTb nepegauun, Méut/c Astoonpegenenue, 10/100/1000 MéwnT/c,

Aynnekc/ nonygynnekc

Moanepxka cTaH4apTOB IEEE 802.3i 10Base-T Ethernet
IEEE 802.3u 100Base-TX Fast Ethernet
IEEE 802.3ab 1000Base-T Gigabit Ethernet
IEEE 802.3x Flow Control

IEEE 802.3 NWay auto-negotiation

NapameTtpbl uHTepcpeiica PON

Konnuecteo nHtepdeiicos PON 1



Moanepxka ctTaH4apPTOB

Twun pasbema

Cpepa nepepaun

KoathdhnumneHT pa3seTBieHuUs

MakcumasibHas [asibHOCTb ,D,EVICTBMH

MNepepatyuk:

CKOpOCTb COeANHEHUs upstream

MoLLHOCTb NepeaaTumka

LunpuHa cnekTpa ontudeckoro uanyyenms (RMS)

MpremMHuK:

CKOpOCTb coenHeHusi downstream

YyBCTBUTE/ILHOCTbL NpUEMHUKa

MNapameTpbl aHAIOroBbIX AGOHEHTCKUX NOPTOB

KonnyecTtso noprtos

ConpoTueneHue Lneiidga

Mprem Habopa

Boigaua Caller ID

NTU-RG-14xx. PykoBoACTBO NO 3aKcnyaTaumm (user)

ITU-T G.984.x Gigabit-capable passive optical networks
(GPON)

ITU-T G.988 ONU management and control interface (OMCI)
specification

IEEE 802.1Q Tagged VLAN
IEEE 802.1p Priority Queues

IEEE 802.1D Spanning Tree Protocol

SC/APC

cootBetcTByeT ITU#T G.984.2

OMTOBOJIOKOHHbIN Kabenb SMF - 9/125, G.652

no 1:128

20 Km

1310HMm

1244Mb/s

+0,5 go +5 dBm

1 nm

1490Hm

2488Mb/s

0T -8 00 -28 dBm

00 2 KOm

UMMYNbCHbIA/YacTOTHLIA (DTMF)

eCTb
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MapameTpbl 6ecnpoBogHoro nHtepderica Wi-Fi

Mogaenb NTU-RG-1421G-Wac, NTU-RG-1421GC-Wac, NTU- NTU-RG-1431G-Wac
RG-1421G-WZ

CraHgapT 802.11a/b/g/n/ac 802.11a/b/g/n/ac

YacToTHbIN guanasoH 2400 ~ 2483,5 MI'y, 5150 ~ 5350 MI'y, 5650 ~ 2400 ~ 2483,5 MI'y, 5150 ~ 5350
5850MILy MI, 5650 ~ 5850 My
OfHOBpEMEHHAsA paboTa B ABYX YaCTOTHbIX OpHoBpeMeHHast paboTa B 4ByX
AmanasoHax (Simultaneous Dual Band) YaCTOTHbIX AuanasoHax

(Simultaneous Dual Band)

Mogaynauus CCK, BPSK, QPSK, 16 QAM, 64 QAM, 256 QAM CCK, BPSK, QPSK, 16 QAM, 64 QAM,
256 QAM
CKkopocTb nepegauu - 802.11b/g/n: 1-13 -802.11b/g/n: 1-13
OaHHbIX, MGuUT/C
- 802.11a/ac: 36-64, 132-165 - 802.11a/ac: 36-64, 132-165
-802.11b: 1;2; 5,51 11 MéwuT/C -802.11b: 1; 2; 5,51 11 M6ut/c
-802.119: 6,9, 12, 18, 24, 36, 48 1 54 M6ut/c -802.11g:6,9,12,18, 24, 36,48 n 54
MéuTt/c

- 802.11n: 300 M6u1T/c (kaHan 20 M), 450 M6uT/
¢ (kaHan 40 M) - 802.11n: 300 M6wuT/c (kaHan 20
MTIL), 450 M6uT/c (kaHan 40 MIu)
- 802.11ac: 1300 M6uT/c (80 MI'u)
- 802.11ac: 1300 M6uT/c (80 MI'Ly)

MakcumasibHas - 802.11b (11 Mbps): 17aBMm
BbIXOAHAst MOLLHOCTb
nepegaryvka - 802.11g (54 Mbps): 15a6Mm

- 802.11n (MCS7): 15 obm

- 802.11ac (51Tw): 19 abm

MAC-npoTokon CSMA/CA mogenb ACK 32 MAC
BesonacHoCcTb 64/128-6utHoe WEP-LunchpoBaHne faHHbIX;
WPA, WPA2
802.1x
AES &TKIP
Mopaepxka Windows XP 32/64, Windows Vista 32/64, Windows 2000, Windows 7 32/64

onepaumoHHO CUCTEMbI
Linux, VxWorks



KonnyectBo aHTEHH

KoachdpuupneHTom
YCWUIEHNS aHTEHHbI

Pabounin gnanasoH
Temnepatyp

YnpaBneHue

24Ty -2%x2, 5y - 3x3

5dBi

ot 0 go +70°C

JlokanbHoe ynpasneHue

YaaneHHoe ynpaeneHue

O6HOoBNEHME NpOrpaMmMHOro obecneyeHus

OrpaHnyeHve goctyna

O6wme napameTpbl

MuTtaHue

MoTtpebnsemas
MOLLHOCTb

NTU-RG-1421G-Wac

NTU-RG-1431G-Wac

NTU-RG-1421GC-Wac

NTU-RG-1421G-WZ

Pa6ouwnii granasoH Temneparyp

OTHOCUTENbHAasA BNaXXHOCTb

Fabaputhbl

Macca

NTU-RG-1421G-Wac

NTU-RG-1431G-Wac

NTU-RG-1421GC-Wac

NTU-RG-1421G-WZ

NTU-RG-14xx. PykoBOACTBO MO 3Kcnyatauum (user)

2,4 1Ty - 3x3,
5y, - 3x3

Web-nHTtepdeiic

Telnet, TR-069, OMCI

OMCI, TR-069, HTTP, TFTP

Mo naposto

agantep nuTtaHus 12V DC /220 AC

He 6onee 15 BT

He 6onee 15 BT

He 6onee 15 BT

He 6onee 15 BT

oT +5 go +40°C

0o 80%

187x32x120 mm

187x32x120 Mmm

217x49x120 mm

187x32x120 Mmm
0,3 kr
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2.5 KOHCTPYKTUBHOE MCMNOJSIHEHNE

2.5.1 NTU-RG-1421G-Wac/ NTU-RG-1421G-WZ/ NTU-RG-1431G-Wac
ABOHEHTCKMIN TEPMUHAST BbIMOSIHEH B BUAE HACTONLHOIO U3AeNnsa B N1acTUKOBOM Kopnyce.

BHeLLHWii BUA 3aaHeli NnaHenn yCTpoicTBa NPMBEAEH HA PUCYHKE 2.

ON/OFF 12V FON

o m SR =

T 2 3 4 o 6
PucyHok 2 — BHewHwuii Bug 3agHeli naHenn NTU-RG-1421G-Wac, NTU-RG-1421G-WZ, NTU-RG-1431G-Wac

Ha 3agHeli naHenu ycTpoicTBa pacrnosioxkeHbl cieaytolne pasbeMbl U OpraHbl ynpasnieHus, Tabnuua 3.

Tabnuua 3 — OnucaHve pasbeMOB, U OpraHoB yNpaB/ieHNs 3a4Hein naHenm

Ne AnemeHT 3afHel NaHen OnucaHue

1 Oon/Off KHOMKa NUTaHns

2 12v pasbeM NoakNoyeHnsa agantepa nutaHus

3 PON pasbem SC (po3eTka) PON onTuuyeckoro nHtepdelica
GPON

4 uUsB 2 pasbema A/19 NoAK/IHEHNST BHELLIHWMX HakonuTenem un
apyrux USB-ycTpoiicTs

5 Phone 1 pazbem RJ-11 Ang noakIoveHNs aHas10roBbIX

TEJ'IE(*)OHHI:IX annaparos

6 LAN 10/100/1000 1..4 4 paszbema RJ-45 gnia nogxnoyeHns CeTEBbIX YCTPOCTB
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BHeLuHwii B 60K0BOV 1 BepxHeii naHenel yctpoiictea NTU-RG npvsefeH Ha pucyHkax 3 v 4.

PucyHok 3 — BHewHuit Bug, BepxHeli naHenn NTU-RG

fa
000000000000 000
0000000000000 00
oo0ooc0O0COOCO0OOCOOQCOOO0OO
000000000000 00O0
0000000000000 O0O0
0000000000000 00
0900000000000000 i =
ceocoo0000000000 O
000000000000000 i
0000000000000 00O *
0000000000000 0C
00000000 _ -N-N-N -] o
nguooc‘pt)"gnoi‘}ﬁo o
90000000 (fy  ©00O0CQ
0000000 -~ OOO0CO
00000000 (‘-m’a::ao-:),___[‘74
ueuaooaoejoano’s_
90000000 —~ 0O0OOC
cooocooo () cooo i
ooocee000 2§ ©OO0OS® F
00000000 oooo
0000000000000 0 ¢
oﬁaooooooooouaoﬁa
0000000000000 0
0000000000000 00 L.
9000000000000 0CO0
0000000000000 00
0000000000000 00
0000000000000 O0O0
oO0DO0OOCDODOOCOOOCOOCOOO
000000000000 0O0O0
o090 000CO0OO0CCOOO0COOOO

7
8
9
10
11
12 ,
|
13 oD oaso B Wn ws ST § a5 o
oD 0 &P cmoa:n:mdd

14 15 16

PucyHok 4 — BHelwHWI Bug 6okoBoi naHenn NTU-RG

Ha BepxHeli naHenn ycTpoiicTBa pacrnosioXeHbl cneaytolme niankatopsl, Tabnuua 4.

Ta6nuua 4 — OnucaHve NHAMKaATOPOB BEPXHeN naHenu

Ne

10

11

12

13

dnemMeHT BEpXHEN naHenu

“ QO % C

.,.])

I'I' 1.4

OnucaHue

VHAVKATOP NUTaHWs 1 cTaTyca paboTbl

MHOVKaTOp paboTbl ONTUYECKOrO MHTEpPdelica

WHAMKATOP COCTOAHMS cepBurca «MHTepHeT»

WHOUKATop akTMBHOCTU nopta FXS

nHavkartop aktueHoctu Wi-Fi B gnanasoHe 2.4 Ty,

nHaukartop aktneHoctn Wi-Fi B gnanasoHe 5Ty,

MHAVKaTopbl pa6oTkl Ethernet-noptos



NTU-RG-14xx. PykoBOACTBO MO 3Kcnyatauum (user)

Ha 60KOoBOI1 NaHenn ycTponcTBa pacnonoxeHbl cneayouime KHonky, Tabnmua 5.
Tabnmua 5 — OnucaHme KHONOK 6OKOBOW NaHenu

Ne

14

15

16

JnemeHT 60KOBOIA
naHenu

Reset

Wi-Fi

WPS

2.5.2 NTU-RG-1421GC-Wac

ABOHEHTCKNIA TEepMUHaJs1 BbIMNOJSIHEH B BUAE HAaCTO/IbHOIO N3AENNA B MJITaCTUKOBOM Koprnyce.

OnucaHue

thyHKLMOHabHAS KHOMKA A/19 Nepesarpysku ycTpolicTea 1 cépoca K
3aBO/CKMM HacTpolikam

KHOMKa BKAoYeHMs/BbikatoueHns Wi-Fi

KHOMKa 4,151 aBTOMaTUYECKOro 3alluLLeHHOro noaknoveHms kK cety Wi-Fi Ha
ycTpoiicTBe

BHewHnin Bug 3aHei naHenn ycTpoicTea NpMBeaeH Ha pUCyHke S.

[ L
Phone W"“‘“"'w [Mh M g] E‘S%:
i H

Wikl WPS
(o) G | ™ ]

: I : I /

L w—

3 4 5 6 78910

PucyHok 5 — BHewHwit Bug 3agHeli naHenn NTU-RG-1421GC-Wac

Ha 3agHein naHenn ycTpoiicTBa pacnosioXeHbl criegyowme pasbemMbl U OpraHbl ynpasnenuns, Tabnvua 6.

Tabnuua 6 — OnucaHve pasbeMOoB, U OPraHoB Yrpas/ieHNs 3a4Hein naHenm

Ne

OnemeHT 3agHel naHenu

On/oOff

12v

usBe

vV

Phone

LAN 10/100/1000 1..4

OonucaHue

KHOMKa nutaHnA

pasbeM nogknvyeHna agantepa nuTaHna

pasbeM A5 NOAK/YEHUS BHELLHKX HakonuTeneii n apyrux USB-
YCTpOICTB

pasbem RF ans nogkntoueHns kabenbHoro TenesnaeHus (CaTV)

pasbeM RJ-11 ona nogknoyeHns aHanorosoro TenedoHHoro
annapara

4 pasbemMa RJ-45 gnis nogknoyeHns CETEBLIX YCTPOICTB



10

OnemeHT 3a4Hel naHenu

Wi-Fi

WPS

PON

NTU-RG-14xx. PykoBOACTBO MO aKcnnyaTaumm (user)

OonucaHue

KHOMKa BK/toveHusi/BbikntoveHns Wi-Fi

KHOMKa A/151 aBTOMATUYECKOro 3aLlMLLEHHOIO NOAK/OUEHNS K CETU
Wi-Fi Ha ycTpoiicTBe

(byHKLUMOHaNbHasA KHOMKa A5 nepe3arpy3ku yCTpoicTea 1 copoca
K 3aBO/ICKMM HacTpoikam

pasbem SC (posetka) PON ontuyeckoro uHtepdeiica GPON

BHewHunin Bug nepenHein naHenu yctporictBa NTU-RG-1421GC-Wac npvBefeH Ha puUcyHke 6.

13 14 15 16 17

PucyHok 6 — BHewHuii Bug nepegHeli naHenn NTU-RG-1421GC-Wac

Ha nepegHei naHenn ycTpoincTea pacnonoxeHbl caeayowme nHankaTopsl, Tabnvua 7.

Tabnuua 7 — OnucaHve NHAMKaToOpPoB NepeaHel naHenu

Ne

11

12

13

14

15

16

17

OnemMeHT BEpPXHEN NnaHenu

PON

Status

LAN 1..4

Wi-Fi (2.4)

Wi-Fi (5)

Phone

vV

Power

OonucaHue

MHOWKaTOp NUTaHNA U ctatyca pa60Tb|

MHAMKaTop cTaTyca KoHdurypaumm n MO ycTpoiicTBa

nHgmkaTtop pabotbl Ethernet-noptos

nHaunkatop aktneHoctn Wi-Fi B ananasoHe 2.4 'y,

nHgukartop aktnsHoctn Wi-Fi B gnanasoHe 51Ty

WHOMKATOpP akTMBHOCTK nopTa FXS

UHOuKatop aktneHoctm CaTV

MHONKaTOop NUTaHnaA



2.6 CpetoBas nHgukauus

NTU-RG-14xx. PykoBoACTBO NO 3aKcnyaTaumm (user)

2.6.1 NTU-RG-1421G-Wac, NTU-RG-1421G-WZ, NTU-RG-1431G-Wac

Tekylllee COCTOsIHME YCTPOICTBA OTOGPaXKaEeTCs NPU NOMOLLIM MHAMKATOPOB, PACMOMOXEHHbIX HA NnepeaHel

naHesnn.

MepeyeHb COCTOSIHWIA MHAUKATOPOB NpuBeeH B Tabnuue 8.

Ta6nuua 8 — CBeToBasi HAMKAaLMS yCTPOCcTBa

NHpnkaTop

vE

1..4

2.4/5

CocTosiHue uHauKaTopa

3€e/1eHbIN

OpaHXeBblit

mMuraet

roput

Muraet

mMegsieHHo Muraet

3€e/1eHbIN

mMuraet

He ropuT

He ropuT

3€e/1eHbIN

OpaHXeBbli

MUTa€eT 3€1E€HbIM

He ropuT

CocTosiHue ycTpoiictBa

ycTaHoBneHo coeguHeHne 10/100 Mout/c

ycTaHoBneHo coeguHeHve 1000 Méut/c

npouecc NakeTHOW nepeaaun AaHHbIX

TenedoHHasn TpybKa cHATa

NopT He 3aperncTpupoBaH Un He NponaeHa
aBTopu3auus Ha SIP-cepsepe

npuem curHasia Bbi3oBa

ceTtb Wi-Fi akTnBHa

npowecc nepegayn aaHHbIx no Wi-Fi

ceTtb Wi-Fi He akTuBHa

nHTepeiic ¢ npusHakoM VIHTEpHET He
CKOH(purypuposaH

UHTEpdelic ¢ NpU3HaKoM VIHTepHET
CKOHChMryprpoBaH, Ha Hem nosydeH IP-aapec

nHTepdenc ¢ npm3Hakom VIHTepHeT
CKOHOUrypupoBaH, Ho IP-agpec Ha HeM He
nosty4YeH

npouecc o6HoBeHus MO Ha ycTpoiicTee

MpoLIeCC 3arpy3ku yCTpoincTea



NTU-RG-14xx. PykoBoACTBO NO 3aKcnyaTaumm (user)

Nugukatop CocTosiHMe uHgMKaTopa CocTosiHue ycTpolicTBa

3e/€eHbli YCTaHOBJ/1IEHO coegnHeHne Mexgy CTaHLUMOHHBIM
onTn4eCcknMmMm TepMnHasioMm n yCTpOI7ICTBOM

MUraeT 3e/1eHbIM YCTaHOB/IEHO COEAMHEHNE MEXAY CTaHLMOHHbLIM
ONTUYECKMM TEPMUHASIOM W YCTPOINCTBOM,
YCTPOWCTBO HE aKTVBMPOBAHO

MUraeT KpacHbIM HET cUrHasia oT CTaHLUMOHHOIO ONTUYECKOro
TepMUHana
O He roput YCTPOWMCTBO OTK/IIOYEHO OT CETU NUTaAHUS NN
HeuncnpasHo
KpacHbliA BO3HWK/IM NPOG/eMbI NPy 3arpy3ke yCTpoiicTea
3e/1eHbll npoLecc 3arpy3ku 3aBepLUEH, Ha YCTpolicTBe

yCTaHOB/IeHa KOHMMrypaumsi, oT/iMyHas ot
KOHoUIypaLmm no yMosiyaHuio

OpaHXeBblit MPOLLECC 3arpy3Ky 3aBepLLEH, HA YCTPOIACTBE
ycTaHOB/IeHa KOHDUrypaLusi o yMosiyaHmio

2.6.2 NTU-RG-1421GC-Wac

Tekyllee COCTosIHME YCTPOoCTBA 0TOGPaKaEeTCs NPU NOMOLLIM MHAMKATOPOB, PACMOMOXEHHbIX Ha NepeaHel
naHenu.

MepeyeHb COCTOSIHWI MHAUKATOPOB NpvBedeH B Tabnvue 9.

Ta6nuua 9 — CBeToBasi HAMKALMS YyCTPOCTBa

LED CocTtosiHme LED nHgukatopa CocTosiHMe ycTpoiicTBa
MHANKA
TOp
PON He roput npoLecc 3arpy3kn ycTpoincTea
3e/1eHbli YCTaHOB/IEHO COeAUHEHNE MeXAY CTAHLUVNOHHBIM ONTUYECKUM TEPMUHAIIOM

1 YyCTPOIACTBOM

MUraeT 3e/1eHbIM olwn6Ka ayTeHTMMKALMM HA CTAaHLUMOHHOM ONTUYECKOM TepMUHase
KpacHblii HET curHana oT CTaHLUMOHHOMO ONTUYECKOTO TEPMUHANA
Status He ropuT YCTaHOB/IEH CTATUYECKMIA PeXM PaGoTbl MW PEXUM MOCTa /15

nHtepdpeiica WAN (PPP-k/IMeEHT He 3anyLieH)



LED
MHANKA
TOp

LAN P1/
P2/P3/
P4

Wi-Fi 2.4
/5

Phone 0

TV

Power

CocTosiHne LED uHgm Katopa

3€e/1eHbIN

OpaHXeBblii

3€e/1eHbIN

OpaHXeBblii

MuraeTt

3€e/1eHbIN

MuraeTt

He roput

3€e/1eHbIN

Muraet

MeansieHHO MuraetT

He ropuT
KpacHblii
OpaHXeBblit
He ropuT
3e/1eHblii
OpaHXeBbli

KpacHbIii
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CocTosiHue ycTpoiicTBa

YCTPOICTBO YCMELIHO aBTOPM30BaHO Ha CTaHLMOHHOM OMNTUYECKOM
TepmunHane (PPP-ceccus 3anyweHa Ha uHtepgeiice WAN)

yCTpOiicTBO He aBTopu3oBaHo (PPP-ceccusi He 3anylleHa Ha uHTepdelice
WAN)

ycTaHoBsieHo coeguHeHne 10/100 MoéuT/c

ycTaHoBneHo coeguHerHne 1000 Méut/c

npolecc nepegaqn NakeTHbIX AaHHbIX

cetb Wi-Fi akTnBHa

npouecc nepegayn gaHHbix no Wi-Fi

ceTb Wi-Fi He akTuBHA

Tpy6Ka cHsITa C pbluara

MopT He 3aperncTprpoBaH U Ha SIP-cepeepe He 3aBeplueHa
aBTopm3auus

nosiyy4yeHne curHasa Bbi3oBa

RF-nopt oTkNto4eH

TB-curHan HegocTyneH

YPOBEHb CUrHasIa HE COOTBETCTBYET HOpMasibHOMY (Gonee +2 fBMm)
YCTPOIACTBO OTK/TOYEHO OT CETU NMUTaHWA UW HEUCNPABHO

TeKyLLue HaCTPOIiK/ YCTPONCTBAa OT/IMYAIOTCSA OT HACTPOEK MO YMO/YaHMWIo
cHpOoC yCcTpoiicTBa K 3aBOACKMM HacTpolikam

npoLecc 3arpy3ku ycTpoiicTea
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2.6.3 WNHpukaumsa natepdpelicos LAN

Pexumbl paboTbl, 0TO6paxaeMble nHankatopammn Ha noptax LAN Ha 3agHei naHenu ycTponcTsea, NpyBeaeHbl
B Tabnumue Tabnmua 10.

Tabnuua 10 — CeeToBas nHankauma nHtepdeicos LAN

PeXxumbl paboThbl XenTtbii uHguKaTop 3eneHblii HAVKATOP

MopT paboTtaet B pexxume 1000Base-T, HeT rOpUT NOCTOSAHHO rOpuT NOCTOSAHHO
nepegayn AaHHbIX

MopT pa6oTtaet B pexxume 1000Base-T, ecTb ropuT NOCTOAHHO Muraet
nepegaya AaHHbIX
MopT paboTtaet B pexume 10/100Base-TX, HeT He roput rOpUT NOCTOSAHHO

nepeaayn faHHbIX

Mopt pabotaeTt B pexume 10/100Base-TX, ecTb He roput mMuraet
nepegava faHHbIX

2.7 Tepe3sarpy3ka/cbpoc K 3aBOACKUM HACTPOVKam

[nsa nepesarpyskn yCTPOMCTBA HY)XXHO OAHOKPATHO HaxKaTb KHOMKY «Reset» Ha 60KoBOI naHenun nsgenvs. Ans
3arpysku yCTpolcTBa C 3aBOACKMMUN HACTPOViKaMy HEO6X0AMMO HaxaTb M yaepXumBaTb KHOMKY «Reset» 7-10
cekyHpg, noka nHagnkarop POWER He 3aroputca kpacHbim ceeToM. [Npu 3aBoAacknx yctaHoBkax IP-agpec: LAN -
192.168.1.1, macka nogcetn — 255.255.255.0. loctyn Bo3moxeH ¢ noptoB LAN 1, LAN 2, LAN 3 n LAN 4.

2.8 KomnneKkt noctaBku
B 6a30BbIii KOMNIEKT NocTaBku ycTpoiictBa NTU-RG BXoasT:

+ aboHeHTCcKuin onTnyecknii TepmuHan NTU-RG;
« apanTtep nutaHus 220/12;

* MamsiTka 0 AOKYMeHTaLuu;

* PYKOBO/CTBO MO 3Kcnayatauumm.
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3 ApXI/ITeKTypa yCTpOVICTB

3.1 Apxutektypa NTU-RG

wl0.1 wl0.2 wl0.3 wil wil.1 wil.2 wil.3

Filter 7 Filter 8 Filter 9 Filter 10 Filter 11 Filter 12 Filter 13
Marking 7 Marking 8 Marking 9 Marking 100 Marking 115 Marking 128 Marking 13|

wli0

Filter 1
Marking 1

Filter 6
Marking 6
Filter 2
Marking 2
Filter 5
el gpondef WANConnectionDevice S8 MI k" 5
T Filter 3
Marking 3
Filter 15 Filter 14 3
| Filter 4
Marking 4
IPInterfacel

PucyHok 7 — Jlornyeckas apxutektypa yCTpoicTBa C 3aBOACKONM KOHpurypaumei
OCHOBHbI€ 3/1eMeHTbI YCTpoOlicTBa:

+ onTu4yeckuii npuemo-nepepatuuk (SFF-mogynb) - npegHasHaveH A1 Npeobpa3oBaHns ONTUYECKOro
CUrHana B a/1eKTpUYECKUiA;

+ npoueccop (PON-uun) — siBnsieTcst KOHBepTOPOM MHTepdheiicos Ethernet n GPON;

+ Wi-Fi mogynu — npegHasHayeHbl o8 opraHu3aumm 6ecnpoBogHbIX MHTepencoB Ha yCTpoICTBe.

Mpw 3aBoACKOM (HaYasibHOI) KOHGIMIypaLuymn B yCTPOCTBE NPUCYTCTBYIOT CriefytoLme ormyeckne 6/1oku
(PvicyHok 7):

* Bri;

+ Voice (6nok IP-TenecoHum);

+ eth0..3;

+ FXSO0;

« wl0, wi0.1..wl0.3, wi1, wi1.1..wl1.3;

* ppp0.1;
+ |PInterface.

Bnok br1 B gaHHOM cnyyae npegHasHayeH s oobeanHeHmsa noptos LAN B ogHy rpynny.

Bnoku eth0..3 chusnueckn asnsawTca Ethernet-noptamu ¢ pasbemom RJ-45 ansa nogknitovenus MK, STB nau
Opyrux ceTeBbiX YCTPOWUCTB. JIornyeckn Bk/itoveHbl B 6110k brl.

Bnok FXS0 dmsnyeckn ssnseTca noptom ¢ pasbemoM RJ-11 Ansa nogxnoveHns aHasioroBbiX TeniePOHHbIX
annapaTtoB. Jlornyecku BktoUYeH B 610k Voice. YnpasreHne 6510koM Voice MOXET OCYLLIEeCTBNATLCA Yepes
WEB-nHTepdheiic, a Takke yganeHHo ¢ nomouwbto cepsepa ACS no ctaHgapty TR-069. B gaHHOM 6710ke
3agatoTcs napameTpbl cepsuca VolP (agpec SIP-cepsepa, HOMep TenedoHHoro annapara, ycnyrv 4BO v T. 4.).

Bnokn wil0, wl0.1...wl1.3 aBnsatoTca nHtepcpencamm ans nogknoveHus Wi-Fi-mogyneii. Bnokun wl0 asnsoTcs
nHTepdencamn ans paboTel B AnanasoHe 2.4y, 6noku wil — B gnanasoHe 5Ty,

Bnoku Filter v Marking npeiHasHauyeHbl 4151 BKIKOYEHUST NTOKaUTbHBIX MHTEPDECOB B 0gHY rpynny (B
610k br1). OTBeuatoT 3a NpaBuia NPOXoxaeHUst Tpadmka, 6roku Filter oTBeyatoT 3a BXOASALLMIA Tpadmk Ha
nHtepdpeiice, 6nokn Marking — 3a ncxogawmin.

Bnok IPInterface npeacraBnsieT coboii HEKMIA NOrMYecKknin 0GLEKT, HA KOTOPOM pacnonaraetcs IP-agpec gns
A0CTyna B /I0KaU1bHOW ceTu, a Takke cepsep DHCP, pasgatowuii agpeca kaveHTam.

272



NTU-RG-14xx. PykoBoACTBO NO 3aKcnyaTaumm (user)
Bnok ppp0.1 sensetca WAN-uHTepgeinicom poytepa. B 3aBoAcKoi KOHUrypaumm aToT nHtepdelic ssnsaetcs
NHTEepdIencom No ymonyaHuio ansa pabotbl Taknx ycnyr, kak IHTepHeT, IP-TenedoHus, ynpasnieHue
ycTpoicTBoM no ctaHaapty TR-069 u IP-tenesngeHue.

Mpwn noakntoueHun K yctpoiictey OB (yCTaHOBEHUM YCNELHOTO COeAMHEHNS CO CTAHLMOHHBIM ONTUYECKAM
ycTpoiictBom OLT) gononHutensHo cospaetcs 610k gpondef npy nomowm npotokona OMCI (ONT
Management and Control Interface). Bnok o6ecneuvBaeT cBsi3b aGoOHEHTCKOro ycTpoiictea ONT co
CTaHLUMOHHbIM.
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4 Hactporika NTU-RG-1421G-W, NTU-RG-1421G-WZ, NTU-RG-1431G-W, NTU-
RG-1421GC-W uepe3 web-untepdpeirc. loctyn nonb3oBarens

[nsa Toro 4To6bI NPON3BECTU KOH(IUTYPUPOBaHME YCTPOICTBA, HEOBXOAMMO NOAK/IHUYNUTLCS K HEMY Yepe3 web

browser (nporpammy Ana npocMoTpa rMnepTeKCTOBbIX AOKYMEHTOB), Hanpumep, Firefox, Google Chrome. s

3TOro Heo6XxoAMMO BBECTM B afipeCHOI CTpoke 6pay3epa IP-agpec ycTpolicTa (Npu 3aBOACKMX yCTaHOBKaX
agpec: - 192.168.1.1, macka nogcetu — 255.255.255.0).

Mocne BBefeHus IP-agpeca ycTpoiicTBO 3anpoCuT UMS NO/b30BaTeNs 1 Naposib.

ABTOpMZALUA
HmMR nonesceaTENA

MNapont

Bxop

ViMa nonb3oBatesns user, Naposib user.

Bo n36exaHne HecaHKLMOHMPOBAHHOIO A0CTyNa Npu fasibHelwei paboTte ¢ yCTPOCTBOM pEKOMEHAYETCS
M3MeHUTb Napons (pasgen NoameHto «/laposiu». HacTpolika KOHTposisa goctyna (ycTaHOB/EHME naponeid)).

Hwxe npeactaBneH o6Wwuin BUA, OKHa KOHOUIyprpoBaHus ycTpolicTea. CrieBa pacnosioXeHO AepeBo
HaBuraumy no MeHI HacCTpPoeK 06bLEKTOB, cnpaBa — 06/1acTb PpefakTMpPOBaHNA NapamMeTpos.

user

NTU-RG-1421G-Wac
EnRu

WHpopmaums ob ycTpoicTee WHdopMaumna ob ycTporcTee / OGwee
PaclunpeHHble HAaCTPOMKN
T I Tun nnatei: NTU-RG-1421G-Wac
Xpanumiwa Mpou3BoauTE Nb: ELTEX
YnpaenexHue CepHiHBLIA HOMEP YCTPORCTBa: GP2F067891

CepHiiHblii HoMep PON: 454C545866042478

OcHoBHOW WAN MAC: E0:D9:E3:56:87:B0

WpeHTHhHKATOP NnaThi: 968380GERG

Bepcua nnaTgopMbi: 2v6

Bepcua NO: 3.50.0.1342

Bepcua pesepeHoro Mo: 3.50.0.1342

CRC obpa3sa 1 (AKTMBHBIN): DF845AD0

CRC obpasa 2: DF845AD0

Bepcua 3arpysunka (CFE): 1.0.38-118.3

Bepcua GecnposogHoro gpakieepa 5GHz: |7.35.260.80018

Bepcua GecnpoBoaHoro apawsepa 2.4GHz: | 7.14.164.23.cpe4.16L05patch3xpon

[cucremuce spems: [ur. ans. 1 01:45:53 1970 |
[Bpems & pabore: [on 14 45m 53C |
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4.1 MeHo «MHdopmaymsa 06 ycTporcTee»

4.1.1 NoameHto «O6LLEE»

NTU-RG-14xx. PykoBOACTBO MO aKcnnyaTaumm (user)

WNHdopMmauua ob ycTpoiicTee / Obuee

Tvn nnaTbl: NTU-RG-1421G-Wac
NMponsBoguTeNb: ELTEX

CepUiHBLIA HOMep YCTpoWCcTRa: GP2F067891

CepHAHBIA HOMep PON: 454C545866042478
OcHoBHOW WAN MAC: E0:D9:E3:56:87:B0
WoeHTudHUKaTOp NNaThbi: 968380GERG

Bepcua nnatdopMbl: 2v6

Bepcwna NO: 3.50.0.1342

Bepcua pesepsHoro MNO: 3.50.0.1342

CRC obpaza 1 (AKTHMBHBINA): DF845ADO

CRC obpaza 2: DF845AD0

Bepcua sarpysunka (CFE): 1.0.38-118.3

Bepcua DecnpoBogHoro ppansepa 5GHz: 7.35.260.80018

Bepcusa becnpoeopgHoro gpaesepa 2.4GHz: |[7.14.164.23.cpe4.16L05patch3xpon
CUCTeMHOE BpeMA: YT. AaHe. 1 01:45:53 1970
Bpemsa B paboTe: 00 14 45M 53C

4.1.2 TMopmeHto «WAN». HbopmaLma 0 COCTOAHUM CEPBUCOB

4.1.2.1 TMoomeHr «Obwee». Obwasi uHghopmayusi

B oaHHoOl BKNagke BbIBOAUTCS MHADOPMALMS O CYLLECTBYIOLLMX KOHUIypauusx nHtepdeiica WAN.

Hudopmauna ob ycrpoiictee | WAN / 0bwee

HuTepdeiic

OnucaHne

Igmp

Tun | VianMuxId | IPvo

Igmp MLD
Src h;:;g Src | NAT | Firewall
Brn Brn

CraTyc

Ipv4
Anpec

[
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4.1.2.2 MoomeHo «[1o0po6HO». [100pobHas uHhopmayusi

NTU-RG-14xx. PykoBOACTBO MO aKcnnyaTaumm (user)

B aaHHOI BKaake BbIBOAMTCS NOApPO6GHas MHhopMaumsi 0 CyLLECTBYIOLLMX KOHUIypauusix MHTepdelica

WAN.

st npocMoTpa AoCTynHa crefyowas MHopMauusi 0 cepBucax:

Wudopmayma ob ycrpoiictee { WAN [ MogpobHo

WAN cepeucobl 0: pppoe_veip0
WuTepdeic: ppp0.1

Tan: PPPoE

Tun nogknrouedna: | IP_Routed

Craryc: He HacTpoeHo
WAN cepBucbl 1: pppoe_veipl
WuTepdeic: pppl.2

Trun: PPPoE

Tun nogunrouenna: | IP_Routed

Craryc: He HacTpoeHo
WAN cepBHUCbI 2: ipoe_veipl
WuTepdeic: veip0.3

Tun: IPoE

Tun nogunouenna: | IP_Routed

CraTtyc:

He HacTtpoeHo

IPv4 Address:

0.0.0.0

* WAN cepsucski x — Ha3BaHue ycnyru;
* MiHmepdpelic — nmsa nHTepdelica;
+ Tun — pexum paboTbl UHTEpPeiica;

* Tun rnook/1ro4eHUs;

* Cmamyc — cTaTyC COeVUHEeHNS,;
+ Connection Error — olwimn6kKa, BbijaBaeMasi cepepom (B c/lyyae, eCnv He yaanochb YCTaHOBUTb

COeAVHEHNE);

* IPv4 Address — agpec ans goctyna.

2R



NTU-RG-14xx. PykoBOACTBO MO aKcnnyaTaumm (user)

4.1.3 MogmeHto «LAN». MoHuTOopuHT cocTosiHus noptoB LAN. MoHuTopuHr ctatyca Wi-Fi uHtepdelica

B A@HHOM MeHo JOCTyMNeH NPOCMOTP CTaTyCOB M XapaKTepuCTUK NMPOBOAHbIX U 6eCNPOBOAHbIX NHTEPGEeicoB
LAN. 01151 NnpoBOAHbIX COeAVMHEHWIA yKa3aH CTaTyc, CKOPOCTb COeAVHEHWs], pexunmM paboTsbl (aynnekc/
nosyAynnekc).

Hudropmayna ob ycrpoiictee / LAN

Mopr 1 |Bwnwoued; 1000M full

Mopr 2 |BbikniwueH

Mopr 2 |BbikniwueH

Mopt 4 |Bwnwouen; 1000M full

Wi-Fi 2.4 | BoiknoueH

Wi-Fi 5 BoiknroueH

4.1.4 MopgmeHto «CTaTUCTVKa». VIHchopmaLysa 0 NPOXOXAeHUM Tpadhuka Ha nopTax yCcTpolicTea

B MeHIo ocylecTBNAeTCA NPOCMOTP CTAaTUCTMKN NPUHATBLIX U nepeaaHHbix naketoB ans WAN Service, LAN 1
ONTMYECKOro UHTepdpeiica.

NHTepdpeiic LAN:

Wudopmaums ob ycTpoicTee / CTaTucTuka / LAN

MpuHATO MepepaHo
WHTepdeic Bcero MHoroagpecHan|0n; F Linp TeNbHaa Bcero MuoroagpecHan|OaHoanpecHasn |LLIMPOKOB: TenkHas
BauT |MakeTos|Owubok |MoTepaHo| BauT | MakeTos MNakeTos MakeTos BanT_|Makevos|Ownbok|MoTepsano| BawT | MakeTos MakeTos MakeTos
Port 1 850114|6316 Y [ 0 774 5542 1 3004085|5664 0 0 Y 204 5460 7
Port 2 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 9
Port 3 0 0 4] ] 0 4] 0 0 4] 0 0 0 4] 0 ] 9
Port 4 7310 |48 0 Q 0 25 23 16 3516 28 0 0 0 22 6 0
Wi-Fi 5Ghz [0 0 [ 6 0 [ 0 0 125897 |899 0 15 [ 0 899 Qo
Wi-Fi 2.4Ghz|0 0 Y 7 0 Y 0 0 Y 0 0 0 Y 0 [ 0

| CBpoc cratncTukm |

WAN Service:

Hudpopmaunn o6 yerpoiictee [ Cratucruka [ WAN cepBucbl

MNpuuato MNepepaxo

HuTepdeiic | Onncanne Bcero |Mm:bma,’.'|I HaAa | 0gHoag| HaA | LnpoKoBewaTenbHasa Bcero |Mm1roa;:|I Haga | 0gHoan) HafA | LinpoKoBewaTenbHasa
Baiit | Nakeros | omm6ok [ Notepano | Baiit [ Naketon MakeToB MakeToB baiit | Naketos [ oumboxk | Notepano | Gaiir [ Naketos MakeToB MNakeToB

CBpoc craTueTHky
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WHTepdeiic Optical:
151 YCTPOICTB C BO3MOXHOCTLIO M3MEPEHVS NapamMeTpoB ONTUYECKOTo CUrHana' JaHHOe MEHI0 MeeT
[ONONHUTENbHYH TabnLy

NTU-RG-14xx. PykoBOACTBO MO aKcnnyaTaumm (user)

WHdopMauna ob ycTpoicTee / CTaTUCTHKa [ ONTHKa

NMpUHATO NepepaHo
BanuT MNakeToB Owmnbok MoTepAaHo BalT NaxkeTos Ownbok Mol

0 0 0 0 0 0

| Chpoc CTATUCTVKM |
» : !
CocTofiHMe YpoBeHb ONTUYECKOW YpoBeHs ONTHYECKOM Vcce Tok

coeflMHEeHUA MOLLLHOCTH MOLLHOCTH Nepepar4YyvKa Teuneparypa HanpAXeHue | CMeLLeHHn ::""A":
OTKNKYEHD HeT curHana HeT curHana 40.3C 3.35V 0.00 mA ]

[nsa 06HyNeHnsa faHHbIX 1 BO30GHOB/IEHNSA HAKOMNIEHNSI CTATUCTUKM HEOOXOAMMO HaxkaTb «C6poc
cmamucmuku».

& 7 onymonansHo

4.1.5 MogmeHto «MapLipyTusaums». NMpocmMoTp Tabnuubl MapLupyTU3aunm

B MeHI0 ocyLlecTBNAETCA NPOCMOTP Tab/mLbl MapLIpyTusauumn.

IPv4 Route table

Wncdopmauna ob ycTporcTee / MapLipyTH3auua

! - reject

Hanpaenenue | LLnios | Macka noaceTtu | ®nar | MeTpuka [ Cepenc | MHTepdenc
192.168.1.0 0.0.0.0 | 255.255.255.0 u 0 brl
IPv6 Route table
Destination network/Prefix | Source network/Prefix | Next hop | MeTpuka | Flags WHTepdeic
feB0::/64 10 i 256 U brl
feB0::/64 20 256 U veip0.1
feB80::/10 220 256 U brl
fe80::/128 10 0 U lo
fe80::1/128 /0 0 IGHRDM [ lo
feB0::e2d9:e3ff:fe56:87b0/128 | ::/0 0 IGHRDM | lo
feB0::e2d9:e3ff:fe56:87b0/128 | ::/0 0 IGHRDM | lo
ff00::/8 ::/0 256 U brl
ff00:/8 ::j0 256 U veip0.1
Flags
U-up,
G - gateway,
H - host,
R - reinstate,
D - dynamic (redirect),
M - modified (redirect).

* HanpasneHue — IP-agpec Ha3HayeHus;
* Lmo3 — IP-agpec wnio3a;
+ Macka nodcemu — macka nogcetun (Genmask);
* Qa2 — thnar mapLupyTa:

+ U - mMapLlpyT aKTUBEH;
+ | — Hepabounin mapLUpyT, NakeTbl 6yayT OTOPOLUEHDI;
+ G — mapLupyT ncnonb3yet W03 (gateway);
* H - agpecom HasHayeHUs ABASETCA OTAE/bHbIA XOCT;
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* R - BOCCTAHOBNEHHbIN MapLLpPYT;
« D — ycTaHaBNMBaeTCs, ec/iv MapwpyT 6bi/1 CO34aH No NpUXoAy nepeHanpasisieMoro coobLeHns
ICMP;
* M - ycTaHaBnuBaeTcs, ecav MapLlipyT 6b11 MogndmLMpoBaH NnepeHanpaBiseMbIiM COO6LEHNEM
ICMP;
* Mempuka — NpuopuTeT MapLLpyTa;
+ Cepsuc — cepBUC, K KOTOPOMY OTHOCUTCS MapLUpyT,;
* MIHmepgpelic — ceTeBOli MHTEPJIEIC, K KOTOPOMY OTHOCMTCSA MapLLpyT.

4.1.6 lMogmeHto «<ARP». MNMpocmoTp k3wwa npotokona ARP

AphekTUBHOCTL hyHKLMOHUPOBaHNSA ARP BO MHOrom 3aBucut ot ARP-k3LLia, KOTOPbIA NPUCYTCTBYET Ha
Kakgom xocTe. B kawe cogepxarcs Internet-agpeca n COOTBETCTBYHOLLME MM annapaTtHble agpeca. Bpems
XU3HW KaXXA0W 3anncy B K3Lle 5 MUHYT C MOMEHTa CO34aHus 3anmcu.

Hudopmauna ob ycrpoiictee [ ARP

IP—anPec dnaru MﬂC-EﬂPEE YcrpoicTeo
192.168.1.11 | 3aeepweH | dc:85:de:b3:82:08 | brl

192.168.1.10 | 3apepweH | 00:e0:52:fe:02:3a | brl

+ IP-adpec — IP-agpec KNneHTa;
+ @naau — dpnarm cocToAHNSA:
* 3asepueH — KINEHT aKTUBEH;
* He 3aBepweH — KNWeHT He oTBevaeT Ha ARP-3anpocti;
* MAC-adpec — MAC-agpec KN1eHTa;
+ Ycmpolicmso — nHTepeiic, Ha KOTOPOM HaxoAUTCS KNINEHT.

4.1.7 NopmeHo «DHCP». AkTnBHble apeHabl DHCP

B Ta6nmue DHCP MOXHO NOCMOTPETb CNUCOK akTUBHbLIX apeHg DHCP-cepBepa 1 CPOK UX NCTEYEHUS.

WHdopmauma ob ycTpoictee /| DHCP

WMa uiTepdeica | Tun uHTepdenca | UMa xocta MAC-agpec IP-agpec WcTekaeT yepes
eth0.0 Ethernet tester-samsung | b8:88:23:65:f9:15 |192.168.1.10 | 21 hours, 26 minutes, 45 seconds
eth0.0 Ethernet Aleksei 98:de:d0:06:eb:02 [192.168.1.11 | 23 hours, 2 minutes, 18 seconds

* UImsi uHmepgpelica — nHTepgeinc, ¢ KOToporo Obia NoyYeH agpec;

+ Tun uHmepgpelica — TUN NHTepAelica;

* VImsi xocma — nms xocTa (CeTeBoro ycTpoicTBa);

* MAC-adpec - MAC-azpec yCTpOIiCTBa;

* IP-adpec — agpec yCTpOICTBa B /IOKa/IbHOW CETU, BblAaHHbI MapLupyTM3aTopom 13 nyna |IP-agpecos;
* VMicmekaem 4epe3 — BpeMs, Yepes KOTopoe ncTekaeT apeHia AaHHoro agpeca.

4.1.8 MoameHo «becnpoBoaHble CTaHUMWy. MOAKIYEHHbIE BECNPOBOAHbLIE YCTPONCTBA

B faHHOM MeHt0 fOCTyNeH NPOCMOTP NepeyHst ayTeHTUULMPOBaHHbIX 6eCNPOBOAHbIX YCTPOMCTB U UX CTaTyC.
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Hudropmaymna ob ycrpoiictee / becnpoBofHble CTaHLHH

3ITa CTpaHWUa NoOKd3blBOeT E‘r'TEHTl-Iq:ll-ILI,l-IFIEIEEHHI:-IE EECI'IICIEIEIII,.'J,HI:-IE CTEGHUWK W Mx CTaTYC.

I MAC-agpec | ceazau | AeTopuznpoean | HMa cetn (SSID) | HuTepdeiic |

| O6HOBHTL MHpOPMALMKD |

[aHHble 06 ycTpoicTBax BbIBOAATCA B Tabnuue, cogepxallen cnegytowme napameTpbi:

* MAC-adpec — MAC-agpec yCTpOincTBa,;

+ Css3aH — cTaTyc cBa3u ¢ SSID;

+ ABmopu30B8aH — cTaTyc aBTopusaumu;

* Vmsi cemu (SSID) — naeHTUdMKATOP CETK, C KOTOPOI CBA3AH K/INEHT;
* MlHmepcpelic — nHTeppelic goctyna.

[ns 06HOBNEHNA JaHHbIX HEOBXOAMMO HaxkaTb KHOMKY « O6HOBUMb UHGHOPMAaYUHD».

4.1.9 MogmeHto «becnpoBoAHOli MOHUTOP». OGHAPYXEHHbIE GECTPOBO/HbLIE CETY

B A@aHHOM MeHI0 I0CTyMNeH NPoCMOTP CMcKa 06HAPYXeHHbIX GECTPOBO/HbLIX CETEl B paamoadmpe.

Hudropmauma ob ycrpoiictee | becnpoBogHoi MOHHTOP
Ha 0aHHOM CTPaHWLE NOKA2EHLl M2EECTHEIE DECNPOBOAHLIE CETH.

24Ty v
| ssID | BSSID | Kanan | RSSI |

| OBHOBUTL UHOPMALKKD |

« 2.4/5ITy — 4acTOTHbIN AnanasoH,;

SSID - npeHTudmkaTop 6ecnpoBOAHON ceTw;

BSSID — MAC-agpec TOYKM [0CTyna,;

* KaHas1 — KaHa, Ha KOTOpoM paboTaeT Touka A0CTyna,;

* RSSI - ypoBeHb curHasia oT TOYKM JOCTyNa, NpuH1UMaeMblii ONT.

[lns 06HOBMEHNSI AAHHBIX HEOBXOANMO HaXaTb KHOMKY « O6HOBUMbL UHGHOPMAaYUH».

4.1.10 NopgmeHo «TenedoHUs». MOHUTOPUHT COCTOAHUSA TeNeddOHHbIX NOPTOB

B gaHHOM MeHI0 JocTyneH npocMoTp ctaryca FXS-noprta n napametpsl SIP-akkayHTa.

WrdropMauwna ob ycTpoRcTee | TenedhoHna

COCTORHME | BRisnmYe
Homep

+ CocmosiHue — coCcTosiHMe paboTbl r0/I0COBOIO AEMOHE,
* Homep - HomMep TenedioHa.
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NTU-RG-14xx. PykoBOACTBO MO 3Kcnyatauum (user)

4.2 MeHI «PaclUuMpeHHble HACTPONKMy». PacluMpeHHble HAaCTPONKN KOHurypaumm

4.2.1 NoameHo «LAN». HacTpoiikn 0CHOBHbIX napamMeTpoB

B 4@aHHOM MeHI0 NPouN3BOANUTCS! HACTPOIKA OCHOBHbIX NapaMeTpoB Anst LAN-uHTepdeiica.

Paciumipesitibie HaCTponER | LAN [ Obiijwe iacTponsm

DHOP-capaap

TR -

NMucT apsifsl Cratwseconx [P-agpecon: [Manomeym o

MAL-afypec [:II:' apped I‘v'.-m.u.nr:.]

+ IP-adpec — agpec yCTpOWCTBa B NNOKa/IbHON CeTy;
DHCP-cepsep:

DHCP-cepsep (Dynamic Host Configuration Protocol, npotokon guHaMuueckoii HacTPOWiKM XOCTOB) NO3BOSIET
NPOBECTN aBTOMAaTUYECKYH HACTPOWKY JIOK&/TbHbIX KOMMbIOTEPOB A5 paboThbl B ceTu. OH Ha3HavaeT IP
KaokKOMY KOMMNbIOTEPY BHYTPU CETU. DTa AONONHUTENbHAA (PYHKLMA NO3BOMSET YUTU OT HEOOXOAUMOCTM
HazHauvaTtb |IP-agpeca Bpy4Hy!o.

* BksiroueH — npu ycTaHoB/ieHHoM chnare ucnonb3oats DHCP-cepBep (ceTeBble ycTpoiicTBa GyayT
nonyyartb IP-afipeca AvHaMUYECKH, N3 HUXKENPUBEAEHHOTO AnanasoHa);

* HauasibHbIl IP-adpec — HavasbHbI agpec AnanasoHa;

* KoHeuyHsbIl IP-adpec — KOHeUHbI afipec AnanasoHa;

* Bpewmsi apeHObI (4acos) — BpeMsi apeH/bl agpeca (B yacax).

Jlucm apeHObl cmamuyeckux IP-adpecos:

B naHHol Tabnuie Npov3BoanuTCs NpuBsA3Ka BblaaBaembix IP-agpecoB MAC-agpecam ycTpoiicTs. [Ans
n06aBNeHNs 3anncu B Tabnully He06X0AMMO HaxaTb «Add». MOXeT 6bITb YCTAHOB/IEHO A0 32 COOTBETCTBUIA.

CTaTHUSCKINE .-Illi"ll“.hl

* Mac-adpec — MAC-agpec yCTpOWCTBa;
* IP-adpec — IP-agpec ycTpoiicTsa.
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NTU-RG-14xx. PykoBOACTBO MO aKcnnyaTaumm (user)
[Nnsa NpuHATMA U cCOXpaHeHNs1 3MEHEHUI HEOBXOANMO HaxXaTb KHOMKY «[lpuMeHums/CoxpaHuma».

4.2.2 MopmeHto «NAT». HacTtpoliku NAT

HacTporiku NAT moryT 6b1Tb 3adh(hekTVBHbI Npu paboTe yCTPONCTBa B peXvMe MapLupyTmusaropa.

4.2.2.1 TMoomeHr «BupmyasibHbie cepsepbl». Hacmpoliku supmyasibHbIX CEPBEPOB

BupmyasibHbIl cepsep — 310 DYHKUMSA MapLIpyTU3aTopoBs, NpeHa3HayeHHasn 419 npefocTas/ieHmsa ocrtyna
nonb3oBaTensimM Yyepes ceTb VIHTEPHET K cepBepam, Haxo4ALWMMCS B Bawuei nokasibHOI ceTun, Hanpumep, K
noutoBbiM cepBepam, WWW, FTP. Ha ycTpolicTBe MOXET ObiTb cO34aH0 A0 32 3anuceii. Ana obpalleHns K
yCTpOWNCTBaM W13 /I0KasIbHOW CeTK No r1obasibHbIM agpecam npegycmotpeHa dyHkumns NAT loopback.

PacumpeHHbie HacTpoiikn / NAT / BupTyanbHblie cepeepbl

BUpTYaNkHEIA CEpEEp NOZBONAET HANPABNATE BXOAALMA Tpadnk n2 WAN (MaeHTHMRHUUMPOBEH NO NPOTOKONY W BHELLHEMY NOPTY) K BHYTPEHHEMY CepBepy,
NOAKMHIUEHHOMY K LAN. BHYTPEHHMIA nopT TpeByeTCA TONLKD &M BHEWHKWA AonxeH Geme npeobpazosaH B APYrof nopT, KOTOPLIA WCNONL2YETCA Ha CEpPBEpE B
LAN. MO3KHO HECTPOHTE He Gonee 32 anuceil.

Hma BHewH#ii nopT BHewHwii nopT MporoKon BHYTpeHHHil nopT 2;":'1&"""" IP-agpec | WAN- NAT P
cepeepa | (HauanbHbIii) (KOHEeuHblit) po (HauanbHbIii) (ml:ueuublﬁ] cepeepa | wHTepdeiic | loopback aa

| HoBaeuTs || YOanuTh |

Ans no6aBneHns 3anucy B Tabnuuy unsTpauum Heo6XoAMMO HaxaTb «Jo6asumb» U 3aN0/IHATL NOMS B
OTKPbIBLUEMCSI MEHIO:

Pacunspeaibie HAacTpoien | HAT | Bap Ty anbsH s Co e p i

Buepime WA CEpENCH, BERgNTe IP-aapec cEpaspa W HESMUTE TPty ConpaHime”, WTobb HANPIERATE IP-NaKETe SRR
FTOD CEPUNCE K YRAISmHOMY CEpREpY.

Mpsirsesiasine: none "Bay e nopT [ Koieuinia)™ e Moot DhlTh EEeHeH Hanpamyi, DhnisiEo
VCTAMIIANEIETON TAKAM M0E, MK 0 " Becimmi nopT (Koweusssi)”.

KomiuacTRe Janicsl, KoTopee aije Moo qobannms: 32

it TR HSUpppd 1 v

CEPBHE Brbagmte v

BrewsmE nopT =N T P — Bary'T pEHIIE T Bary'T pesraHisi T
[ ML A IR R | [ B ol HpE] [ At LML) [ momrusBER]

TCP v

TCP v

TCP "

TGP v

TCP '

TCP v

TCP v

TGP ,

TCP "

e b

TCP v

TGP v

MgnsinnTe) COBBnETE

* Vicrionb3yembili uHmepgpelic';
* VIMs cepsuca — HaCTPOIiKM cepBauca:
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NTU-RG-14xx. PykoBOACTBO MO aKcnnyaTaumm (user)
* Bbibepume cepsuc — BbI6Op NpefHacTPOEHHOro npaswnia,;
+ [lpyaol cepsuc — co3gaTb CBOW, HE YKasaHHble B crnvcke Select a Service, npaBuna;
* IP-adpec cepsepa — |IP-agpec cepBepa, HaxoAsLEerocs B /IOKasIbHON CETH;
« O6pamHas nemssi NAT — npun ycTaHOBNEHHOM ch/iare Nonb30BaTeNn U3 10KasibHOM CETU MOTyT
nonyyYnTb AOCTYM K JIOKa/IbHbIM CepBepam no BHelwHeMy IP-agpecy nnam oOMeHHOMY UMEHMN.
* BHewmHul nopm (HadasibHbIl) — HauyasibHbI BHELLUHWI NOPT AMana3oHa nopTo., Ha KOTopble
ocyulecTtendaetcs obpaleHne n3 VIHTepHeTa;
* BHewmHul nopm (KoHeYHbIU) — KOHEYHbI BHELIHWIA NOPT AvanasoHa NOPTOB, Ha KOTOpble
ocyulecTtendaetcs obpaleHne n3 VIHTepHeTa;
+ [pomoko/1 — BbIGOP CETEBOrO NPOTOKO/A;
*+ BHympeHHul nopm (HayasibHbIl) — HauyanbHbI/i BHYTPEHHWIA NOPT Anana3oHa NopToB, Ha KOTOpbIl ByaeT
nepeagpecoBbIBaTLCA TpaOUK C BHELLHEro Nnopta MapLupyTnusaropa;
*+ BHympeHHul nopm (KOHeYHbIU) — KOHEYHbI BHYTPEHHWI NOPT AMana3oHa NnopToB, Ha KOTOpbI 6yaeT
nepeagpecoBbIBaTLCA TpahUK C BHELLHEro nopta MapLupyTusaropa.

[N NPUHATUS U COXPaHEHNA N3MEHEHWI HEOBXOAMMO HaxkaTb KHOMKY «TpumMeHUmMb/CoxpaHums».

A 1 s ncnonb3oBaHKs fOCTYMHbI TONMLKO MHTEPENiCh], HACTPOEHHbIE Ha PaGOTY B PeXUME
MapLLpyTU3aTopa C paspeLleHHol TpaHcsiumMet ceTeBbIX afpecoB.

4.2.2.2 TlloomeHo «lNepeHanpassieHue nopmos». Hacmpoliku 3arnycka rnopmos

MapLupyTmnsatop no ymonyaHuio 6510kMpyeT Bce BXoAsLLMe 3anpochkl Ha YCTaHOBKY coefmHeHns. MexaHn3m
pa6oTbl thyHKUMK Port Triggering 3ak/toyaeTcsa B TOM, YTOObI NMPY MOSIBNIEHUN onpeaeneHHOro cobbITns
OMHaMNYEeCKN OTKPbIBaTb MOPTbI HA CBOEM BHELLUHEM MHTepdelice 1 NpMBA3bIBaTb X K COOTBETCTBYOLLMM
nopTam KomnbTepPa B NOKa/IbHON CeTW.

PacumpeHHble HacTpoiikn / NAT / NepeHanpaBneHne nopToe

HekoTopele npunoxeHHA TpebykT oTAeNbHLIR onpegeneqHeli nopT B firewall MapwpyTuaaTopa anA gocTyna W3 BHeWHe ceTH. DYHKUMOHAN No3BOaAST
JMHEMHUeckH oTKpelBaTb nopT B firewall korga npunoxeHne B NokanbHoi ceTh WHULMKWPYeT TCP/UDP coedMHeHWe C YAaNEHHONH CTOPOHON, MCNonb3ys
‘Tpurrep nopTel'. MaplwpyTH3aTop NO2BONAET YA EHHOI CTOPOHE YCTAHABNHEETE HOBbIE COBAMHEHHA K NPUIOKEHWH B NOKANBHONH CETH, HCNONb3yA

'OTKpEIBAEMEIE NOPTH'. MaKCHMYM MOXHO CKOHDUMYPUPOBaTE 32 3anucH.
Tpurrep OTKpbIBaeMbli
HMa npunoxenna HanazoH NopToB HanazoH noproe | WAN-uiTepdeiic | Yaoanuro
P MpoTokon a P MpoToxkon A P Pb A

Hauano | KoHey Hauano | Koney

Asheron's Call UpDF 9000 9013 Upr 2000 9013 ppp0.1

NobaeuTs || ¥OanuTe

Ansa po6asneHns npasun B TabnuLy HEOBXOAUMO HakaTb KHOMKY «Jo6asumsby, yaaneHne npoucxoaut
HakaTMeM KHOMKM «YOa/lumb» HaNPOTMB BbIGPAHHOTO NpaBsuna.
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NTU-RG-14xx. PykoBOACTBO MO aKcnnyaTaumm (user)

PaCimapac e HACTRoHEH | NAT [ [IepeHanpainesss T o

DCTa NI CE WHOND RSO0 KO TOPes MOry DT |'|D|:L'|I!-I'I"'Ilbli il

=T i HSUpepl 1 L
® 2ubi A Bufapine -
Hauansiesid | Koweusd | = [TETTET T Koscumei | e
TP e TpsTeR PRITER | oripanacsine | orpoinaomei | oy eenll
APOTORGN A0 TGO
FHALFT T3 T AOpT mopT
TCP v TCP "
TCP ¥ TCR -
o= L] TR 5
-.;;.'I £ I_I:;. -
TCP " Tor .
e v e v
TP ¥ i = ¥
TCP " TP ¥

Tl HTTR

D EHHT

* Vicrionb3yembili uHmepegpetic’;
* VIMs1 NpusioXKeHUs1 — HaCTPOIKN NPUIOXKEHUS:
* Bbibepume rpusioxeHue — BbIGOp NpegHacCTPOEHHOro npasuna.
+ [pyeoe npunoxeHue — co3natb CBOW, He yka3aHHble B cnucke Select an application, npasuna.

B otnunume ot chyHkuunm Virtual Server, 3aecb HET Heob6xoaMMOCTH hMKCcMpoBaHo 3adaBaTh IP-agpec
KomnbroTepa B LAN.

* HauyasnibHbIl mpuzazep nopm — Havya/bHbI NOPT AManasoHa NopToB, KOTOPble OCYLLECTBAAT (PYHKLMIO
Tpurrepa;

* KOoHeuHbIl mpu22ep nopm — KOHEYHbI NOPT Anana3oHa NopPTOB, KOTOPbIE OCYLLECTBASIT (OYHKLMIO
Tpurrepa;

+ Tpueeep rMpPomoKos1 — NPOTOKO/, UCMNONb3YyeMbI 418 TPUrTepa;

* HayasibHbIl omKpbiBaeMbIli Nopm — HavyaslbHbIA NOPT Ananas3oHa NopToB, KOTOpble MapLUPyTM3aTop
OyfeT OTKpbIBaTh;

*+ KoHeuHbIl omkpbisaeMbIli MOpmM — KOHEUHbI NOPT AMana3oHa NopToB, KOTOpble MapLipyTm3atop byaet
OTKpbIBaTb;

* Ucrnosnb3yembll MPOmMoKo/1 — UCNO/b3yeMblii NPOTOKON A1 OTKPbIBAEMbIX NOPTOB.

[N NPUHATUS U COXPaHEHNA U3MEHEHWI HEOBXOAMMO HaxKkaTb KHOMKY «TpumMeHUmMb/CoxpaHums».

A 1 1na ucnonb3oBaHKs fOCTYMHbI TONbKO MHTEPENiCh], HACTPOEHHbIE Ha PaGOTY B peXUME
MapLLpyTU3aTopa C paspeLleHHol TpaHCsuuet ceTeBbIX apecos.

4.2.2.3 TMoomeHo «DMZ-xocm». Hacmpolku demusiumapu3o8aHHOU 30Hb!

Mpwu yctaHoBke IP-agpeca B none «IP-adpec DMZ-xocma» BCe 3anpochbl U3 BHELLHEN CEeTH, He nonajatoLme
nog npasuna Virtual Servers, 6yayT HanpaBnsiTbcsi HA DMZ-xocT (f0BepuTE/bHBI XOCT € yKa3aHHbIM afipecom,
PacnoNOXEHHbIN B TOKA/IbHON CETH).
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NTU-RG-14xx. PykoBOACTBO MO aKcnnyaTaumm (user)
[nsa oTKNIYEeHNsa AaHHON HaCTPOVikn Heobxoammo cTepeTb IP-agpec 13 nons Beoaa.

PacumpeHHble HacTpoiiws [ NAT / DMZ-xoct

IP naketbl vz WAN bygyT nepegadel Ha DMZ-X0CT, £CW OHW HE NPUHBANEHET HW OOHOMY CO3LaHHOMY
EWPTYaNLHOMY CepEepy.

Beegute IP-agpec KoMnbTEpa W HaxMuTe "TpumeduTe/ CoxpanuTe" uTobel akTHeKpoBaTe DMZ-xocT.

Ouuctute none IP-agpeca W HaxMuTe "MpuMeHuTs/CoxpanuTe" uTobel geakTneupoBate DMZ-xocT.

IF-appec DMZ-xocTa:

| MpMMEHNTL/ COXpaHMTL |

[Ns NPUHATUA N COXpaHEHUSA N3MEHEHMNI HEOOXOAMMO HaxaTb KHOMKY «[TpumeHums/CoxpaHumb».

4.2.3 lMoameHto «<Be3onacHoCcTb». HacTpoliku 6e3onacHoCTH

B naHHOM pasgene NpoBOAUTCS HACTPOKKa NapamMeTpoB 6e30MacHOCTY YCTPOCTBa.

4.2.3.1 [MoomeHto «IP-cbunsmpayusi». Hacmpolku ¢husibmpayuu adpecos

®yHKUMS IP-chbunbmpayuu No3BoNSAET PUNLTPOBATL NPOXOAALLMI Yepe3 MmapLupyTrusaTtop Tpaduk no IP-
ajpecam 1 nopram.

HacTpoiiku counsrpauum ucxogsuwero Tpaduka (Outgoing):

PacludpedHble HACTpoRKH [ BesonacHocTs [ IP-dunbTpayma / Hoxogawmi Tpaduk

Bets MOXOQAWMA TPADUK W3 NOKAMNLHOR CeTH DOCTYNEH, HO HeXenaTens el Tpaduk MoxeT OuTs JABMOKHPOBAH ¢

MOMOLLbED CORTAHHA QHMBLTROE.

NPEAYNPEMOEHHE: H3MeHEHHWE OfHOH NONHTHEK Ha APYTYI0 HA KHTepdERCE NPUEEAET K ABTOMATHYSCKOMY

YAANEHHID BOEX NPABMN ANA 3Toro MHTephedcal Bam HeobXoqMMo CO3[aTh HOBLIE NPABMNA JNA HOBOH
MOAMTHEK.

CHMEHNTL NOMM THEY

HamMuTe "Nobagums” MnM “YHanuTs" AnA HacTpoikH SHNeTpaLMK woxodawers Tpaduka no IP-agpecam.

IP-agpec .
Hma Sep n MAC-agpec | mcrounsua | Mopr L e / Mopr .
dHnbTPa npotokona | MNpoTokon oTnpaewrena | / nCTounnKa | HA3Havenna/ | oo eng | YAAANTD
13 Npedmic NpediMKc

OobaeuTe || YganuTe

& Mo ymonuaHmio Becb UcXoasiLLmii Tpadpuk 6yaeT NponyckaTbesl, NpaBn/a, CoO3AaHHbIe B 3TOM MEHI,
No3BOMIAT 6GNOKMPOBATb HeXenartesibHbl Tpaduk.
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NTU-RG-14xx. PykoBOACTBO MO aKcnnyaTaumm (user)

[nsi no6aBneHVss HOBOro NpaBua PUILTPALMN HEOBXOAVMO HaXaTb KHOMKY «/Jo6asume».

PaciiMpeHHbie HacTponku [ besonacHocTs [ IP-appeca | Moxogauuia Tpadui [ JobasnTe

el MOEHD CO3A3TE NPABHN cxofAwMA [P-Tpaduk onpenende MMA QUNLTPa |
LR M T HE YACBNETBODATE YO MOBMAM
= HMEHHTE -:::":':'-'H'I"b.
IMA dunsTpa: SECLTTy
BepcrA npoTokona [P IPvd bl
¥ TCPIUDP ~
11:34:5A:67:4C:38
192,168.15.12
tport): |80
IP-agpec HasHauerwal/ npedwxc]: 192.168.15.52
NopT KazHavenna (port nubo portport): 80

MpuMeHr T/ CoXpaHnTh

* VIMs gbusibmpa — TEKCTOBOE onvcaHne unstpa;

* Bepcusi npomokosa IP — Bbl6op Bepcumn npoTtokona IP;

* Mpomokon — Bbi6op npotokona (TCP/UDP, TCP, UDP, ICMP);

* MAC-adpec — MAC-afpec NCTOYHVKa;

« IP-adpec ucmouHuka [/npeghukc] — IP-agpec ncTouHrka (Yepes /sl BO3MOXHO yKasaTb AJIMHY
npecukca);

* [Mopm ucmoyHuka (port 1u6o port.port) — NOPT NCTOYHMKA UV AMANA30H NOPTOB Yepes ABOETOUNE;

« IP-adpec HazHaueHus [/npecpukc] — IP-afpec mecTa HasHaYeHVsi (Yepes C/I3LL BO3MOXHO yKasaTb AJIMHY

npedwukca);
* Mopm HasHaueHus (port 1u60 port:port) — NOPT MeCTa Ha3HAYEHNs UK AvMana3oH NopToB Yepes
[IBOETOUME.

[NnA NpuHATHA 1 cOXpaHeHNs HaCTPOEK HEOBXOANMO HaxaTb KHOMKY «[prMeHnTL/CoXpaHuTb.

HacTpoliku counbrpauun Bxogsuiero Tpacguka (Incoming):

PacuMpenHsie HacTpoiuy | BesonacHocts | IP-gmneTpaywa [ Bxogawmi Tpadgmu
pt gmoueHrK firewall Ha weTepdeice WAN v LAN Bece exogawuil Tpadux by get sabnokuposad. Ted He MeHes, HEXOTOPEIA Tpadwi MOoxeT
Beime MPHHAT € NOMOW B (O3S3HHA DN NLTROB
HaxmuTe "OofasuTe” MK “YoamTh" oA Hac TROAKK (D NLTPOE NO [F-aapecam ANm BEXOO0ALLErD TpapvKa
IP-appec IP-a C
L] HEIK““ it HI:TDF"IIHHHW Mopr Ha 3Hn'1;:|-zﬂlhﬂ MopT
HuTepdeiicn | npoToxona | NpoToxon | agpec = ¥ e P YaanuTe
unbipa [ Mauua ncTounKKa | [ AnkHa HaIHAMEHHA
Ip HCTOUHMKA
npedmrca npedHKca
OobBasute || Yaamme

& pu BKNtoueHnn 6paHamayapa Ha uHTepdgeiice WAN v LAN Becb Bxoaswwmin Tpadivik, He
nonagarwLnii nof ycTaHOB/IEHHbIE Npasuna, byaeT 3a6/10KkMpoBaH.
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NTU-RG-14xx. PykoBOACTBO MO aKcnnyaTaumm (user)

[nsi no6aBneHVss HOBOrO NpaBwia PUILTPALMN HEOBXOAVMO HaXaTb KHOMKY «/Jo6asume».

PaclwMpeHHble HAcTpoRkK | BezonacHocTe / IP-agpeca [ Bxogawmia Tpaduk [ Oobaeuts

B SR MO

@

-
3
3

1“8 bLTPd suel
Bepoun IP: IPvd Y
MNpoToken: TCP/UDP ¥
AC-apec WCTOMHHK: 11:25:34: A6 57:5C
[P=3 00 TOUH 3| 1
Nog YHH K i
HaaMaveHda [/amiHa npedukca
OT Ha dUeHMA

Hutepdencs WAN (8 pexuMe MapwpyTHzaymu ¢ enwueHHoim firewall) v nutepdehcs LAN

ShIEDATE OOQHMH MK HECKONBEKD MHTERDEWC0E FeaMN/LEN, 2 CRMCKa HHEe, 403 NPpHMeHEHWA JaHHOr o

MNpHMeHHTE COXPaHNTL

LTPAUMM, YTobDE WoeHTHOUUMPOBATS BXOQAWKMA IP-Tpadwe onpenand

B BN

* VIMs gbusibmpa — TEKCTOBOE onucaHne unetpa;
* Bepcusi IP — BbI6op Bepcum npoTokona IP;

* [Ipomoko/1 — BbIGOP CETEBOrO NPOTOKONE;

+ MAC-adpec ucmoyHuka — MAC-agpec UCTOYHUKa,;

« IP-adpec ucmoyHuka [/npegpukc] — IP-agpec ncTouHrKa (Yepes CrIall BO3MOXHO yKasaTb AJIMHY

npecukca);
* Mopm ucmoyHuka (port 1u6o port:port) — NOPT/NOPTbI UCTOUHKKE;

- IP-adpec HazHaueHus [/prefix length] — IP-afpec MmecTa HazHaueHusi (Yepes C/I3LL BO3MOXHO yKas3aTb

LNVHY npedivkca);
* Mopm HasHaueHus (port 1u60 port:port) — NOPT/NOPTbl MECTa HA3HAYEHNS;

NHTepdeiicbl WAN (CKOH(MIrypupoBaHHbIe B peXUMe MapLipyTU3aTopa U ¢ BK/IHOUEHHbIM

6paHgmayapom) u uitepceiicobl LAN:
* Bbi6pamb 8Cce — Npv YyCTaHOB/IEHHOM (hriare BbiGpaTb BCe BO3MOXHbIe UHTEephencI.

JIn6o BbI6GpaTh NHTEPGIeIC U3 NPVBEAEHHOTO CNCKa, YCTAaHOBUB dosiar HanpoTuB.

[ONsi NPUHATUSE U COXPAHEHWS! HACTPOEK HEOBXOAMMO HaXaTb KHOMKY «[IpuMeHuUms/CoxpaHums».
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NTU-RG-14xx. PykoBOACTBO MO aKcnnyaTaumm (user)

4.2.3.2 [MoomeHto «MAC-gpunimpayusi». Hacmpolku ¢punbmpayuu no MAC-adpecam

dunsrpayma Ha ocHoBe MAC-afpecoB N03BOSET Nepecbinark UNn 61okmpoBaTh Tpaduk ¢ yuetom MAC-

afipeca NCTOYHUKa K nosyyarensa.

PacwmpeHHble HAacTpoiikn / BezonacHoctt /| MAC-dwnbsTpauma

OTTPARJIEH kpoMe Tex KOTOpbIE COOTBETCTEYHIT NHGLIM 13 NPABUN NpUBEASHHLX B Tabnuue Hike. 3ABNTOKMPOBAH 3HauuT, UTo B
dpedmbl ypoeHa MAC GyayT 3ABJTIOKHPOBAH kpoMe Tex, KOTOpLIE COOTEETCTEYHIT NHBOMY Npaeuny @unsTpaumn n3 Tabnuubl ke,
NonuTrka dunbTpaumn MAC Ana Kaxaoero wHTepdeica:

npaedn ona =Toro HHTquJEﬁCEI[ Bam HEDﬁXO,ﬂHHO Co30aTk HOBbIE NpaBlna ana HOBOIl NOSTHTHKM.

| Murepdeiic | Nonwmaka | KamennTs |

M2MeHNTE NOAUTHKY

Boibepute "AobaeuTs" uan "Yaanute" Ans HacTpoiikn dunsTpoE no MAC-agpecam.

| Aobaeute | YaanuTs |

| muTepdeiic | Npotokon | MAC-appec nazwauenns | MAC-appec ucrounnka | Hanpasneunne nepenaun | Yaanuts |

OunsTpauna ne MAC BAMAET TONkKe Ha ATM PYVCs HacTpoeHHele B pexum Bridge. OTTIPABIIEH 2HauuT, yTo BCe dpeiiMel yposHa MAC ByaoyT

MPEOYTNPEXOEHWE: H3MeHeHne oAHON NOSIMTHKH HA APYTYH HAa WHTepdeiice NpUBefeT K aBTOMaTHUECKOMY YAANEHHID BCEX

& dunsTpauys Ha ocHoBe MAC-aapecoB paboTaeT TO/bKO A1st UHTEPMECOB, HAXOAALMXCS B PEXME

mocTa (Bridge).

[ns nameHeHns rnobasbHON NONNTUKN YyCTaHOBUTE chiar HanpPoTUB HEOBXOAMMOro NHTepdIenca nu HaXXMnTe
KHOMNKY «/3MeHUMb nosiumuky» (M3MeHUTb NONUTUKY). locTynHo aBa BapuaHta: FORWARDED v BLOCKED.

B pexxume FORWARDED cosgaHHble npasuia 6yayT 3anpewiaTb NpoxoxaeHne Tpaduka ¢ ykazaHHbIMuM MAC-

agpecamu nctovyHuka/nonyyarens, B pexvme BLOCKED - pa3pewars.

Nobaeuth duneTp no MAC-agpecy

BCTYNAT B CWAY. YTobbl COXPEHWTE W AKTHEWPOBATE MALTP HAXKMUTE KHOMKY "TIPHMEHNTE/CoxpaHiTs".

Tun npoToKona: PPPoE v

MAC-3apec HazHaYEHUA: 12:AF:56:78:1D:1C

MAC-aapec MCTOUHKKA:

HanpaeneHue nepegaqu: LAN<==WAN ¥

BeiGop uHTepdelica WAN (Q0CTYNHEl TONBKD WHTEPMENCH, HACTPORHHEIE B PEXMME MOCTE)
br_veipO/veip0.2 v

| NMpuMeruTs/CoxpaHuTe |

JobaBuTs hUNLTp AN naeHTUGUKaUMKU dpeiimoe MAC ypOBHSA, yKa3ae Kak MUHHUMYM 0QHO yCnoEMe. MpK 3aaHui HECKONBKUX YCIOBMIA BCE OHK

« Tun npomokosa — Bbi6op npoTtokona (PPPoE, IPv4, IPv6, AppleTalk, IPX, NetBEUI, IGMP);

* MAC-adpec Ha3zHauyeHusi — MAC-agpec nonyvatens,

* MAC-adpec ucmouHuka — MAC-agpec otnpasutens,

* HanpasneHue nepedaqu — HanpasneHune nepegaun (LAN<=>WAN, LAN=>WAN, WAN=>LAN);

* Bbl6op uHmeppetica WAN (docmyrHbl mosibko uHmepghelicbl, HACMPOEHHbIE B PEXUME MOCMa) —
BbI6op WAN mHTepdpeiica 13 BbinagatoLero cnucka (4ocTynHbl TONbKO MHTEepAIelickl, paboTatouiue B

pexume MocTa).

[ONs NPUHATUS N COXpaHEHNSA HACTPOEK HEOOXOAMMO HaxkaTb KHOMKY «[IpuMeHums/CoxpaHums».
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NTU-RG-14xx. PykoBOACTBO MO aKcnnyaTaumm (user)

4.2.4 TopgMeHto «PoauTenbCKMii KOHTPO/b» — HACTPOKN OrpaHnyeHuns

4.2.4.1 lNodmeHto «O2paHu4eHue o speMmeHu». Hacmpoliku o2paHuyeHusi npodo/mKumesibHoOCMu CeaHcos

B gaHHOM pasgene npons3BoguTCcs KOHUIyprpoBaHue pacnucaHns padoTbl KOMMNbIOTEPOB C UCMONb30BaHUEM
OHel Hefenn 1 Yacos, No KOTOPbLIM onpeAeieHHOMY KOMMbIOTEPY B SIOKa/IbHOWN ceTu ByaeT 3anpeLueH AoCTyn
B VIHTepHerT.

PacwHpeHHbe HACTPOHKH | POOHTENBCKHA KOHTPoNb | Orpaniyelne No BpeMeHdt

MakcuMys 16 3anWced MoXeT DbITh HACTPOSHO.

H n :
Ma MAC Mu |Br | Cp| M7 |0 |CO|Bc NOKHPOEATE

o | Ypanure
NONbI0BATENR c il A

WAy & M 4 I o, T T 5 1R+ P LLT

Ll 8 TR0 2 X i X 4 L1 T | FE M |

OobasuTe || ¥YganuTe

[nsa co3gaHmsa HOBOTO pacnucaHus Heo6XoAnMMO HaxkaTb KHOMKY «/Job6asumab», BCEro MOXET ObITb f06aB/1EHO
He 6os1ee 16 3anuceil.

PacwmpeHHse Hat ||m|7nm [ PogMTENBCHMA HOHTpONG [ OrpanduyeHye no apeMens [ NobaguTe

MM Hegen Mu |Br |CplMHT | Ny |CH | Bc

NpurMeHnTe/ CoXpaHn T

* VIMs nosib308amesis — NMS NoNb30Barens;

MAC-adpec bpay3epa — aBTomaruyeckun onpegeneHHoli MAC-agpec koMnbloTepa, 4715 KOTOpOoro
3a/laeTcs pacnucaHue,

Apyaol MAC-adpec (XX:XX:XX:XX:XX:XX) — 3afjaHHblIli Bpy4Hyt0o MAC-azpec KoMMboTepa, 4715 KOTOPOro
onpefensaeTcs pacnucaHue,

* [JHU Hedenu — OHV Hefenw, 3anpeLeHHble 4719 OCTyna B UHTEPHET;

* Bpewmsi Hauyana 6710kuposku (44:MM) — BpeMs Hadasia 6110kMpoBKK B chopmate YY:MM;

* Bpemsi KoHUa 6/10KUpPOBKU (44:MM) — BPeMsSi OKOHYaHWs1 6/10KMPOoBKK B doopMate YY:MM.

OrpaHunyeHust 6yayT AelicTBOBaTb, EC/IN HA YCTPOCTBE YCTAaHOB/IEHO KOPPEKTHOE CUCTEMHOE BpeMsi.

[na pobasneHns HaCTPOeK B Tabnuuy He0OBX0ANMO HaxaTb KHOMKY «[lpumMeHums/CoxpaHumab».

& OrpaHunuenns 6yayT AeiicTBOBaTb, EC/IM HA YCTPOICTBE YCTAHOB/IEHO KOPPEKTHOE CUCTEMHOE BPEMSI.
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NTU-RG-14xx. PykoBOACTBO MO aKcnnyaTaumm (user)

4.2.4.2 [MoomeHro «Pusbmp Url-adpecos». Hacmpoliku oepaHudeHust docmyna 8 UHmepHem

®usibmp Url-adpecos — hyHKLMSA MONHOLEHHOIo aHanm3a u KOHTPONA J0CTyna K onpegenéHHbIM pecypcam

CETV VHTEPHET. B JaHHOM pasferie 3a4aeTcsi CNCOK 3anpeLLeHHbIx/paspelleHHbix Url-agpecos ans
NocCeLLeHus.

PaclwmpeHHble HACTPORKK [ POAMTENBCKWA KOHTPONb [ ®UNLTp URL-anpecos

NoxanyHcra, BbepHTe CHaYanNa THN, a 3aTeM HACTPOXTE OCTaNbHBIE NapaMeTpbl. MakcuMymM 100
FANHCER MOMET DbITh HACTPoOeHD.

Tian cnmcka URL-agpecos: ® IanpewedHse

By Py L L
PazpeweHHbIE

Appec | NMopTt | Yaanute

OobaguTe || ¥oanute

* Tun cniucka URL-adpecos — T!n cnucka:
*+ 3anpeuweHHble — 3anpeLleHHble agpeca;
+ PaspeweHHble — paspeLleHHble agpeca.

Ons no6aBneHwst HOBOrO afpeca B CNMCOK HEOGX0AMMO YCTaHOBUTL (hniar HanpoTUB Tpebyemoro Tvna cnucka
(URL List Type) n HaxaTb KHOMKY «/Jo6asumb».

PacwKpeHHbe HACTPoHKH [ PoguTenbckmil kouTpons [ @unbTp URL-agpecos [ fQobaguTh

Urobu gobasuts duneTp, BBeguTe URL-agpec v HammMuTe "MpuMeruTs/CoxpannTe”.

0 yMonuaHmio BygeT pubpan 80 nopr.

NpuMernTe/CoXpaHn T

* URL-adpec — URL-agpec;
« Homep nopma — HoMep nopTa (ecnv octaBUTb Nose nycTbiM, 6yaeT ucnosb3osatbesi 80 nopr).

[na nobaBneHns HacCTpPoekK B Tab/nLYy HeobXoAMMO HakaTb KHOMKY «[IpuMeHUmMsb/CoxpaHume».
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4.2.5 MeHo «DNS». HacTpoiikn guHamunyeckol cucteMbl JOMEHHbIX UMEH

B gaHHOM MeHI0 npon3BoanTcs HacTpoika DNS.

4.2.5.1 TlNoomeHr «DNS-cepsep»

B A@aHHOM MeHIo Npoun3BOANUTCS HACTPOiiKa afpecoB nepBuyHoro («Primary DNS server») n BTOPUYHOTO

(«Secondary DNS server») DNS-cepBepoB, a Takke BblI6op UHTepdelica, Ha KoTopom 6yayT o6pabaTbiBaTbCs
DNS-3anpochl.

Pacwmpennbie HacTpodum [ DNS [ DNS-cepaep

P D
HuTepdecns DNS-CEpRapa MOseT |

Burbepure wHTepdeic DNS-ceprepa M3 gocTynHbx WAN-nuTepdehcon:
prpl. 1 weapl. 3
pppt.d
Hononw3oeaTe Cneqy HHUMA CTATHYECKHA [P appec DN5:

[nsa HacTpoiikn HeobxoanMOo BblibpaTb TpebyeMblit UHTEpPdIENC U3 NepeyHs AOCTYMNHbIX B OKHE «JocmyrHble
WAN-uHmepgbelicbl» n ¢ NOMOLLbIO CTPENOK A06aBUTb ero B OKHO «BbibpaH uHmepghelic DNS-cepsepa». C

[aHHoro nHTepdpeiica 6yayT n3snekarbcs agpeca DNS-cepBepoB, agpeca, NonyyYeHHble No Apyrum
nHTepdericam, 6yayT OTOPOLLEHDI.

JIn6o Ha3HaunTb cTatnyeckne agpeca DNS, 3anonHue crnegyrowme nons:

* IMepsu4HbIli DNS-cepsep — aapec nepBnyHoro (NpeanoyTMTesbHOro) cCepeepa;
* BmopuyHbili DNS-cepsep — agpec [0NO/THUTENBHOIO cepBepa.
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NTU-RG-14xx. PykoBOACTBO MO aKcnnyaTaumm (user)
[nsa HacTpoiikn paboTbl No NpoTokony IPv6 Heo6xoanmo BblibpaTb TpebyeMblilt NHTepdelic 13 BbiNagatoLero
crnvcka NMbo HasHauuTb cTaTuveckne agpeca DNS, 3anonHmB cnegytowme nosns:

* lMepsuyHbili IPv6 DNS-cepsep — aapec nepB1MYHOro (NpeanoyTUTensHOro) cepBepa;
* BmopuuHsili IPv6 DNS-cepsep — agpec A0oNoMHUTENBLHOTO cepBepa.

[N NPUHATUS U COXPaHEHNSA 3MEHEHWI HEOBXOAMMO HaxkaTb KHOMKY «[TpumeHUmMb/CoxpaHums».

& Mpu Bbibope nHTepgeiica WAN ans IPv6 DNS-cepeepa 6yaet BkatoueH DHCPV6 KIMEHT Ha 3TOM
nHTepdeiice.

4.2.5.2 TlMoomeHr «JuHamuuyeckuti DNS»

OnHamuyeckmii DNS (amHammnyeckas cucteMa IOMEHHbIX MMEH) N03BoNseT MHopmauun Ha DNS-cepsepe
06HOBNATLCSA B peasibHOM BpeMeHH U (Mo XenaHu) B aBTOMATUYECKOM pexume. MpumeHsieTcs ans
Ha3HauYeHus1 NOCTOSAHHOTO AOMEHHOIO UMEHN YCTPOCTBY (KOMMbIOTEPY, poyTepy, Hanpumep, NTP-RG) ¢
AvHamMmunyecknm IP-agpecom. 3To MOXeT 6bITh IP-agpec, nonyyeHHblli no IPCP B PPP-coeanHennsx nnm no
DHCP.

OnHamnuecknin DNS yacto npuMeHseTcsl B TOKas/IbHbIX CETSX, IAe KnneHTbl nonyyatoT IP-agpec no DHCP, a
NoTOM PerncTpupytoT cBou MMeHa B siokasibHoM DNS-cepBepe.

PacwHpeHHsie HacTPporkM [ [ITnHaMauecknn DNS

HMa xocTa | HMa nonbicearens | Cepanc |Hlns~|xps~r'1c |‘.-',q.=|nmb|

[ns no6aBneHns 3anncy HeobxoANUMO HaxaTb KHOMKY «Jo6asumb», yaaneHne NPOUCX0ANT HaXKaTueM KHOMKK
«¥Y0asiumb» HaNPOTUB BblIOPaHHOI 3anuncu.

PacwMpeHHple HAacTpoMKH [ [nHaMmHueckiud DNS [ [JobasuTe

UynDNS. org ¥

poe_veipliveip)l -

Hactporkn DynDNS

[ aAMIe KA L

* lMposalidep D-DNS — Bbi6op TNa cnyx6bl D-DNS (nposaiigepa): DynDNS.org, TZ0.com, ZoneEdit.com,
freedns.afraid.org, easyDNS.com, 3322.org, DynSIP.org, No-IP.com, dnsomatic.com, sitelutions.com;

Yito]



NTU-RG-14xx. PykoBOACTBO MO aKcnnyaTaumm (user)

+ Custom — vnHoIi NnpoBaigep, BbIopaHHbIA Nonb3oBatenem. B gaHHoM ciyvyae Heo6xoaMmo

CaMOCTOSATE/IbHO YKa3aTb UMSA 1 agpec nposaigepa:
* VImsi nosib30B8amesis — UMS NONb30BaTeNnsa ansa yvyetHol 3anncu DDNS;
* lMaposb — ycTaHOBKa Napons Ans yuetHoi 3anvucu DDNS;
* Vms nposatioepa cepsepa DDNS — nwvs nposaiigepa ycnyr DDNS;
+ Adpec nposalioepa DDNS - agpec npoaigepa ycnyr DDNS.

PacwmpeHHbie HACTPoRKH [ [luHaMuyecknd DNS | QobaauTs

Custom r

ipoe_veipliveip) 3 v

MNonsrosatensciMin D-DNS nposangep

* VIms y371a — MS XOCTa, 3aperncTpmpoBaHHoe y nposaingepa DDNS;
* MlHmepcpelic — nHTeppelic goctyna;

B 3aBUCMMOCTM OT BbIGPaHHOro NpoBaiigepa BO3MOXHbI criegytowue nons ANns 3anosiHeHus:

PacwMpeHHbie HAcTpoRkM [ AuHaMmuueckuid DNS [ [lobasuTe

Ha 3Tol CTpaHMULe MOXHO fobaBuTe aapeca AUMHaMHYeCKHX DNS moboro W2 npegnokeHHE

posangep D-DNS DynDMS.org T

EHC ipoe_veipQiveipld v

Tun DynDNS DuHamuyeckmi v

X NO{TaBLHEDS

AR



NTU-RG-14xx. PykoBOACTBO MO aKcnnyaTaumm (user)

Pacwupennbie HAacTpoRkH [ [luHamuuecknin DNS [ OQobaguTb

IPHMEHM T/ COXPAHWTE

PaclwMperHbie HACTPoAKK [ [lnHaMuueckHi DNS [ JobaeuTb

gaiigep D-DNS freedns afraid.ong *

ipoe_veipliveipd.3 -

Hactpoiku freedins.afraid.org

IMa RoNL30B3TENA

* VImsi nosib3oB8amesis — UMS NONb30BaTeNnsa Ansa yvyetHon 3anncu DDNS;

* Maposib — ycTaHOBKa napons Ans yyetHon 3anucu DDNS;

* Tun DynDNS - BbI6GOp TUNA ycnyru, 3apernctpupoBaHHon Bamu y nposaiigepa:
+ AduHamuueckuli — 3apernctpuposaHa ycnyra AuHammudeckuii DNS (Dynamic DNS);
« Cmamuuyeckuli — 3apernctpupoBaHa ycnyra Ctatudecknin DNS (Static DNS);
* [Mosb3oBamesibckuli — 3aperncTprpoBaHa ycnyra MNonb3osatenbcknii DNS (Custom DNS);

+ Wildcard — npv yctaHoBneHHOM chnare ucnosib3oBaTh cneumasnbHyto 3anucbk DNS, oTBevatoLLyto 3a Bce
noAA0MeHbI, KoTopas 6yAeT COOTBETCTBOBATh /1I0O60MY 3anpocy K HecyLecTByoLweMy nogaomeHy. OHa
yKasblBaeTcs B BUAE * B KauecTse noggomeHa, Hanpumep, *.domain.tld.

+ Adpec 3/1eKmpoHHOU NoYmMbl — 3NEKTPOHHbIN agpec s ayTeHTudnkaumy;

* Koy — ko4 ansa yyetHoin 3anucu DDNS.

[Ns NPUHATUA N COXpaHEHMSA N3MEHEHNI HEOBXOAMMO HaxaTb KHOMKY «[TpumeHums/CoxpaHumb».

4.2.6 MeHto «[1puHT-cepBep». HacTpoiiku cepeepa neyatu

MpuHT-cepBep (cepBep neyatn) — NporpaMMHoOe o6ecrnedyeHne Uam ycTPoicTBo, NO3BONAIOLLIEE rpynne
nonb3oBaTeneil NPOBOAHbLIX 1 6eCNPOBOAHbIX CETE COBMECTHO UCMO/Mb30BaTh NPUHTEP AOMa Unn B oduce.
OH He 3aBMCUM HM OT OAHOr0 KOMMbOTEPA B CETY, YTO AAET BO3MOXHOCTb HE Neperpyxarb pabouyto cpeay
nonb3oBarensi. Kpome Toro, npuHT-cepBep obecneunBaeT 6ecnepeboliHyto CBA3b C NPUHTEPOM, MDY,
CKaHepoM Un ApYyrol OPrTreXHMKOM, HaXoAsLLENCS B NOKa/TbHON CET.

aA
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PaclwumMpeHHbie HACTpoHKH [ MpAHT-cepeep

MNpUMEH U Te/COXPaHNT

* Bk/1to4umb BCmMpPOEHHBIL MPUHM-cepsep — NPy yCTAHOB/IEHHOM doiare NpyYHT-CEPBEP aKTVBEH, MHaYe —
HET;

* VIMsi npuHmepa — Ms NpUHTEp3;

* [Mpou3sodumesib U MOO€e/Ib — NPOU3BOAUTENL 1 MOAE/b NpUHTEpA.

[Nna NpuHATHA 1 cOXpaHeHNss HACTPOEK HEOOXOAMMO HaXaTb KHOMKY «[lpumeHums/CoxpaHuma».

4.2.7 MeHo «DLNA». HacTpoiikn cepsepa DLNA

DLNA (anrn. Digital Living Network Alliance) — Ha6op cTaHgapTOB, NO3BONSIOLLMX COBMECTUMBIM YCTPOCTBAM
nepegasatb WU NPUHMMATL MO AOMALLHER CeTV pa3NnyHbIi MeanakoHTEHT (M306paxeHus], My3biKy, BU€0), a
Takke 0TOOpaXarb ero B pexummMe peasibHOro BpeMeHu. To eCTb — TEXHONOMNA A1 COeANHEHUSA AOMALLHNX
KOMMNbIOTEPOB, MOOW/IbHbIX TENEdOHOB, HOYTOYKOB 1 ObITOBOW 3/IEKTPOHUKN B €ANHYHO LMGIPOBYHO CETb.
YcTpoicTsa, KoTopble nogaepxusatoT cneundumkaumo DLNA, no xenaHuno nosb3osaresnia MoryT
HacTpamBaTbCsa N 0ObEANHATLCA B CETb B aBTOMATMUYECKOM pexuMe.

Cpepoii nepefaun MeavakoHTEHTa 06bIYHO SIBASETCS AOMaLLHSS NokanbHas ceTb (IP-ceTb). MoaknoueHne
DLNA-COBMECTUMbIX YCTPOWCTB K JIOMALLIHEn CeTn MOXET GbITb Kak npoBoAHbIM (Ethernet), Tak 1
6ecnpoBogHbIM (Wi-Fi).

PaclwMpeHHbie HACTpoHKH [ MpHHT-cepeep

MpUMEH U Th/COXPAHNTE

* Bktodums BcmpoeHHbIli DLNA-cepsep — Npu yCcTaHOBNEHHOM dfiare MeauacepBep akTUBEH, MHave —
HET;

* ViIHmepdpelic — nms nHTepdeinca ansa NnoakNIYEHNs K cepeepy;
« [ymb 0o medua-6ubsiuomeku — Kkatanor ansi meanadannos.

[Nsi NPUHATUSE U COXPAHEHWMS1 HACTPOEK HEOBXOAMMO HaXKaTb KHOMKY «[TpuMeHums/CoxpaHums».
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4.2.8 MeH «Z-Wave»

NTU-RG-14xx. PykoBOACTBO MO aKcnnyaTaumm (user)

& [aHHOoe noameHto AOCTYMNHO Tonbko ans yctpolictea NTU-RG-1421G-WZ.

MpHMEHHTE/COXpaHWTE

Advanced Setup [ Zway

Ha =Tol CTpaHKUe MOMHD HACTPOMTR NapaMeTpsl Zway Smart Home.
# BAKOUMTE Zway

Ima cepeepa k. smarthome.rt.ru

Mopt 4-2

McnonsLz08aTe

3AMLILEHHDS L

COSOMHEHKE

OUYWNCTHTE K31 Sway

B A@aHHOM MeHI0 HacTpanBatoTCs NapamMeTpbl «YMHOIO AoMay.

* Bk/todums Zway — BK/HOUMTb\BbIK/IOUNTL KOHTPO/INIEP «YMHOTO A0May;
* VIMs cepsepa - yKas3aTb afpec yAanEHHOV NnaTopMbl «YMHOMO foMa;
* Mopm - yka3aTb NOPT NAaTopMbl, K KOTOPOMY MOAK/IOUYAETCS KOHTPO/IEP «YMHOTO loMa;

* Vicnosb3osams 3awjuljeHHoe CoeouHeHue —

MCNOJIb3yeTCA 3aLlin LLI,eHHHVI KaHaJt,

YCTaHOBUTb raslouky, ecnv Ass obMeHa ¢ naaTgopmoii

« O4ucmums Kaw Zway — Npu HAXaTWUN KHOMKKX, KOHTPOJI/IEP OTK/IOYAETCS, C HEro YAansieTcsi Bes
MHhOpMaLs 0 NOAKMOUYEHNM K NNAT(IOPME, O NMPUBA3AHHBIX AATUMKAX U CLEHapUN.

[Nsi NPUHATUSE U COXPAHEHMS1 HACTPOEK HEOBXOAMMO HaxKaTb KHOMKY «IpuMeHums/CoxpaHums».

4.2.9 MeHio «<UPnP». ABTOMaThyeckas HacTpoiika ceTeBbIX YCTPOWCTB

B naHHOM pasgene npousBoauTcs HacTpoiika doyHkuum Universal Plug and Play (UPnP™). UPnP o6ecneumBaet
COBMECTMMOCTb C CeTeBbIM 060pyi0BaHNEM, NPOrpamMMHbIM 0b6ecnevyeHnemM n nepudgepuitHbIMm

ycTpoincTBamm.

PacwmHpeHHbie HacTponuu [ UPnP

MowMeyaHre: UPHP aKTHBHDVETCA TOMbKO TOMGa, KOS

& [ns ncnonb3oBaHus UPNP Heobxoaumo HacTpouTb NAT Ha aktuBHoM WAN-uHTepdheiice.

[na skntoveHusa UPNP Heo6xoammo ycTaHoBUTL thiar «Bksiodums UPnPy.

[ONsi NPUHATUS N COXPaHEHWS HACTPOEK HEOOXOAMMO HaxXaTb KHOMKY «[IpuMeHums/CoxpaHums».
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4.3 MeHio «becnpoBogHas cBsi3b». HacTpoiika 6ecnpoBOAHOI CeTu

HacTpoiikv B faHHOM MEHI0 NMPOU3BOAATCA OTAENBHO A/18 pabounx gnanaszoHoB 2.4 Ty n 5Ty,

4.3.1 MNoameH «OCHOBHbIE HACTPOWKKy»., O6Lan nHpopmaums

B A@aHHOM MeHI0 NPou3BOASATCS OCHOBHbIE HACTPOIiKM 6ecnpoBoHoro HTepdeiica LAN, a Takke BO3MOXHO
3a4athb [10 TPEX BUPTya/lbHbIX TOYEK 6GECNPOBOAHOIO A0CTYNA.

BecnpoBofiHaA CBA3b / OCHOBHbIE HACTPOMKH

Ha AaHHOW CTPaHNLE MOXHO HaCTPOWTb OCHOBHbIE NapameTpbl becnpoBoaHoro LAN-MHTEpMEAca. Bbl MOXETE BKAKYUTL MKW BbIKIOYNTD
becnpoeoaHoi LAN-MHTEPGEAC, CKPbITh CETb OT @KTWBHOMO CKAHMPOBAHWUA, HACTPOUTL MMA BecnposonHoi ceTh (SSID) M YCTaHOBUTb KaHan B
COOTBETCTBWW C 3@KOHOOATENbCTBOM CTPaHbI.

HaxmuTe "MpUMeHnT/CoXpardnTs" ANA HaCTPOMKK OCHOBHbIX NapaMeTpos 6eCcnpoBoOHON CETW.

Bknto4MTh BECNpoBOOHYIO CBA3b
BecnpoBogHan cBA3k - TOYKa JocTyna:

AKTMBMPOBaTb TOYKY LOCTYNa

O CkpbiTe TouYKy LOCTYNA

O W3019UMA KNMEHTOB

[ OTkmouynTh pacnpocTpaHerHne WMM

[ BrNo4uTh BecnpoBOaHY0 MHOMOaPECHYI0 PacChIK
y

ssiD: [ELTX-2.4GHz_WiFi_87B0 |

BSSID: E0:D9:E3:56:87:B2

CTpaHa: [RUSSIAN FEDERATION v
WoeHTudWKaTop pernoHa D

MaKCHMYM KINEHTOB:

BecnpoBofiHaA cBA3b - FocTeBble/BMPTYanbHble TOYKH AocTyna:

Brniosen ssiD Crpuur | M30nMpoBaTL pacﬁ?%:“};;!fé‘m e
O 2.4GHz_Guest_1 O (] O 16 N/A
O oo O A
O W [ [} [} ’16—| N/A

| MpumernTL/CoxparHuTs |

* Bk/1to4umb 6ecripoBoOHyto €B513b — BKAUNTb Wi-Fi Ha yCTpoIiCTBE;

+ AKmusuposamb mo4Ky oocmyra — BK/IHOYUTb OCHOBHYH 6€CnpOBOAHYIO CETh;

+ CKpblmb MOYKy docmyria — CKpbITbI/i pexuM paboTbl TOUKKU focTyna (B AaHHOM pexume SSID
6ecrnpoBOAHOI CeTU He ByAEeT LUMPOKOBELLATE/IbHO PacNpPOCTPaHATLCS MapLUPYTU3aTOPOM);

* UI307154ust KIUEHMOB — NPW YCTaHOBNEHHOM chnare 6ecrnpoBOAHbIE K/TMEHTbI HE CMOTYT
B3avMofeincTeoBaTb Apyr C ApYrom;

« Omkto4ums pacrpocmparHeHue WMM (Wi-Fi Multimedia — QoS ana 6ecnpoBogHbIx ceTeld);

* Bk/1ouums 6€CrpoBoOHYH0 MHO20a0peCcHYH pacchl/iky — BkIounTe WMF;

« SSID - Service Set Identifier — Ha3HaUNTL UMS GECNPOBOAHON CeTU(BBO/, C YYETOM perncrpa
KnaBuaTypbl);

+ BSSID — MAC-agpec TO4k/ J0CTyna,;

+ CmpaHa — ycTaHOBUTb MECTOMNOJIOKEHME (CTpaHy);

* VldeHmuchukamop peauoHa — yCTaHOBUTbL UaeHTUdukatop pervoHa (ana Poccun: 0-34);

* MakcumyM K/lUeHMOoB — YCTaHOBUTb MaKCMMaslbHO BO3MOXHOE KO/IMYECTBO OAHOBPEMEHHbIX
6ecnpoBOAHbIX MOAKNHOYEHWNA.
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& Mo ymonyaHmio Ha yCTpoiicTBe yCTaHOB/EHO nMs 6ecrnpoBoaHoii cetn (SSID)
ELTX-2.4GHz_WiFi__aaaa/ELTX-5GHz_WiFi_aaaa, roe aaaa - ato 4 nocnegHue undppsl WAN MAC.
WAN MAC ykasaH B Hak/eilike Ha Kopryce YCTPONCTBa. B MeHn cetn ourypupyeTt 4acTOTHbI
AvanasoH (2.4/5ITu).

[Na NpUHATMA M3MEHEHMIN HEOBXOAMMO HavkaTb KHOMKY «[TpuMeHuUms/CoxpaHume».

4.3.2 MopameHto «be3onacHoCcTb». HacTpoiika napameTpoB 6e30MacHOCTH

B A@aHHOM MeHI0 NPOV3BOASTCS OCHOBHbIE HACTPOVKM UMPOBAHUS AaHHbIX B 6ECNPOBOAHON CeTU. BO3MOXHO
HaCTPOUTL K/TMEHTCKOE 060pya0BaHNe GECNPOBOAHOIO A0CTYNa BPYUHYIO UM aBTOMATUYECKM, UCMOMb3Ys
WPS.

becnpoBoanan a3k / BE3ONACHOCTD

Hactporkkn WPS

ouuTE WPS BN *

TAHOENTE PEsHM

rhbar HacTo ¥
WES AP ALTPOBHO

PyuHan HACTPOHKA TOUKH [OCTYNa

ELTX-2.4GHzZ_WiFi_1400 ~
WPAZ -PSK "

CTHAHMH TR v

— HaokMuTe ageck, JYTobk mokaaaTs

WPS (Wi-Fi Protected Setup) — ctaHgapT, pa3paboTaHHbIi anbsiHCOM NpousBoauTe et 6ecnpoBoAHOro
o6opyaoBaHusa Wi-Fi ¢ Lenbto ynpouleHmsa npowuecca HacTpoiikn 6ecnpoBOAHOM ceTu. [JaHHast TEXHONorms
No3BO/IAET MOb30BaTesto ObICTPO, MPOCTO U 6e30MacHO HAaCTPOUTbL 6ECNPOBOAHYIO CETb, HE BHUKAsA B
ToHKoCTU paboTbl WI-FI n npotokonos wudgposaHua. WPS aBTomaTuyeckn 3agaet nmsa cetn n wudposaHune
ANS 3aWNTbl OT HECAaHKLUMOHMPOBAHHOIO A0CTYNA, YTO B UHbIX ClyYasx MPUXOAMI0Ch Aenatb BPYUHYH.

[N Toro 4To6bI NOAKNOUNTLCS, [OCTATOYHO HaKaTb Ha kHonky WPS, pacnonoXeHHyto Ha 60KOBOI naHenn
ycTpoicTBa, nnm xe sectu PIN-kog, ncnonb3ys web-koHduryparop.

WPS setup:

* Bkrodyums WPS — ansa paspelerus goctyna no WPS B BbinagatoLlem cnvcke Bolbepute «Enable», ecnu
ceteBoil agantep WI-FI Bawero ycTpoiicTBa NoaaepXMBaeT AaHHbI PeXUM HaCTPONKY;
* YecmaHosums pexum WPS AP — ycTtaHOBUTb pexxum Toukn goctyna WPS.

AR
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& HepocTtatkn metoaa WPS:
B Wi-Fi poytepax ¢ nogaepxkoi TexHonorun WPS cyLLecTBYeT YSI3BUMOCTb OTHOCUTE/TbHO
6e3onacHoCTH ceTu. icnonb3ys aTy ysa3BUMOCTb, BO3MOXHO NogobpaTb naposv K NpoToKos1aM
wmndpposaHua WPA n WPA2. ¥A3BUMOCTb 3ak/104aeTCsl B TOM, UTO MOXHO METOA0M noaodopa y3HaTb
CNonb3yeMblit BOCbMU3HauHbIN kntod cetu (PIN-kog).

Py4yHasi Hacmpolika moyku docmyna:

* Bbibepume SSID - BblbpaTb MMsi 6eCnNpOBOAHON CETM M3 CMNCKA;
+ Cemesasi AymeHmugbukayusi — yCTaHOBUTb PEXMUM CETEBOI ayTEHTU(INKALMM U3 NEPEYHS B
BblNagatoLLeM Crmcke:

* open — OTKPbITbIV — 3aLiMTa 6eCnpPoBOAHON CETU OTCYTCTBYET (B 3TOM PEXMME MOXET
ncnonb3oBaTbesi ToIbko WEP-k/itou);

+ Shared - 06LWMii (pexnM NO3BO/ISIET NOMb30BATENAM NOyYaTh ayTeHTMdukaumio no ux SSID nim
WEP-kntouy);

+ 802.1x — Bk/toyaeT ctaHgapT 802.1x(nNo3BonsET NOMb30BaTENAM ayTEHTUULMPOBATLCS C
ncnonb3oBaHneM cepsepa ayTeHTudmkaunn RADIUS, ana wndpposaHms AaHHbIX NCNOJb3YETCH
WEP-kntou);

+ IP-adpec RADIUS-cepsepa;

* Mopm RADIUS — Homep nopta RADIUS-cepsepa. Mo ymonyaHuio yctaHoB/eH nopt 1812;

« Knrou RADIUS — cekpeTHbIii kritod ans goctyna Kk RADIUS-cepBepy;

« WPA2 - BkntouaeT WPA2 (pexwum ucnosnb3yeT npotokon WPA2 1 TpebyeT ncnonb30BaHus
cepBepa ayTeHTudmkauum RADIUS);

+ BawuweHHsle ynpasasowue peliMbl — HaCTpoiKa npegHasHadeHa Ans yyylleHus
MexaHn3Ma, oTBevaroLLero 3a 6e30nacHoOCTb, NOCPEeLACTBOM MOBbILLEHHOTO BHUMAHUS K
3alMTe ynpas/isioLWmx NakeTos;

* peaymenmucpukayust WPA2;

* MlHmepsas nepeaymeHmugbukayuu cemu — Nepuog NOBTOPHOM NPOBEPKM NOAJ/IMHHOCTN.
Onpepgensier, Kak 4acTo To4ka AOoCTyna nocbiiaet coobLeHne 1 TpebyeT OT K/IMEHTOB
OTBETa, CoAepXaLlero npaBu/ibHble AaHHble 6e30NacHOCTY;

* VIHmepsas nosmopHo20 Habopa WPA epyrrbl — NHTEPBa/T B CEKYHAAX MEXAY CMEHOM
Kntouel wndoposaHnsa WPA, ncnonb3yeTcs A15 NOBbILLEHWST YPOBHS 6€30MacHOCTH
6ecnpoBoAHO ceTn. ECnn B CMeHe K/to4eli HeT Heo6XoAMMOCTH, OCTaBbLTE B MOJE HYNEBOE
3HayeHue;

+ IP-adpec RADIUS cepsepa — IP-agpec RADIUS-cepBepa;

* Mopm RADIUS — Homep nopta RADIUS-cepsepa. Mo ymonyaHuio yctaHoB/ieH nopt 1812;

« Knrou RADIUS — cekpeTHbIii kritod ans goctyna Kk RADIUS-cepBepy;

+ WPA/WAPI wugposaHue — Bblbop meTtoaa wndposaHunsa agaHHbIx WPA/WAPI: TKIP+AES,
AES:

+ TKIP — npotokon wndpoBaHus, ncnonb3yemolin aons WPA. Obnagaet 6onee
3pPEKTMBHLIM MEXAHNU3MOM YyrnpasBneHus Kovamm no cpaBHeHnto ¢ WEP;

« AES — anroputm 128 61UTHOro 61104HOro LWngpoBaHme ¢ knw4vom 128/192/256 6ur,
ncnonbayercs 06biuHo ans WPA2);

« WPA2-PSK - BkntouaeT WPA2-PSK (pexum ucnonb3yeT npotokon WPA2, HO He TpebyeT
1cnonb3oBaHusl cepeepa ayTeHTudgukauum RADIUS);

+ BawuweHHsle ynpasasowue peliMbl — HaCTPOiKa npegHasHadeHa Ans yiyylleHus
MexaHn3Ma, oTBevaroLLero 3a 6e30nacHoOCTb, NOCPEeACTBOM MOBbILLEHHOTO BHUMAHUS K
3alMTe ynpas/isioLWmx NakeTos;

+ WPA/WAPI naposibs — cekpeTHasa dppasa. YctaHoBKa napons, ctpoka 8-63 cumsona ASCII.
[na npocmoTpa cekpeTHOW thpasbl HEOOXOAMMO HaxaTb Ha CCbIIKY «Haxmume 30ech,
Ymo6hbl rokazame», Naposb OyaeT nokasaH BO BCMJ/IbIBAKLLEM OKHE.

pile)
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GPIFO00057 |

& 1o ymonyaHuto KoY CETV COOTBETCTBYET CEPUIHOMY HOMEpY YCTPOIACTBA.
CepuiiHblli HOMep yKasaH B HakK/eike Ha kopryce ycTpoiicTea. MNpwu n3mMeHeHun
naposis Heo6xoAMMo 3a4aTb KoMGMHaUMO 13 10-TM cMBOJIOB. Mapob AO/MKEH
cogepxaTtb LMdpbl M NaTUHCKME GYKBbI B BEPXHEM 1 HMXKHEM PErMcTpax.

ViHmepsan nosmopHo2o Habopa WPA-epyrnnbl — NHTEpBas B CEKYHAAX MeXAy CMEHOIA
knoyeli wudposaHus WPA, ucnosnb3yetcs 4/11 NOBbILEHNS YPOBHA 6e30nacHOCTM
6ecnpoBogHoOl ceTn. ECv B CMeHe Ktoyeli HET He06X0AMMOCTH, OCTaBbLTE B NMOJ1e Hy/1eBOE
3HaYeHue;

WPA/WAPI wucpposaHue — Bbi6op meToga wndposaHmnsa gaHHbix WPA/WAPI: TKIP+AES,
AES:

TKIP — npoTokon wudposaHus, ncnonbdyemolii gna WPA. Obnagaet 6onee ahdekT1BHbIM
MexaHW3MOM ynpasieHns Kto4amu rno cpasHeHuto ¢ WEP;

AES — anroputm 128 6utHOro 6,104HOro wngpposaHme ¢ knwovom 128/192/256 6ur,
ncnosb3yercs 06bIuHO anst WPA?2);

* Mixed WPA2/WPA - BkntoyaeT kombuHaumio WPA2/WPA (gaHHbI pexuM LWngpoBaHus
ncnonb3yet npotokonbl WPA2 n WPA, TpebyeT 1cnonbL30BaHnA cepeepa ayTeHTUdukaumm

RADI

us);

3awjuweHHble ynpassisaouue peliMbl — HacTpoika NpegHasHadeHa oS ynydleHns
MexaHn3Ma, oTBevaroLLlero 3a 6e30nacHoOCTb, MOCPEeACTBOM MOBLILLEHHOTO BHUMAHUA K
3aluTe ynpasisoLmMx NakeTos;
lNpeaymenmucpukayuss WPA2 — npengaputenibHasA nposepka noa/MHHOCTM 6ecnpoBogHOro
KNMeHTa Ha Apyrnx 6ecnpoBoAHbIX TOYKax A0CTYyna B UCMOMb3yeMOM Anana3oHe. B TeyeHune
MPOBEPKM CBA3b OCYLLECTB/IAETCA Yepes TeKyLLyt0 6eCnpOBOAHYO TOUKY AOCTYNg;
ViHmepsas nepeaymeHmugbukayuu cemu — nepuog, NOBTOPHON NPOBEPKM NOASIMHHOCTMW.
Onpepfenser, Kak 4acTo ToYka A0CTyna nocbliaeT coobeHne 1 TpebyeT OT K/IMEHTOB
OTBETa, COAEepXaLLero npaBu/ibHble AaHHble 6e30MacHOCTY;
ViHmepsan nosmopHo2o Habopa WPA apynrnbl — NHTEPBa/T B CEKyHAAaX MeXay CMEHOW
kntoyeli wudposaHus WPA, ucnosnb3yercs 4/19 NOBbILLEHNS YPOBHA 6e30nacHOCTM
6ecnpoBogHoli ceTn. ECiv B cMeHe K/toyeli HeT He06X0AMMOCTH, OCTaBbLTE B NOJIe Hy/1eBOE
3HaueHue,
IP-adpec RADIUS cepsepa — IP-agpec RADIUS-cepBepa;
Mopm RADIUS — Homep nopTa RADIUS-cepsepa. o ymonyaHuio yctaHossieH nopt 1812;
Knrou RADIUS — cekpeTHblin kntod ana goctyna kK RADIUS-cepsepy;
WPA/WAPI wucpposaHue — Bbibop meToga wndposaHmsa gaHHbix WPA/WAPI: TKIP+AES,
AES:

+ TKIP — npotokon wudpoBaHus, ncnonbyemblin gns WPA. Obnagaet 6onee

apheKTUBHBIM MEXaHU3MOM YrNpaBAeHUs Knyamm no cpasHeHmio ¢ WEP;
+ AES — anroputm 128 6utHOro 61104Horo wngpposaHme ¢ knwovom 128/192/256 6ur,
ncnonb3yercsa 06bIuHO ans WPA2);

+ Mixed WPA2/WPA-PSK - BkntouaeT koMmouHaumio WPA2/WPA-PSK (3T0T pexuM LWngpoBaHus
ncnonb3yet npotokonbl WPA2-PSK n WPA-PSK, He TpebyeT ncnosnb3oBaHus cepsepa
ayTeHTudmkaumm RADIUS).

WPA/WAPI naposib — cekpeTHas dopasa. YCTaHOBKa naposs, ctpoka 8-63 cumeona ASCII.
[nsa npocmoTpa cekpeTHoW thpasbl HEOOXOAMMO HaXaTb Ha CCbISIKy «HaxXmume 30€ecCh,
umo6bbI rnokazamse», Naposib 6yAeT NokasaH BO BCMN/bIBAKOLLEM OKHE.
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& 1o ymonyaHuto KoY CETV COOTBETCTBYET CEPUIHOMY HOMEpY YCTPOIACTBA.
CepuiiHblli HOMep yKasaH B HakK/eike Ha kopryce ycTpoiicTea. MNpwu n3mMeHeHun
naposis Heo6xoAMMo 3a4aTb KoMGMHaUMO 13 10-TM cMBOJIOB. Mapob AO/MKEH
cogepxaTtb LMdpbl M NaTUHCKME GYKBbI B BEPXHEM 1 HMXKHEM PErMcTpax.

* MlHmepsas nosmopHo20 Habopa WPA 2pyrinbl — nHTepBan B CEKyHAAX MEXAY CMEHO
knoyeli wudposaHus WPA, ucnosnb3yetcs 4/11 NOBbILEHNS YPOBHA 6e30nacHOCTM
6ecnpoBogHoOl ceTn. ECv B CMeHe Ktoyeli HET He06X0AMMOCTH, OCTaBbLTE B NMOJ1e Hy/1eBOE
3HaYeHue,;

+ WPA/WAPI wugpposaHue — Bblbop MeToga wndposarns gaHHbix WPA/WAPI: TKIP+AES,
AES:

+ TKIP — npotokon wudpoBaHus, ucnonbyembiin gns WPA. Obnagaet 6onee
apheKTVBHBIM MEXAHU3MOM YNpaBAeHUs Knoyamm no cpasHeHuio ¢ WEP;

+ AES — anroputm 128 6utHOro 6,104HOro wngpposaHme ¢ knovom 128/192/256 6ur,
ncnosb3ayercs o6biuHO ans WPA?2).

* WEP-wudpposaHue — pnia BkaodeHus wudposaHua WEP BbibepuTe Br/irodums B
BblNaJatoLLeM CrUCKe;

* CmeneHb wucpposaHusi — 64- nnn 128-6uTHoOe WINdpoBaHme K/oua;

+ Tekywul cemesoli K/1104 — BbIOOP KNkO4a, KOTOPbIi ByAET MCMNONb30BaTLCA A5
YCTaHOB/IEHUS COEANHEHNS;

+ Cemesol K/oY 1..4 - BO3MOXHO 3a4aTb [0 YeTblpex pas/inyHbIX kiwo4deit n3 10
CMMBOJI0B B 16-pUYHOIi cucTEME cuncnieHns Nnbo 5 cMMmBosoB Ascll’ ansa 64-x
6UTHOrO WndpoBaHuA. Mnm 26 cMMBONOB B 16-pUUHO cucTeme cuncrneHnst nnbo 13
cumBonoB ASCII ansa 128-x GUTHOrO LIMGIPOBaAHKS.

ONs NPUHATUS N3MEHEHMN HEOBX0AMMO HaXKaTb KHOMKY «[TpumeHums/CoxpaHumey.

& Y6epnntech, UTo 6ECNPOBOAHOI aganTep KOMNbIOTEPA NOAAEPXKNBAET BbIGPAHHBIA TUM LMK POBAHUS.
Hamnbonee cTolikyto 3awmty 6ecnpoBogHOro kaHasia AaéT coBMecTHas paboTa Touku focTtyna u
RADIUS cepBepa (g5 ayTeHTUmKaLuum 6ecrnpoBofHbIX KNNEHTOB).

8 7 scl - Habop 13 128 cMMBOMOB A1 MALLWHHOIO NPeACcTaBIEHNS NMPOMUCHBLIX N CTPOYHbIX OYKB
NaTUHCKOro andpasnTa, Yncers, 3HakoB NPennUHaHns 1 cneumanbHbIX CUMBOJIOB.

4.3.3 MNoameHo «dunbTpaumsa no MAC». Hactpolikn dounstpaumm MAC-agpecos

B naHHOM MeHK Npon3BoanTCS HacTpoika mnerpaunn MAC-agpecos.

BsnpoRHaa (Rass [ SWnsTRaapEs no MAL
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* Bbibepume SSID — BblGpaTb naeHTugrkaTop 6ecnpoBogHON ceTn, ANsi KOTOPO 6yaeT co3faHo
npasuno;
+ Pexxum o2paHuyeHusi no MAC — Bbli6op pexnma dnnstpauumn no MAC-agpecam:
* OMK/to4eH — He Ncnonb3oBaTb OUILTP;
+ Paspewums — (hunbTp Mo paspeLleHHbIM agpecaw;
+ Bsiokuposams — OUILTP NO 3anpeLLeHHbIM agpecam.

[na pobasneHns MAC-agpeca B Tabnvuy unstpauum Heobxoaumo Haxkatb «Jobasume» 1 BBECTU €10
3HayeHue B none «MAC-adpec» B OTKPbIBLLEMCSH MEHIO:

BecnposoaHan ceasb [ GuwneTpayna no MAC | OQobasntb

ONsi NPUHATUS 3MEHEHWIA HEOBXOAMMO HaxkaTb KHOMKY «[TpumeHums/CoxpaHume».

4.3.4 TMopmeHto «MocT». HacTpoiikn 6ecrnpoBOAHOI0 COeAVHEHUS B peXnme MmocTta

B faHHOM MeHto 3aaeTcs pexxvM paboTbl TOUYKM AOCTYNa: B KAYEeCTBE TOUKU A0CTyna unv 6ecnpoBogHOro
MocTa.

Mpwn ncnonb3oBaHMKM pexuma Mmocta Heobxoaumo BeecT MAC-aapeca yaaneHHbIX MOCTOB. [JaHHbIA pexum
MCnonb3yeTcs 4718 YCTaHOBKU 6ECNPOBOAHONO COEANHEHUS MEXAY ABYMS OTAE/bHbIMU CETAMM.

bacnpoBROHAR CEBAZE [ MOCT

Brnwuse v

sapeca yoanessn voctoe: [ [ ssip [essio |

B pexvime «MoCT» BO3MOXHO 3a/iaTb C/eAYHLLEe HACTPOMKK:

+ OgpaHuyeHusi Mocma — BbIGOp pexuma paboTbl MoCTa:
* Bk/1toYeH — BKNOUMTb chunbTp no MAC-agpecam (paspelleHbl TOMbKO 3aAaHHble agpeca);
* Bk/oyeH (ckaHuposaHue) — NOUCK yaasieHHbIX MOCTOB;
* Bbik/royeH — orpaHmnyeHus no MAC-agpecam OTCyTCTBYHOT;

* MAC-adpeca yoa/ieHHbIX MOCMOB — afpeca yaa/IeHHbIX MOCTOB.

& B pexume mocTa MapLLpyTu3aTop He noaaepxusaet dyHkuuo Wi-Fi Multimedia (WMM).

[na 06HOBNEHNS [OCTYMHbIX YAA/IEHHbIX MOCTOB HEOOX0AMMO HaxxaTb « O6HOBUMbL UHGhOPMAayUIo».

[N NPUHATUS U COXPaHEHNS N3MEHEHMI HEOBXOAMMO HaxkaTb KHOMKY «[TpumMeHUmMb/CoxpaHums».
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4.3.5 lMogMeHto «PaclunmpeHHble HACTPOKN»

B AaHHOM MEHI0 NPON3BOAUTCA pacLUMPEHHbIE HACTPOKN 6ECNPOBOAHON CETU.

BaCnpeniaf] Mad CREh | PACiE [ R HLRC T

B sie=n w i L)
AR -

ME YT w

Bads ol "

LEi L

BaraCrig=

Bese e

+ [Juana3oH — ycTaHOBKa YacTOTHOro AnanasoHa (2,4/5Iw);

* KaHan — ycTaHaBnvBaeT paboumnii kaHan ans Maplipytnsatopa. Mpy Haamumm nomex uam Nnpoésnem B
paboTe 6eCnpoOBOAHOM CETU U3MEHEHNE KaHala MOXET CNOCO6CTBOBATbL X YCTPAHEHMIO.
PekomeHAyeTcs yCTaHOBUTL 3Ha4YeHne "Auto” Bo n3bexaHve nomex, Bbi3blBaeMbIX paboTONn CMEXHbIX
ceTtei;

+ Talimep aBmomMamu4eckoeo Bbibopa KaHasia (MUH) — BPEMS B MUHYTaXx, Yepe3 KOTOpoe MapLLpyTM3aTop
byfeT nckatb 6051ee onTUMasibHbI 6eCnpoBOAHbIN KaHau. MapameTp AOCTYNeH, ecnu ycTaHoBneH Auto
BbI6op KaHana (0 — BbIK/IHOUNTD);

« Standard - yctaHoBKa ctaHgapTa 802.11;

« Auto Channel Set — onpegensieT pexum paboTbl aBTOBbI6Opa KaHa0B:

* Full — aBTOBbLIGOP NPOM3BOANT CKAHWPOBaHUE M BbIOGOP KaHana 13 BCeX AOCTYMHbIX KaHa/10B;

+ Legacy — aBTOBbI6OP NPOM3BOANT CKAHNPOBaHUE 1 BbIOGOP KaHana u3 Habopa KaHas10B,
noafepXnuBaembix cTapbiMy ycTpoiicTBaMu (ToNbKo ANst AnanasoHa 2.4 ru);

+ Custom — aBTOBbIOOP NPOM3BOAUT CKAHNPOBAHWE 1 BbIGOP KaHaa U3 Cnmcka, 3a4aHHOro
nonb3oBarteniemM B HacTpolikax «Allowed Channel».
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NTU-RG-14xx. PykoBoACTBO NO 3aKcnyaTaumm (user)

+ 802.11n/EWC - pexum coBMmecTUmocTu ¢ o6opyaosaHmem 802.11n Draft2.0 u EWC (Enhanced Wireless
Consortium);

* LllupuHa nosiockl — ycTaHoBKa nosockl nponyckaHus 20y, 40 wav 80 My, B 3aBUCUMOCTM OT
4acTOTHOro gnanasoHa. B pexwvime 40 MIMy MCNoNb3yOTCA ABE CMeXHble nosockl no 20 My, ana
yBeIMYeHNs NPOoNyCKHOM CNOCOBGHOCTM KaHana,

+ Bokosasi nosioca yrnpassieHusi — BbIGop BTOPOro kaHana (HmkHas nnm BepxHsia) B pexxume 40 MIy;

+ 802.117n YposeHb — yCTaHOBKA CKOPOCTU COEANHEHNS;

+ 802.11n 3awuma — npun BKIOYEHUN YBENNUUTCA 6€30MacHOCTb, HO YMEHBLUWUTCA NPOMYyCKHasA
CNOCOOHOCTB;

* TpaHcnsayus RIFS — (Reduced Interframe Space) ymeHbLUEHME HTEPBaIa MeXAyY 6/10Kamu AaHHbIX
(PDUs), noBsbiwaet achgpekTmBHocTb Wi-Fi;

+ DHepeaocbepexeHue BX00HOU yenu — HaCTPOoiika ToNlepaHTHOCTY Npu Bblibope pexuma paboTbl (20Mry,
nnn 40Mru). Ecnm napameTtp B COCTOAHUN «BK/1to4eH» — BYAET BbIGpaH ONTUMasibHbI peXxmum paboThbl
YCTPONCTBA, yunTbiBas «10/10Cy NporyckaHusi», NHave pexunum paboTbl 6yaeT 3aBUCETb TO/IbKO OT
napameTpa «/losioca rnpomnyckaHus»;

* RX Chain Power Save Quiet Time — nepvog, BpeMeHW, B TEYEHUN KOTOPOrO UHTEHCUBHOCTL Tpadmka
[O/MKHA 6bITb HYXKe PPS, AN BKNIOYEHUA pexrmMa aHeprocoepexeHus;

* RX Chain Power Save PPS - BepxHsifi rpaHuua napametpa PPS (packet per second). Ecnv B TeueHne
BpeMeHwu, onpeaesieHHoro napameTpoM «RX Chain Power Save Quiet Time», UHTEHCUBHOCTb NakeToB Ha
nutepcpeinice WLAN He npeBbilIaeT AaHHYH BE/TMUMHY, BKITHOYAETCA PEXUM IHEpProcbepexeHuns;

+ 54g™ YposeHb — yCTaHOBKa CKOPOCTU B peXUMe COBMECTUMOCTM C YCTpolicTBamun 54g™;

* YposeHb MHO20a0peCcHOU pacchl/iKu — yCTaHOBKa CKOPOCTU Tpadhvka npu MHOroaApecHoin nepegauve;

* OCcHOoBHOU ypoBeHb — 6a30Bas CKOPOCTbL nepesauu;

+ Mopoe hpacmeHmayuu — yctaHoBKa nopora tpparmeHTaumm B 6antax. Ecnv pasmep naketa éyaert
npesbllaTh 3a4aHHOe 3HaYeHue, OH ByAeT hparMeHTMPOBaH Ha YacTu NOAXOAALLEro pa3mepa;

*+ lMopoz RTS — ecnv ceTeBOli NaKeT MEHbLUE, YEM YCTaHOB/IEHHOE MOPOroBoe 3HavyeHne RTS, mexaHn3m
RTS/CTS (MexaH13M COeAMHEHUS MO KaHauly C UCMOJ/Ib30BAHNEM CUTHaI0B FOTOBHOCTM K nepeaave/
rOTOBHOCTY K NpUeMy) 3aeiicTBOBaH He ByaerT;

* WiHmepsas1 DTIM — BpeMeHHOI nHTepBaJl, N0 UCTEYEHMM KOTOPOTO LUMPOKOBELLaTe/IbHbIE U
MHOroaZipecHble nakeThbl, NoMeLeHHble B Bydep, byayT AocTaBeHbl 6eCrnpoBOAHbIM KNIMEHTaM;

* MlHmepsas cu2Ha/iu3ayuu — nepuog otnpaskn NHPOPMAaLMOHHOIO nakeTa B 6eCnpoBOAHYHO CETb,
CUTHa/IM3MNPYIOLLLETO O TOM YTO TOYKa AOCTYNa aKTMBHa,

* Makcumym K/lueHmos — MakCumasibHOe KO/IM4eCcTBO 6eCnpoBOAHbIX KIIMEHTOB;

* XPress™ TexHo/102us1 — NCNOJIb30BaHNE NO3BOJISAET MOBbLICUTL NPOMYCKHY CNOCOOHOCTL A0 27% B CeTSX
ctaHgapTta 802.11g. A B cMewaHHbIx ceTax 802.11g n 802.11b ucnonb3osaHme XPress™ Technology
MOXET NOBbICUTb MPOMYCKHYH CMNOCOBHOCTL A0 75%;

* MowHocmb nepedamyuka — onpenensierca MOLWHOCTb CUrHas1a TOYKU JOCTYNa;

« WMM (Wi-Fi Multimedia) — ycTaHoBka pexuma Wi-Fi Multimedia (WMM). [laHHbIii pexxum no3sonset
6bICTPO ¥ KAYeCTBEHHO Nnepeaasarb ayauno - U BUAEOKOHTEHT OAHOBPEMEHHO C nepegaveil AaHHbIX;

+ WMM 6e3 noomsepxdeHusi — Npu UCNosib30BaHNN AAHHOIO pexvmMa NpuémHas CTopoHa He
NMOATBEPXAAET NPUHATLIE NakeTbl. B cpefe ¢ MasibiM KONMYECTBOM MOMEX 3TO NO3BOINT YBETUYUTL
3P PeKTMBHOCTL Nepeaayu, B cpefe ¢ 60/bLIMM KO/IMYeCTBOM NomMex 3pEKTUBHOCTL Nepesayu
CHU3UTCS;

* WMM APSD - ycTaHOBWTb aBTOMAaTUYECKUIA NEPEXOA, B PEXMM 3KOHOMUMN 3HEPTUM (BK/HOYEH —
aBTOMAaTUYECKMIA Nepexos paspeLueH);

+ PopmuposaHue nyya npu nepedade (BFR) — dhyHKUMA (DOPMMUPOBaHME /lyya No3BONSIET YMEHbLUNTL
NHTEpdIepeHLMIO Npy Nepegadye 6ecnpoBogHOro curHana v ynydwnts kadyectso Wi-Fi coegmHeHus;

+ KoHyeHmpauyus cueHana Ha rnpueme (BFE) — oyHKUMS KOHLEHTpaLun npy NnpuemMe curHasia no3BonsieT
ynyywnTe Kavyectso Wi-Fi coeguHeHus.

[N NPUHATUS U COXPaHEHNSA N3MEHEHWIT HEOBXOAMMO HaxKaTb KHOMKY «TpumMeHUmMb/CoxpaHums».
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4.3.6 lMogmeHto «Mactep HaCTPOMKM»

NTU-RG-14xx. PykoBOACTBO MO aKcnnyaTaumm (user)

B faHHOM MeHI0 Npon3BoAATCA HACTPOViK1 6ecnpoBoaHoro uHtTepdeica LAN.

MOXHO BK/IIOUUTL WU BbIKNOUNTL GecnpoBogHoii LAN-uHTepdeiic, HacTpouTs nMsi 6ecrnipoBogHoii cetu (SSID)

1 ycTaHOBWTb Naposnb (cTpoka 8-63 cumsona ASCI).

MacTep HACTRORKK

[N NPUHATUS U COXPaHEHNS U3MEHEHWI HEOBXOAMMO HaxkaTb KHOMKY «MpUMeHUTL/ COXpPaHnUTb».

4.4 MeHo «XpaHunuwar». Cnyxo6bl hainnoBbIX XpaHUInL,

4.41 MogMeHto «MHopMauus no yCTponcTBy XpaHeHus». IHhopmaumsa o nogkatodeHHbIx USB-ycTpoicTBax

B AJaHHOM MEHK AOCTYyneH CNMCOoK BCEX NOAKNHYEHHbLIX 3alNOMNHAKOLLINX yCTpOVICTB. npeAOCTaBﬂHeTCH

cneaywowan nHpopmaLms:

Cnyx6a xpaneuna [ HudopMauua no yCTPoRcCTBY XpaHeHna

a4 B YT L B e P R e g ey -
Crywfia hafnoBsi ¥paHUANLL NOZBOARET NETKD NOAYYK

B O0CTY

O AR BT W b b A

-+ -
E (DAHNOEOMY XPaH)

FILLLY SepiEs LE B

[ Mma paspena | daiinosan cscrema | 06wwii obbem | Henonbayempiii obvem | feiicrewe

* VImsi pasdesia — MS YCTPOICTBa;
+ ¢alisiosasi cucmema — TUN YarisIoBoOl CUCTEMBI;

 Unmount — pns 6€30MacHOro U3B/1eYeHnst yCTpoiicTBa He06X0AMMO NpeABapuTesIbHO HaXaTb AaHHYH

KHOMKY.

4.4.2 ToameHto «Monb3oBaTenbCkue akkayHTbl». HacTpoiika nonb3oBarteneit Samba

B naHHOM MeH0 npoucxoauT HacTpolika yYeTHbIX 3anuceli nonb3oBaTeneli Samba.

Cepanc ¥padednd [ NMoNbI0BATENbEKWE AKKAYHTI

I Hma nonszoBaTens Iﬂnua WHAA NanKa I YOanute ]

NobasuTe YaanuTe

B A HOLTPOAEA TROAs3rBa T ek ARLayHT
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[ns no6aBneHns 3anucy Heo6XxoanMMo HaxkaTb KHOMKY «Jo6asums». [ANs yaaneHus - ycTaHoBUTb donar
HaNpOTMB TPeGyeMoii 3an1cy B KOJIOHKE Remove 1 HaxaTb KHOMKY «Y0a/iumb».b

CepBEaC xpaHeHna I MonszoBaTensCKwe AEHAYHTL

* VIMs nosib308amesisi — NOTVH AN [OCTyNa K CETEBOMY PeCypcy;

* [Maposb — Naponb ANst AOCTyNa K CETeBOMY pecypcy;

+ [Modmsepdume naposib — NOATBEPXAEHVE NAPONs AN A0CTYNa;

* VIMs moma — nyTb K ceTeBoMy pecypcy (MMsi NOAK/HUYEHHOTO 3anoMUHaIOLLENO YCTPOACTBA
oTOGpaXaeTcsl Ha cTpaHuLe «/Hghopmayus no ycmpodlcmay XpaHeHUs »).

4.5 MeHIo «YnpaBneHue». YrnpasneHne yCTPONCTBOM

4.5.1 MogMmeHto «<HacTpoinkm»

4.5.1.1 TMoomeHK «3aBodckue Hacmpoliku». Bo3spam K Hacmpolkam rno yMoHaHuto

MeH0 No3BO/ISIET BEPHYTLCS K HACTPOIKAM YCTPOICTBA, YCTAHOB/EHHBIM MO YMO/YaHW0. YCTPOACTBO Npu
3TOM 6yfeT nepesarpy>eHo.

Ynpagnedwe [ HacTponkd | JaBofcHHe HACTPOM KH

& TMpu BbINO/IHEHNM AaHHOV onepaLmn BCe BbINOMHEeHHble Bamy HacTpolikv 6yayT yTpayeHsbl.

Mpu HaXXaTMn Ha KHOMKY «BoccmaHoBUMb HacCmpoUKU Mo yMo/14aHur» NPOUCXOANT COpOC HACTPoeK K
3aBO/ICKMM. YCTPOIACTBO Npu 3TOM ByAEeT nepesarpyXeHo.

RA



NTU-RG-14xx. PykoBOACTBO MO aKcnnyaTaumm (user)

4.5.2 MopgmeHto «MNaponb Pon». CMeHa naponsa ang goctyna k cetu PON

[aHHoe MeHI0 N03BOASET N3MEHUTb Naposb Ans asTopusaumm ONT Ha CTaHLMOHHOM YCTPONCTBE NacCUBHOM
OMNTUYECKO ceTn.

Ynpagnenwe [ Mapons PON

[nsi cMeHbl Naponsa HeobxoaymMo BeecTy 10 cMBO/OB B none «Hosbil naposis PON». AN NpUHATAS 1
COXpaHeHVs1 U3MEHEHWI1 HEOBXOAVMMO HaXaTb KHOMKY «/[TpuMeHUMb/CoxpaHumae». MpUMEHEHNE HACTPOEK
Npou3oiiaeT nocne nepesarpysku ycTponcTea.

0 HactoATenlbHO He peKoMeHAYeTCA U3MEHATL Napo/ib CaAMOCTOATENILHO — 3TO MOXET MPUBECTH K
norepe cBA3n co CTaHUMOHHbLIM yCTpOVICTBOM.

4.5.3 ToamMeHto «CUCTEMHbIN XypHau». MPOCMOTpP 1 HACTPOKa CUCTEMHOTO XypHana

4.5.3.1 TMoomeHro «KoHghucypayusi». Hacmpolika cucmemMHO20 XypHasa

MeHt0 ncnonb3yeTcsa 4151 NPOCMOTPa U/WUIN HACTPONKM COOLITUIA, NPOUCXOAALLMX HA MapLLpyTUu3aTope.

Ynpagnedwe [ CHcTeMHbid sypran [ Koswdwrypauua

OTRafcdHs & v
CrwimGea v
PencuM paboTe: NokaneHeR L
LEHMA, BRBOAMMEN B KoHCONs Linux (printk)] Ownbea v
6T CMS. B CRETEMHLEY BovyTH: & Oriniodes O Br

Mepexoq kK NPOCMOTPY CUCTEMHOTO XXypPHas1a OCYLLLECTB/ISIETCS KHOMKOM «[Tokazamb cucmeMHbIU XypHas».

* CucmemHbil XypHas — BK/IOYEHVE/BbIK/I0UEHNE CUCTEMHOrO XypHana (enable/disable);
* YposeHb 0ema/iuzayuu — yCTaHOBKAa YPOBHA AeTanim3aumnmn XypHana cobbituid. Knaccudukaumns
YPOBHE BaXHOCTU B NOPAAKE CHMKEHUA 3HAYMMOCTH:
+ ABapuliHbIl;
+ lNpedynpexdeHue;
* Kpumuyeckud;
* OwubKa;
* YBeodom/ieHue;
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NTU-RG-14xx. PykoBOACTBO MO 3Kcnyatauum (user)
* VIHgbopmayuoHHble;
* OmsiadoyHbie;
* Pexxum pabomsbl — pexum paboTbl XypHana:
* JIoKa/lbHbIl — MECTHBI (BCe COBbITUSI BO3BPALLAKOTCS HA MapLLpyTU3aTop Yepes GyhepHyto
namsTb);
* Y0aneHHblIl — ypaneHHblii (Bce cobbITMSA Bo3BpaLatoTca Ha cepeep Syslog);
+ Oba - pabotaloT 06a pexmma;
+ USB-Hakonumesib — otrnpaska Ha USB-HakonuTens;
+ Display Level — ycTaHOBKa YpOBHS OTOGpaXeHWs1 BbIBOAMMbIX COOBLLEHWNIA XXypHana cobbITul;
* YposeHb coobweHul, BbIBOOUMbIX B KOHCO/Ib Linux (printk) — ycTaHOBKa YPOBHSI COOGLLEHWIA,
BbIBOAMMbIX B KOHCO/b Linux;
+ Omnpaska coobuwjeHuli om CMS 8 cucmemHbIll XypHas — BKIOUEHNE/BbIK/TIOYEHNE OTNPaBKU
coobLeHnii oT CMS B cUCTEMHBIN XypHaUT.

Mpu BbIGOpE yAANEHHOMO pexuma (YoasieHHbIl) fOCTYNHbI CeAyoLImMe HacTPOKU:

* IP-adpec cepsepa-— IP-agpec cepBepa Syslog, Ha KOTOPOM COXpaHsItOTCSA BCe COObITUS,
+ UDP-nopm cepsepa — HoMep nopTa cepaepa Syslog.

[N NPUHATUS USMEHEHMIA N COXPaHEHNA HEOGXOAMMO HaxKkaTb KHOMKY «[TpumeHUmMb/CoxpaHums».

4.5.3.2 TloomeHr «[pocmomp». lNpocMomp cucmemMHO20 XypHasia

MEHI0 CNYXUT A/1s1 NPOCMOTPA COObITUIA, MPOMCXOAALLMX HA MapLUpyTU3aTope.

Ynpasneuwe [ MypHan coDbiTHi

| Rara/Bpema | Kareropua | Yposens saxknoctu | Coobuenne |

OOHOEMTE

O6HOBUTbL UHYOPMALMIIO MOXHO KHOMKOM «O6HOBUMBb».

4.5.4 TMopmeHto «[ata n Bpemsi». HacTpolikn CUCTEMHOTO BPEMEHU

Bo Bkagke HacTpamBaeTcs CUCTEMHOE BPEMSs Ha YCTPOICTBE.

Ynpagneswe [ [lata W BpeMa
+
Oprytoa v
He psGpas v
Hit B G0 A l
He gedlpas v
He eefipas v
GMT+03:00) Banmipaa, Mockm, Caurleteplypr v

* ABmMomMamuy4ecKku CUHXPOHU3UPOBamb C CepPBUCOM BpeMeHU Yyepe3 VIHmepHem — Nnpu YCTaHOB/TIEHHOM
onare Npon3BOAMTL aBTOMATUUYECKYI0 CUHXPOHM3aLMIo ¢ VIHTepHeT-cepBepamMu TOYHOIO BpeMeEHM;

* epsbili NTP-cepsep — BbIGOP OCHOBHOIO cepBepa TOYHOIr0 BpEMEHU;

* Bmopol NTP-cepsep — BbIGOp BTOPOro cepBepa TOMHOro BpEMEHM, None — He UCMNO/1b30BaTb
[AOMNOSTHUTENbHBbIE CePBEPA;

+ Tpemuli NTP-cepsep — BbIOOp TPETLEIO CepBepa TOYHOIO BPEMEHU, hone — He NCMNO/1b30BaTh
[AOMNOSNHUTENbHBbIE CEPBEpPA;
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+ Yemsepmoili NTP-cepsep — BbIOOP YETBEPTOro cepeepa TOYHOIo BPEMEHU, hone — He NCNOoMb30BaTb

[ONOMHUTENbHbIE CepBepa;

* MMsamebili NTP-cepsep — BbIGOP NSATOro cepBepa TOYHOr0 BPEMEHW, NoNe — He UCMNO/b30BaTh

[0NOMHUTENbHbIE CepBepa;

+ Yacosol nosic - yCTaHOBKa 4aCoBOro nosaca B COOTBETCTBMN C BCEMUPHbLIM KOOpANHAaUNOHHbIM

BpemeHem (UTS).

& Mpuv BbIGOpE B BbINagalolLem Crncke cepBepoB 3HaveHusi Other cnpaBa CTaHeT akTUBHbIM OKHO A/
3arnosiHeHns, Kyaa crefyeT BpyYHyto BBECTY afipec cepBepa TOYHOrO BPEMEHN.

[N NPUHATUS USMEHEHMIA N COXPaHEHNA HEOGXOAMMO HaxkaTb KHOMKY «[TpumeHUmMb/CoxpaHums».

4.5.5 ToameHto «Maponu». HacTpoiika KOHTPONsA AocTyna (ycTaHoBKa naposen)

B gaHHOl BKNaake ocyLecTBNsAETCA CMeHa naposiei ocTtyna K yCTPOMCTBY.

Ynpasneuse [ Maponu

[N cMeHbl Naponst Heo6xo04MMO BBECTY UMS NO/Ib30BATENS, CYLLLECTBYHOLLMIA Naposib, 3aTEM HOBbI Naposb U

noATBEPAUTL €ro.

[N NPUHATUS U3MEHEHMIA N COXPaHEHNS HEOGXOAMMO HaxkaTb KHOMKY «[TpumeHUmMb/CoxpaHums».

4.5.6 MoameHto «Ping». NMpoBepka AOCTYNHOCTM CETEBbLIX YCTPOWCTB

[laHHOe MeHto npeAHa3HaYeHo AJ1s1 NPOBEPKM AOCTYMHOCTM NOAK/THYEHHbIX K MapLUpYyTM3aTopy CETEBbIX

YCTPOWCTB Npu NnomMoLy yTunntsl Ping.

Yipaanewwe | Ping
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L5 npoBepKM AOCTYMHOCTM NOAKOUYEHHOIO YCTPOICTBA HEO6X0AMMO BBECTM ero IP-agpec B none 1 Haxarb

KHONKY «Ping». 1N npocMOTpa TpacCUpOBKM MapLupyTa HaXXMuUTe KHONKY «TraceRoute». BbiBog 6yaeT
OCYLLIeCTB/IEH Ha JlaHHON CTpaHuLe web-koHuryparopa.

Ynpaaneuwe [ Ping

4.5.7 NopmeHo «O6HOBUTL MNO». O6HOBNEHKE 1O

[ns o6HoBNEeHMA MO HeobxoaMMo BblbpaTh thaiin MO B cTpoke «Mms ghalina MO» (MCnonb3ys KHOMKY
«Bblbepume ¢halisi» nnn «O630p..») N HaxXaTb KHOMKY «O6HOBUMb.

A B npouecce 0OHOB/EHMNA He O0MnyckKaeTca OTK/rYeHne nntTaHnd yCTpOﬁCTBa, nnbo ero nepesarpyska.

lMpouecc O06GHOBNEHUS MOXET 3aHMMaTb HECKO/bKO MWHYT, nNocne 4yero yCTpOI7ICTBO aBTOMaTn4yecku
nepesarpyxaetcs.

¥npaeneune [ Obnoanenwse MO
lWiar 1: NoayyrTe HOBLM GARN NO ¥ BAWErD NPC

Wlar 2: BasawTe fycth A0 Hains obpa3a B NOGE HIDKE WAH HAKMITE KHOMKY

Wiar 3 HasxMuTe

tum padna NO: | Bubepute failn

4.5.8 MopameHto «MNepesarpy3kar. [Nepesarpyska ycTpolictea

Ynpaeneuuwe | MNepesarpy3xka

[lns nepe3arpysku ycTpoiicTBa He06X0AUMO HaxkaTb Ha KHOMKY «[lepesazpy3umsy». MNepe3arpy3ka ycTpoiicTea

MOXET 3aHATb HECKOJIbKO MUHYT.

AN
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